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1. AHHOTauuA

JlaHHBI JTOKYMEHT CONEPXKUT TMpaBUjia MOJB30BAaHUS CPENCTBA KPUNTOTrpapuuecKod 3alluThl
unpopmarun (CK3M) «Kpunrtollpo JCP» Bepcus 2.0, ero cocraB, Ha3Hau€HHE, KIIOUEBYIO CHUCTEMY,
TpedoBanus no 3amute oT HC/I.

JIOKyMEeHT mpenHa3HaueH JUIs aJMUHUCTPATOPOB MH()OPMAIIMOHHON 0€30IacHOCTH yUpekKACHUH,
OCYIIECTBIIIONINX YCTAaHOBKY, OOCTY>KHBaHHE KOHTPOJb 32 COONIOIEHHEM TPEOOBAHUI K IKCILTyaTalluu
cpeacts CK3U, a Taxke agMHHHUCTPATOpPaM CEpPBEPOB, CETEBBIX PECYpPCOB MPEANPHUATUS U JIPYTUX
pabOTHUKOB CIY>KOBbI MHPOPMALIMOHHONW O€30MacHOCTH, OCYIIECTBISIONIUM HAaCTPOHKY pabouux MecT
Ui pabotsl co cpeactBamu CK3U.

WucTpykuun aJIMMHHCTpaTopam 0€e3011acHOCTH u MOJIb30BATEISAM pa3INYHBIX
aBTOMaTu3upoBaHHbIX cucteM, ucnonpdytommx CK3M «Kpunrollpo JCP» Bepcus 2.0 moimkHBI
pa3pabaTbiBaThCs C yueToM TpeboBaHui HacTosiux [IpaBu.
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2. CseneHusa o6 nsnenum

CK3U «Kpuntollpo JCP» Bepcus 2.0 mpenHasHaueHO IS 3alIUThl OTKPHITOW HH(OpMAIUU B
MH(QOPMAIIMOHHBIX CHUCTEMax OOIero IMojb30BaHUs (BblUMcIeHHEe W mpoBepka OII) u  3amuThl
KOH(UIeHITMaNbHON HH(OpMaIUK, HE COoJIeprKalllel CBeIeHNH, COCTABIAIOIINX TOCYIapCTBEHHYIO TailHy,
B KOPIIOPAaTUBHBIX HH(POPMALMOHHBIX cUCTeMax (mudpoBaHue M pacmuppoBaHre HHPOPMAIIH,
BBIUHCJICHHE U NMPOBEPKAa HMUTOBCTABKY, BEIUMCIICHUE 3HAYEHUS X3III-(DYHKIMH, BBIYUCIEHUE U POBEPKA

1))

CK3U «Kpunrollpo JCP» Bepcusa 2.0 coBmectumo «Kpunrollpo CSP» mno BbImosiHsEMBIM
KpunTorpadgudeckuM QyHKITUSAM U KITIOYaM.

ITpn skcrmyaranmn CK3U «Kpunrollpo JCP» Bepcust 2.0 AOMKHBI BBINOIHATHCS CIEAYIOIIHE
TpeOoBaHuUs:

— Cpencreamu CK3U He pomyckaercs oOpabarbiBath HH(DOPMAIIHIO, COAEPIKAIIYIO
CBEIICHUS, COCTABIISIONINE TOCYIapCTBeHHYIO TaiiHy. KirroueBas wH(opMariws
SBJISIETCS KOH(UICHITUAIBHOM.

— Pasmemenne CK3U «Kpunrollpo JCP» Bepcus 2.0 B NOMEIICHUSX,
MpeIHa3HAUYEHHBIX JJIs BEIEHUS TIEPEroBOPOB, B XO/A€ KOTOPBIX OOCYXKIAIOTCA
BONPOCHI, COJAEP)KAIME CBEIACHMS, COCTABJISIOUINE TOCYIapCTBEHHYIO TaiiHy,
OCYILIECTBIIETCS YCTAHOBJIEHHBIM MOPSIKOM.

— Hcnons3zoBanne CK3U g 3amuThl pedeBod uHpopManuu 0e3 MpOBEACHUSA
COOTBETCTBYIOIIUX JOMOJHUTENBHBIX HCCIeNoBaHUM 3amperieHo. [Ipu Begenun
MEPETOBOPOB,  CONEPKANIMX  KOHPUIACHIHUATBHYIO  WH(POPMAIUIO, JIOJDKHBI
OTKJTFOYAThCS YCTPOUCTBA MpeoOpa3oBaHus peun anmapatHoil komrmoHeHTs CK3U.

— IIDBM, na xortopeix wucnonsdyercs CK3U, nomxHBl OBITH AOMYIIEHBI IS
00paboTKu KOH(PUACHIMATHHOW HMHPOpPMAIMU TI0 JEUCTBYIOIUM B Poccuiickoii
Oenepanuu TpeOOBaHUSAM MO 3alIUTe WHGOPMAIUU OT YTEUKH MO TEXHUYECKHUM
KaHajaMm, B TOM uucie, o kaHany cBsizu (Hampumep, CTP-K), ¢ yuetom monenu
yrpo3 B MH(OOPMAIMOHHON CUCTEME 3aKa3dhKa, KOTOPBIM JOKHO MPOTHBOCTOSThH
CK3U «Kpuntollpo JCP» Bepcus 2.0.

—  MHucramnsauus CK3U «Kpunrollpo JCP» Bepcus 2.0 Ha pabounx mecTax J0HKHA
MIPOU3BOAUTHCS TOIBKO C IUCTPUOYTHUBA, TIOTYYSHHOTO TIO JOBEPEHHOMY KaHAITY.

— Bcerpauanue CK3U «Kpunrtollpo JCP» Bepcus 2.0 B apyrue cpencrsa BO3MOXKHO
TOJIBKO C UCTOJIb30BaHUEM (pyHKIMH, yka3aHHbIX B 11.10. B ciaydae ucnonp3zoBanus
MPOYUX BBHI30BOB HEOOXOAMMO MPOM3BOANTH pa3paboTky otaensHoro CK3U B
COOTBETCTBUM C JICWUCTBYIOIIEH HOPMATUBHON 0a3oil (B 4YacTHOCTH, C
ITocranoBnenuem IIpaBurenscrBa Poccuiickoit @enepannu ot 16 ampens 2012 ©
Ne 313 u [Tonoxenuem o pa3zpaboTKe, MPOU3BOACTBE, peATH3ALUU U HKCILTyaTalluu
mu@poBanbHbIX  (KpUOTOrpadUyeckux)  CpPeICcTB  3allUThl  MHPOpMAIUH
(ITonoxenue ITK3-2005)).

CK31 «Kpuntollpo JCP» Bepcus 2.0 mpu ycioBuM BbIIOAHEHMsI Hacrosmux IIpaBun
obecrnieunBaeT KpunTorpaduUyYecKyro 3amuTy KOHPUACHIMATHHOM WH(GOPMAIMK OT BHEITHETO
HapyIINUTENSl, CAaMOCTOSITEIbHO OCYIIECTBISIOLIETO CO3JaHUE METONOB U CPEACTB pealu3alUM aTak, a
TaK)K€ CaAMOCTOSITENIbHO PEaTU3YIOIIEro arakH.



KTANM.00091-01 92 01 Kpuntollpo JCP. MNpaBuna nonb3oBaHus

1. Nopagok pacnpocrtpaHeHnsa CK3NU

VYeranoBounble Moaynmn CK3M m KOMIIIEKT 3KCIUTYaTallMOHHOW JOKYMEHTAallMM K HEMY MOTYT
MOCTaBJIATHCS MOJIH30BATENI0 YIIOMTHOMOYEHHOM OpraHn3anueil 1ByMs crioco0amu:

1. Ha Hocurene (CD, DVD - nauckn);

2. IlocpeacTtBom 3arpy3ku uepe3 MHTepHET.

Jns momydeHHsT BO3MOXKHOCTM 3arpy3kH ycTraHoBouHbIX wmoxyner CK3M wu  xommekra
JKCILIyaTallMOHHOM JTOKYMEHTALUU I10JIb30BATEIIb HAIIPABIIET CBOU YYETHbIC JAHHBIE YIIOJIHOMOUYEHHON
OpraHu3aluy. Y4yeTHble JaHHble MOTYT  OBbITh  HampaBi€Hbl  IOCPEIACTBOM  3allOJIHEHUS
CHeNHATU3UPOBAHHON PETUCTPAIMOHHON (OPMBI Ha caifTe YITOTHOMOYEHHOW OpraHU3aIiH.

Ilocne momydeHuss YNOJTHOMOYEHHOW OpraHU3alMEN YYETHBIX JAHHBIX  IOJIb30BATEIIO
IIPEIOCTABIIAECTCA JOCTYNl Ha CTpaHMIy 3arpy3ku ycraHoBouHbIX Moxyned CK3W u kommiekra
AKCITyaTallMOHHOM JokymeHTanuu. [Ipu 3arpy3ke mosb3oBarenem ycTaHoBOUHBIX momyneit CK3U wu
KOMIUIEKTa OKCIUTyaTallUOHHOM JOKYMEHTAallUM YIIOJHOMOYEHHOW OpraHu3alueld I[pUCBAUBAcCTCs
y4eTHBIN HOMep, uaeHTuuupyronmii sxzemmisip CK3U, npenocraBieHHbIN T0Ib30BATENIO.

BmecTe ¢ yka3aHHBIMM JaHHBIMM Ha CTPAHUIE 3arpy3KH pa3MEIIalOTCs KOHTPOJIbHBIE CYMMBI
YCTaHOBOUYHBIX MOIYyleH U JokyMeHTanuu. KOHTpolbHbIE CyMMBI PacCUMTHIBAIOTCA B COOTBETCTBUHU C
['OCT P 34.11-2012 (256 Owut). Ilonb3oBarens, 3arpy3uB ycraHoBouHble wmoaynu CK3U u
HKCIUTYaTallMOHHYIO TOKYMEHTAIUIO JOJKEH YOS TUTHCS B LIETIOCTHOCTU MOTYYEHHBIX TAHHBIX.

YcranoBka CK3U Ha pabodee MeCTO MOIB30BATENSI MOXKET OBITH OCYIIECTBIIEHA TOJIBKO B Cllydae
MOATBEPKACHUSA IEJOCTHOCTA TMOJYYEHHBIX YycTaHOBOUHbIX Moayinedn CK3UM um skcrutyaraninoOHHOU
JIOKYMEHTALH.

[pumeuyanne. CpeacTBo KOHTpoJsi 1eraocTHOcTH (cpverify.exe wiMm WHOE CepTU(UIMPOBAHHOE CPEICTBO)
JOJDKHO OBITh IONYY€HO HAa JUCTPUOYTHBHOM HOCHTENIE NOBEPEHHBIM O0pa3oM WM 4Yepe3 KaHall CBSI3H,
3amumieHHsd  ceptudumuposanibiMa - @Ch  Poccum  kpumrorpadgudeckumu  cpeactBamu. [lpu  3Tom
JOMyCKaeTcsl Ucronb3oBanue yruiauthl cpverify.exe u3 cocraBa CK3U «Kpunrtollpo CSP» Bepcuu 4.0 npu
YCIIOBUH, YTO OHa Obljla MOJydeHa Ha TUCTPHUOYTHBHOM HOCHTENE, a HE 3arpyKeHa depe3 OOIelI0CTYIHbIC
KaHaJbl CBSI3H.
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2. OCHOBHble TEXHUYECKNE AaHHbIe U XapaKTEPUCTUKMN

CK3U1 «Kpunrollpo JCP» Bepcust 2.0, pyHKIMOHMpYET MOA YIpaBlI€eHHEM cleayloumx Java-
MalINH:

— Java-mammaa npounsBojctBa Oracle «Java(TM) 2 Runtime Environment, Standard Edition
Bepcuu 1.6 u BhIme Ha 32-OUTHOM M 64-OMTHOM TIIaThopMe.

— Java-mammael JOVM npousBoactea IBM «Java(TM) 2 Runtime Environment, Standard
Edition» Bepcuu 1.6 u BbIie Ha 32-0uTHOM U 64-OuTHOM TIaT(OpMeE.

[Topsiiok 1 CpOKM IKCIUTyaTallMd BUPTYaJIbHBIX MAIHH, B cpesie KoTopbix ¢yHKiuonupyer CK3U
«Kpunrollpo JCP» Bepcus 2.0, onpenenstorcst pOU3BOAUTEISIMU BUPTYaIbHBIX MaIIUH.

Cnenyronme mnporpammubsle koMnoHeHThl CK3UM  «Kpunrollpo JCP» Bepcus 2.0 MoxHO
UCIIOJIb30BaTh 03 MPOBEACHUS JOTIOIHUTEIbHBIX TEMAaTHUECKUX UCCIIEI0OBAHUN!

— ytwinTa s BeipaboTku CMS coobmenuit cmsutil;
— npunoxenue i co3nanus TLS-tyHHens tls_proxy.

UcnonszoBanne CK3U «Kpunrtollpo JCP» Bepcust 2.0 ¢ BBIKJIIOYEHHBIM PEKUMOM yCHIEHHOTO
KOHTPOJIS. UCTIOJIb30BaHMsI KJIFOUEH JOMYCKaeTCsl TOJNBKO B IENSAX TECTUPOBaHMA. BKitoueHHe TaHHOTO
pexuma onmcano B 1. 11 PykoBoacTBa agmunucTparopa 6e3onacaoctu CK3HU.

4.1 Ytunura cmsutil

VYrunuta cmsutil npennasaadena ais BeipadboTku CMS-enveloped cooOrmeHuit B COOTBETCTBUU C
RFC 4490 u Pexomenmauusmu TexHH4eckoro KoMuTeTa mo craHgaptuzanmu «Kpunrorpapuueckas
s3amuta uHbopmaruuy (TK 26) «PexomeHnmanmu 1o craHmapTtu3anuu. lcmonb30BaHWE alrOpUTMOB
I'OCT 28147-89, TOCT P 34.11 u 'OCT P 34.10 B kpuntorpadpuueckux coodmenusx popmara CMSy.

Jns 3ammdpoBanus (aiina ¢ TOMOUIbIO YTHIUTH cmsutil He00X0AUMO BBIMOIHUTH CIETYIOLIYIO
KOMaHJy:

java -jar cmsutil.jar -encrypt -certstore <Ha3zpaHue XxpaHuIHIIA TOBEPECHHBIX CEPTHUPUKATOB™> [-pass
<[Iaponb ot xpanuiuiia>] -alias <Mms ceprudukara> -in <daiin ¢ JTaHHBIMY I TTUGPOBAHUS> -0Out

<dai1 BeIXoma>.

Jns pacumdpoBaHus ¢ MOMOMIBIO YTHIUTHI cmsutil HEOOXOJMMO BBIMOIHHUTH CIETYIOUIYIO

KOMaHYy:

java -jar cmsutil.jar -decrypt -keystore <Tun xpanunuma> -alias <Mwms koHteiHepa> [-pass <Ilapois

KoHTelHepa>] -in <daiin ¢ mudpoBaHHBIMU JaHHBIMI> -out <daiin BeIXoAa>

4.2 Yrunura tls_proxy

Yrunuta tls proxy mnpexacraBiser coboil mpuiokeHue s co3manust TLS-tynnens. [lannas
yTWINTA TI03BOJSET YycTaHaBiuBaThb TLS-coenuHeHne B coOTBeTCTBUM C PekoMeHpanusamu 1o
CTaHIAPTU3AIMM TEXHUYECKOro KOMHTeTa 1o crapaapruzauuu «Kpunrorpaduyeckas 3amura
undopmaruny (TK 26) «Pexomenmanuu mo craHpaptu3aiuu. Vcrmonp3oBaHue HaOOpOB alrOPUTMOB
mmdposanus Ha ocHoBe 'OCT 28147-89 nnst mpoTokona 6e30macHOCTH TpaHCIOpTHOTO ypoBHs (TLS)».

YTuinra MOXeT OBbITh 3aIlyllieHa CIEAYIOINUM 00pa3oM:

tls_proxy <ListenPort>
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[Ipn sTOoM, B mamke NPUIOKEHUS IOKEH JIeKaTb KOHQUIYpalMOHHBINA (hailn, yCTpOEHHBIN
CJIEAYIOLIMM 00pa3oM:

<Config>

<Parameters inactiveTimeout=«60» checklnactiveTimeout=«30» serverSoTimeout=«600» />
<CertStore path=«c:\software\Keys\tomcat7\test ca.store» password=«1» />
<Addresses>

<Address>

<ListenPort>9000</ListenPort>
<Host>cpca.cryptopro.ru</Host>

<Port>443</Port>
<ClientAuthEnabled>false</ClientAuthEnabled>
</Address>

<Address>

<ListenPort>9001</ListenPort>
<Host>cryptopro.ru</Host>

<Port>4444</Port>
<ClientAuthEnabled>true</ClientAuthEnabled>
<KeyType>HDImageStore</KeyType>
<KeyPassword>Pass1234</KeyPassword>

</Address>

</Addresses>

</Config>

IHosicHenme:

Parameters - TexHONIOrMYECKHUE MAPAMETPBI COCTUHEHUI:

inactiveTimeout - nepuoj; BpeMeHH (CeK), Mocae KOTOPOTo NOAKIIOUEHUE CUUTAETCS HEAKTUBHBIM
U MOXET OBITh 3aKPBITO (BpeMsl aKTUBHOCTH OOHOBIISIETCS TIPU KaXJIOM 3a1poce).

checklnactiveTimeout - mepwox (CeK) TPOBEpPKH coenuHEHWH (s TaiiMepa). HeakTuBHBIC
3aKpBIBAIOTCSI.

serverSoTimeout - meproa oxxugaHust (CEK) BXOIANUX COSTUHECHUH.

CertStore - XpaHuWJIMILE JOBEpeHHbIX cepTudukaroB. path - myTe k Xxpanunuiy, password -
[1apoJIb K HEMY.

Addresses - 610k aapecos.
Address - oTnenbHBIN agpec ceprepa.

ListenPort - mopTt, naHHBIE U3 KOTOPOTO TPAaHCIUPYIOTCS Ha cepBep U oOpatHO. C 3TUM MOPTOM
3amyckaercsi npuiokeHue tls proxy. OTaenbHbBIN 3K3eMIUIIp MpUIoKeHus, ciymraromero ListenPort,
paboTaeT ¢ KOHKPETHBIM aJPECOM, CBSI3aHHBIM C 3TUM IIOPTOM.

Host, Port - mapameTpsl cepBepa, Kyaa NIpoucxoauT Tpancisanus u3 ListenPort.
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ClientAuthEnabled - (¢mnar, onpenensromuii, BKIOYEHAa JM Ha CepBepe KIUEHTCKas
ayTeHTHU(UKAIMs; eciau BKIo4eHa, To mnorpelyrorcs mapamerpbl KeyType u KeyPassword - Ttun
KOHTEHWHEPA U Mapoib K HEMY.
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1. KnaroueBasi cuctema

CK3U «Kpuntollpo JCP» Bepcus 2.0 ABiseTcsi CUCTEMOM C OTKPBITBIM PACIPEACIICHUEM KITHOYEH.
Kiroun npoBepku 271eKTpOHHON MOANHMCH U OOMEHa MPEICTaBIAIOTCS B BHJIE CEPTUPHUKATOB OTKPHITHIX
KIIIOUEH.

CpOKH IENCTBUSL:

— MaKCHMAaJIbHBIN CPOK JCHCTBUS 3aKPBITHIX KiItouel mudpoanus u kiodei DI -
1 ron 3 mecsa;

— MaKCHUMaJIbHBIM CPOK JIeHCTBUS OTKPBITHIX KItoUeH mudpoBanus - 1 roxg 3
MecALa;

— Cpok jeicTBus ceprudukara kiroua nmposepku Il monb3oBarens - He Oosnbliie S
JeT;

— MaKCHUMAaJIbHBIN CPOK JeMCTBUS Kitouel nposepku D1 mpu ucnoiab30BaHUN
anroput™ma ['OCT P 34.10-2001 - 15 ner;

— MakKCHUMaJIbHBIN CPOK JEHCTBUS Kitouel mposepku Dl npu ncnoap30BaHUN
anroputma 'OCT P 34.10-2012 - 15 ner.

KiroueBoii KoHTEHHEP

ITpu dhopmupoBanuu 3akpeiThie kKimoun CK3U «Kpunrollpo JCP» Bepcus 2.0 3anuchiBaroTcs Ha
KJIFOYEBOM HOCUTEIb (KJIFOUEBOM KOHTEUHED).

KiroueBoit KOHTEHHEpP MOXKET COJIEPKATh:

— TOJBKO KJIFOY SHGKTpOHHOfI TIOAIINCH,
— TOJBKO KJIFOY I.HPI(prBaHI/ISI;
— K4 BHCKTpOHHOﬁ NOAINMMCH U KIIHOY I_HI/I(prBaHI/IH OJHOBPCMCHHO.

JIOTIONHUTENBHO KIIHOUEBOI KOHTEHHEp COIAEPKUT CIY:KEOHYI0 MH(OpMAIUIO, HEOOXOAUMYIO IS
oOecrieyeHns KpUNTOrpaduyecKoi 3aluThl KIIIOYel, UX [eJTOCTHOCTU U T. T.

Kaxxap1ii krodueBoil KOHTEHHEP (HE3aBHCHMO OT THIA HOCHUTEIS), SBISETCS CaMOJOCTATOYHBIM U
COJIEPIKUT BCIO HEOOXOUMYIO0 HHPOPMALIHIO 711 pa0OTHI KaK ¢ CAaMUM KOHTEHHEPOM, TaK U C 3aKPBHITHIMH
(¥ COOTBETCTBYIOIIIUMHU UM OTKPBITHIMH) KITFOUaMH.

XpaHeHHe KJIOYEBbIX HOCHTEJIei

JIM4yHBIE KIIIOYEBBIE HOCUTEIU IOJIb30BaTele PCKOMCHAYCTCA XPAHUTH B CCI\/'I(I)C. ITonw3oBarenb
HECCT MEPCOHATbHYIO OTBETCTBCHHOCTD 3a XPAHCHUC JIMYHBIX KIIFOUEBBIX HOCHTEJICH.

[Tlpu Hanmuumm B opraHuzauuu, skcrutyarupyromeii CK3U, anmunuctparopa 6e30macHOCTH, U
LHEHTPATU30BaHHOM XpaHEHUU KJIFOUEBBIX HOCHUTENEH, aIMHHHCTpATop O€30MacHOCTH OpraHU3aluu
HECET INEPCOHAJIBHYIO OTBETCTBEHHOCTBH 3a XPAHEHHUE JIMYHBIX KIIOUYEBBIX HOCHUTEJEH IOJIb30BaTelEH.
JInuHble KIIIOYEBbIE HOCUTENN aIMUHUCTpATOpa OE30MaCHOCTH JIOJIKHBI XPAaHUTHCS B €T0 JJMUHOM celde.

TpeOoBaHus MO XpaHEHHIO JUYHBIX KIIOUEBBIX HOCHTENEH pacnpocTpaHstorcs Ha [I9BM (B Tom
YHCIIe U TIOCTIe YaleHHsl KIIIo4eil ¢ ucka).

HacrogrensHO PCKOMCHAYCTCA HCIOJIb30BATH MAPOJIBHYIO 3alllUTy HIpPHU XPaHCHUU KJIIOYEd Ha
WML

[Tpy HEOOXOOUMOCTH Mepead KIIOUEBOTrO0 HOCUTENs MOCTOPOHHEMY, MH(OpMAlHI0 € HEro
HEOOXOAMMO TapaHTHUPOBAHHO YAAJUTh.

10
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YHUUTOKEeHHE KJII0UYed HA KJII0YEeBbIX HOCHTEJIAX

Knroun Ha KIIOYEBBIX HOCUTENAX (BKJIIOYAsh CMapT-KapThl), CPOK JEHCTBUSI KOTOPBIX HCTEK,
YHUUTOXAIOTCS IyTEeM yaajieHus KioueBbIXx KoHTelHepoB cpeactBamu [10 CK3U wnm ¢ momomnibro
KontponpHoii Ilanenu, mocie 4ero KJIHOYEBbIE HOCHUTENM MOTYT HCIIOJIB30BaThbCs JJIS 3allUCU HA HUX
HOBOM KJTIOY€BOM MH(POPMAITUH.

11
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1. TpeboBaHMA NO NPOBEAEHUIO KOHTPO/IA LLE/IOCTHOCTU

Kontpons nenoctaoctn JAR-daiina mpoBaiiiepa oCymecTBIsSIeTCS MPH 3arpy3ke IMpoBaiiaepa
HOCpeCTBOM IpoBepku noamnuceit Tpex ¢ainos JCP.jar, ASN1Pjar u asnlrt.jar. Co3nanue u nmpoBepka
noanuceit JAR-¢aitnos peanusosansl B kiacce JarChecker.

6.1. Co3manne nmoamucu JAR-daiina

s co3nanus noanucu Hekotoporo JAR-¢aiina cnenyer Bo3BaTh QpyHKIMIO main kinacca JarChecker
CO CIENYIOLIMMHU NTapaMeTpaMu:

-sign [-alias keyAlias] [-storetype storeType] [-keypass keyPassword] [-in jar_file] [-out signed jar file]

[-delsign]

Ornucanue nepeaaBaeMbIX MapaMeTpoB:

rnapaMmeTp 3HAUYCHUE 00s13aTeIIbHBII/HE00s13aTeIIbHBIIH
-sign | KOMaHJa cO3JJaHus HOBOU MOAMUCH 00s13aTeNbHBIN mapameTp
. MMS KJTFOUa AJIEKTPOHHOM TOJIITUCH, Ha .
-alias 00s13aTeNbHBIN apaMeTp
KOTOPOM OCYILECTBIIAECTCS MOANUCH
o ymonyanuio - HDImageStore,
MMS KJTFOUE€BOTO HOCHUTEJIS, HA KOTOPOM .
-storetype 00s13aTeNIBHBIN €CIIN KITI0Y JISKUT HE Ha
JIEKUT KITHOU
JKECTKOM JIUCKE
00s13aTeNIbHBIN, €CITU TapoJb Ha KITF0Y
-keypass | maponp Ha KJIHOY TOJIUCH
YCTaHOBJICH
. | momHBIN MyTh K noanuceiBaeMomy JAR- .
-in . 00s13aTeNbHBIN mapameTp
Gbaiimy
MIOJIHBIN TYTh K (haiiiTy, B KOTOPBIH Oyzet .
-out yTb K § Y PHIOYA 00s13aTeNbHBIN apaMeTp
3anucaH nofanucanubii JAR-daiin
delsign ¢uar, onpeaensAOIUi ylajJeHe HEBEPHBIX | €CIIU YKa3aH, TO HEBEPHbIE OAIMUCH OyayT

noamnucei

Omnucanue nmponecca co3ganusd NnoAInrucCHu:

YAAJICHBI

— B IIEPBYIO OYEPEab OCYLIECTBISETCS MPOBEPKA BCEX CYIIECTBYIOUINX MOJIUCEN;

— ©CIJIM CyLIECTBYIOT HEBEpHbIE OJNKICH U yKa3aH napametp -delsign, TO 3TU MOAMUCH YAAISIOTCS;

— €CJIKM IIOCJIC IIPOBCPKU M, BO3MOXHO, YAAJICHHA HCBCPHBIX HOﬂHHCCﬁ, 06].].[66 KOJIHNYCCTBO
HOZ[HHCGﬁ paBHO U IMPEBBIIIACT 16, TO HOBaA IIOAIIMUCH CO31aBaTbCA HE 6yz[eT;

— €CJIKM CpCau OCTAaBIINXCA nommceﬁ YK€ CYIICCTBYCT IOANNCH HAa 3aJaHHOM KJIHOYEC 3J'I€KTpOHHOI>i
IIOAIMMCH, 1 OHA BEpHA, TO HOBAA IMOAIKNCE HE CO30aCTCH;

12
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— €CIIM CPeIH OCTaBIIMXCS MOAMUCEH yXKe CYIIECTBYET MOANKICh Ha 33JaHHOM KIJIF0YE 3JICKTPOHHOM
TIOJNKUCH, U OHA HE BEpHA, TO HEBEPHAs MOAMKCH ynaseTcs (B He3aBUCUMOCTH OT durara -delsign)
Y CO3/IaeTCsl HOBAs MOJAIMKUCH HA 3TOM KIJIIOYE;

— B IIPOTHBHOM CJIy4ae IpocTo pOpMUpPYETCs HOBasl MOAIKUCH.

B npouecce ¢popmupoBanus noanucu JAR-¢daiina ocymecTsisercs KONMpOBaHUE BCEX KIIACCOB,
Bxoaamux B ucxoaHbli JAR-(aiin, B HOBbINE JAR-(aiin, onpenenenusiii mytem -out. Ilocrne dero B
nupexkropun META-INF noBoro JAR-(aiina coznatorcs asa ¢aiina: Digest.CP u Sign.CP (ecnu noanuch
MPOM3BOAMUTCS HE B MEPBBIA pa3, T.e. ecliu Takue (aiibl yKe CyHIecTBYIOT B ucxogHoM JAR-daiine, To
¢aitn Digest.CP ne wusmensiercs, a k conepxxkumomy Sign.CP nobGasnsercsa uHpopManuss O HOBOMH
TIOJIITHCH).

IlepBoIil ¢aiin npencrasnsercs coboit Habop map: uMs Kiacca, Bxoasmero B JAR-daiin, HO He
Bxozsmiero B aupekropuro META-INF, u 3HaueHue x31ma Ha COAEpKUMOE 3TOTO Kiacca. Bropoit daiin
COZIEPXKUT B ce0e CiIeayoLy0 HHPOPMALIUIO:

— KOJIMYECTBO MoAanucei (yxe CylecTBYIOIIMX + TOJIBKO YTO CO3AaHHAs);

— Habop moanucen (yxe CylmecTBYIOIIHE + HOBAsI TOINCH);

— Ha0Op COOTBETCTBYIOLIMX IOIIHCAM CEPTUPHUKATOB (yXKe CYIIECTBYIOIINE + HOBBIN).
HoBast moanucek (Kak U BCe MpeIbIyIIre) IPOU3BOANUTCS Ha coaepkumoe (aiina Digest.CP.

6.1. ITpoBepka moamucu JAR-daiina

Jns mpoBepku mnoamucu Hekotoporo JAR-¢aiima ciemyer BbI3BaTh (PYHKIMIO main Kiacca
JarChecker co cienyromumMu napameTpamu:

-verify [-in signed jar file] [-cert cert file]

Onucanue nepenaBaeMbIX NapaMeTpoB:

rnapamerp 3HaYEHUE 00s13aTeIIbHBII/HE00s13aTe b HBIIH
-verify | koMaH/1a IPOBEPKHU MOAIUCH o0s13aTeNbHBIN apaMeTp
-in | MONHBIHA Ty Th K oanucanHomy JAR-¢aitry 00s13aTeNBHBIN MTapaMeTp

€CJIM YKa3aH, TO OCYILECTBIISET IPOBEPKA
ITOJIHACH, COOTBETCTBYIOILIEH 3aJaHHOMY
ceptudukary. B nporuBHoM ciyuae
OCYLIECTBIIACTCA IIPOBEPKA BCEX
umeromuxcs noanuceit JAR-daiina

HOJIHBIH MyTh K CEPTU(HKATY, HA KOTOPOM
OCYILECTBIIACTCS POBEPKA MOAIUCH

-cert

13
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Ornucanne nporecca MPOBEPKHU MOITHCH:

— ecmu B JAR-daiine, moanuck KOTOPOTO MpoBepsieTcs, He cymiectByeT (aitnoB Digest.CP nu
Sign.CP, To ¢aiin He COACP)KUT MOANMUCEH U HUKAKOW MPOBEPKHU HE TpeOyeTcs;

— ecnu Takue (ailibl UMEITCA, TO B TMEPBYIO OYEpElb OCYIIECTBISIETCS MOJACYET XdIIeH Bcex
kjaccoB noxanucaHHoro JAR-gaiina, e Bxomammux B pupektopuro META-INF, u mposepka
COOTBETCTBUS pe3yibTaTa 3HaueHWsAM Xoliel, coxepxamuxcs B (Qaiine Digest.CP. Eciu
pe3yabTaThl pa3iuuHbl, TO Bbiaerca Exception (cuutaercs, yto JAR-daiin noBpexien);

— €CJIK X311 COIIIMCh, TO OCYIICCTBIIACTCA COOCTBEHHO IMPOBCPKaA MOATIHUCH:

® eciu 33JlaH KOHKPETHBIM cepTudukar (KOMaHIoM -cert), TO MPOU3BOIAUTCS MOUCK
cooTBeTCcTBYIOIIETO ceprudukara B ¢aiine Sign.CP u, ecnu Takoil ceprudukar
HalJeH, OCYLIECTBIIETCS IPOBEPKA COOTBETCTBYIOLIEH IOIINCH;

e B IIPOTUBHOM CJIy4ae OCYIIECTBISETCS MPOBEpKa BCEX MOMANUCEH, COepKAIIUXCS B
¢aiine Sign.CP. Ilpu 3TOM mocie mMpoBEpKH Ha SKpaH BBIBOAUTCS MHGOPMAILIHS O
BCEX HEBEPHBIX MOJIUCIX.

6.1. Koutpons nenocraoctu JAR-(daiina mposaiinepa

ITpu 3arpy3ke nposaiinepa «Kpuntollpo JCP» Bepcus 2.0 ocyiiecTBiseTcss IpoBepKa MOANucen
Tpex (aitnoB jcp.jar, ASNIPjar u asnlrt.jar va 3amannom 'OCT ceprudukare (ceptudukar "nmpommt" B
kiacce JarChecker), a Taxoke Boinosnsiercst nposepka DSA-noamucu va SUN'oBckoM cepTudukare.

Kontpons menoctHoctu ocymectsisiercss npu nomomu ¢yHkmuu check() kmacca JarChecker,
KOTOpasi 3alycKaeTcsi B Kilacce Starter 3arpykaeMoro IpoBaiiiepa, COOpaHHOTO ¢ OTKIFOYSHHBIM (h1arom
DEBUG. lnst KOppeKTHOH paboThl JaHHOU (yHKIMU cepTudukar mpomut B camoM kinacce JarChecker, u
yKa3aHue MyTH K (aiiy ¢ cepTUHUKATOM IPH OCYIIECTBICHUN KOHTPOJIS IIEJIOCTHOCTH HE TpeOyeTcs.

6.1. Komananas ctpoka CPVerify

Komangnast crpoka CPVerify BBenena ansi Oonee ygoOHOTO KOHTPOJSl LETOCTHOCTH, a TakKke
BO3MOXKHOCTH aJMHUHHCTPUPOBAHUSI CHCTEM, B KOTOPBIX OTCYTCTBYET TpadUUeCKOe paCIIMpEHUE WU
naketbl Java AWT u Swing.

C noMoIip0 KOMaHJHOM CTPOKM MOXHO CO3/1aBaTh XpaHWIMILA X3IIeHd, J00aBIATh B HUX (ailibl,
yaansaTh (Gaiiel U3 XpaHWIMIIA, MEPECYUTHIBATE U MPOBEPATh XOIIM (PAaiIoB B XpaHWIMIIE, a TaKKe
paboTaTh ¢ OCHOBHBIM CUCTEMHBIM XPaHWINIIEM.

OO0mMi CHHTAKCHC BbI30BA

Komannnoii ctpoke Prompt Bcera nepenaercs ciaeayomuii Habop mapaMeTpoB:

doing repository [params]
14
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[Tapamerp doing ompexnensier aeiictBue, Tpebyemoe OT KoMaHIHOW CTpoku. OH o0O0s3aTenabHO
JOJKEH CTOSTh IEPBBIM. 3HAUEHUS IapaMeTpa MPUBEIECHbI B Ta0NIULIE:

napamerp

nercTBUe

-verify

ITpoBepuTsh Qaiinsl B xpanuwiuiie. Komana npoBepsieT X31IM 0JJHOrO UM HECKOIbKUX
(bailioB U3 yKa3aHHOTO XpaHWINIIA.

-make

[lepecunrats xo1M (aitnoB B xpanunuiie. [1o komaHie mepecyuThIBaeTCs X311 OJHOTO UITH
HECKOJIBKMX (pailJIOB B XpaHWIIHILE.

-add

JoGaBuTh ¢aiuiel B xpanmwnuiie. Komanaa 100aBisieT OMH WM HECKOJILKO (DaiiyioB B
XpaHWIHIIE, U IEPECYUTHIBACT JUTSI HUX XOII.

-delete

VYnanute Qaiiiasl u3 xpanwminia. Komanaa yganser o1uH WM HECKOJIBKO (aiiyioB u3
XPpaHWINILA.

-create

Cosnats xpanmuie. Komanna co3naer HoBoe XxpaHunuie. Ecin XpaHuiuie yxe
CYIIECTBYET, TO OHO OyJIeT Nnepe3anucaHo.

-check

IIpoBeputs craryc xpanunuia. Komania npoBepsieT craTyc XpaHWINIIA: HE TOBPEKICHO
WIH HE YIAJIEHO JIU OHO.

-setdefault

Crhenarp XpaHWINIIE OCHOBHBIM CUCTEMHBIM. OCHOBHOE CUCTEMHOE XpaHWIULIE - TO, B
KOTOPOM XPaHSATCS X3IIU Hanboee BaKHBIX CUCTEMHBIX (ailyioB, U KOTOPOE MEePUOTUIECKH
MIPOBEPSIOT BHYTPEHHHUE CITYKObI KpUITONpOBaiiiepa.

-getdefault

Y3HaTI>, KaKOC XpaHUJIUIIC ABJIACTCSA OCHOBHBIM CUCTCMHBIM.

-print

BriBectu cocrosiHue Beex ¢ailioB B xpaHuiuiie. Komanaa BEIBOAUT COCTOSTHUE BCEX
(aiiioB B XpaHWIHIIE: HE TIOBPEK/ICHBI JIM OHU, HE yIaJICHBI JIH.

-help

BriBectu cipaBky. OO111as cipaBKa 110 BCEM KOMaH 1aM.

[TapameTp repository siBisieTcsi HEOOXOJMMBIM BO BCEX KOMaHJax, kpome -help u -getdefault. On
3a7aeT XpaHWIUIIE, ¢ KOTOPBIM OyJeT MpOoBOAMTHCS omeparus. OH MOXET OBITh OMpeNeNeH OAHUM U3
TPEX CIEAYIOIUX CTIOCO00B:

rnapamerTp XPpaHWINIIE

-repfile filename | Xpanunuie - ¢aiin, ¢ umenem filename

-reppref

XpaHUIIHIIE PACIIONOKEHO B KaTaJIOTe CUCTEMHBIX HACTPOEK (peecTp s
Windows).

-repdefault | OcHOBHOE cHCTEMHOE XpaHUIIUIIIE

[TapameTtp repository MoKeT ObITh JIFOOBIM MO cueTy, HO He nepBbIM. Eciu oH paBen -repfile,
CJIEYIOIIEe CIIOBO B KOMaHIHON CTPOKE CUMTAaeTCs UMEeHeM Qaiina.

[Tapametpsr [params] 3aBucsaT oT komaHawl. [[ns Bcex komaHpn naeiictByer mapametp -help -
nospoOHast crpaBka mo komannae. Komanner -help, -print, -getdefault, -setdefault, -check, -create ne
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[PEoaraloT JOMOJIHUTENbHBIX MapamMeTpoB. B komanmax -verify, -make, -add, -delete Hanmo
OIpeNeNIATh COUCOK (DaiiioB, HaJ KOTOPHIMU IMPOU3BOIUTCS JAEHCTBHE, CHELHMAJIbHBIMH IapamMeTpami,
YKa3aHHBIMH HIKE B TaOnuIIe:

Komanpga | Ilapamerp, onpenenstomuii ¢paiibt JelictBre

-all [TpoBepuTh Bee (hailnbl, Jexaline B XpaHUINLIE.

-verify | file filenamel [-file filename2 [...]]  TIpoBeputs daiinsi filenamel, filename2,.,eciu onnu
€CTh B JAHHOM XPaHUJIHIIIE.

-all [lepecunTaTh X311 Bcex (ailioB, JeKalix B
XPpaHUJIUILE

-make
-file filenamel [-file filename2 [...]]  [[lepecunrtats x3mm daitioB filenamel, filename2,...,

VICKAIIUX B XpaHUTIUIIC

-add  file filenamel [-file filename2 [...]]  [[doOaButh B xpanunumie ¢aiuisl filenamel, filename?2,...

-all Yrnanuth Bce (haiiiibl U3 XpaHUITHINA

-delete
-file filenamel [-file filename2 [...]]  |[Ymanuts daiinel filenamel, filename2,... u3 xpanunumia.

JIrobasi KOoMaHIa W3 TeX, KOTOPbIE H3MEHSIOT XpaHWIHINE, MEpel] COXPaHCHHEM XpPaHWIHIIA
BBI3BIBACT MPOBEPKY BceX (hailiioB, B HEM coaepkanmuxcs. [loatoMy ecnu kakue-To (hailiibl B XpaHUIUIIE
MIOBPEXK/ICHBI, €r0 COCTOSIHUE MOXKHO Iepe3alucaTh TOJBKO YNaIWB WX BCEX M3 HETO OJHON KOMaHIOM
-delete, unu mepecunTaB AJIA BCEX XOIIL.

[Ipunoxkenue 3aBepuiaeTcss C  OIIMOKOW  (BBIXOJ IO HCKJIIOYEHHIO), €CIM  BO3HHUKIA
HeMpeBUJICHHAs CUTyalus (OTKa3aHO B JOCTynHe K (paily, ommOKa BBOAA-BBIBOAA U T.J.), WJIM €CIU
BO3HUKJIA OIMMOKAa Mpu paboTe ¢ XpaHWIUIIEM, KOIJa OHO CUYMTAeTCs CYLIECTBYIOIIUM. Tak, eciu
IPOBEPSETCSl CTAaTyC MOBPEXKIEHHOIO XPAaHWIMIIA, TPUIOKEHHE 3aBEPIIUTCS HOPMAaJbHO, BBIIAB
JUarHOCTUYECKOE COOOIIEHUE, OJHAKO €CIM IPOBOAWUTCA NpOBepKa (QaillioB B MOBPEXKIECHHOM
XpaHWIMILE, MPUIOKEHUE 3aBepIIuTCcs ¢ omuOKkod. IlpunokeHue 3aBepliacTcss HOPMaJbHO, €CIH
poBepsieMbl (ailn U3 XpaHUIIUIIA TOBPEXKICH, BbIIaBasi COOTBETCTBYIONIYIO JUArHOCTHUKY.

6.2. Criucok (aisoB, 100aBISIEMBIX B XPAHWINIIE JJISI KOHTPOJIS IIETOCTHOCTH.

[Tepen ©HagamoM paboOTHl C NPOBAWIEPOM HEOOXOAMMO CO3/1aTh OCHOBHOE XPAaHWIHIIEC B
CHCTEMHBIX HACTPOWKax, MpaBa Ha M3MEHEHHUSI KOTOPOTO JIaHbI TOJBKO aJMHUHUCTPATOpy. B Hero crneqyer
n00aBUTH UCTIONHAEMBIE (aiinel Java, (ailnbl coneprkamue makeTs java.lang, java.security, java.io, javax,
CHCTEMHBIe OMOIMOTEKH, KOH(PUTypannoHHbIe (aitnsl Java-mammasl, Moaynu JCP, KoTopble HaxomsTcs B
karanore [myTh K JRE]/lib/ext.

[Ton KOHTpOIEM LIETOCTHOCTH JAOJKHBI HAXOUTCS CIeAYIoIue .jar (haiibl:

AdES-core.jar CAdES jar J6CF.jar
ASNI1P jar cpSSL.jar J60Oscar.jar
asnlrt.jar forms_rt.jar JCPControlPane.jar
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JCPinstGUI.jar JCPRevTools.jar Oscar.jar
JCPinst.jar JCPxml.jar samples.jar
JCPjar JCryptoP.jar samples-sources.jar
JCPRequest.jar JCSPjar XAdES.jar
JCPRevCheck.jar OCF jar XMLDSigRI jar
JIOTIOTHUTENBEHO TIO/T KOTHPOJIEM LIEIIOCTHOCTH JOJDKHBI HAXOAUTCS CIEAYIoIue (hailibl:
Hnst OC Windows:
SHELL32.DLL WS2 32.DLL WINSCARD.DLL
COMCTL32.DLL GDI32.DLL COMDLG32.DLL
ADVAPI32.DLL KERNEL32.DLL URLMON.DLL
IMM32.DLL OLEAUT32.DLL SECUR32.DLL
WINMM.DLL WININET.DLL OLE32.DLL
USER32.DLL IMAGEHLP.DLL DSOUND.DLL
PSAPL.DLL CRYPT32.DLL MSWSOCK.DLL
VERSION.DLL WSOCK32.DLL

Jst Linux cucrem:

libc.s0.6 1ibX11.50.6 libXtst.s0.6
libstdc++.50.6 libXext.s0.6 libasound.so0.2
libdl.so.2 libXft.s0.2 libgee s.so.1
libm.so.6 1ibXi.s0.6

libpthread.so.0 libXRender.so.1

OTOT CIUCOK CIIEAYET NPOBEPATH CPEACTBAMHU KOMAHIHOU CTPOKH B OTIEIBHOM IPOLIECCE J10
3arpy3Kku paboueii Java-MalIHbl He pexe OJHOTO pa3a B CYTKH.

B cnyuae, ecnmu CPVerify 3aduxcupyer m3mMeHeHHe XOTs ObI OAHOTO 3JeMEHTa Java-MalluHBI,
UCIIOJIB30BAHUE KPUIITONPOBAlJEpa CleAyeT IpPEeKpaTUTb A0 BBIACHEHHWS W YCTpPaHEHUs IPUYUH
BO3HUKHOBEHHUSI OIINOKH.
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1. TpeboBaHua no 3awute ot HCA,

3ammra anmnaparHoro u nporpamMmmHoro obecrnedenuss or HCJ] npu ycTaHOBKe M MCIONB30BaHUU
CK3U sBisieTcst COCTaBHOM 4acThO 00MIei 3a1aun o0ecniedyeHnst 6e301macHOCTH HHPOPMAITUH B CHCTEME,
B cocTaB koTopoil Bxonut CK3U.

Hapsany ¢ npumenenuem cpeacts 3amutel oT HCJI Heo0XoauMo BBITIOIHEHHE TPUBECHHbBIX HIDKE
OpPTraHW3aIMOHHO-TEXHHYECKAX W  AJMUHUCTPATHBHBIX Mep TI0 OOECIIEYCHHIO MPaBUIBHOTO
(GYHKIMOHUpPOBaHHUS CpeACTB 00paOOTKM W mepenauyd  HMHGOpMalMM, a TakKe YCTaHOBIIEHHE
COOTBETCTBYIOIIMX MpPaBWI Ui  OOCITYXKHBAIOIIEr0 IEPCOHANa, JOMYyIIEHHOTo K pabore ¢
KOH(UACHIUAIBHON HHpOpMaLuei.

3ammra uapopMammu ot HCJ/l momkna obecrieumBaTbess HAa BCEX TEXHOJIOTMYECKHX 3Tarnax
00paboTku uH(pOpPMaMU U BO BCEX peKuUMax (PYHKIMOHUPOBAHUS, B TOM YHWCJIE MpPU IMPOBEICHUU
PEMOHTHBIX U PEIIIAMEHTHBIX PaboT.

3ammra waGopMaru or HCJl nomwkHa mpemycMarpuBaTh KOHTPOIb S(PQPEKTHBHOCTH CPEACTB
3aiuThl 0T HCJl. DTOT KOHTPOJIb JOMKEH MEPHOANYECKH BBIIOIHATHCS aIMUHHCTPATOPOM 0€30IacHOCTH
Ha OCHOBE TpeOOBaHMI JOKYMEHTAIMH Ha cpeacTna 3amuTel oT HC/I.

B opranmzamuu, oskcrutyatupyromeit CK3M, gomkeH ObITh Ha3HA4eH aJAMHHHCTPATOp
0€30macHOCTH, Ha KOTOpPOTO BO3JIAraloTCs 3aJaud OpraHu3anuu pabor mo ucnonb3oBanuio CK3U,
BBIPaOOTKH COOTBETCTBYIOIIMX MHCTPYKUUHN Ui TOJIb30BaTeNIel, a TakKe KOHTPOJb 3a COOIIOIEHUEM
TpeGoBaHuii o 0€30MacHOCTH.

AIMUHUCTPATOP  0€30MacCHOCTH He [O0/UKeH HMMeThb  BO3MOXKHOCTH  JOCTyHma K
KOH(puAeHUMAJIbHOH HHPOPMALIMH MOJIb30BaTE e,

[TIpaBom noctyma k pabounm Mectam ¢ yctaHoBieHHbIMH CK3U nomkHBl 00nafaTh TONBKO
onpezeNeHHble JUIsl SKCIUTyaTallly JIMLA, IPOIIEIIINE COOTBETCTBYIONIYIO MOATOTOBKY. AJIMUHUCTPATOP
0€30IacCHOCTH JIOJKEH O3HAKOMHTh KaXKAOoro mnojib3oatens, npumenstomero CK3U, ¢ nokymenTanuei
Ha CK3U, a taxxe ¢ 1pyrumMu HOpMaTUBHBIMU JOKYMEHTaMH, CO3aHHBIMHU Ha €€ OCHOBE.

ITpu ucnonwszoBanun CK3U «Kpunrollpo JCP» Bepcus 2.0 Takxke ciieqyeT NpUHATH CIAEAYIOIINE
OpraHU3aIlMOHHBIE MEPHI:

1. Ilpomaitnep «Kpunrollpo JCP» Bepcus 2.0 nomkeH MCIIONB30BaThCs B CPENE, 3ALUIIEHHON
OT JEWCTBUH BHEIIHEr0 HApYUIUTENs, U B KOPIOPATUBHBIX CETAX, 3alUIIEHHBIX OT
BHYTPEHHET0 HAPYIIUTEIS.

2. HeobGxoammo orpaHMunTh BO3MOXXHOCTH BbIBO/Ia HH(OpMaIuu ¢ ucnoib3yemoit [I9BM gepes
noptel COM, LPT, USB, IEEE 1394, a Takxe cpencrsamu Bluetooth, Wi-Fi u ananorn4ssIx.

3. IIpaBo moctyma k pabounm mectam ¢ ycranosiaeHHbIM [10 CK3U «Kpunrollpo JCP» Bepcus
2.0 mpenocTraBise€TCS TOJBKO JIMLAM, O3HAKOMJICHHBIM C IIPAaBWJIAMHU IIOJIb30BAHUSA U
M3YUYMBILIUM HKCIUTYaTallMOHHYIO TOKYMEHTAIMIO Ha IPOrpaMMHOE oOecreueHre, Merolee B
cBoeM coctaBe CK3U «Kpunrollpo JCP» Bepcus 2.0.

4. 3ampeTuTh OCYIIECTBICHHEC HECAHKIIMOHUPOBAHHOTO aJMHUHUCTPATOPOM O€30MacHOCTH
KOMUPOBAHUE KIIFOUEBBIX HOCUTEIIEH.

5. 3anperuTh pasmialleHue COlepP)KUMOIo KIIFOUEBBIX HOCUTENEH U Mepeaady caMuX HOCHUTENen
JUIaM, K HUM He JIOMYIIEHHBIM, a TaK)Ke BBIBOAUTH KITIOUEBYIO MH(MOPMAIIMIO HA TUCIUICH U
MIPUHTED.
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10.

11

12.

13.

14.

15.

16.

17.

3anpeTuTh HUCHOJB30BAaHUE KIIIOYEBBIX HOCUTENEH B peXHUMaX, HE MPEIyCMOTPEHHBIX
npaBuwiamMu noib3oBaHuss CK3U  «Kpunrtollpo JCP» Bepcus 2.0, 1100 wuCHonb30BaTh
KIIIOUEBbIE HOCUTEIH Ha ocTopoHHuX [I19BM.

3aHpeTI/ITB 3aIlliCh HAa KIIIOYCBBIC HOCHUTCIIN HOCTOpOHHeﬁ PIH(bOpMaI_II/II/I.

TpeboBaHus O XpaHEHUIO JINYHBIX KIIIOYEBBIX HOCUTENEH pacnpocTpaustorcs Ha [I9BM (B
TOM YHMCIIE U NOCIIE YAJICHUs KITI0YeH ¢ IUCKa).

ITpu ucnons3oBanuu CK3U «Kpunrollpo JCP» Bepcus 2.0 na II9BM, noaxiroueHHBIX K
OOIIEZIOCTYITHBIM CETSIM CBSI3M, AOJDKHBI OBITh MPEANPUHATH JIOMOJHUTEIbHBIE MEpHI,
UCKJIIOYAIOIMe BO3MOXKHOCTh HECAaHKLIMOHMPOBAHHOTO JIOCTYIIa K CHCTEMHBIM pecypcam
UCTIOJIb3YEMbIX OIEPALIMOHHBIX CHCTEM, K NPOrpaMMHOMY OOECHEYeHMIO, B OKpPYKEHHU
kotoporo pyakmronupyroT CK3U, n k komnonentam CK3U co cTopoHBI yKa3aHHBIX CETEH.

ITpu 3arpy3ke OC pomkeH OBITh peagH30BaH KOHTPOJIb ILEJIOCTHOCTU MPOTrPAMMHOIO
obecneuenus, Bxoasmero B coctraB CK3U «Kpuntollpo JCP» Bepcus 2.0, camoit OC u Bcex
UCTIOJIHSAEMBIX (paiiioB, pyHKIHMOHUpYOMUX coBMecTHO ¢ CK3U.

. J1oI5KHO OBITH pean30BaHO (PU3MUECKOE 3aTUPAHUE COAEPKUMOTO YIaIAeMbIX (aiiioB, B TOM

gyrcne SWAP daiina.

JomkHo ObITh O0ecreueHo TEeCTHUpOBaHHWE amnmapaTypbl B 00beMe CaMOTECTUPOBAHUS MU
nepe3arpys3Ke eXeCyTOUHO.

[lepectaBnsirs peanu3anuio KJacca Preferences c HIOMOIIBIO property
java.util.prefs.PreferencesFactory 3anpemaercs.

HGO6XOI[I/IMO o0ecneunThb AIMUHUCTPATUBHBIMH MEPaMU KOHTPOJIb JOCTyIlla K CUCTCMHBIM U
IIOJb30BAaTCIbCKUM HaCTpOﬁKaM Java-mMalmHebI.

[Tpu ucnons3oBanuu «Kpunrollpo JCP» Bepcus 2.0 na mnarpopme Windows Java-maiinna
CHUCTEMHBIE U  [IOJIb30BATEIbCKUE HACTPOMKM XpaHUT B peecTpe B  pasaenax
HKEY CURRENT USER\Software\JavaSoft\Prefs u
HKEY LOCAL MACHINE\SOFTWARE\avaSoft\Prefs coorBeTcBeHHoO.

Ha margopmax Solaris u Linux Java-maimmHa cuCTeMHbIE U MOJIb30BATEIbCKUE HACTPOUKHU
XpaHuT B (haitnoBoil cucteme. CucTeMHbIE HACTPOMKHM HaxoaaTcs B Karajore .systemPrefs,
MOJIOKEHHE  KOTOPOTO  OmpenensieTcs  mnepeMmeHHoi  java.util.prefs.systemRoot  (mmo
ymonmuanuto /etc/java). Ecnmu oH Hemoctymen To .systemPrefs HaxomguTcs B Kartayore
OTpe/IeJICHHOM MepeMEHHOM java.home

[Tonp30BaTeNnbCKUE HACTPOMKU HAXONATCS B Karajore .java/.userPrefs, moigoxeHue KoToporo
onpezenseTcs nepeMeHHoi java.util.prefs.userRoot Eciiu nepemMeHHas He 3ajjaHa TO KaTajor
.Jjava/.userPrefs HaxomuTCs B KaTajnore onpeaeIeHHOM NepeMeHHOH user.home.
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1. HewrTaTtHble cutyauum npu akcnayatauum CK3U

Huwxe mnpuBeneH OCHOBHOW MEpEYEHb HEIITATHBIX CUTyalldd W COOTBETCTBYIOIIUE JACHCTBUS

NnepcoHalia Impu uxX BOSHUKHOBCHUU.

Tabnumua 1 - JleficTBUs epcoHaa B HEIITATHBIX CUTYaLUsAX

Neri/m Hewrarnas cutyauus JelicTBus nepcoHana
OcTtanoBuTh Bce DBM.
[lepconai, nMmeromuii TOCTYN K KiIF04aM, 00s3aH CIaTh BCe UMEIOIIHECT y
HETO B HAJIMYUH KIIOYEBBIE HOCUTENIN aMHHUCTPATOPy O€30MacHOCTH.
AnmuHHECTpaTop 0€30MacHOCTH YIAKOBBIBAET BCE KIIOUEBBIE HOCUTEIH,
pErUCTpaIOHHBIC KAPTOUKH CePTU(HUKATOB OTKPBITHIX KITFOUCH
BaKyaLHs o34 noJb3oBarenel, cepTudukarsl Kitouel nposepku I monk3oBareneii B
Y - YIP OIle4YaThIBAEMBbII KOHTEIHEDP, KOTOPHI BEIHOCUT B 0€30IaCHOE TIOMEIEHUE
HarajeHus, B3pbIBa U T.II., . s N
N nin 3naHne. OneyaTaHHbI KOHTEHHED TOJKEeH HAXOAUTHCS IO OXPAaHOH 110
CTHXHIHBIEC OEICTBYS, . N N
1. OKOHYaHUS JIeHCTBUS HEITATHOW CUTYallil U BOCCTAHOBJICHUSI HOPMAJILHOH
aBapuH OO0IIero Xapakrepa
paboThI anmapaTHEIX 1 IporpaMMHbIX cpeacts CK3U.
B llenTpe yrnpapieHus
KIIFOYEBOI CUCTEMOH. AnmuHHCTpaTop 0€30MacCHOCTH OMOBENIAeT MO Tesle(OHHBIM KaHallaM
00IIIeTO TIOIH30BaHMUS BCEX MOTB30BATENEH O IPUOCTAHOBKE PAOOTHI
CHCTEMBI.
B cnyuae HacTymiieHus1 cOOBITHS, TOBIEKIETO 32 COO0H JOATOBpEeMEHHbIH
BBIXOJI U3 CTpos ammaparHbix cpenctB CK3U, amMuHACcTpaTop 6€30macHOCTH
YHHYTOXKAET BCIO KITIOUEBYIO HHQOPMAIIUIO C HOCUTEICH, HAXOISAIINXCS B
KOHTEHHEpeE.
Komnpomeranus ogHOro N . N
[Mopsimox neiicTBUil Tpu KOMIPOMETAINH KITFOYeH omucaH B paszaene 9.5
2. U3 JIMYHBIX KITFOYEBBIX | v . o "
N JeiicTBus Tpu KOMITpOMETAIAN KITro4uei".
HOCHTEJEH.
BeIxon u3 Tpos HEPBOTO | HeoGX0aMMO COOBIIUTD IO tenedony B Y11 o dakre BEIXoma U3 cTpos
3 JITYHOTO KJIFOYCBOI'O JINYHOTO KITFOUEBOTO HOCHUTEIS M 00ECIIEUNTh €ro J0CTaBKy B YII s
' HOCHTCJIA. BBISICHEHHSI IPUYMH BbIX0Aa U3 cTpos. {iist paboThl UCTIONB3YETCs BTOPOi
JINYHBIA KIIFOYEBOU HOCUTENb.
Brixon u3 cTpost BToporo
JIUYHOTO KITFOYEBOTO [Tonmp30Barenb, y KOTOPOTO BEIILIH U3 CTPOS 00a JTMYHBIX KITFOYEBBIX
4. HocHTeNs (IIPU YCIIOBUH, | HOCHUTEN, ABNsAeTcs B Y1 anst moBTOpHO# peructpannu (0e3 n3MeHeHHs
YTO MEPBBIA TOXKE BHIIIEN | JaHHBIX PETHCTPAIIH).
U3 CTPOs).
[Ipu oTkazax u cOosix B padbote anmmapatHoi gact APM co BcTpoeHHOU
Otka3bl 1 cOou B paboTe
. CK3MU HeoOx0muMo OCTaHOBUTH Pa0OTYy, M0 BO3MOXKHOCTH JIOKAJTH30BaTh
5. anmnapatHoil yactu APM N
., HEHMCIPAaBHOCTh U B JaJbHEHIIIEM MPOU3BECTH PEMOHT B YCTaHOBJICHHOM
co Bctpoennoit CK3MU.
mopsiaIKe U, Ipu HeobxonumocTtH, nepeyctanoBky CK3U.
[Ipu oTkazax u c6osx B padore cpeact 3ammuthl oT HCJI, aqxMuHUCTpaTOop
0€30IacHOCTH, JIOJKEH BOCCTAHOBUTH paboTocnocoOoHocTh cpencts HCI.
6. Otkasel 1 OO B PabOTE | [Tpy Heo6x0AMMOCTH [EpEyCTAHOBUTH IPOrPAMMHO-AIIAPATHBIE CPELCTBA
cpencts 3amutel oT HCJI. HCJI.
7. YTeps TMuHOrO VYTepst IMYHOTO KITIIOUEBOTO HOCHUTEIISI IPUBOAUT K KOMIIPOMETAUN
KJIIOYEBOTO HOCHUTENS. | XpaHSILErocs B HEM KIII04a.
[lopsinok aeiicTBHiA MpHU KOMIIPOMETAIIMH KIII04el onmcad B pazaene 9.5
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Neri/mt Hemrrarnas cutyamnus HelicTBus nepconana
"JIeficTBUS IPU KOMIIPOMETALUU KIrouen" .
Otkasbi 1 cGou B pabote [Ipu oTkazax u cO0sx B paboTe MPOrpaMMHBIX CPENICTB, BCIEACTBUE HE
HPOrPAMMHBIX CPECTB BBISIBIICHHBIX paHee OMIMOOK B MPOrpaMMHOM 00€CIieUeHHH, HE0OX0TUMO
BCICIICTBHE He OCTaHOBUTH PabOTY, IOKAJIU30BaTh 10 BOZMOKHOCTU IPHYUHY OTKa30B U
8. BLISBJICHHBIX paHCe cOoeB 1 BbI3BaTh pa3paborurka ganHoro 10 wam ero mpeacTaBUTENs 1S
OMIHBOK B IPOrPAMMHOM yCTpaHeHHs PUYXH, BBI3BIBAIOIINX OTKa3bl M cOou. [lepen nmpogomkeHnem
06CCLIOTCHMIL paboThI ciienyeT B 00s13aTeILHOM MOPSIIKE OCYIIECTBUTD Mepe3anycK
KOMIIBIOTEPA.
Orxassi B paote IIpu oTka3zax B paboTe MPOrpaMMHBIX CPEICTB, BCIEICTBHE CIYyIaliHOIO MIIH
HPOrPAMMHBIX CpEJICTB YMBIIIUIEHHOTO UX TIOBPEXAEHHS, JIN0, OTBETCTBEHHOE 32 0€30M1aCHOCTD
9 G A (YHKIMOHUPOBAHMS MPOTPaMMHBIX U alllapaTHBIX CPEACTB, 00s13aHO
YT YMBIIUICHHOTO HX MIPOM3BECTH CITYKeOHOE paccieoBaHue TI0 TaHHOMY (haKTy ¢ LENBI0
HOBPEHICHN. YCTaHOBJICHUS IIPUYUHBI OTKa3a ¥ BOCCTaHOBIICHUS PABUIILHOM pabOThI
MPOrpaMMHBIX CPEACTB B YCTAHOBJICHHOM TMOPSAKE.
[Ipu oTkazax B paboTe MPOrpaMMHBIX CPEICTB, BCIECACTBHE OMINOOK
Otxassi B paote oriepaTopa, oreparop COo0IIaeT O JaHHOM (aKTe JINITY, OTBETCTBEHHOMY 3a
0e30macHOCTh PYHKIIHOHUPOBAHHUS TIPOTPAMMHBIX H allapaTHBIX CPEJICTB.
10. MPOTPAMMHBIX CPEACTE | oy b o o1 e bt 32 Ge30MACHOCTD (YHKIMOHUPOBAHHS IPOTPAMMHBIX U

BCJIECTBHE OLIMOOK
oreparopa.

anmapaTHbBIX CPEICTB JaeT COOTBETCTBYIOIINE YKa3aHUs 00CTYKUBAIOIIEMY
MEPCOHANTY 10 BOCCTaHOBJICHUIO MPABHIBHON PadOTHI MPOTPAMMHBIX
CPE/CTB B yCTaHOBJIEHHOM IOPSIKE.
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2. Bcrpansanue CK3U

[Tpu BcTpauBanuu CK3U «Kpuntollpo JCP» Bepcus 2.0 B nmpukiiagHble CUCTEMbI HEOOXOIUMO
IIPOBOJIUTh OLIEHKY BIMSHMS allapaTHbIX, MPOrPaMMHO-ANIAPATHBIX W MPOrPaMMHBIX CPEICTB CETH
(cucteMbl) KOHQUACHLIMAIBLHOW CBSI3M, COBMECTHO C KOTOPHIMHM  TPEANONAaraeTcsi IITaTHOE
¢ynkumonupoBanne CK3U, Ha BbeimonHenue npeabsBieHHbIXx k CK3W tpeGoBanuit B ciemyrommx
cilydasix:

1) ecnu uHpopMaIus KOH(GUICHIIMAILHOTO XapaKTepa MOANEKHUT 3alUTe B COOTBETCTBUU C
3aKoHOJATeNbCTBOM Poccuiickoit denepanuu;

2) mpu OpraHuzanUM Kpunrorpaduyeckoil 3ammThl HWHGOPMALUU KOH(UIEHIIUATBHOTO
XapakTepa B (eilepalibHbIX OpraHax UCIHOJIHUTEIbHOW BIACTH, OpraHaxX MCHOIHUTEIbHOU
Bi1acTH cyobekToB Poccuiickoit deneparyu (anee - rocynapcTBEHHbIE OpraHbl);

3) mpu opraHuzanuyd Kpunrorpadpuyeckon 3amuThl HHQOpMAaLUKU KOH(UIEHIMAIBHOTO
XapakTepa B OpraHH3alMixX HEe3aBUCHMMO OT MX OpPraHU3allMOHHO-NIPAaBOBOW (hOpMBI U
¢bopMBl COOCTBEHHOCTM TIpHU BBIIOJHEHMM HMHM 3aKa30B Ha IIOCTaBKy TOBapoOB,
BBIMOJIHEHHE DPAa0OT MM OKa3zaHHe YCIOyr JUIsl TOCYIapCTBEHHBIX HYXJA (naiee -
OpraHHU3aI1H, BHIIOIHSIOUINE TOCYAapCTBEHHBIE 3aKa3bl);

4) ecnu 00s13aTENFHOCTD 3aIIUTH HHGOPMAITMH KOH(DUISHIIMAILHOTO XapaKTepa BO3Iaraercs
3aKOHOJATENbCTBOM Poccuiickoil Peaepanuyu Ha JWIL, HMEOIMMX JOCTYH K 3TOU
WHGOpMAIIMN WM HAJCICHHBIX I[MOJHOMOUYUSMHU IO PACIOPSHKEHUIO CBEACHHUSIMH,
coJep KallMMHKCS B TaHHOW MH(pOpMaIuy;

5) mpu oOpabGarbiBaHMM HMH(OpMANMKM KOH(PHUICHIMAIBHOTO Xapakrepa, oOnajgarenem
KOTOPOH SIBIISIFOTCS. TOCYJApCTBEHHBIE OpPraHbl WM OpTaHW3alMH, BBITOIHSIONINE
rOCylapcTBEHHbIE 3aKa3bl, B cjly4yae TMPUHATUS UMM Mep IO OXpaHe ee
KOH(UACHIIMAITBHOCTH ITyTEM HCIIOJIB30BaHUS CPENICTB KPUMITOTpadUIECKON 3allUTHI;

6) mpu obpabarsiBaHUM WHGOPMALUU KOH(DUICHIMATBHOTO XapaKTepa B TOCYAapCTBEHHBIX
opraHax M B OpraHU3alUsAX, BBIMOJHIIOMIMX TOCYIAapCTBEHHbIE 3aKasbl, 00JanaTelb
KOTOpPOH NpPUHUMAET Mepbl K OXpaHe €€ KOH(PHIECHIHMAIBbHOCTH IYTeM YCTaHOBJIECHUS
HEO0OXOAMMOCTH KpUNTOrpaduyeckon 3aiuThl JAHHON HHPOPMAaIIHH.

VYkazaHHYIO IPOBEPKY HEOOXOAMMO MPOBOIUTH 1o T3, cornmacoannomy ¢ @Ch Poccun.
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1. Ucnonb3oBaHWe NporpamMmmHbIX MHTEpdeincos

Pa3pabotka nmporpammuoro obecrneuenust Ha ocHoBe CK3U «Kpunrollpo JCP» Bepcus 2.0 moxet
npou3BoAUThCs Oe3 co3nanust HOoBbIX CK3WM B ciyuae MCHONB30BaHUS BBI3OBOB U3 IMEPEUHS HUXKE B
COOTBETCTBHUHU C )IOKYMeHTaHPIeﬁ.

B cnydae ucnonb30BaHUS MPOYMX BBI30BOB HEOOXOIMMO MPOM3BOAMTH Pa3pabOTKy OTIEIBHOTO
CK3U1 B COOTBETCTBHMM C JEHCTBYIOIEH HOpMAaTWBHOW O0a3zoii (B wacTHOCTH, ¢ I[locTaHoBieHHEM
[TpaButensctBa Poccuiickoit @eneparun ot 16 anpenst 2012 . Ne313 u [lonoxeHuem o pa3paboTke,
MIPOM3BOACTBE, peaM3alli U SKCIUTyaTalu MHu(poBabHBIX (KpUNTOrpadUyecKux) CPeACTB 3aIIUThI
unpopmarun (ITonoxenue [1K3-2005)).

[lepeueHb BBI30BOB, UCHOJIb30BaHUE KOTOPBIX MpH paspaborke cucteM Ha ocHoBe CK3U «Kpunrollpo

JCP» BEepcua 2.0 Bo3MOXKHO 0€3 JIOTIOJTHUTEIbHBIX TEMAaTHUECKUX HCCIICIOBaHUM:

MeTton

Onucanmne

KommenTtapuu

getlnstance() kacca

KeyPairGenerator

Merton getlnstance() co3naet 0ObEKT reHepaIuu
xiroueBoit mapel D11 m VKO (reneparop)

getlnstance() xnacca

KeyFactory

Merton getlnstance() co3naét 00BEKT, CO3AIOLIHI
00BEKTHI CEKPETHBIX U OTKPHITHIX Kirtouei D11 m VKO na
OCHOBE KITFOUEBBIX CIEIU(PUKALNHI, TIPEICTABIISIONINX
co00i1 HeKOTOpoe BHYTPEHHEE MPEACTABICHHE KITFOYEBOM
uHQOpMaIUN

getlnstance() xnacca

KeyStore

Meton co3iaeT 00BEKT, OCYIISCTBISIONINI TOCTYI K
KIIFOYEBOMY XPAHUIIHIILY.

getlnstance() knacca

SecureRandom

MerTon cozmaeT 00BEKT KiTacca reHepaTopa CIIyIaiHBIX
qucen

getlnstance() kacca

Signature

Merton cozmaeT 00bekT popmupoBanus Il B
COOTBETCTBUH C YKa3aHHBIM HJCHTUPUKATOPOM
AITrOPUTMa TOATHCH.

getlnstance() knacca
MessageDigest

Mertox co3naet 00beKT (PyHKIMH X3UIMPOBAHUS B
COOTBETCTBHH C YKa3aHHBIM HJCHTUPHKATOPOM
aJlropuT™Ma X3IIUPOBAHUSA

getlnstance() xnacca

KeyAgreement

Merton co3naeT 00BEKT, BEIPA0aThIBAIOIINN KITFOUH
COIVIACOBAHUS

getlnstance() xnacca Mac

Merton co3naet 00bEKT, OCYIIECTBISIOMNI UMUTO3AIHUTY
JaHHBIX 110 AITOPUTMY, COOTBETCTBYIOLIEMY YKa3aHHOMY
UACHTHUKATOPY.

Paspewrena npu
yKa3aHUU IapaMeTpa

«HMAC_GOSTR3411»,
«HMAC GOSTR3411

2012 _256» ummn

«HMAC_GOSTR3411_

2012 512»

Initialize() xmacca

KeyPairGenerator

Merton initialize() 0CyIIECTBIIET OTMEPAITAI0 H3MCHEHHS
Ha0opa mapamMeTpoB BeIpa0aThIBaEMBIX KIIOUEBBIX Hap
Il umu VKO (anroputm J11/VKO, napamerps
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Meton

Onucanmne

KomMmenTapuu

KCIIOIb3YEMOM TPYIIIBI TOYEK IUIUNTUYECKON KPUBOH,
ANTOPUTM XJIIMPOBAHUS, Y3712 3aMEHBI JIJIs allTOpUTMa
X3UIMPOBAHHUSA).

generateKeyPair() knacca
KeyPairGenerator

Meron generateKeyPair() xnacca KeyPairGenerator
OCYIIECTBIISICT TEHEPALHIO KIIIOUEBOI Maphl

generatePublic() knacca
KeyFactory

Mertoz co3maeT 00bEKT OTKPBITOTO KIIF0Ya Ha OCHOBE
crien(HUKaIUy OTKPBITOTO KiTfoda (00BheKTa Kiiacca
PublicKeySpec), conepxareit Kiro4eBoi MaTepuar, Win
3aKOMPOBAHHOTO KJto4a (B BUAE 00bEKTa Kiacca
X509EncodedKeySpec).

generatePrivate() knacca
KeyFactory

Merton co3maér 00bEKT CEKPETHOTO KITF0Ya H OCHOBE
cnenn(puKannuy CeKpeTHOTO Kifoua (00beKTa Kiracca
PrivateKeySpec), conepskarieii Kito4eBoil MaTepua

Load() xnacca KeyStore

MerTon OCyIIeCTBISIET 3arpy3Ky CONEPKUMOTO
crangaptHoro xpanmiuiia JCA B maMsTh.

setKeyEntry() xnacca
KeyStore

Metopn OCYIICCTBJIACT 3allMCh CCKPETHOI'O KJIH0Ya Ha
HOCHTCIIb

store() knacca KeyStore

MeToz OCYIIECTBISET Mepe3aniuch CTaHIapTHOTO
xpanwmnnia JCA

getKey() xiacca KeyStore

Merton ocymectBiser yteHue kiroua 11 ¢ Hocutens

setCertificateEntry()
kiacca KeyStore

MeTon OCyIIEeCTBISET 3alUCh CEPTU(HUKATa KIHoUa
nposepku DI Ha HOCHUTETH

3anuch cepTU(UKaTa B XPaHWINLIE

getCertificate() xnacca

Mertoz oCyIIeCTBISIET YTEHHE cepTH(UKaTa KIro4da
npoBepku D11 ¢ Hocutens

KeyStore
Urenne cepTuuKaTa N3 XpaHWINIIA
deleteEntry()xnacca
KeyStore Merton mpou3BOAMT yalleHHE KITI0YeBOr0 KOHTelHepa ¢

HOCHUTCIIA

reset() xiacca
MessageDigest

Meron nepenHULIUAIN3UPYET OOBEKT XIIMNUPOBAHUS IS
MTOBTOPHOTO MUCTOIb30BaHUS MOCTE MOTy4EHHUS X3l
3HAYEHHMs PEABIIYIIETO COOOMEHHsI. MeTo MOXKET

TaK)Ke M3MEHATH apameTpsl xamupoBanus (OID)

(npm ucmonp3oBannu anroputMa xammposanus 'OCT P
34.11-94)

Clone() knacca
MessageDigest

Mertop co3naet TOYHYIO KOIMUIO CYIIECTBYIOLICTO 00BeKTa
XOIOIHUPOBaHUA

Update() xnacca
MessageDigest

Merton ocyiecTBisieT 00padOTKy X3IUPYEMBIX JaHHBIX

read() xnmacca
DigestInputStream

Merton ocymecTBisieT 00pabOTKy XIINUPYEMBIX JaHHBIX,
MOJTy4aeMBbIX U3 MOTOKA
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Meton

Onucanmne

KomMmenTapuu

digest() ximacca
MessageDigest

MerTon 3aBepIacT ONepaIiio X3IMIMPOBAHUS U [TOJydacT
XDIII-3HAa4YE€HNUE COOOIIEHNS

valid() kmacca
PrivateKeyUsageExtensio
n

MeTton, NpoBEPSIIOIIMI CPOK AEUCTBUS KITHOUa
3JIEKTPOHHOM MOANKCH

initSign() xiacca
Signature

MeTon ycTaHaBIUBAET CEKPETHBIN KITIOY MTOANUCAHUS U
napametpsl Il

initVerify() xnacca
Signature

Mertoz ycTaHaBIUBAET OTKPBITHIN KIIIOY IIPOBEPKU
ANIEKTPOHHOW MOANHCH U TapameTpsl D11

Merton paspeliaercs
UCTOJIb30BaTh TOJIBKO
JUIs1 OOBEKTOB OTKPBITHIX
KJIFOUEH, TOJTYYEHHBIX C
TTOMOIIIBIO MEXaHN3MOB

PKIX.

setParameter() xiacca
Signature

MerTo/] ycTaHABITUBAET UCTIOIB3YEMYHO X3II-(QYHKIIUIO 1
e€ mapaMeTphl B COOTBETCTBHU C MEPEIaHHBIM
UICHTU(UKATOPOM.

update() knacca Signature

Merton oCyIIecTBISIET 00pabOTKyY TTepeIaHHbIX JaHHBIX
XOMI-(hyHKITHEH.

sign() xnacca Signature

Meto MPOU3BOIMT 3aBepIlAIOIIee MPeodpa3oBaHKe XOIII-
(GYHKIMH U IPOU3BOJIMT MOMUCH BCETO HAKOTIJICHHOTO
COOOIIEHNS.

verify() kmacca Signature

Meton IpoU3BOIUT 3aBEPIIAOIICE TPEOOPa30BaAHUE XIIII-
(GYHKIMH U OCYIIECTBIISCT MPOBEPKY MOITHCH

generateCertificate()
knacca CertificateFactory

Merton nmpousBoaut rerepauuto X.509 ceprudukaros

getEncoded() xnacca
Certificate, HacnemyeTcs
X509Certificate

Meron ocymecTBiIseT KOAUPOBAHHUE CYIIECTBYIOIIETO
ceptudukara

getPublicKey() knacca
Certificate, HacnemyeTcst
X509Certificate

Merton Bo3Bpamaet kirtod mpoBepku D11 n3 ceprudukara

checkValidity() xnacca
X509Certificate

MeTon OCyIIeCTBISET MPOBEPKY CPOKA JACUCTBUS
ceprudukara X509

getVersion() xnacca
X509Certificate

Merton Bo3BpamiaeT HoMep Bepcun ceprudukara X509

getSerialNumber()xinacca
X509Certificate

MeTon Bo3BpaIlacT CepuiiHbIi HOMep cepTudurara X509

getlssuerDN() knacca
X509Certificate

Merton Bo3Bparmaer DN smuTeHTa ceprudukara

getlssuerX500Principal()
kimacca X509Certificate

Meron Bo3Bparaer DN sMuTeHTa cepTudukara B
¢dopmare X500

getSubjectDN() xnacca
X509Certificate

Merton Bo3Bpamiaer DN Biajenbiia ceprudukara
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getSubjectX500Principal(
) knmacca X509Certificate

Merton Bo3Bpamaer DN Biagensiia cepTudukara B
dhopmare X500

getNotBefore()xnacca Merton Bo3BpaliaeT gaTy Hadana AeicTBUs cepTUUKaTa
X509Certificate A patact aaty A P
getNotAfter() knacca MerTon Bo3BpaImaeT AaTy OKOHUAHUS JSHCTBUS
X509Certificate ceprudukara
getTBSCertificate()xnacca M
. eron ocyuectsisier DER-konupoBanue ceprudukara
X509Certificate A OCYH AP P
getSignature() xnacca M
. €TOJ BO3BpAIllaeT MOAIKUCH MOJT CEPTU(HUKATOM
X509Certificate A patll A A cepTud
getSigAlgName() xnacca Merton BO3BpaIaeT Ha3BaHMUE aJTOPUTMA ITOAITUCH O
X509Certificate ceprudukarom
getSigAlgOID() knacca Merton Bo3Bpamaetr OID anropuTMma MOIIUCH MO
X509Certificate cepTuduKraToM
getSigAlgParams() Merton Bo3BpamaeT napaMeTphl allrOPUTMAa IMOIMUCH TTO]T
knacca X509Certificate ceptudukarom B DER-konupoBke
getlssuerUniquelD() Meroa Bo3BpaiaeT yHuKaibHbl ID sMuTeHTa
knacca X509Certificate ceprudukara
getSubjectUniquelD() Merton Bo3Bpalaer yHukanbHblid ID Bnanensna
kimacca X509Certificate ceprudukara
getKeyUsage() xnacca MeTon Bo3BpaiaeT Habop pa3pemeHHbIX 00macTei
X509Certificate HCIIOJIb30BaHUS KIIF0Ya
getExtendedKeyUsage() MeTon Bo3BpaiaeT 001acTH PaCIIUPSHHOTO
knacca X509Certificate MCIOJIb30BaHUS KJIFOUa
getBasicConstraints() M . .
. €ToJ] Bo3BpalaeT uinHy pacimupenus BasicConstraints
kmacca X509Certificate A patlacT UMY p p
getlssuerAlternativeName .
50 xnacca MeTon BO3BpaIaeT CIIUCOK aJbTEPHATUBHBIX UMEH
. SMHUTEHTa CepTU(HKaTa
X509Certificate prig

getSubjectAlternativeNam
es() xnacca
X509Certificate

Meto/1 BO3BpAIIIAET CITUCOK AIbTEPHATHBHBIX UMEH
BJIa/ieNblla cepTudukaTa

getOID() natepdeiica
ParamsInterface

Merton Bo3BpauiaeT 0ObEKTHBINA HIECHTU(UKATOD
napametpoB anropurma 11/ VKO/xsmupoBanus/y3noB
3aMeHbI MU POBAHMUSL.

getDefault() natepdetica
ParamslInterface

Mertoz Bo3BpalaeT 3Ha4eHUEe 0OBEKTHOTO
UICHTU(HUKATOPA, YCTAHOBICHHOTO B KOHTPOJIBHOM
HaHes M, MapaMeTpoB aaropuTMa
SI/VKO/x3mmpoBanus/y3JI0B 3aMEHbI ITUPPOBAHUSL.

setDefaultAvailable()

uHTep(eiica
ParamsInterface

MeTOZ[ OCYHICCTBIIACT MMPOBCPKY HATNIU A H€O6X0,Z[I/IMLIX
mpaB 1Jid YCTAaHOBKH HOBBIX TApaMCTPOB IO YMOJTYaHUTO
B KOHTPOJIbHYIO MMAHCIIb.
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setDefault(OID def) Mertoz ycTaHaBIMBaeT OOBEKTHBIN HIICHTU(HUKATOP I10
YMOJTYaHUIO JUIs IIapaMeTPOB ajropuTMa

uHTepdeiica
OII/VKO/xammpoBanus/y310B 3aMEHBI (P POBAHNS.

ParamsInterface

getOIDs() Mertoz moay4aeT CIHCOK JIOMYCTUMBIX 00bEKTHBIH
WACHTH(UKATOPOB APaMETPOB JJIS AITOPUTMA

OI/VKO/xammpoBanus/y3JI0B 3aMEHbI ITUPPOBAHUSL.

uHTepdetica
ParamslInterface
getDefaultSignParams() MeTon Bo3BpamaeT napaMeTpsl AIrOpUTMa TOAIIMCH 110
kiacca AlgldSpec YMOJTYaHUFO
Mertoz BO3BpaIaeT mapamMeTphl aITOPUTMa X3IIHPOBAHUS

getDefaultDigestParams()
10 YMOJTYaHHIO

knacca AlgldSpec
Merton Bo3BpalIaeT napaMeTpsl aIrOpuT™Ma IUPPOBAHUSI

getDefaultCryptParams
knacca AlgldSpec M0 YMOTYaHHUIO

Meron ycranaBnuBaet 3Hauenue noist keyUsage B
3arpoce Ha CepTH(HKAT, ONMCHIBAIOIIEE pa3pericHHbIE

setKeyUsage() xnacca
00JI1acTH UCTIONB30BaHMS KITIOYA.

GostCertificateRequest

Mertoz ycranaBinuBaeT 3HaueHue nois extKeyUsage B

addExtKeyUsage()
KJacca 3ampoce Ha cepTU(UKAT, ONMHUCHIBAIOLIEE JOTOHUTEIbHBIC
GostCertificateRequest 00J1acTH MCIIOBL30BAHMS KITIOYA.,
addExtension()xmacca MerTon ycTaHAaBITUBAET JOIMOHATEIHFHOE PACIIUPEHUE B
GostCertificateRequest CIIUCOK PacIIupeHuH.
MeTo/ OCYIECTBIAET KOAUPOBAHUE U 3aIKCh B

CTPYKTYpY 3alpoca napaMmeTpoB U 3HAYCHUS

setPublicKeylnfo()xnacca
HIepe1aBaeMoro OTKPBITOTO KITFo4Ya CyObeKTa

GostCertificateRequest

setSubjectlnfo()knacca Merton onpeneisietr ums cyobekTa B popmare X.500,
GostCertificateRequest yCTaHABJIMBACT HOBOE UM CyOBEKTa.

encodeAndSign()xnacca Merton BeITONHSAET KonupoBaHue 3ampoca B DER-
GostCertificateRequest KOAMPOBKY U MOAMUCH CepTH(UKATA.

Merton oTIIpaBiIsIeT 3anpoc UEHTPY cepTUGHUKALUHT U

getEncodedCert() xnacca
GostCertificateRequest MOJTy4aeT COOTBETCTBYIOIIUI 3apoCy cepTuuKar

getEncodedCertFromDE Merton ormpasiser 3anpoc B DER-koqupoBke LieHTpy
R() xnacca cepTHQUKAIIAN U TIOTyJaeT COOTBETCTBYIONIHH 3aIIpoCy
GostCertificateRequest ceprudukara

MCTOZ{ OCYIICCTBJIACT M€UaTh NOAINMMCAHHOIO 3aIIpocCa B

printToDER() knacca
GostCertificateRequest DER-xoaupoBke B nepeaasaemblii PrintStream
getEncodedCertFromBAS Merton ocymiecTBiIsIeT OTIIPABKY 3alpoca B KOAUPOBKE
E64() xnacca BASE64 uentpy cepruukanyy u nNoixydeHue
GostCertificateRequest COOTBETCTBYIOIIIETO 3aIIPOCy cepThdIKara
printloBASEG64() xnacca Mertoa ocymiecTBISET nevaTh MOAMUCAHHOTO 3alpoca B
GostCertificateRequest BASE64-kogupoBke B nepexaBaemblil PrintStream
getEncodedRootCert() N
racea MerTon 3ampaimBaeT U MoJIydaeT KOpHEBOH ceprudukar
. eHTpa cepTUHUKALUH
GostCertificateRequest HeHTPa cepTuHKal
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getRootCertList()
Kiacea MeTon noydaeT CIuCOK KOPHEBBIX cepTudukaTos Y1[
CA15GostCertificateRequ (CALS)
est

sendCertificateRequest ()

KJlacca
CA15GostCertificateRequ
est

Meron ornpasiser B Y1 3ampoc Ha ceprudukar.

getCertificateRequestList
0

KJacca
CA15GostCertificateRequ
est

Mertoz moiy4aeT CIUCOK 3apOCOB Ha cepTU(UKAT U
cTaryca ux oopaboTKu.

checkCertificateStatus ()

KJacca
CA15GostCertificateRequ
est

Meron nmony4daeT craryc oopaborku Y1l panee
OTIIPABJIEHHOTO 3aIpoca Ha cepTU(HKAT.

getCertificateRequestld()
KJacca
CA15GostCertificateRequ
est

Merton noay4JaeT CTpOKUA-UACHTH(PUKATOPHI 3apoca Ha
ceprudukar.

getCertificateByRequest]
d()xnacca
CA15GostCertificateRequ
est

Merton mony4aeT BBEITYIIEHHBIH CepTUHKAT 110
UACHTU(UKATOPY 3arpoca.

init() xmacca Mac

Merton, ycTaHaBIMBAIOIIMNA aITOPUTM MIH(PPOBaHUS

clone() xnacca Mac

Merton, Tpou3BOAAIINN KOMUPOBaHHE 00BEKTa
MMHTO3AIUTEI

update() xmacca Mac

Merton, ocymecTBstomuii 00paboTKy JaHHBIX B
mpouecce BbIYUCICHUA UMUTOBCTABKHA

doFinal() xknacca Mac

Merona, 3aBepiiatoiuii BBIYUCIEHUE 3HAUCHU S
UMHUTOBCTAaBKHU

reset() xnacca Mac

Merton, OCyIIECTRIAIOMINHN TePEHHALINATH3AINI0 00BeKTa
Ki1acca Mac mmociie OKOHYaHHUS BEIYHUCIIEHHUS 3SHAUCHUS
UMUTOBCTaBKH MPEABIAYIIETO COOOIICHNUS

verify() kiacca

MerTon ocymecTBisieT poBepky Beex nmoanuceir CAJES

CAdESSignature
getCAdESSignerInfos()
wnacea CAJESSignature MeTos1 MoJTy4aeT CIUCOK BCEX MOANUCAHTOB
setCertificateStore() Merton ycTaHaBImMBaeT HaGOpP CepTH(PUKATOB, KOTOPBIE
knacca CAAESSignature OyILyT yIaKOBaHblI B MOANUCAHHOE COOOIIEHHE
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setCRLStore() knacca

Meron ycTaHaBiIMBaeT HAOOP CHHCKOB OTO3BAHHBIX
cepTu(UKaTOB, KOTOPbIe OYIyT yIaKOBaHHI B

CAdESSignature
MOATIMCAHHOE COOOIIeHUE
addSigner()xnacca Merton ocymiecTBisieT JoOaBIeHNE TTOAINCH B
CAdESSignature (hopMupyeMoe ToITMCaHHOE COOOIIEeHHE.

open() xiacca
CAdESSignature

MeTOI[ OCYIICCTBIIACT OTKPBITUC MMOTOKA MOAIIUCHIBACMBIX

JaHHBIX

update() xnacca
CAdESSignature

Mertoz ocymecTBisieT 00padOTKy HOPLUHU JaHHBIX

close() knacca
CAdESSignature

Merton ocymiecTBIsSET 3aBepiIeHre 00paboTKu
OO ChIBACMBIX JaHHBIX.

replaceSigners() xnacca
CAdESSignature

Merton, OCYIIECTRISIOMNN H3MEHEHUS TaHHBIX
MOANMUCHIBAIOIINX B YIAKOBAHHOM MOITHCAHHOM
COOOIIECHN.

addRecipient() xnacca
EnvelopedSignature

Merton, 100aBsIONIHI HHGOPMAIIHIO O MOJTydaTesie
COOOIIEHUS, ¥ TIOATOTABIMBAIOIIUI COOOIIICHUE K
3amudpoBaHUIo.

open() xiacca
EnvelopedSignature

Mertoj, OCyIIECTBISIOMINI OTKPBITHE TTOTOKA
3amuQpoBaHUs COOOIIEHUS

update() kmacca
EnvelopedSignature

Merton, oCcyIeCTBISIOMUHN MU POBaHNE TOPITUN
JTAHHBIX.

close() xnacca
EnvelopedSignature

Meron, ocymecTBstomui mudpoBanue GUHAILHOMN
MOPITUH TAHHBIX U 3aKPBIBAIOIIHI ITOTOK.

getRecipients() xnacca
EnvelopedSignature

Merton, BO3BpaIIAONIUI CIIUCOK MOTydaTeneii COOOeHus

decrypt() kmacca
EnvelopedSignature

MeTo, O3BOJISIONINI MOTyYaTelTio pacimppoBaTh
coo0l1eHne

getCAdESSignatureType()
kimacca CAdESType

Merton Bo3pamaet tun CAdES coobmenus

getSignerinfo() xnacca
CAdESSigner

Merton Bo3BpamaeT HHGOPMAIIHIO O TOIIMTUCAHTE

getSignerSignedAttributes
() xnacca CAdESSigner

MeToz BO3BpaIliaeT CIHCOK MOAMHCHIBACMBIX aTPHOYTOB
coo01IEeHNs

getSignerUnsignedAttribu
tes() xiacca
CAdESSigner

Mertox BO3BpalaeT CucoK HEMO/MUCHIBAEMBIX
aTprOyTOB COOOIIECHHS

getSignatureTimestampTo
ken() kmacca
CAdESSigner

Merton Bo3BpalaeT BHYTPEHHUH ITaMIl (Signature-
timestamp) BpeMeHH COOOIICHUS

getCAdESCTimestamp Tok
en() xnacca CAdESSigner

Merton Bo3Bpamaet Bueraui mramn (CAJES-C-
timestamp) BpeMEeHH COOOIICHIS
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getCAdESCertificates() MerTon Bo3BpaimaeT Ciucok cepruduraros (certificate-
kimacca CAdESSigner values)
getSignerCertificate() Merton Bo3BpamiaeT cepTuHUKAT MOIIHCABILIETO
knacca CAdESSigner cooOmieHue
getSignatureType()
xnacca CAAESSigner Merton Bo3BpaIaeT TUI MOANKUCH

getCAdESCountersignerl
nfos() ximacca

MeTton Bo3BpaIaeT CIUcOK 3aBEPUTENICH COOOIICHIS

CAdESSigner
. Mertoz ycTaHaBIUBAET XPaHUIUILE CEPTUDHUKATOB, U3
setCertificateStore() KOT(I: };ro MO3XKeE MomeIT) OBITh H_E)CTaII; ce(bmq)MKaT
knacca CAdESSigner P A P
MOJITUCH

enhance() xnacca

MeToz OCYIIECTBISIET «YCOBEPIICHCTBOBAHME) MOAIICH
CAdES-BES no CAdES-X Long Type 1

CAdESSigner
addCountersigner() MeTo, OCyIIeCTBISIONINN J00aBICHIE 3aBEPSIONICH
knacca CAdESSigner TOATMCH K OTACIBHOMY MOANKUCAHTY.

verify() kiacca
CAdESSigner

Merton, ocylecTBIAIONINN TPOBEPKY OAHON OTIAEIBHOMN
noxnucu CAJES

build() xmacca
CertPathBuilder

MeTon, ocyIIecTBISIONHIA ITOCTPOSHNE LETIOYKH
cepTu(uKaToB

getAlgorithm() xnacca
CertPathValidator

Merton, BO3BpalIaromuii UMs aJrOpUTMa,
OCYILIECTBIISIOIIETO MPOBEPKY LEMOUeK CEPTU(HUKATOB.

getDefaultType() xnacca
CertPathValidator

Merona, Bo3Bpalaromui uMs

aJITOPUTMA, OCYLIECTBIIAIOLIETO POBEPKY LEMOUEK
cepTU(UKATOB, MPUHATOTO MO YMOTYAHHIO.

getlnstance() xnacca
CertPathValidator

Merton, BO3BpalIaroIui 00bEKT Kiacca
CertPathValidator.

getProvider() xnacca
CertPathValidator

Merton, oCymIeCTBISIOMNI OTy9eHne 00beKTa
IpoBaiifepa ajaropurma,

OCYILIECTBIISIIOIIETO MPOBEPKY LETOYEK CePTUPHUKATOB,
IPUHSTOTO IO YMOTYaHHUIO.

validate() xmacca

MerTon, OCymecTBISIOMNN TPOBEPKY IETIOUEK

CertPathValidator cepTu(UKaToB.
addCertPathChecker() .
Kracea MeTOIl, YCTaHaBJIMBaIOIIHUX JOIIOJHUTCIILHBIC ITpaBUJIa
MPOBEPKHU cepPTUHUKATOB.
CertPathParameters POBEp P
addCertStore()xnacca MerTon, ycTaHABIMBAIONTUH TOTOJHUTEIBHBIC XPAaHUIIHINA
CertPathParameters ceprudukaroB u CRL.

getCertPathCheckers()
KJlacca
CertPathParameters

Merton, BO3BpAILAOIINN CIUCOK YCTaHOBICHHBIX
JIOTIOJTHUTENFHBIX TIPABUII TPOBEPKH CEPTH(PHUKATOB.
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getCertStores() xiacca
CertPathParameters

Merton, Bo3Bpalaomui CIMCOK XPaHWIIHIIL
ceprudukaroB u CRL.

getDate() xnacca
CertPathParameters

Merton, BO3Bpallaromui 1aTy, Ha KOTOPYIO pOBEpAETCS

BCPHOCTD LCIIOYKHN CCpTI/I(bI/IKaTOB.

getlnitialPolicies() xnacca
CertPathParameters

Mertogn, Bo3Bpamatomuii criucok OID’ 0B MONMHUTHK,
KOTOpBIE JOJDKHBI OBITh YKa3aHbI B CEPTH(HKATAX, U3
KOTOPBIX CTPOMTCS LIETIOUKa.

getPolicyQualifiersReject
ed() xnacca
CertPathParameters

Meron, Bo3Bpamatomuii giar PolicyQualifiersRejected.

getSigProvider() xnacca
CertPathParameters

Merton, nomydaromuii uMs nposaiiaepa Ol11.

getlargetCertConstraints
() xmacca
CertPathParameters

Meron, BO3BpallaOIINAN OTPaHUYEHHS HA LEJIEBOU
ceprudukar.

getTrustAnchors() xnacca

MGTO,I[, nonyqa}oumﬁ CIIMCOK JOBCPCHHBIX

CertPathParameters cepTu(uKaToB.
isAnyPolicylnhibited Ny
4 KH;) cca 0 Merton, BO3BpamiaroInii Npu3Hak 00paboTKu Bcex
[IOJINTHK, YKa3aHHBIX B CEpTU(HKATE.
CertPathParameters Y prig

isExplicitPolicyRequired(
) KJiacca
CertPathParameters

Merton, Bo3Bpalaromuii Npu3Hak HaJIUYUs SIBHBIX
ONMCaHUI MOJIUTHK.

isPolicyMappingInhibited

MCTO,Z[, BOBBpaH.[aIOH_[I/Iﬁ IMMPpU3HAK MOAaBJICHU

() xnacca . .
PolicyM :
CertPathParameters oncyiapping
isRevocationEnabled() N
Mertoj1, ycTaHABIMBAIONINN MPHU3HAK HEOOXOTHUMOCTH
facea npoBepkH ceptuduraros ¢ momomsio OCSP/CRL
CertPathParameters POBep P '

setAnyPolicylInhibited()
Kjacca
CertPathParameters

Meron, ycTaHaBIMBAIOIINK MPU3HAK 00PaOOTKH BCexX
MIOJTUTHK, YKa3aHHBIX B cepTH(HKaTe.

setCertPathCheckers()
KJ1acca
CertPathParameters

Merton, ycTaHaBIMBAIOIIHA HA0OP JOMOTHUTEIBHBIX
MIPaBIII IPOBEPKH CEPTUDUKATOB.

setCertStores() xnacca
CertPathParameters

MerTon, ycTaHABIUBAIONTHH HAOOP MOTOTHUTEIILHBIX
xpaHuiui ceptugukaro 1 CRL.

setDate() knacca
CertPathParameters

Merton, ycTaHaBIMBAIOIIMN JaTy, Ha KOTOPYIO TOJKHA
MIPOU3BOIUTHCS TPOBEPKA LETIOYKH CEPTUHUKATOB.

setExplicitPolicyRequired
() xmacca
CertPathParameters

Merton, ycTaHaBIMBAIOLIMI NPU3HAK HATUYUA SBHBIX
OIMCAHUU IOJIUTHK.

setlnitial Policies() knacca

CertPathParameters

Merton, yctanaBiauBarouuii cnucok OID’0B moauTHK,
KOTOPBIE TOJDKHBI ObITh YKa3aHbl B cepTH(hUKATAX, U3
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KOTOPBIX CTPOUTCA LCIIOYKA.

setPolicyMappinglnhibite
d() xnacca
CertPathParameters

Merton, ycTaHaBIUBAIOIIMHA MPU3HAK MOIABICHUS
PolicyMapping.

setPolicyQualifiersReject
ed() knmacca
CertPathParameters

YcranaenuBaet ¢uiar PolicyQualifiersRejected.

setRevocationEnabled()
KJlacca
CertPathParameters

MerTon, ycTaHABJIMBAIOIIMIA TPU3HAK HEOOXOJUMOCTH
npoBepku cepTudukaroB ¢ momomso OCSP/CRL.

setTargetCertConstraints(
) KJlacca
CertPathParameters

Meron, ycTaHaBIMBAIOLIUI OrPAaHUYEHUS HA 1IEJIEBOM
cepTuduKar.

setTrustAnchors() xnacca

MeTO,Z[, YCTaHaBJ'II/IBaIOI]_II/Iﬁ CIIMCOK JOBEPCHHBIX

CertPathParameters CepTU(UKATOB.
getMaxPathLength() _
Kiacca Meron, nony4aromuil MaKCUMaIbHYO0 BO3MOXHYIO JUTUHY

PKIXBuilderParameters

CTpOI/IMOﬁ OCIIOYKHU.

setMaxPathLength()
KJacca
PKIXBuilderParameters

Meron, ycTaHaBIUBAIOIUA MAKCUMAJIbHYIO BO3MOXKHYIO
JUTMHY CTPOUMOM LIEOYKH.

getXAdESSignerinjos() Merton noiy4yaer CUCOK BCeX MOIICAHTOB
ximacca XAdESSIgnature A v A
addSigner() xnacca Mertos OCyIIECTBISIET T0OABIICHNE TIOITUCH B
XAdESSIgnature ¢dopmupyemoe noanucannoe XML cooOrueHue.
open() xacca MeTon oCyIIecTBISIET OTKPHITHAE TIOTOKA MOIICHIBAEMBIX
XAdESSIgnature JTAHHBIX
update() knacca
XAdESSIgnature MerTton ocymecTBIsIeT 00pabOTKy MOPITNN JAHHBIX
close() xnacca MerTon ocymiecTBISET 3aBepIIeHrne 00padoTKH
XAdESSIgnature NOJAMNUCHIBACMBIX JaHHBIX.
X‘/Aelgilj]g/ S()Sgr?;tie MeTon ocylIecTBIsET MPOBEepKyY Beex moamnucein XAdES
getSignatureType() . i
xnacca XAdESSigner Merton, Bo3Bpamatomuii Tuna X AdES-moammcy.
getEarliestValidSignature
TimeStamp Token() Merton, BO3BpaIaOIINAi CaMbli paHHHUI BaJTUIHBIN
BHYTPEHHHUIA [ITAMIT BPEMEHU.
kiacca XAdESSignerT
verify() xnmacca MeTon, OCYIIECTBIISIONIHMA TPOBEPKY OTHOMW OTHETHLHOM
XAdESSigner nonrucu XAdES
getSignerInfo() Merton, BO3BpalatOIMi y3€I IOANNUCH B TOKYMEHTE.
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knmacca XAdESSigner

getSignerCertificate()

Merton, Bo3Bpararomuii ceprudukar kiroua I naHHOTO

knacca XAdESSigner TIOAIACAHTA.
getElement()
Merona, Bo3Bpallarolnii MOAIUCHIBAEMbIN y3€ll.
knacca XAdESSigner
getDocument()
Meron, Bo3BpalarolUi MOANUCHIBAEMBINA JOKYMEHT.
knmacca XAdESSigner
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