127 018, Mocksa, Cywesckuii Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

Cpeactso
Kpuntorpadunyeckomn
3aWunThl

NHdopmaunn

KPUINTO
nePo

Kpuntollpo JCP
Bepcusa 2.0

PyKkoBOACTBO
nporpammucTa. Moaynu

LUMPPOBaAHUS

XTAKN.00091-01 33 02

Jnctos 21

2016 .


http://www.CryptoPro.ru/
mailto:info@CryptoPro.ru

KTAN.00091-01 33 02. KpunTtollpo JCP. PykoBogcTteo nporpammucta. Mogynu wngpo-
BaHMS.

© 000 "Kpunto-Mpo", 2000-2016. Bce npaBa 3aljMLUEHbI.

ABTOpCKME MpaBa Ha CcpeacTBa KpunTorpaduyeckon 3awuTbl MHbOpMaunm
«Kpuntolpo JCP» Bepcma 2.0 m 3KCONyaTaUMOHHYK AOKYMEHTauul K HUM
3aperncrtpmpoBaHbl B POCCMIACKOM areHTCTBe MO MaTeHTaM W TOBapHbIM 3HaKaM
(PocnaTteHT).

JOKYMEeHT BXOAMT B KOMMIEKT MOCTaBKWM nporpamMMHoro obecneveHns CK3U
«Kpuntolpo IJCP» Bepcma 2.0; Ha Hero pacrnpocTpaHsATCs BCe YCoBuS
NINLEH3MOHHOro cornawenms. bes cneumanbHOro NMCbMeHHOro paspewenmns 000
"KPUMNTO-MPO" AOKYMEHT MAM ero 4acTb B 3/1€KTPOHHOM MM MevyaTHOM BUAE He
MOryT 6bITb CKONMMPOBaHbI M NepeAaHbl TPETbUM NNLEM C KOMMEpPYECKOM Lenblo.




KTAN.00091-01 33 02. KpunTtollpo JCP. PykoBogcTteo nporpammucta. Mogynu wngpo-
BaHMS.

OrnaBneHue
BBeneHue 4
Pa6oTta c knwo4damu B Kpuntonposanaepe «Kpuntollpo JCP» Bepcua 2.0 (Moayau
wmndpoBaHmsa) 4

PaboTta c kao4yeBbIMM NapaMuv  (3aKpbITblii U OTKPbLITbIA _KAOUYM) 06MeHa, COOTBETCTBYHOLLIMMU
anroputMam obmeHa [m n-XenmaHa u noanmcun FOCT P 34.10-2001 nan FOCT P
34.10-2012 4

PaboTta ¢ kKntYamu coriacoBaHus B COOTBETCTBUM C anroputMoM obmeHa [n u-Xenmaxa 6

CoszpnaHuve obbekTa reHepauunm (reHepaTtopa) KaK4Yen cornacoBaHus

MHnumanmsaumnsa reHepatopa Kaw4en cornacoBaHus

6
7
BbinosiHeHve dasbl cornacoBaHuna Kioyein 8
8

[eHepauua Ka4a cornacoBaHusg

PaboTa ¢ cMMMETPUYHbLIMU KoYaMn LLIMdPOBaHKSA, COOTBETCTBYOLMMU anroputMy FOCT 28147-89 9

Co3aaHune obbekTa reHepaumun (reHepaTopa) CUMMETPUYHbLIX KNYen wmndpoBaHus 9

OnpegeneHve NnapaMeTpoB reHepaunum CUMMMETPUYHbIX KatoYver wmndpoBaHus

FeHepaumMsa CMMMETPUYHOro KAtYa WndpoBaHus 10
MMuTO3alUnTa AaHHbIX B cOOTBeTCTBMU C anroputmomM TOCT 28147-89 10
Co3paHuve obbeKkTa MMUTO3aLUNTbI AaHHbIX 10
NHuumanunsaumsa obbekTa UMMTO3aLUnTbl AaHHbIX M onpeaeneHne ero napaMeTpos 11
KonunpoBaHue o6bekTa MUMUTO3aLLUMTbl AaHHbIX 12
BbipaboTka MMUTOBCTaBKM AaHHbIX 12
ObpaboTka 3awmuiaembiX AaHHbIX 12
BbluncneHve 3Ha4eHnsa UMUTOBCTABKM 13
Ucnonb3oBaHue anroputma HMAC 13
Wcnonb3oBaHue 512-6utHbix knwyen B anroputMmax HMAC 14

LndpoBaHne AaHHbIX U KJKOYEN B COOTBETCTBUU C anroputmom FOCT 28147-89 14

CozpaHue obbekTa WndpoBaHNS AaHHbIX 1 KNtoYen (wndpaTtopa) 14
NHuumanusaumsa wndpatopa u onpeaeneHme ero napaMeTpos 16
3awmndpoBaHue n paclundpoBaHme AaHHbIX 19
NocnepoBatensHoe 3awmndpoBaHne (paclumdpoBaHme) AaHHbIX 19
3aBepuieHne onepaumnu 3awndposaHuna (paclindpoBaHuns) 19
3awmdpoBaHue u paclimdpoBaHue Kar4yen 20
3awundpoBaHue Kaya 20
PaclindpoBaHue knwoya 20
WndposaHme XML-4OKYMEHTOB 21




KTAN.00091-01 33 02. KpunTtollpo JCP. PykoBogcTteo nporpammucta. Mogynu wngpo-
BaHMS.

1. BBegeHue

HacTosilwee pyKkoBOACTBO COAEPXMUT OMMCAHME OCHOBHOM (PYHKLMOHAaNbHOCTM KpunTonposalrepa
«KpunTtollpo JCP» Bepcus 2.0 (Moaynu wWngpoBaHUS) U NpuUMepbl NX UCMNOb30BaHUS.

KpuntonpoBanaep «Kpuntollpo JCP» Bepcusa 2.0 sBAsSieTCa CpeacTtBOM KpunTorpaduyeckon
3awmnTtbl  MHdopMmaumm  (CK3UM  «Kpuntollpo JCP» Bepcusa 2.0), peanusyllunM pocCcUiickme
Kpuntorpadunyeckne anroputMmbl U MYHKLUMOHUPYIOWNM NOA yrnpaBlieHWeM BUPTyasbHOW MawwuHbl Java 2
Runtime Environment Bepcun 1.6 u Bbllwe, COOTBETCTBYHOLWeEW cneuudukauum Sun Java 2 ™ Virtual
Machine.

KpuntonpoBanaep «Kpuntolpo JCP» Bepcusa 2.0 (Moaynu wndpoBaHUs) peanusyeT cTaH4apTHbIN
mHTepdenc Java Cryptography Extension (JCE) B COOTBETCTBMM C POCCUWNCKUMK KpUNTOrpadpuyeckmmm
anroputMamm n obecneumBaeT BbIMOJIHEHNE CNeAYOWMX ONepaunii yepes cTaHaapTHbIN nHTepdeiic JCE:

e reHepaums 3akpbiTbiX (256 6UT) 1 OTKpbITbIX (512 6UT) KNtoYen obMeHa B COOTBETCTBUN C
anroputMamm noanncu TOCT P 34.10-2001 v o6bMmeHa [Ouddu-XenmaHa C pasnUYHbIMU
napamMeTpamu;

e reHepauus 3aKpbiTbiIX U OTKPbITbIX KO4Yen obmMeHa B COOTBETCTBMWM C anropuytMammu
noanucu NOCT P 34.10-2012 n obMeHa Anddu-XenmaHa C pasnnyHbIMKW NapaMeTpamu;

e BbipaboTka K/O4YEeNn CcornacoBaHMss B COOTBETCTBMM C anropyutMom obmeHa Auddu-
XenmaHa;

e TreHepauuss CMMMETPUYHBIX KJoYel wudpoBaHus, cooTBeTCTBywWMX anroputmy [FOCT
28147-89;

e WNdpoBaHME AaHHbIX BO BCeX pexunMax, onpeaeneHHbix FOCT 28147-89;
e WNdpOBaHME KIOYEN B COOTBETCTBUM C anroputmoM FOCT 28147-89;

®  MMMTO3aLUMTa AaHHbIX B COOTBETCTBUM C anropmutmom FOCT 28147-89;

OCHOBHblEe TEXHMYECKME pAaHHble W Xxapaktepuctukm CK3UM, a Takxe WUWHopMauuo o
COBMECTUMOCTU C ApyruMu npoayktamu Kpmuntollpo cM. B «PyKOBOACTBE aAMUMHUCTpaTopa 6e30nacHOCTm».

2. Pabota c kntodamm B Kpuntonposanaepe «Kpuntollpo
JCP» Bepcusa 2.0 (Mmoaynu wndposaHUS)

OcHoBHasa paboTta ¢ knwyvamm B Kpuntonposangepe «Kpuntollpo JCP» Bepcusa 2.0 (moaynm
WndpoBaHMA) OCYLLEeCTBASETCS B COOTBETCTBUM C MHTepdericamm JCE. K HMM OTHOCATCA BblpaboTka
KJTHOYEN cornacoBaHus no anroputmy Anddun-XenmaHa, reHepaumss CUMMETPUYHbBIX K/TOYeN WM pPOBaHMUS.
Ho cywecTtBylOT Takxe MeToabl, paboTatowme c kawyamum depes uHTepdeinc JCA. K HMM OTHOCATCA
reHepaums Kato4veBbix Nap obMeHa, COOTBETCTBYOWMX anroputmam obmeHa Auddu-XenmaHa n nognucm
FOCT P 34.10-2001 wunm FOCT P 34.10-2012 (256).

2.1. PaboTta c kio4YeBbIMX NapaMn (3aKpbITbIM U OTKPbITbIN
KNtoun) obMeHa, COOTBETCTBYOLLMMM anropntMaMm obmeHa
Ondpdun-Xenmana n nognucu NOCT P 34.10-2001 vnn MTOCT P
34.10-2012

Pabota c knwuesBbiMM napamu obmeHa B kpuntonpoBangepe <«Kpuntollpo JCP» Bepcua 2.0
(Mmoaynun wndgpoBaHus) no 6onblIe CBOEM 4YaCTU OCYLLECTBISIETCA 4epe3 cTaHAapTHbIM uHTepderic JCA
npu nomowm kpuntonpoBangepa «Kpuntollpo JCP» Bepcumss 2.0, onmcaHue KOTOPOro npuBOAUTCS B
«PykoBoactee nporpammucta Kpuntollpo JCP». OcHoBHOM knacc npoBavgepa «Kpuntollpo JCP» Bepcus
2.0 (Mmoaynu wudpoBaHus) - ru.CryptoPro.Crypto.CryptoProvider.

Hebonblme otamumna B ncnonb3osaHun nHtepderica JCA B kpuntonposangepax «Kpuntollpo JCP>»
Bepcmsa 2.0 n «Kpuntollpo JCP» Bepcus 2.0 (Moaynu wundpoBaHUsA) BO3HUKAIOT B MNpoLecce reHepaunu
KJTHO4EBOW Napbl:

4


http://java.sun.com/j2se/1.4.2/docs/guide/security/CryptoSpec.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html

KTAN.00091-01 33 02. KpunTtollpo JCP. PykoBogcTteo nporpammucta. Mogynu wngpo-

BaHUA.

1. TlepBoe oTAMYMEe BO3HMKAET B MNpoLecce CO34aHUA reHepaTopa K/I4eBoW napbl. [ns
reHepaumm Ka4eBon napbl obMeHa, COOTBETCTBYOWEN anroputMam obmeHa Anddun-XenmaHa v noanmcum
FOCT P 34.10-2001, Heo6xo4MMO Mpu CO34aHWW reHepaTopa B KadecTBe MMEHU, MAEHTUMUUMPYIOLEro
Tpebyemble anroputMbl, ykasbiBaTb UMA "GOST3410DHEL" wnu JCP.GOST_EL_DH_NAME. A B cny4dae
reHepaumm KIo4eBon napbl obMeHa, COOTBETCTBYHOLWEN anroputMam obmeHa Anddun-XenmaHa v noanmcum
FOCT P 34.10-2012 (256) wnn FOCT P 34.10-2012 (512), yka3biBaTb nMs "GOST3410DH_2012_256" nnu
JCP.GOST_DH_2012_256_NAME, nan "GOST3410DH_2012_512" wan JCP.GOST_DH_2012_512_NAME.
Takum obpasom, B kpuntonpoBangepe «Kpuntolpo JCP» Bepcus 2.0 (Moaynn wndpoBaHus) reHepaTop
K/o4YeBOM Napbl 0bMeHa, COOTBeTCTBYlOWeNn anroputMam obmeHa Auddu-XenmaHa u noanucu FOCT P
34.10-2001 vnun FOCT P 34.10-2012 npon3BOANTCA O4HUM U3 Cneayowmx cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DHEL") ;
KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DHEL", "Crypto");

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL DH NAME,
CryptoProvider.PROVIDER NAME) ;

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DH 2012 256");

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DH 2012 256",
"Crypto") ;

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST DH 2012 256 NAME,
CryptoProvider.PROVIDER NAME) ;

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DH 2012 512");

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DH 2012 512",
"Crypto") ;

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST DH 2012 512 NAME,
CryptoProvider.PROVIDER NAME) ;

2. BTopoe oTnnymne BO3HMKAET B NPOLECCE N3MEHEHUA NapaMeTpoB reHepaTopa K/lo4YeBol napol.
Takxe, Kak u B kpuntonposangepe «Kpuntollpo JCP» Bepcus 2.0, reHepaTop OCyLeCTBASET co3gaHne
K/to4eBOM napbl obMeHa C napaMeTpamMn, YCTaHOBIEHHbIMW B KOHTPOJ/IbHOM NaHenu (C napaMeTpamu no
yMon4aHui). Ana Toro, 4tobbl U3MeHUTb HABOp NapaMeTpoB, B COOTBETCTBUM C KOTOPbIM ByaeT
OCYLLECTBNAATLCA CO34aHMe KveBon napbl obMeHa, cnefyeT BOCNO/b30BaTbLCA ONUCAHHbLIM B
OOKYMeHTauum nHrepdgerncom Habopa napaMeTpoB Ans reHepaummn kaoyeson napol AlgldIinterface. B
kpuntonpoBangepe «Kpuntollpo JCP» Bepcmsa 2.0 (Moaynu wndpoBaHus) B 3TOT Habop napameTpos
BXOAAT:

o wuaeHTuduMKaTop Habopa NnapamMeTpoB AN reHepauumn Ka4eBol napbl;

O NapaMeTpbl anroputMa obmMeHa Anddun-XenmaHa;

o napameTpsbl anropmt™ma xawmnposaHma NOCT P 34.11-94 wnn FOCT P 34.11-2012;
o napameTpbl anroput™ma wndgposaHusa FOCT 28147-89.

Habopbl napametpoB ansa kpuntonpoBangepos <«Kpuntollpo JCP» Bepcus 2.0 (reHepauwus
Kno4yeBon napbl noanucn) u «Kpuntollpo JCP» Bepcnsa 2.0 (Moaynu wndpoBaHusa) (reHepaums KnyYesomn
napbl obMeHa) pasnuuaroTcs ABYMS d/1eMeHTaMu:

o pna kpuntonpoBanaepa «Kpuntollpo JCP» Bepcus 2.0 maeHTudwukatop Habopa
napamMeTpoB A8 reHepaumu Ka4YeBOM napbl ONpeaensieT co3gaBaeMylo K4YeByo napy,
Kak napy noanucu. [Ons kpuntonpoBangepa «Kpuntollpo JCP» Bepcusa 2.0 (Moaynu
wudpoBaHMsa) 3TOT wuaeHTUduMKaTop onpegensieT napy obmeHa. B oboux cnyyasax
AOMyCTUMO co3[aHue napbl Nnb B COOTBETCTBMKU € anroputmamum SLUIMN MOCT P 34.10-2001
mnn FOCT P 34.10-2012 (256). Ha paHHbIA MOMEHT B KaXxAOM KpunTonpoBanaepe
CYLLEeCTBYIOT €AMHCTBEHHbIE WAEHTUPUKATOPbI, yAOBMAETBOpPsSKOWME 3TUM TpeboBaHUAM:

"1.2.643.2.2.19" (JCP.GOST_EL_KEY_OID), "1.2.643.7.1.1.1.1" (JCP.
GOST_PARAMS_SIG_2012_256_KEY_OID) 7] "1.2.643.7.1.1.1.2" (JCP.
GOST_PARAMS_SIG_2012_512_KEY_OID) - gana <«Kpuntolpo JCP» Bepcusa 2.0,
"1.2.643.2.2.98" (CryptoProvider.GOST_EL_DH_OID), "1.2.643.7.1.1.6.1" (JCP.
GOST_PARAMS_EXC_2012_256_KEY_OID) 7] "1.2.643.7.1.1.6.2" (JCP.
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GOST_PARAMS_EXC_2012_512_KEY_OID) - ansa «Kpuntollpo JCP» Bepcus 2.0 (Mmogynu
WndpoBaHus);

o ansa kpuntonposangepa «Kpuntollpo JCP» Bepcmsa 2.0 BTOpbIM 351eMeHTOM Habopa
napameTpos sABnSATCSA napameTpbl noanmcn TOCT P 34.10-2001 wvnu TOCT P 34.10-2012.
Onsa kpuntonpoBanaepa «Kpuntollpo JCP» Bepcua 2.0 (Moaynu wndpoBaHUS) TaKuUM
3/1IEMEHTOM SABASAIOTCSA napameTpbl obMeHa Auddu-XenmaHa, COOTBETCTBYOLWME anropuTMy
FOCT P 34.10-2001 wnnu FOCT P 34.10-2012. OnucaHue U3MEHEHUs Taknx MapaMeTpoB
MOJIHOCTbIO COBMNagaeT C OMNMCAHMEM MU3MEHEeHWs MnapaMeTpoB noanucu. EAVMHCTBEHHbIM
OT/INYMEM SIBJISIETCH TO, YTO BMECTO CTaTuyeckoro metopa getDefaultSignParams() knacca
AlgldSpec, nonyuarowero ccblKy Ha uHTepdenc napameTpoB MOAMMCU MO YMOSYAHUIO,
cnepgyet nonb3oBaTtbCca MeToaoM getDefaultExchangeParams() Toro xe knacca. 3TOT
MeTo4 BO3BpallaeT CCbIIKY Ha uWHTepdelc Paramslnterface napameTrpos obmeHa no
YMON4YaHUo (YCTAHOBJIEHHbIX B KOHTPOJIbHOM naHenn):

o) Paramslnterface exchParams = AlgldSpec.getDefaultExchangeParams();

OcTankcHble aencTBnN MOoryT 6bITb npoeeaeHbl aHanorMyHbIM C NapaMeTpamMn noanmcu o6pa30M.

K co3gaHHbIM TakuM criocobam KoveBbiM napaM obmeHa MoryT 6biTb MpMMEHEeHbl BCe onepauuu,
peanusyemble kpuntonpoangepoMm «Kpuntollpo JCP» Bepcusa 2.0 (Takux Kak XpaHEHMe Ha HocuTensix
3aKpbITbIX K/HOYEN U COOTBETCTBYIOLWMX MM cepTudukaTtoB, cozgaHne I no anroputmy FOCT P 34.10-
2001 wnm TOCT P 34.10-2012, reHepauusi ceptudukatoB U Tak pganee). [logpobHoe onucaHue
peanusaumin Bcex onepauuin npuBoanTcs B «PykosoacTee nporpammucta» «Kpuntollpo JCP» Bepcus 2.0.

Ho noMuMO 3TMX onepaumii, Kn4yeBble Napbl 06MeHa MOryT TakXe yyacTBoBaTb B OPMMPOBAHUU
K/IIOYEN COriacoBaHus, 4YTO HeBepHO Ansd knwdven M1, co3paHHbIX NpyM MOMOLWM KpunTonpoBanaepa
«Kpuntolpo JCP» Bepcusa 2.0. Taknum obpasoM, B pamkax kpuntonposangepa «Kpuntollpo JCP» Bepcus
2.0 dyHKUMOHaNbHbIE BO3MOXHOCTW K/OYEBLIX Map noanvcu u obmeHa oauHakoBbl. B pamkax xe
kpuntonpoeangepa «Kpuntollpo JCP» Bepcusa 2.0 (Moaynu wndpoBaHUa) MMeEeT CMbIC/T UCMOJSIb30BaHMe
TONbKO K/OYEBbIX Nap obMeHa.

2.2. Pabora c KJ1ro4aMum CornacoBaHus B COOTBETCTBUU C

anroputMoM obmeHa Andpdun-XenmaHa

Kpuntonposangep «Kpuntollpo JCP» Bepcmsa 2.0 (Moaynu wndpoBaHMa) ocyulecTenseT paboTty ¢
K/Il04aMW CorfiacoBaHWs B COOTBETCTBMM C anropuTtMoM obmeHa [Aunddu-XenmaHa, yepes cTaHOAAPTHbLINA
mHTepderc JCE npmn nomown knacca KeyAgreement.

2.2.1.Co3paHune obbekTa reHepaumm (reHepaTtopa) Kar4ven
cornacosaHu4
O6beKkT reHepauum Ka4en cornacoBaHmsa (panee reHeparop) Co3paeTcs NocCpeacTBOM
Bbi30oBa MeToaa getlnstance() knacca KeyAgreement. DTOT MeTo4 SBASETCA CTAaTUUYECKUM W

BO3BpallaeT CCbIIKY Ha knacc KeyAgreement, KOTOpbln o6ecneynBaEeT BbINOAHEHNE Tpebyemol
onepauuu.

[ns co3paHnsa reHepaTopa Kal4Yen coriacoBaHuUs B COOTBETCTBMU C afifOPUTMOM obMeHa
Ondodu-Xenmana metoay getinstance() Heobxognmmo B KadecTBe NapaMeTpa nepenaTb ums,
naeHtTuduumpyrowee gaHHbim anroput™ ("GOST3410DHEL" wnam JCP.GOST_EL_DH_NAME wu
"GOST3410DH_2012_256" nnu JCP.GOST_DH_2012_256_NAME nnm
"GOST3410DH_2012_512" nnun JCP.GOST_DH_2012_512_NAME). lNpn TakoM Bbi30Be MeTOoAa
getinstance() coBMecTHO C onpegeneHneMm TpebyeMoro anroputMa reHepaumu KIuen
COorslacoBaHMsl OCYLLECTBNAETCS Takxe onpegeneHue Tpebyemoro Tuna Kpuntonposakaepa
(«KpunTtolpo JCP» Bepcua 2.0 (Moaynu wmndpoBaHunsa)). Takxe cTaHoapTHbIM nHTepderic JCE
no3eonseT B KadecTBe napametpa ¢yHkumm getinstance() knacca KeyAgreement BmecTte C
MMEeHeM ajiroputMa nepegasaTb MMS KpunTornpoBahgepa, WCNOAb3YEMOro ANsi BbIMOJIHEHUS
TpebyeMoir onepaunn.

Taknm obpasomMm, co3gaHue reHepartopa Kawden obmeHa B COOTBETCTBUM C anrOPUTMOM
Onddu-XenmaHa ocyLlecTBnseTcss O4HMM U3 CriefyroWwmnx cnocobos:

KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DHEL") ;

KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DHEL", "Crypto"):;
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KeyAgreement ka = KeyAgreement.getInstance (JCP.GOST EL DH NAME,
CryptoProvider.PROVIDER NAME) ;

Ons kntoyen Ha anroputme TOCT P 34.10-2012 (256):
KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DH 2012 256");
KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DH 2012 256", "Crypto");

KeyAgreement ka = KeyAgreement.getInstance (JCP.GOST DH 2012 256 NAME,
CryptoProvider.PROVIDER NAME) ;

Ons knoyen Ha anroputme TOCT P 34.10-2012 (512):
KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DH 2012 512");
KeyAgreement ka = KeyAgreement.getInstance ("GOST3410DH 2012 512", "Crypto");

KeyAgreement ka = KeyAgreement.getInstance (JCP.GOST DH 2012 512 NAME,
CryptoProvider.PROVIDER NAME) ;

Co3aaHHbI TakMM 06pa3oM reHepaTop OCYLLEeCTBASET BblpaboTKy KJltO4Yel corflacoBaHus
n3 kyen obmeHa, coorBetcTBytowmx anroputmy NOCT P 34.10-2001 wnun FOCT P 34.10-2012
no anroputmy Ouddun-XenmaHa. Knwoum obmeHa, coorsetcrBytowme anroputmy NOCT P 34.10-
2001 vnn FOCT P 34.10-2012, MoryT 6biTb Kak MpO4YMTaHbl U3 KOHTENHepa, TaK U MonyYeHbl
npyv NOMOLUWM reHepaTopa kao4yeBon napbl o6MeHa (CM. Bbiwe).

2.2.2.lHuMumnanmnsaumsa reHepartopa Kto4en cornacoBaHums

Mocne TOro, Kak TreHepaTop KAw4Yen cornacoeBaHmss 6bin co3gaH, HeobxoauMo
NPOUHULMANN3NPOBATb €ro 3aKpbiTbiM KAOYOM obMmeHa, B COOTBETCTBMM C KOTOpbIM 6yaeTt
OCYLLEeCTBNATbLCS BblpaboTka KJlO4Yelr corflacoBaHMs, a TakKXe MnapaMeTpaMuM, Ha OCHOBe
KOTOpbIX 3Ta BblpaboTka 6yaeT npom3BoAUTbCA. Takas MHUUMANM3ALUMS OCYLLECTBASETCS npu
nomown metoga init(Key key, AlgorithmParameterSpec params) knacca KeyAgreement. 2Tomy
MeTo4y B KayecTBe napaMeTpa key nepepaeTcsa 3aKpbiTbl KoY o0bMeHa, COOTBETCTBYHOLLUN
anroputmy FOCT P 34.10-2001 wvnm TOCT P 34.10-2012. B kadecTBe napaMeTpoB params,
yJyacTBywwmMx B  BblpaboTke Kl4yenm cornacoBaHus, nepepjaetcs 06bekT  kiacca
IvParameterSpec, npeacrasnsitowin cobon CTapTOBbIM BEKTOp A8 BblpaboTKM  KKo4en
COrlacoBaHus.

Taknm o6pa30M, MHUUManNn3aunsa reHepaTtopa Kto4uer cornacoBaHms OCYLLUECTBNIAETCA:

PrivateKey privateKey; // o08a3aTesbHO BaKpPHTBEI KJOU OOMEHa, COOTBETCTBYIOWMA

// anropurmy T'OCT P 34.10-2001 wmym TOCT P 34.10-2012

IvParameterSpec spec; // CTapTOBBEI BEKTOP

ka.init (key, spec);
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2.2.3.BbinonHeHne dasbl cornacoBaHus Ka4ven

Mocne Toro, Kak reHepaTop KJ4en cornacosaHmsa bl Co3gaH M MPOMHULMANMU3UPOBAH
3aKpbITbIM KJIIOMOM M CTapTOBbIM BEKTOPOM, TpebyeTcs MpOoMHMUMANN3NPOBaTb €ro OTKPbITbIM
K/IIOUOM, B COOTBETCTBMM C KOTOpbIM 6yaer cdopMupoBaH Koy cornacoaHusa (dasa
cornacoBaHmst  kawoden). BbinonHeHne dasbl  OCywecTBASEeTCS Npyv  MNoMowM MeToAa
doPhase(Key key, boolean lastPhase) knacca KeyAgreement. DToMy MeToay B KadecTBe
napameTpa nepegaeTcsa OTKPbITbIA KW, COOTBETCTBYOWMIA anropmutmy TOCT P 34.10-2001 naun
FOCT P 34.10-2012. CnepyeT MNOMHWUTb, 4YTO NapaMeTpbl X3wWupoBaHua u 3l 3TOro Kaw4a
OO/DKHbI  CcOBNafatb C COOTBETCTBYHOLWMMM NapaMeTpaMm MNOAAHHOMO0 Ha MWHUUManNM3aumio
3aKpbITOro kiwo4da. Btopor napamerp Metoma doPhase() wrHopupyetcs. CumTtaercs, yTo 3Ta
Be/IMYMHA BCerga paBHa true.

PublicKey publicKey; // o6g3aTejyIbHO OTKPHITHI KJIOU OOMEHa, COOTBETCTBYIOWMUA

// BakphHTOMy KJlUy privateKey

ka.doPhase (publicKey, true);

CraHpapTHbii uHTepderic JCE ponyckaeT BO3BpalweHWe AaHHbIM @ MeToAoM obbekTa
knacca Key. B kpuntonpoBangepe «Kpuntollpo JCP» Bepcua 2.0 (Mmoaynu wudpoBaHud) B
KauecTBe Takoro ob6bekTa BO3BpallaeTCcsa nepefaHHbii meToay doPhase() OTKpbIThbIM Koy, Ons
NoSyYEeHNS CaMoro K/4va cornacosaHus HeobxoauMMo caenaTthb elle OAMH Lwar.

2.2.4.feHepauuns Kn4va cornacoBaHus

Mocne TOro, kKak onpeneneHbl 3aKpbITbli M OTKPbITbIA KOYM, HA OCHOBE KOTOPbIX
OCyLLeCTBNAETCS BblpaboTKa KJjitoua COrlacoBaHus, a TakXe mnapaMeTpbl (CTapTOBbIA BEKTOP),
ydacTteywowme B 3TON BblpaboTke, HeobxoaMMO creHepupoBaTb COOBCTBEHHO  KJItOY
cornacosaHums. [eHepauusi TakKoro K/jtoda  OCyLWecTBAsSeTcs npyv  MNoMowM  MeToaa
generateSecret (String algorithm) knacca KeyAdgreement. B kadecTtBe napameTpa 3TOT
MeTo4a MoJlydaeT CTPOKOBOE npeAcTaBfeHne anropmtMma kiwda cornacosanmsa ("GOST28147"
nnun CryptoProvider.GOST_CIPHER_NAME). Bo3BpawaeTt 310T MeTog o6bekT knacca SecretKey,
npeactaBnsloWnin  cobolt KU COornacoBaHMsa 3aKpbiTOrO M OTKPbITOro kK/yehn o6MeHa,
KOTOpPbIA CO34aH NMpu NOMOLUM CTAapTOBOrO BeKTopa. 3TOT K04 SBASETCA K/IOYOM WNdPOBaHUS
anroputmMa FOCT 28147-89 ¢ napameTrpamm wndpoBaHUs, COOTBETCTBYIOLWMMM NapaMeTpam
OTKpPbITOro Kto4a.

Takum 06pasoM, reHepaumus Kir4da CcoriacoBaHUs OCyLLEeCTBASIETCS:

SecretKey agreeKey = ka.generateSecret ("GOST28147");

SecretKey agreeKey = ka.generateSecret (CryptoProvider.GOST CIPHER NAME) ;

Ons BbipaboTkn 512-6MTHOrO CEKpeTHOro KJjw4da Ans WCnonb3oBaHuMs B YHKUMAX
HMAC, oCHOBaHHbIX Ha MCNonb3oBaHun xaw-dyHkumn FOCT P 34.11-2012 (256 6ut) n FOCT P
34.11-2012 (512 6ut) cnepgyet nepegatb MeTtoay cTpoky "SYMMETRIC512" (CryptoProvider
.SYMMETRIC_512).

SecretKey agreeKey = ka.generateSecret ("SYMMETRICS512") ;

SecretKey agreeKey = ka.generateSecret (CryptoProvider.SYMMETRIC 512);
Mpumep BHpaﬁoTKM Ktouen cornacoBaHus CTOpPOHaMu CM.

samples/samples src.jar/userSamples/CheckImita.java (BXOAUT B KOMIMIEKT MOCTaBKM
nporpammHoro obecneueHuns «Kpuntolpo JCP» Bepcusa 2.0).
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2.3. Pabota ¢ cMMMeTpUYHbIMKU KtoYaMu WndpoBaHus,
cooTBeTcTBYOWMMU anroputmy NOCT 28147-89

Kpuntonposanaep «Kpuntollpo JCP» Bepcua 2.0 (Moaynu wmndpoBaHus) OoCyLLECTBASET
reHepaumi CUMMMETPUYHbIX KJtoyen wudpoBaHusl, 4yepe3 craHAapTHbiM mMHTepdeinc JCE npwm
nomMoLun knacca KeyGenerator.

2.3.1.Co3paHue obbekTa reHepauun (reHepatopa) CUMMETPUYUHbIX
Kno4ven wmndpoBaHus

O6bekT reHepaunm CUMMMETPUYHBLIX Kto4ven wudpoBaHna (ganee reHepaTop) co3paercs
nocpencTBoM Bbi3oBa MeTopa getinstance() knacca KeyGenerator. 2ToT MeToh saBASETCS
cTaTM4yeCcKMM W BO3BpallaeT CcCblNKy Ha knacc KeyGenerator, koTopbii obecneudmBaeTt
BbINoSIHEHME TpebyeMoi onepaunn.

[Ons co3gaHusa reHepaTopa CUMMMETPUYHBIX K/OYen LWN@poBaHUsS, COOTBETCTBYHOLWMX
anroputmy FOCT 28147-89 metoay getinstance() HeobxoaMMO B Ka4yecTBe nNnapamMeTpa nepeaartb
nm4, naeHTnduumpyoLlee AAHHbIN anropuTM ("GOST28147" unu
CryptoProvider.GOST_CIPHER_NAME). MNpn TakoMm Bbi30oBe MeToaa getlinstance() cOBMECTHO C
onpegeneHneMm TpebyeMoro anropmtma reHepauum K/4Yen CornacoBaHUSa OCYLLEeCTBASETCS
Takxke onpegeneHve Tpebyemoro Tuna kpuntonpoBangepa («Kpuntollpo JCP» Bepcua 2.0
(Moaynn wndpoBaHusa)). Takxe cTaHAapTHbil wuHTepdelic JCE no3BonseTr B KayecTse
napametpa dyHkuun getinstance() knacca KeyGenerator BMecte € WMEHEM anroputMa
nepegasaTb UMS KpUNTonpoBahaepa, UCNOb3YeMOro AJ5 BbliNOSHEHNS TpebyeMon onepaunm.

TakuM o6pas3oM, co3gaHMe reHepaTopa CUMMETPUYHbLIX KAl4en wudpoBaHus,
cooTBeTCTBYlOWMX anroputmy [OCT 28147-89 ocywecTBAseTcd OAHUM U3  CleayroLwmnx
cnocob6oB:

KeyGenerator kg = KeyGenerator.getlInstance ("GOST28147");
KeyGenerator kg = KeyGenerator.getInstance ("GOST28147", "Crypto");

KeyGenerator kg = KeyGenerator.getInstance (CryptoProvider.GOST CIPHER NAME,
CryptoProvider.PROVIDER NAME) ;

FeHepauus CMMMETPMUUHbIX KJo4ven wudpoBaHMS MpU MOMOLWM TaKoro reHepatopa kg
6yneTt ocywecTBnaTbCS B COOTBETCTBUM C anroputMoM FTOCT 28147-89 mn c yCTaHOB/IEHHbIMU B
KOHTPOMbHOM nNaHenn napameTpamu (MapameTpamum No ymondaHuiw). Ecnm  cywectByert
HeobXoAMMOCTb WCMOJSIb30BaHMUSA Apyroro Habopa napaMeTpoB (OT/IMYHOMO OT MapaMeTpoB Mo
YMOIYaHUIO), TO CrieayeT YCTaHOBUTbL Tpebyemblii Habop NnapaMeTpoB CO34aHHOMY reHepaTopy.

2.3.2.0npeneneHve napaMeTpoB reHepaumm CUMMETPUYHbIX
Ktouen wmndposaHms

Mocne TOro, Kak reHepaTop CMMMETPUYHbBIX Kitouven 6bln Co3a4aH, MOXET BO3HMKHYTb
HeobXooMMOCTb YCTaHOBUTb HEKW Habop mnapaMeTpoB reHepaumu CUMMETPUYHLIX KIlo4Yen
WNppoBaHUSA, OTNMYHBIA OT MapaMeTpoB, YCTAaHOBJIEHHbIX B KOHTPOSbHOW NaHenu. Onepauus
M3MEHEHUS CyLlecTByloWwero Habopa mnapaMeTpoB OCYLECTBASAETCS MNpu MNOMOWM MeToAa
init(AlgorithmParameterSpec params) knacca KeyGenerator. 2ToMy MeToAy B KadecTBe
napameTpa MoxXeT 6biTb NepeaaH 06bEKT cneayrLwmx ABYX K1accoB:

e uHTepdenc AlgIdIinterface (onpeaensetr Habop NapamMeTpoB ANS reHepaunmn KIo4eBon
napbl 06MeHa, HO MOXeT 6bITb UCMOb30BaH U ANA FreHepaLMn CUMMETPUYHBIX Ko4Yen
wndpoBaHusa. B aToM cnydvae n3 nepegasaemMoro Habopa napamMeTpoB B NpoLecce reHepaumu
6yAyT UCcnonb3oBaHbl N1LWb NapaMeTpbl WNdpoBaHUa);

e uVHTepdelc ParamsInterface napamMeTpos anropmtMma wudposaHmsa MOCT 28147-89
(cM. «PaboTta c napameTpamu anroputMma wudposaHmna MOCT 28147-89»).
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B oboux cnyyasax WMeT 3HayeHuMe uWb napameTpbl wudpoBaHna (napameTpbl
anroputMa OCT 28147-89), NOCKONIbKY CO34aBaeMblil FeHepaTOpOM CUMMETPUYHbLIA KoY
MOXeT O6bITb WCNOMb30BaH TONBKO ANA WKUdpoBaHUA AaHHbIX (onepaumn cosgaHua I,
BblpabOTKM KJIKOUEN COr/lacoBaHUA M 3aNMCK ero Ha HOCUTENb 3anpeLleHbl).

Taknm obpasoMm, maMeHeHne Habopa napaMeTpoB reHepaTopa CUMMETPUYHLIX KIIHOYeln
LWnppoBaHMS NPoOM3BOANTCA cneayowmm obpasom:

AlgIdInterface keyParams; // wnurepderic Habopa NapaMeTpoB
ParamsInterface cryptParams; // mHTepderic napamMeTpoB mmdpOBaHMUS
kg.init (keyParams) ; // yCcTaHOBKAa MOJIHOT'O Hadopa NapaMeTpoB
kg.init (cryptParams) ; // ycTaHOBKAa NapaMeTpoB umMdpoBaHUS

Cnegyer NOMHUTL O TOM, 4YTO W3MEHEHMEe napaMeTpoB reHepaumm CUMMETPUUHbIX
KMOYEeNn MMeeT CMbIC/ TOMIbKO A0 BbINOSIHEHUS HENOCPeACTBEHHO reHepauunn.

B kauecTtBe napaMeTpoB A8 WHMUMaNM3auuM reHepatopa MOXET MCNOSb30BaTbCs
nobon un3 napameTpoB WKNdpPOBaHUSA, MPEACTaBNE€HHbIX MpoBaMAepoM: napaMeTpbl Mo
yMonyaHuo, napaMeTpbl wWndpoBaHmsa 1, napameTpbl WndpoBaHna 2, napameTpbl WNdpoBaHUS
3, napameTpbl Ockap 1.1, napameTpbl Ockap 1.0, napameTtpbl PUK1, TK26 2, TK26 1, TK26 3,
TK26 4, TK26 5, TK26 6, TK26 Z.

Mpu paboTte c knwyamu Ha anroputme TOCT P 34.10-2012 cneayeTt MHMUMANU3MPOBaTb
reHepaTtop napametpamMu wudpoBaHmsa TK26 Z.

2.3.3.feHepauuns CUMMETPUYHOro K/to4va WwndpoBaHus

FeHepauMs CUMMETPUUHbLIX KOYen WndpoBaHus, COOTBETCTBYHOWMX anroputmy FOCT
28147-89, ocyuwlecTBasieTca TONIbKO MOCNe co34aHus reHepaTtopa M, ecnum 3To Heobxoammo,
onpepeneHns ero napamMeTpoB. BbizoB MeTogna generateKey() «knacca KeyGenerator
BO3BpallaeT K4 WNPPOBaAHUA, COOTBETCTBYHOWMNI anroputmy T[OCT 28147-89 n
yCTaHOBNEHHOMY Habopy napameTpoB (MK NapaMeTpam Mo yMOAYaHUIO):

SecretKey key = kg.generateKey();

MpuMep reHepaumm CUMMETPUYHOIO KA4Ya WUdpPoBaHMS NpU BbIMOJHEHUM Onepauumn
3aWndpoBaHNa AaHHbIX CM. samples/samples src.jar/userSamples/SessionEncrypt.java
(BXOAUT B KOMMJIEKT NOCTaBKM nporpammHoro obecneveHns «Kpuntollpo JCP» Bepcus 2.0).

3. IM1TO3allUTa AaHHbLIX B COOTBETCTBUM C aNITOPUTMOM
[OCT 28147-89

Kpuntonposaiigep «Kpuntolpo JCP» Bepcusa 2.0 (Moaynu wndpoBaHUs) ocyLLlecTeaseT
UMUTO3ALUNTY AAHHbIX B COOTBETCTBMM C anroputMoMm FOCT 28147-89, 4yepe3 cTaHAAPTHbIN
nHtepoeric JCE npu nomowm knacca Mac.

3.1. Co3pgaHune obbekTa UMUTO3AWUTbI AaHHbIX

O6beKT MMUTO3ALUUTbI AAHHbIX B COOTBETCTBMKU € anropuTtmoM TOCT 28147-89 co3paeTcs
nocpencTBoOM Bbi3oBa MeToda getinstance() knacca Mac. DTOT MeTo4 SIBASETCS CTaTUYECKUM U
BO3BpallaeT CCbIIKY Ha Knacc Mac, KoTopblin obecrneunBaeT BbINoJHEHNE TpebyeMon onepaunu.

Ons co3paHusa obbekTa MMUTO3AWMTbl B COOTBETCTBUM C anroputmom OCT 28147-89
metoay getinstance() HeobxognMo B KayecTBe NapaMeTpa nepeaaTtb UMs, naeHtuduumpyrouiee
AaHHbIn anroputMm ("GOST28147" wnu CryptoProvider.GOST_CIPHER_NAME). Tlpu Bbi3oBe
meTona getinstance() coBMeCTHO C onpegesneHveM TpebyemMoro anroputMa MMUTO3ALMTHI
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[aHHbIX OCYLLeCTBNSIETCA Takxe onpeaeneHve TpebyeMmMoro Tuna KpunTonposanepa
(«Kpuntollpo JCP» Bepcusa 2.0 (Moaynu wudpoBaHmsa)). Takxke ctaHAapTHbi nHtepdenc JCE
no3BoNseT B KaudecTBe napameTrpa dyHKkummn getinstance() knacca Mac BMecTe C MMEHEM
anropuMTMa ykasbiBaTb MMS KpUMATOMpoBaWaepa, WUCMOob3yeMoro Afs BbINOSHEHUS Tpebyemol
onepaumu.

TakuM o6pa3oMm, co3gaHue 06bekTa MMUTO3AWMTbl AAHHbIX OCYLLECTBNAETCS OAHUM U3
cneayouwmx cnocobos:

Mac mac = Mac.getInstance ("GOST28147");
Mac mac = Mac.getInstance ("GOST28147", "Crypto");

Mac mac = Mac.getInstance (CryptoProvider.GOST CIPHER NAME,
CryptoProvider.PROVIDERﬁNAME);

3.2. MHuumanmsaumsa ob6bekTa MMUTO3aLLMTbI AaHHbIX U
ornpeaeneHne ero napamMmeTpoB

Mocne Toro, kKak 06bLEKT MMUTO3aLWMTbl AaHHbIX 6bl1 co3aaH, HeobxoanmMo onpeaennTb
Habop napametpoB anroputma [OCT 28147-89, B COOTBETCTBMM C KOTOpbiMM bGyaeT
OCYLLEeCTBNATLCA onepauus UMUTO3ALUUTI. OnpepeneHune napaMeTpos anropmtMa
OCYLLECTBASETCS BO BpeMsl MHMUMaNM3aumu ornepaumm UMMUTO3aLUUTbl AaHHbIX MeToaoM init()
Knacca Mac ogHMM U3 cnegyowmx cnocobos:

e npwu Bbi3oBe GyHKUUK init(Key key) napameTpbl anroputMa NOCT 28147-89 onpepensitotcs
B COOTBETCTBUM C MapaMeTpamMu wndpoBaHna nepegaBaeMoro dyHKUMKN KoYa key;

e npwu Bbi3oBe dyHKUMU init(Key key, AlgorithmParameterSpec params) napameTpbl
anroputma FOCT 28147-89 onpenenstoTcs B COOTBETCTBMM C NepejaBaeMbIiMi NnapameTpamm
params.

B o6oux cnydasx nepenaBaeMblit KU key MCMOMb3yeTCAa B Mpouecce BblpaboTku
NMUTOBCTABKM.

CyLLecTBYIOT HEKOTOPbIE OrpaHM4YeHnst Ha NapaMeTpbl, NnepegaBaemble GyHKunm init(). B
obounx cnocobax Bbi3oBa 3TOM PYHKUMWN KIOY key OOJIKEH COOTBETCTBOBATb Tuny SecretKey um
YAOBNETBOPATb anroputMmy wngposaHuna NOCT 28147-89 (Takme KAOUYM MOryT 6biTb NOAy4YEHbI
npy NOMOLLM OMepaumu COracoBaHuUs KK4Yer Wan npu NOMOLWM reHepaumm CUMMETPUYHBIX
Knwyen wndpoBaHusa). Heobxoammo Takxe, 4Tobbl NapameTpbl, nepeaaBaemblie dyHKUMK init()
BO BTOpPOM criocobe ee Bbi30Ba COOTBETCTBOBANUN UHTEpdeNcy ParamsInterface MapaMeTpoB
anroputMa wudposaHua [OCT 28147-89 (cm. <«Pabota ¢ napameTpamMm anroputMma
wngposaHua NOCT 28147-89»). Takmm ob6pas3oM, MHMUMaANM3auMsa onepaunm MMUTO3aLLUTDI
OAHHbIX, BO BpPEeMsA KOTOpOWM NpOUCXOAMUT onpeaefnieHne napaMeTpos WMUTOBCTaBKM,
OCYyLLeCTBASAEeTCS OAHMM U3 CNeayrLWmx cnocobos:

ParamsInterface cryptParams; // wuHTepbdelic napaMeTpoB uMUPPOBAHUSA

SecretKey key; // ofBa3aTesyIbHO KJKNUY HIUPPOBAHUA C aAJTOPUTMOM
"GOST28147"

// (coorBeTcTByOUMI anroputmy I['OCT 28147-89)

mac.init (key);

mac.init (key, cryptParams);
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3.3. KonuposaHue o6bekTa MMUTO3aLUNTbl AaHHbIX

B HekoTopbiX cny4yasx TpebyeTcs c€o34aTb KOMUID YyXKe CyllecTBylowero obbekTta
MMUTO3aLUNTbl AaHHbIX, HanpuMmep, koraa TpebyeTtcs BblipaboTaTb MMUTOBCTABKY KakK W 4acTu
OaHHbIX, TaK U BCEro WUCXOAHOro MaccuBa AaHHbIX. B 3TOM cnyyae nocne Toro, Kak 6bina
obpaboTaHa Tpebyemas 4acTb AaHHbIX, HE06XO0AMMO COXpaHUTb (MPXM MOMOLLM KOMMPOBAHMUSA)
06beKT MMNTO3aWNTbI, U NPOAOCIKNTL 06paboTKy ocTaBwencsa Yyactm (B pesynbTate 4yero 6yayT
0bpaboTaHbl BCe WUCXOAHble [AaHHbIE). YXe nocne BbIMNOMHAETCS BbIYUCIEHNE 3HAYEHUSN
UMUTOBCTaBKM AN obomx o06bekToB (MCXOAHOrNO - COOTBETCTBYHOLWEro BCEM [AaHHbIM U
CKOMMPOBAHHOIO - COOTBETCTBYHOLIEr0 YacTu AaHHbIX).

Onsa atux yenen ncnonbsyetcs metog clone() knacca Mac, KOTOpbIi BO3BpaLLaeT TOUYHYIO
KOMUIO cylwecTByowero obbekrta MMUTO3aWwmTbl. DTOT MeTo4 MOXeT ObiTb Bbi3BaH Ha bom
3Tane BbINOSIHEHMS onepaumn BbiIpaboTKM MMUTOBCTABKWM MOCNE TOro, Kak 06beKT MMUTO3aLMUThI
6bl1 NPOMHNUNANN3NPOBAH U A0 TOro, Kak onepaums MMMTO3aLWnTbl AaHHbIX Oblla 3aBeplieHa.

Ncnonb3oBaHne MeToAa K/AOHMPOBaHMSA obbekTa MMUTO3alUMTbl AaHHbIX B CleayroleM
npumepe samples/samples src.jar/userSamples/CloneImita.java (BXOAUT B KOMIJIEKT
nocTaBku nporpaMMHoro obecnevenus «Kpunrtollpo JCP» Bepcusa 2.0).

3.4. BbipaboTka MMUTOBCTABKM AAHHbIX

Mocne TOro, Kak 06bEKT MMUTO3AWMNTbLI Bbl1 CO34aH U MPOMHMLMANM3UPOBaH, BbipaboTka
WMWUTOBCTABKM [aHHbIX B COOTBeTCTBMM Cc anroputmoMm OCT 28147-89 npousBoauTca B ABa
3Tana: o6paboTka [daHHbIX W nocneaywuee BblYUCIEHME 3HAYEHUS  MMUTOBCTABKMW,
3aBepliaroliee onepaumio MMMTO3aWmTbl JaHHbIX.

3.4.1.06paboTka 3awmuwaemMbiX aHHbIX

O6paboTka 3awulaeMbiX AaHHbIX OCYLIECTBASETCAa npu nomown MeTtoga update()
Knacca Mac. 3ToT MeTog ocyllecTBnsetr 06paboTky 3awmuwaeMblX AaHHbIX, NpeaCTaBAEHHbIX B
Bnae 6anToBOro Maccmea M nNodaBaeMbiXx eMy B KadyecTsBe napameTtpa. CyuwectByeT 3 BapumaHTa
06paboTkn 6anTOBOr0 MaccmBa AaHHbIX MPU NOMOLLM 3TOr0 MeToaa:

1. MocnepoBaTenbHas o6pa60TKa Kaxaoro 6aniTa AaHHbIX (I'Ipl/l 3TOM KOJIMYECTBO BbI30OBOB
MeToaa update(byte b) paBHO ANVMHE MacCuBa AaHHbIX):

2.

3 byte[] data;

4. for(int i = 0; 1 < data.length; i++)

5 mac.update (data[i]);

6. bBnouHas obpaboTka gaHHbIX (AaHHble obpabaTbiBatoTca 6/10KaMM oNpeaeneHHON ANNHbI):
7.

8. byte[] data;

9. int BLOC_LEN = 1024;

10.

11. //ecnu OaMHa MCXOMOHBIX NAHHHX MEHbIle IJIMHE OJIoKa

12. if (data.length/BLOC_LEN == 0)

13. mac.update (data) ;

14. else {

15. //uuKky no BJokam

16. for (int i = 0; i < data.length/BLOC_LEN; i++) {
17. byte[] bloc = new byte[BLOC LEN];

18. for(int j = 0; j < BLOC_LEN; j++)

19. bloc[j] = data[j + i * BLOC_LEN];

20. mac.update (bloc) ;

21. }

22.

23. //oBpaborka ocTaTka

24 . byte[] endBloc = new byte[data.length % BLOC LEN];
25. for(int j = 0; j < data.length % BLOC LEN; Jj++)
26. endBloc[j] = data[j + data.length - data.length % BLOC LEN];
27. mac.update (endBloc) ;

28. }

29. O6paboTka AaHHbIX LLESIMKOM:
30.
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31. byte[] data;
32. mac.update (data) ;

Jonyckaetca KoMOMHMpOBaHME MepBOro M BTOPOro BapwaHTa, obpaboTtka 6n0kamm
pasIMYHOM ASINMHBI, @ TakKXXe WUCnonb3oBaHUe MeToda update(byte[]data, int offset, int len) -
06paboTka MaccMBa AaHHbIX CO CMeLLEHUNEM.

3.4.2.BbluncneHmne 3HauyeHnss MMMTOBCTABKM

BbluncneHne 3HauyeHMs MMUTOBCTABKM OCYLLECTB/ISIETCS Npu nomowm metoaa doFinal()
knacca Mac. CywecTBylOT pas/fiMyHbie BapuaHTbl Bbl30Ba AaHHOro Metoga. Ecnn obpabotke
noaBeprincb BCe 3awMuaemble AaHHble, TO OCTaeTcs TOJIbKO MOJlyYuMTb 3Ha4veHue
MMUTOBCTaBKMU. MONYy4YNTb 3TO 3HAYEHME MOXHO ABYMS criocobamu:

1. Bbi3oB MeToaa 6e3 napameTpoB - doFinal(). B aToM cny4yae MeToa Bo3BpallaeT 6anToBbIN

MaccuB, coaep>Xalwmm 3HavyeHne MMNTOBCTaBKU,

2. Bbi3oB MeTona c napameTpamu - dofFinal(byte[] buf, int offset). B aToM cnyyae meTon
3anncCbiBa€T 3Ha4eHNE MMNTOBCTAaBKN B NepegaBaeMbin éMYy MaCCMB CO CMELLEHUNEM.

Ecnn >e 4acTb AaHHbIX OCTanocb He o6bpaboTaHHOW, TO cneayeT npeaBapuUTeNbHO
obpabotatb ee, a MWb MOTOM MOAy4YaTb 3HayYeHWe WMUTOBCTaBKW. [na 3TUX uenen
ncnonbsyetca dyHkumsa doFinal(byte[] buf), obpabaTtbiBatowas nepedaHHble B MaccuBe buf
AaHHble M BOo3Bpallatowasn 6aiToBbIA Maccms, COAEPXALLMN 3HAYEHNE UMUTOBCTABKM.

MpuMep co34aHUA U MPOBEPKU WMMUTOBCTABKM Ha KJOUax COrfacoBaHWsS CTOPOH CM.
samples/samples src.jar/userSamples/CheckImita.java (BXOAUT B KOMMIEKT MOCTaBKM
nporpammHoro obecneveHns «Kpuntollpo JCP» Bepcus 2.0).

3.5. WNcnonb3oBaHue anroputMa HMAC

C nomowbto kpuntonposangepa «Kpuntollpo JCP» Bepcust 2.0 MOXHO OCYLLECTBNATb
3aunTy OaHHbIX B COOTBETCTBUM C anropnTtMoMm HMAC_GOSTR3411,
HMAC_GOSTR3411_2012_256 (OID: 1.2.643.7.1.1.4.1) wnn HMAC_GOSTR3411_2012_512
(OID: 1.2.643.7.1.1.4.2). CtaHgapt HMAC_GOSTR3411 onucaH B gokyMeHTe rfc4357, KOTOpbIW
6asupyeTtcs Ha ctaHgapTe rfc2104. OID "1.2.643.2.2.10" ansa anroputMa onpeaeneH B rfc4490

PaboTaTb C peanusaunen anroputTMa MOXHO 4epe3 cTaHaapTHbln umHTepdeinc JCE npwu
nomowm knacca Mac Ucnonb3zosaHne HMAC_GOSTR3411, HMAC_GOSTR3411_2012_256 wunu
HMAC_GOSTR3411_2012_512 aHanornyHo pabote c wuMmuTOo3awmton no anroputmy [OCT
28147-89, TOonNbKO nNpuM co3daHMM ob6bekTa B KadecTBe WMEHW Haao  YyKasbiBaTb
"HMAC_GOSTR3411". NpuMepbl co3gaHns obbvekTa:

Mac mac = Mac.getInstance ("HMAC GOSTR3411");
Mac mac = Mac.getInstance ("HMAC GOSTR3411", "Crypto");

Mac mac = Mac.getInstance(ru.CryptoPro.Crypto.Cipher.GostHMAC.STR NAME,
CryptoProvider.PROVIDER NAME) ;

Mac mac = Mac.getInstance("1.2.643.2.2.10", "Crypto");
nnn
Mac mac = Mac.getInstance ("HMAC GOSTR3411 2012 256");

Mac mac = Mac.getInstance ("HMAC GOSTR3411 2012 256", "Crypto");
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Mac mac =
Mac.getInstance (ru.CryptoPro.Crypto.Cipher.GostHMAC2012 256.STR_NAME,
CryptoProvider.PROVIDER NAME) ;

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.1", "Crypto");

nnu
Mac mac = Mac.getInstance ("HMAC GOSTR3411 2012 512");
Mac mac = Mac.getInstance ("HMAC GOSTR3411 2012 512", "Crypto");

Mac mac =
Mac.getInstance (ru.CryptoPro.Crypto.Cipher.GostHMAC2012 512.STR NAME,
CryptoProvider.PROVIDER NAME) ;

Mac mac = Mac.getlInstance("1.2.643.7.1.1.4.2", "Crypto");

3.5.1.cnonb3oBaHme 512-6UTHbIX KNoyen B anroputmax HMAC

B ¢dyHkumax HMAC, ocHoBaHHbIX Ha x3w-¢dyHkumax MOCT P 34.11-2012 (256 6uTt) u
FOCT P 34.11-2012 (512 6uT), MOryT 6biTb MCNOMb30BaHbl 512-6UTHbIE KAOUM. DTU KUK
npeacTaBnalTCs B BUAE 06bekToB kacca Symmetric512Key.

Kntoun Symmetric512Key MoryT 6biTb MofsyyeHbl Kak MnyTeM BblpaboTKM C MOMOLLbIO
anroputMa BKO (cM. cooTBeTCTBYHWOLWMIA pasgen), Tak M C noMowbio obbekTa reHepaTtopa
Symmetric512KeyGenerator.

KeyGenerator kg = KeyGenerator.getInstance ("SYMMETRICS512");
KeyGenerator kg = KeyGenerator.getInstance ("SYMMETRIC512", "Crypto");

KeyGenerator kg = KeyGenerator.getInstance (CryptoProvider.SYMMETRIC 512,
CryptoProvider.PROVIDER NAME) ;

HeHOCpeﬂCTBEHHO BHpa6OTKa KJ1lo4a nNpon3BoanTCA Tak:
kg.init (null);

SecretKey key = kg.generateKey();

Mocne 3Toro kKN4 MOXHO mcnosb3osatb B HMAC:

Mac mac;

Symmetric512Key key;

mac.init (key);

4. LLIndppoBaHMe AaHHbIX U K/IKOYEN B COOTBETCTBUM C
anropmntMoM OCT 28147-89

Kpuntonposaiigep «Kpuntolpo JCP» Bepcusa 2.0 (Moaynu wndpoBaHUs) ocyLLlecTeaseT
WwndpoBaHMe AaHHbIX W K4Yer B cooTBeTCcTBMM C anroputmMoM [OCT 28147-89, uepes
ctaHgapTHbii nHtepdenc JCE npu nomowwm knacca Cipher.

4.1. Co3gaHue obbekTa WndpoBaHUS AaHHbIX U KHOYeEN
(wmndppatopa)

O6bekT wundpoBaHMa pJdaHHbIX W Kkayen (panee wugparop) B COOTBETCTBUMWU C
anroputMom FOCT 28147-89 co3paeTca nNOCpeAcTBOM Bbl3oBa MeToda getlnstance() knacca
Cipher. 3T0T MeTOA fABNsETCA CTaTUYECKMM WM BO3BpallaeT CCblKy Ha knacc Cipher, koTopbI
obecneuymBaeT BbiNOHEHME TpebyeMor onepauunn.
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Cnepys wHTepdeincy knacca Cipher, metoay getinstance() B KadecTBe napameTpa
cnepyetr  nepefaBaTb  CTPOKOBOe npeacTaBiieHMe  aaroputma wndpaTtopa BMAa
"algorithm/mode/padding" nn6o "algorithm". Huxe onncaHbl 4ONYCTUMbIE BapUaHTbl 3HaYEHUN
Ka)Aoro M3 3/1IEMEHTOB TaKOro CTPOKOBOIO NpeAcTaB/eHMUS.

1. B kadvectBe anemeHTa “algorithm" yka3biBaeTcs cCO6CTBEHHO anropuTM WN@pPOBaHUS.

Anroputm FOCT 28147-89 naeHtndpunumpyetcs nmeHem "GOST28147" mnu
CryptoProvider.GOST_CIPHER_NAME.

2. B KauyecTBe aneMeHTa "mode” ykasbiBaeTcs pexuM wudpoBaHmsa. B kpuntonposaiaepe
«Kpuntollpo JCP» Bepcus 2.0 (Moaynn wWndpoBaHns) AONYCTUMbI C/IEAYOLLNE PEXNMbI:

o "ECB" - pexuM npocToi 3aMeHbl (MCNOoAb3yeTcs Npu WN@PPOBaHUN AaHHbIX);

o "CBC" - pexxnM NpocCToM 3aMeHbl C 3auenseHnem (MCnonb3yeTcs npu wudbpoBaHUn
OAHHbIX);

o "CNT" - pexxvm raMMnMpoBaHusa (MCNoab3yeTcs Npu WNQPOBaHUM AaHHbIX);

o "CFB" - pexum raMMupoBaHusa ¢ o6paTHOM CBA3bIO (MCNOMb3yeTCs Npu
WNPPOBAHUN AAHHbIX);

o "SIMPLE_EXPORT" - pexuM wndpoBaHNa CUMMETPUYHOIO Kio4da 6e3 yCnoxHeHus
(ncnonb3yeTcs Npu WNQPOBAHUM KITHOUENR);

o "PRO_EXPORT" - pexuM wndpoBaHNsa CUMMETPUYHOIO KJllo4a C YCITOXXHEHNEM
(ncnonb3yeTcs nNpu WKUdpPoOBaAHNU KITIOYEN);

o "PRO12_EXPORT" - pexum WwWndpoBaHNUS CUMMETPUYHOIO KJlto4a C YC/TIOXXHEHUEM
(ncnonb3yeTcs Npu WKM@pPoOBaHUM KITHOUYEN).

Ecnn anemeHT "mode” otcyTcTByeT (T.e. B KayecTBe CTPOKOBOro MpeAcTaBneHus
anropytMa wudpaTopa ykKasaH Aulb anropuTM WKNGpoBaHUsa), TO NpU OCYLLECTBEHUN
nocneaympouern onepaunm WndpoBaHmsa byaeT NCNONb30BaH PEXUM MO YMOSYaHUIO: Ans
onepauun WngpoBaHus AaHHbIX (CM. HUXe) ncnonbsyetcs pexum "CFB", ana onepauni
wudpoBaHmsa knoyen - pexnm "SIMPLE_EXPORT".

3. B KauyecTBe aneMeHTa "padding” ykasbiBaeTCsi anropuMTM 3anosiHeHUs NocniegHero
HernosiHoro 6/10ka AaHHbIX NP BbIMOJHEHWW onepaummn 6104HOro WindpoBaHus. B

kpunTonpoBaiiaepe «Kpuntolpo JCP» Bepcus 2.0 (Moaynu wndpoBaHUs) AONYCTUMbI Cleaytowue
anropuTMbi:

o "NoPadding" - 3anonHeHne nocnegHero 6noka He ucnonb3lyetcs (MCNonb3oBaHWe
[onycKaeTcs Tonbko B pexumax CNT u CFB);

o "PKCS5_PADDING" - 3anonHeHue nocnegHero 65l0ka OCyWecTBASeTCcs no
anroputmy PKCS5;

o "PKCS5Padding" - gpyrov gonyCTuMmblii BapuaHT HanvcaHua anroputma PKCS5;

o "ISO10126Padding" - 3anonHeHue nocneaHero 6n0Ka oOCyLWEeCTBASETCS Mo
anroputmy ISO 10126;
o "ANSIX923Padding" - 3anonHeHue nocnegHero 6n0ka ocCywecTBAseTcs no

anroputMmy ANSI X.923;

o "ZeroPadding" - 3anonHeHuwe nocnepgHero 650Kka HynsMu, NpyM KPaTHOCTU
NCXOAHOr0 OTKPbLITOrO TeKCTa pa3Mepy 670ka wudpa AONOAHUTENBHBIN 650K He
nobasnsercs, NnagauvHr He ABMSETCS O4HO3HAYHbIM;

o "RandomPadding" - 3anonHeHune nocnegHero 6n0Kka  cay4daliHbIMU
6arTaMmm, Npu KpaTHOCTU MCXOQHOro OTKPLITOro TeKCTa pa3Mepy 6noka wudpa
AononHuTenbHbI 610k He gobaBnaeTcs, NaganHr He ABASEeTCSs O4HO3HAYHbIM.

Ecnn anemeHT "padding” otcyTtctByeT (T.e. B KayecTBe CTPOKOBOIro npeacTaBieHus
anroputMa wudpaTtopa yKasaH NuWb anroputM wudpoBaHus), TO Npu OCYLECTBNEHUN
nocnegytowen onepaumn wudposaHmsa B pexumax "ECB" n "CBC" 6ygeT ncnonb3oBaH
anroput™ "PKCS5_PADDING", B pexumax "CNT" nnum "CFB" - "NoPadding".

Cnegyer nMOMHUTb, U4TO YyCTaHoB/fieHMe otamyHoro oT "NoPadding" anroputma
3anoJIHEHMST MMEEeT CMbICN TOoNbKo npu pabote B pexmmax "ECB" wn "CBC". Ecam
ncnonbsyercsa pexum wudposanma "CNT" wunum "CFB", TO YCT@HOB/IEHHbIN pEXWUM
3anosiHeHnss 6yaetr wurHopmpoBaTbCs. BbimosiHeHMe onepauui 3awmndpoBaHns K
pacwngpoBaHus B pexummax "ECB" mn "CBC" ¢ ncnonb3oBaHWEM pexuMa 3anosiHeHUs
"NoPadding" He ponyckaeTcs.

Mpu Bbi30Be MeToda getlnstance() CO CTPOKOBbIM MNPEACTaBfIEHWEM afiropuTMa,
COCTOSILIEM W3 MEPeuYUCNEeHHbIX BbilE AOMYCTUMbIX 3HAUEHUI WMMEHM anNropuTMa, pexunMa
WNhPOBAHNS M AaNropuTMa 3anosIHEHMS MOCeAHEro HenosiHoro 6710ka, MOMMMO OnpeaeneHus B
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COOTBETCTBMM C ITMM CTPOKOBbIM NpeacTaBfieHMeM anroputma paboTtbl wudpaTopa
OCYyLLEeCTBNAETCS Takxe onpegeneHune tpebyemoro tnna kpuntonposangepa («Kpuntollpo JCP»
Bepcna 2.0 (moaynu wudposaHuda)). Takxe cTaHaapTHbin uHTepdenc JCE no3sonseTr B
KauyecTtBe napameTpa dyHkumm getinstance() knacca Cipher BMecTe C MMeHeM anropuTtMma
YKa3biBaTb UMSA KpUMATONpOBanAepa, MCMNOSb3yeMOro Ans BbIMNOSIHEHUA Tpebyemol onepauumu.
Takum obpasoMm, co3gaHue, HanpuMmep, ob6bekTa WWN@PPOBAHUSA [AaHHbIX B COOTBETCTBUM C
anroputmMom FOCT 28147-89 B pexmme NpOCTOM 3aMeHbl C 3auensieHmeM c anroputMom PKCS5
3anosHeHUs nocneaHero HenosiHoro 6s10Kka oCyLecTBASeTCS OAHUM U3 CrieayLWwmnx cnocobos:

Cipher cipher = Cipher.getInstance ("GOST28147/CBC/PKCS5 PADDING");

Cipher cipher = Cipher.getInstance ("GOST28147/CBC/PKCS5 PADDING", "Crypto");

4.2. NHnumanusauus wmndpartopa mn onpeneneHme ero

napamMeTpoB

Mocne Toro, kak wudpatop 6bI1 co3gaH, HeobxoaAnMMO onpenenuTb coO6CTBEHHO MeToA
wudpoBaHma un Habop mnapaMeTpoB, B COOTBETCTBMM C KOTOPbIM OyAeT OCyLLecTBAATbCA
onepauus wudposaHua. NHnumanmsaums wudpaTopa OCyLLECTBASETCA NMOCPeACTBOM Bbi30Ba
meTtoga init() knacca Cipher. Bbi30B AaHHOro MeTtoaa MOXeT ObiTb OCylecTBfieH AByMS
cnocobamu:

e init(int opmode, Key key);
e init(int opmode, Key key, AlgorithmParameterSpec params).

Huxe onucbiBaloTCd 0COBEHHOCTM Ka)kaoro us 3Tux cnocobos ansa Kpuntornposangepa
«KpunTtolpo JCP» Bepcusa 2.0 (Mmoaynu wundpoBaHus).

e ans obomux cnydaes Bbi3oBa QyHKUMK init() B KauecTBe NnapaMeTpa opmode nepenaercs
yncno, onpegenstouiee cobcTtBeHHO MeToa wWndpoBaHusa. Kpuntonposaraep «Kpuntollpo JCP»
Bepcua 2.0 (Moaynu wndpoBaHus) NogaepXKmBaeT YeTbipe MeToda wudpoBaHus, onpeaensemblx
cnegymowmm obpasom:

o MeToA 3aWwndpoBaHMA AaHHbIX (ONpeaensaeTcsa KOHCTaHTon ENCRYPT MODE
knacca Cipher);

o MeToA paclmndpoBaHUs AaHHbIX (onpeaenseTca KOHCTaHTo DECRYPT MODE
knacca Cipher);

o MeToA 3awndpoBaHMa Koda (onpeaenserca KOHCTaHToM WRAP MODE Knacca
Cipher);

o MeToA paclmndpoBaHus Kitoya (onpeaenseTcs KOHCTaHTo UNWRAP MODE kJacca
Cipher);

e 14 0boux cnyyaeB B KayecTBe napaMeTpa key nepegaeTrcs K4y, Ha KoTopom byaeTt
NpoM3BOAMTCS YKasaHHas onepaums wudposaHus. Tpebyetcs, 4Tobbl 3TOT K04 SBASACA
obbekToM TMNa SecretKey 1 yaosnetsopsan anroputmy wngposaHusa NOCT 28147-89 (Takue
K/I0UN MOrYT 6bITb MOSyYEHb! NPM NOMOLLM OnepaLmm COrNacoBaHUsA KIOYEN UM Npy NOMOLUM
reHepaumm CUMMETPUYHbIX K/TOYEN WnNdpoBaHus).

e [0OCKONbKY B NepBoM crnocobe Bbi3oBa pyHKUMM init(int opmode, Key key) Hukakue
OOMNOSIHUTENbHbIE NapaMeTpbl HE NepeaatoTCs, TO Takol Bbi30B dMYyHKUMKM obnagaeT cneayowmmm
0cobeHHOCTAMU:

o MnapaMeTpbl anropuTMa WndpoBaHus (y3en 3aMeHbl) oNpeaensoTcs B
COOTBETCTBMM C MapaMeTpaMu LWKMdpoBaHNSA NepesaBaeMoro Kwua key;

o Npu MHUUManM3aumm onepaummu 3awmndposaHmsa AaHHbiX (ENCRYPT MODE) B
pexume, TpebyioleM BeKTOpa MHUUManmsaummn (Takumm pexmMmammn asnswotcs "CBC",
"CFB" un "CNT") BekTOp MHMUManmn3auum 6yaet BbipaboTaH cny4yanHbliM obpasom;
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o Mpu MHUUMaNM3aumm onepaumm pacwmdpoBaHmsa AaHHbIX (DECRYPT MODE) B
pexwnme, TpebyioleM BeKTOpa MHMUManNu3aumm (Takumm pexxumamm asnsitcsa "CBC",
"CFB" 1 "CNT") 6yaeT BblAaHO UCK/IIOYEHUE;

o Npu MHMUMaNM3aumm onepaumm WwWndposaHmns knwova (WRAP MODE mun
UNWRAP_MODE) KtO4OM key, MNOSyYEHHbIM MPpY NMOMOLLM OnepaLun cornacoBaHns
Kno4yen, HeobxoanMbIn ANs AanbHENLWero BbINOJIHEHUS onepaunmn WndpoBaHUs BEKTOP
MHUUManmsaumm 6yneTt npoHacnefoBaH OT CTapTOBOrO BEKTOPA, KOTOPLIA yyacTBOBas B
npouecce CO34aHMs K4a CoriacoBaHus key;

o Mpu MHUUManM3aumm ornepaumm 3awmndpoBaHmna kaoya (WRAP MODE) K/IHOHOM
key, MOAYYEHHbIM NPKY NOMOLLM FrEHEPALIMN CUMMETPUYHBIX KOYEN WNHPOBaHUS,
Heo6XxoAnMbIV ANa AanbHENLWero BbINOJHEHUA onepaunun WudpoBaHUSA BEKTOP
MHuumanmsaumm 6yaet BbipaboTaH cny4danHbiM o6pasom;

o MpU UHMLMANM3auMmn onepaummn pacimndpoBaHms kioda (UNWRAP MODE) K/tOHOM
key, MOMYyYEHHbLIM MPY MOMOLLM FrEHEpPaLMM CUMMETPUYHBIX K/todel wndposaHus, 6yaeTt
BblAaHO MCKJIOUYEHME.

BO BTOpPOM cnocobe Bbi3oBa dyHKUMM init(int opmode, Key key, AlgorithmParameterSpec

params) nepepatoTcs napaMeTpbl params, onpeaenswowme paboTy wudpatopa. B kavecTBe Taknx
napamMeTpoB B KpuntonpoBangepe «Kpuntollpo JCP» Bepcusa 2.0 (Moaynu wmdpoBaHus)
JornyckaeTcs nepegasaTb 06beKTbl C/ieAyOWNX TUMOB:

o WHTepdenc ParamsInterface napameTposB anroputma wudposaHunsa NOCT
28147-89 (onucaHue paboTbl C 3TUM UHTepdENCOM NPUBOANTCSH B COOTBETCTBYIOLLEM
pa3sgene AOKyMeHTauum no kpuntonposangepy «Kpuntollpo JCP» Bepcus 2.0). Takum
obpasoM, 06bekT TMNa ParamsInterface, NepegaBaeMblil B KaYecTBe NapaMeTpoB
params onpegenseT napameTpbl wWudpoBaHus (y3en 3aMeHbl)

o IvParameterSpec - ctaHgapTHbIi knacc JCE. O6beKkT Takoro knacca, nepeaaHHbii
B KayecTBe NapaMeTpoB params Onpeaesnser BeKTOp MHULUManM3aunm.

o GostCipherSpec - 3TOT Kfnacc npeacrasnset cobori Habop napameTpos
anroputma FOCT 28147-89, a Takxe BEKTOp MHUUManu3auum wudpaTtopa, u aBasercs
peanusaumen ctaHgapTHoro knacca AlgorithmParameterSpec. Co3gaHue ob6bekTa Knacca
GostCipherSpec B cooTBeTCTBMM C TpebyeMbiMM napaMeTpamMu (y3s10M) wndpoBaHna m
BEKTOPOM MHMLUMaANM3auUnmM nNpon3BoanTca cnegyowmm obpasom:

ParamsInterface cryptParams; // mHTepderic napamMeTpoB wmbpoBaHMS

byte[] iv; //BEKTOP MHMLMAIU3ALUU

GostCipherSpec spec = new GostCipherSpec(iv, cryptParams);

Takum oOpazom, oOwvexkT THma GostCipherSpec, nepeagaBaeMblii B KadecTBe
rmapamMeTpoB params OINpeAeIsieT mapaMeTpsl mudpoBaHus (y3ell 3aMEHBI) B BEKTOP
MHHUIHAATA3ALINY.

BBUNAY NoAAEPXMBAEMbIX TUMOB OGBEKTOB, nepegaBaeMblX B Ka4yecCcTBe napaMeTpoB

params Ana BToporo crnocoba BbizoBa dyHKkuUuu init(int opmode, Key key,
AlgorithmParameterSpec params) BO3HWKAIOT crneaytolmne 0CobeHHOCTIMM Takoro Bbl30Ba
dyHKUMN:

O ecnv napaMmeTpbl anroputMa wudpoBaHus (y3en 3aMeHbl) 3a4aHbl (B cny4dae
nepegayun B Kadectse napaMeTpoB params obbekTa nHtepdeinca napameTpos
wundpoBaHmsa ParamsInterface wnm knacca GostCipherSpec), TO OHU U ByayT

MCMOJ/Ib30BaHbl B NMPOLECCE BbIMOIHEHUS onepaumn WwWudpoBaHms. B NnpoTUBHOM cnyyae,
napameTpsbl WKNHPOBAHUS ONPeaEnaOTCS B COOTBETCTBMU C NapaMeTpamum WndpoBaHUs
nepenaBaeMoro kjwua key;

O  eC&n BeKTOp MHMUManu3auuu 3agaH (B ciyyae nepefayun B KayecTBe NapaMeTpos
params obbekTa knacca IvParameterSpec UK Knacca GostCipherSpec), TO OH U
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6yaeT UCnonb30BaH B MPOLIECCE BbIMOMHEHWUA OnepaLumnmn WwWndpoBaHmsa. B npoTUBHOM
cnyvae:

" NpWU UHMLUMaNM3aumMm onepaumm 3awmndposaHmsa AaHHbIX (ENCRYPT MODE)
B pexume, TpebyloweM BeKTopa UHMUManu3aummn (TakuMm pexnMmamm aBnsiioTcs
"CBC", "CFB" n "CNT") BekTOp MHMUManmn3aumn 6yaet creHepmpoBaH Cly4daliHbiM
obpasom;

=" pU MHMUMaNM3aummn onepaunm pacwmdpoBaHnsa AaHHbIX
(DECRYPT MODE) B pexuMme, TpebylolleM BeKTopa UHULManm3auumn (Takumm
pexumamm aengotca "CBC", "CFB" n "CNT") 6yaeT BblAaHO UCKOUEHUE;

" NpyY UHMLUMaNM3aumMm onepaumm wWmdposaHns Knoya (WRAP MODE wmnu
UNWRAP_MODE) K1tO4OM key, MOSyYEHHbIM MPX NOMOLLM OfepaLun coriiacoBaHuns
Ko4en, HeobxoaAnMbIN ANs AasibHENLLEro BbINMOMHEHUS onepauun WndpoBaHusa
BEKTOP MHMUMaNM3aunm 6yaeTt npoHacneaoBaH OT CTapTOBOro BEKTOpa, KOTOPbIN
y4yacTBOBaJ B NpoLecce Co34aHMs Kto4va CoriacoBaHus key;

" Mpy MHULMaNM3auun onepaunn sawmndposaHma knodva (WRAP MODE)
K/IIOYOM key, MOAYYEHHbIM NPU MOMOLLN FreHepaumMm CUMMETPUYHbIX K/TlOUen

wundpoBaHMs, HeobxoAMUMbIN A1 AaNbHENLIEro BbIMOJIHEHMS onepaumn
wndpoBaHUA BEKTOP MHUUManu3auum 6yaet BoipaboTaH cny4vanHbiM o6pasom;

" [pu MHUUManu3aumm onepaumm pacwmdpoBaHus kaoya (UNWRAP MODE)
K/IIOYOM key, MOAYYEHHbIM NMPU MOMOLLN FreHepaumMm CUMMETPUYHbBIX K/ToYen
wudpoBaHusa, 6yaeT BblAAHO UCKIIOYEHME.,

B 0boux cnyyasx HeobxoamMMo criegmnTb 3@ COrflaCoBaHHOCTbLIO NMapaMeTpoB WndpoBaHus
(y3na wudpoBaHusa), a TakXKe BEKTOpa MHUUMANM3auMM Mpu BbINOJHEHUM COOTBETCTBYHOLUMX
Apyr Aapyry onepauuni 3awudpoBaHns UM pacwudpoBaHuma. Tak, HanpuMep, ecau
MHUUManNusaums onepaunm 3awndpoBaHUM AaHHbIX MNpou3Boaunacb 6e3 nepepaym BekTopa
WHUUMANU3aumMn, TO CO34aHHbI B MpoLecce BbIMOSHEHMS 3TOM  oOMepaunm BEKTOP
MHUUManNusaumn cnegyet nepenatb BMeCTe C 3aWM@pPOBaHHbIM TEKCTOM ANS KOPPEKTHOro
BbIMOJIHEHUS onepauumn pacwmdpoBaHusa. MonyunTb BEKTOP WHUMLMANIN3aALUM MOXHO Mpwu
noMmown metoma getlIV(), Bo3Bpawatowero ero B Buae 6alToBOro Maccmea. AHaNOrM4yHble
OEeNcTBMsl cnepyeT Mpou3BOAWTb B Ciyvae 3awuMdbpoBaHMS KoYa Ha CUMMMETPUYHOM Kiloye
WndpoBaHUs, NoJyd4eHHbIM NpU MOMOLUM reHepauun. HeobxoanMMO MOMHMUTb, YTO BbI3OB 3TOW
dYHKUMM creayeT Npou3BOAUTb TOJIbKO MOCNe Toro, Kak wudgpaTtop 6bl1 NpoMHULMANN3NpPOBaH,
N Jo Toro Kak onepaums 3awmndpoBaHms 6bina 3aBeplieHa.

TakuM  06pa3oM, MHMUMaANM3auus, COOTBETCTBYWLINX Apyr Apyry onepauni
3awndpoBaHma n pacwudpoBaHMsa paHHbiX ans anroputMa FOCT 28147-89 MoxeT 6biTb
ocyllecTBfeHa cneayouwmMm obpasom:

SecretKey key; // obgs3aresnbHO kU mmbpoBaHusa c ajgropmuTMom "GOST28147"
// (coorBercTByluMi anropurmy I'OCT 28147-89)

// cumTaeM, UTO M3BECTEH OOOMM CTOPOHAaM
/*3BaumbpoBanue* /
// vHMUMAanM3auus onepauuy 3aurbppoBaHua. BekTop OyOeT CIeHeprpOBaH
// B mpolecce BHIIOJIHEHUS OlepaLmnu

cipher.init (Cipher.ENCRYPT MODE, key);

// IIOJIydEeHMEe CI'€HEPMPOBAHHOI'O BEKTOpa MHUMIMAaJIM3all

byte[] iv = cipher.getlIV{();
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/*PacumppoBanme* /

// cos3maHye mnapaMeTpoB, CoOIepXalux TpebyeMbli BEeKTOP

IvParameterSpec spec = new IvParameterSpec (iv);

// uvHMUMamu3auyMsa onepauuy pacumubpoBaHMs C TeM Xe
// KJIUOM U BEKTOPOM

cipher.init (Cipher.DECRYPT MODE, key, spec);

4.3. 3awundpoBaHMe N pacumdpoBaHme AaHHbIX

Mocne Toro, Kak wndgpaTtop 6bI1 Co34aH N MPOMHMLMANM3MPOBAH METOAOM WM POBaAHMUS
AaHHbIX (ENCRYPT MODE WM DECRYPT MODE), onepauusa 3awudpoBaHusa (pacuimndposaHus)
OaHHbIX NpomM3BOoAMTCS B [ABa 3Tana: o6paboTka AaHHbIX M nNocneaylouee 3aBepllieHue
onepauun.

4.3.1.MocneposatenbHoe 3awundpoBaHue (pacwundpoBaHune)
AaHHbIX

MocneposaTenbHoe 3awmndpoBaHne (pacwndpoBaHUe) AaHHbIX OCYLECTBASETCA npu
nomMowm M™etoda update() knacca Cipher. 3ToT MeToA BbINOJHAET MocnegoBaTenbHoe
3awmndpoBaHmne (pacwmndpoBaHne) AaHHbIX, NMpPeacTaBNeHHbIX B BuAe 6anmToBOoro Maccmea wu
noAaBaeMbiX eMy B KayecTBe napametpa. CyuwecTByeT yeTbipe cnocoba Bbi3oBa MeToAa:

e update(byte[] input) - 3awmdpoBaHmne (pacmdpoBaHns) BCEro COAEPXKMMOro MaccmBa
input. Pe3ynbTaT wWndpoBaHusa BblgaeTcs B kKadectse 6anToBOro MaccmBea;

e update(byte[] input, int inputOffset, int inputLen) - 3awndpoBaHue (pacwmdpoBaHmns)
COAEPXMMOro MaccMBa input, HauMHas € no3uumm inputOffset B kKonnyectse inputLen 6anT.
Pe3ynbTaT WwWndpoBaHMsa BblAaeTca B KayecTBe 6aliTOBOro MaccuBa;

e update(byte[] input, int inputOffset, int inputLen, byte[] output) - 3awmdpoBaHne
(pacwmdpoBaHMs) cOAEpPXKMMOro MaccMBa input, Ha4YMHas € NO3MuMKM inputOffset B
KonnyecTtee inputLen 6anT. PesynbTaT wWndpoBaHMs 3anmcbiBaeTcs B MaccuB output. Takomn
BbI30B YHKLMM BO3BpaLLAET KOJNYECTBO 3anncaHHbIX B BbIXogHOW 6ydep 6anT;

e update(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
3awmndpoBaHme (pacwmdpoBaHmnsa) COAEPXKMMOro MacCnBa input, Ha4YMHasA C NO3NLNMK
inputOffset B Konnyectse inputLen 6anT. PesynbTaTt WndpoBaHUA 3anNnCbIBAaeTCS B MacCUB
output, HaYMHasa c no3numm outputOffset. Takor BbI30B MYHKLUUM BO3BPALLAET KONYECTBO
3anuncaHHbIX B BbIxoaHOW 6ydep 6anT;

JonyckaeTcs KOMbUHMPOBaHWE 3TUX METOAOB, MPUYEM MOoJaBaeMble Ha KaXAblli Bbi30B
dyHKumMn update() maccuBbl 3awndpoBbiBaeMbiX (pacln@poBbiBaeMbiX) AAHHbIX MOryT 6biTb
Pa3HOM ANMHBbI.

4.3.2.3aBeplieHne onepaumm 3awmndposaHmsa (pacumndpoBaHns)

3aBeplweHne onepauum 3awmndpoBaHusa (paclwimdpoBaHUa) AaHHbIX OCYLECTBASETCS
npu nomowun metoaa dofFinal() knacca Cipher. [laxe ecnu Bce BXOAHble AaHHble 6blM NoAaHbI
Ha nocnepoBaTenbHOE WN@POBaHUE, TO 3TO HE rapaHTUPYET TOro, YTO pe3ynbTaT WNdpPoBaHUS
6bln BblAaH MOHOCTbIO. Takoe, HanpuMmep, BO3MOXHO Mpu 6104YHOM 3aWwMdpoBaHUM AAHHbIX,
OJIMHa KOTOpbIX He KpaTHa AnuHe 65oka. BeBmay aToro onepaumio wundpoBaHus cnepyet
3aBepwmnTb (4NA8 MNOAy4YeHUMs nocneaHen 4actu pesynbTata wudpoBaHusa, nmbo xe ans
06paboTKM N Nosy4yeHUss KOHEYHOro pesynbTaTa ewe He 06paboTaHHbIX BXOAHbIX AAHHbIX).

Ecnn B npouecce nocnegoBaTesbHOro WMMPOBAaHNSA BCE BXOAHbIE IaHHbIE 6bIIM NOAAHbI
Ha 3alwundpoBaHMe (pacwundbpoBaHMe), TO 3aBepLUNTb Onepaumio WNGpPoBaHUS MOXHO ABYMS
crnocobamu:

e BbI30B MeToAa 6e3 napameTpoB - doFinal(). B aToM cnyyae meTo Bo3BpallaeT 6aiToBbIi
MaccuB, COAEpXaLUMn NOCNeAHI0 YacTb 3awmndpoBaHHbIX (pacwndpoBaHHbIX) AaHHbIX;
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e BbI30B MeToAa C napameTpamu - doFinal(byte[] output, int outputOffset). B 3ToM cny4yae

MEeTo/ 3anuncbiBaeT NOC/EeAHIOn YacTb 3allMdpoBaHHbIX (paclundpoBaHHbIX) AaHHbIX B
rnepenaBaeMblit €My MacCMB CO CMELLEHUEM.

Ecnu xe He BCe BXogHble AaHHble 6biIK MogaHbl HA NocneaoBaTesibHoe WudpoBaHme, TO
cnepyet obpaboTaTb OCTaBLIMECS AAHHbIE, M NULWb NOTOM 3aBepllaTb onepauuio WwWngposaHus
ONs NONyYeHMS KOHEYHOro pesynbTaTta. [nsa aTux uenen MoxeT 6biTb UCMoSIb30BaHO HECKOJIbKO
BapuWaHTOB Bbi3oBa GyHKuUMU doFinal:

e dofFinal(byte[] input) - obpabaTbiBaeT NOCNEAHIO YaCTb BXOAHbIX AAHHbIX,
CcofepXallycs B MacCMBe input M BblAaeT OKOHYaTesNbHbI pe3ynbTaT WudpoBaHus B BUAE
6anToOBOro Maccmea;

e dofFinal(byte[] input, int inputOffset, int inputLen) - obpabaTbiBaeT NOCNEAHIOK YacTb
BXOAHbIX AaHHbIX, COAep Kallylcsd B MaccmBe input, Ha4MHadA c No3nunn inputOffset B
KOSIMYecTBe inputlLen U BblAaeT OKOHYaTENbHbIN pe3ynbTaT WwindpoBaHusa B Buae 6aiToBoro
MaccuBa;

e doFinal(byte[] input, int inputOffset, int inputLen, byte[] output) - obpabaTbiBaeT
NOCNeaHI YacTb BXOAHbIX AaHHbIX, COAEPXALLYCsa B MacCuBe input, Ha4YMHas c NO3numn
inputOffset B KonMyecTBe inputlLen M 3aNUCbiBAeT OKOHYATENbHbINA pe3ynbTaT WnudpoBaHus B
MaccuB output. MNpu 3TOM MeToA BO3BpaLLAET KOIMYECTBO 3aNncaHHbIX B BbIXxoaHOU 6ydep 6aiT;

e doFinal(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
obpabaTtbiBaeT NOCNEeAHIO YacTb BXOAHbIX AaHHbIX, COAEpXallyloCcsl B MaccMBe input, HauMHas C
nos3nummn inputOffset B KonmMyecTBe inputlLen M 3aNUCbiBAaeT OKOHYATEsbHbIA pe3ynbTaT
wndpoBaHUa B MacCuB output, Ha4YMHasA € No3mummn outputOffset. MNpn 3TOM MeTOA
BO3BpallaeT KOJIMYECTBO 3anncaHHbIX B BbIXOAHOW 6ydep 6anT.

MNpumepbl 3awWndpoBaHUs U pacliM@poBaHUSA AaHHbIX BXOAAT B KOMIMJIEKT MOCTaBKU

MpPOrpamMMHOro obecneyeHuns «KpunTollpo JCP» Bepcud 2.0:
samples/samples src.jar/userSamples/SessionEncrypt.java - TMpUMEpP wmndppoBaHus
AdHHbIX Ha CUMMMETPUYHOM KJllo4e (COOTBeTCTBeHHO, C BaLLIM(prBaHMeM 3TOro Kiaw4ya Ans
nepegaymn ero NPOTUBOMNOOXHOWM CTOpPOHE),
samples/samples src.jar/userSamples/ClassicEncrypt.java - npuMep wWKUdpoBaHUA

OAHHbIX MO K/1aCCUYECKOoh cxeme (Ha KTlo4aXx cornacoBaHuAa npoTnBOMO/TIOXHbIX CTOpOH).

4.4, 3awundpoBaHMe n paclundpoBaHme Koyen

Mocne Toro, kak wudpatop 6611 CO34aH M NPOMHULMANM3MPOBAH MeTOAOM LINGPPOBAHUS
Knoya (WRAP_MODE WAW UNWRAP MODE), BbINOJIHSIETCA COOCTBEHHO onepauus 3awmndpoBaHus
WK pacwndpoBaHusa Kwua.

4.4.1.3awmndpoBaHne K4a

Onepauus 3awmndpoBaHmsa Katoda BbinoaHsaeTca metoaom wrap(Key key) knacca Cipher.
B kauecTBe nmapaMeTpa JdaHHOMY MeToAy MOJAETCSs KA4Y  key, KOTOPbIA MNOANEXMUT
3awmndpoBaHUio. 3awndpoBaHMe NepeaaHHoro Kawya npomMs3BoAUMTCSA Ha Kiode, KOTopbiM 6bln
npouHuunanusanposaH wudpatop. Kpuntonposanaep «Kpuntollpo JCP» Bepcusa 2.0 (Moaynu
WndpoBaHUa) AOMNYyCKaeT 3awndpoBaHme TONbKO CeayLwWwmX TUMOB Ko4Yein:

®  3aKpbITbIX K/touel obMeHa Uan KKYen 31eKTPOHHON NOAMUCK, COOTBETCTBYHOLLMX
anroputMam obmeHa Anddun-Xenmana n UM FOCT P 34.10-2001 nnmn NOCT P 34.10-2012 (Takune
KJ1H04M MOTYT ObITb MpOYMTaHbl U3 KOHTENHepa, NM60 MoryT 6bITb NOSTyYEeHbl MOCPEACTBOM
reHepaumun KHOYEBOW Napbl B COOTBETCTBMU C AAHHbLIMU anropuTMamMmn);

® CMMMETPUYHbIX KAK4Yen WwndpoBaHus, CooTBETCTBYOWMX anroputmy NTOCT 28147-89
(Takme koUN MOryT 6bITb MOAYYEHbI NPU reHepaunn CUMMETPUYHBIX KIHOYen).

3awmndpoBaHHbIA K04 BO3BpawlaeTcs B Buae 6aitoBoro Mmaccmea.

4.4.2.PacwmndpoBaHue Knoya

Onepauuns pacwmndpoBaHMsa Koda BbiMonHaeTcs metogoMm unwrap(byte[] wrappedKey,
String wrappedKeyAlgorithm, int wrappedKeyType) knacca Cipher. DToT MeToa BO3BpalaeT
pacwundpoBaHHbIN kA4, B kayectBe napamMeTpa AaHHOMY  MeToAy — MepepaeTtcs
3aWwndpoBaHHbIN KNOY wrappedKey, NMpeacTtaBneHHbI B Buae 6antoBoro maccmea. lMapametp
wrappedKeyAlgorithm B Kpuntonposangepe «Kpuntollpo JCP» Bepcua 2.0 (Moaynum
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WwndpoBaHUa) He ucnonblyeTtcsa. PacwmdpoBaHme kaw4da NpPOUM3BOAUTCH Ha K/OYe, KOTOPbIM
6bin  NpouHMumanusmpoBaH wudpaTtop. Kpuntonposangep «Kpuntolpo JCP» Bepcus 2.0
(Moaynn  wudpoBaHMsa) AonyckaeT pacwudpoBaHWE TOMbKO CUMMETPUYHBIX  KIHOYewn
wndpoBaHua  (cooTBeTcTBYOWMX Tuny SecretKey w©  yaoBNeTBOPSOWNUX — anroputMy
wudposanma [OCT 28147-89). BeBuay 3TOro B KayecrBe napaMeTpa wrappedKeyType
[OrnycKaeT MCnofib30BaHWE TOJIbKO TUMa KJK4Ya, COOTBETCTBYKLWEro knaccy SecretKey. Tun
TaKoro Ktoya onpeaensercs KOHCTaHTON SECRET KEY knacca Cipher.

Mpumep 3awundpoBaHus M pacwndpoBaHUS CUMMETPUYHOrO K/kK4a, Ha KOTOpPOM
OCyLLecTBAsSETCS 3awmndpoBaHns n pacwmndpoBaHmne OaHHbIX CM.
samples/samples src.jar/userSamples/SessionEncrypt.java (BXoanT B KOMMNEKT
nocTtaBKkuM nNporpamMMHoro obecneuenus «Kpuntollpo JCP» Bepcusa 2.0).

MpuMepbl 3awwmndpoBaHus/paclindpoBaHnst CECCMOHHOMO KYa M TEeKCTa Ha HeM,
COBMECTMMbIE C MpuMepamy 3awndpoBaHns/paclundpoBaHns C UcCNonb3oBaHneM KpunTollpo
CSP cM. samples/samples src.jar/Crypt samples (BXOAUT B KOMIMJIEKT [OCTaBKM
nporpammHoro obecneueHuns «Kpuntolpo JCP» Bepcusa 2.0).

5. WndpoBaHme XML-AOKYMEHTOB

Ncnonb3oBaHme kpuntonpoBangepa <«Kpuntollpo JCP» Bepcns 2.0 COBMECTHO C
6ubnuotekon Apache XML Security nossonser wugposatb XML-AOKYMEHTbl MO anroputMy
FOCT 28147-89. OnucaHne coBMecTHoM paboTbl «Kpuntolpo JCP» Bepcua 2.0 ¢ 6ubnunoTtekon
XML Security wn cnocobbl peructpaumm [OCT anropnTtMOB NpPUBOASATCA B AOKYMEHTe
«PykoBoacteo nporpammmcta» «Kpuntollpo JCP» Bepcusa 2.0.

KOHCTaHTHI, 3ajawouwme nMeHa anropuTMOB, onpeaeneHsbi B danne
ru.CryptoPro.JCPxml.Consts

/**
* anropmuTM WMOPOBaHMS IaHHBIX
*/
public static final String URI_GOST CIPHER =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gost28147";
/**
* URI anropmuTMa mMOPOBAHMA KJIOUA
*/
public static final String URI_GOST TRANSPORT =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:transport-gost2001";
Mpumep CryptXML wudpoBaHma XML-AOKyMeHTa BXOAWT B KOMMJEKT MOCTaBKu

nporpaMmMHoro obecneyeHuns «KpunTollpo JCP» Bepcus 2.0
samples/samples src.jar/xmlSign/.
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