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© 000 "Kpunto-MNpo", 2000-2016. Bce npaBa 3awjmLieHbl.

ABTOpCKME npaBa Ha CpeAcTBo Kpuntorpaduyeckon 3awmuTbl WHOOpMauUnm
«Kpuntollpo JCP» Bepcma 2.0 M 3KCMAyaTauMOHHYK  AOKYMEHTauMio
3aperncrtpmpoBaHbl B POCCMIACKOM areHTCTBe MO MaTeHTaM W TOBapHbIM 3HaKaM
(PocnaTteHT).

JOKYMEeHT BXOAMT B KOMMJIEKT MOCTaBKM MporpaMMHoro obecnedyenuns CK3U
«Kpuntollpo JCP» Bepcus 2.0, Ha Hero pacnpoCcTpaHsTCsa BCe YC0BMS
NVNLEH3UOHHOro cornawenuns. bes cneuymanbHOro NMCbMeHHOro paspeweHus 000
"KPUNTO-MPO" AOKYMEHT MM €ro 4acTb B 3/1IEKTPOHHOM MM MedyaTHOM BUAE HE
MOryT 6bITb CKONMpPOBaHbI N NepeAaHbl TPETbUM NiMLAM C KOMMEPYECKOMN Lenblo.
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1. BBegeHue

Kpuntolpo JTLS saBnaetcs nporpaMMHbIM  KOMIMJIEKCOM 3awuTbl  MHMOpMauumu,
paspaboTaHHbIM Ha ocHoBe «Kpuntollpo JCP» Bepcusa 2.0 n peanusyoLwmM npoTokonbl SSL u
TLS B COOTBETCTBUM C POCCUNCKUMU KpUNTOrpauyecKuMmn anroputMamu.

OcHoBHble dyHKUMK, peannsyemble «Kpuntollpo JTLS» Bepcusa 2.0:
e [1Be cXeMbl ayTeHTUdMKALUNM C NCNONb30BaHNEM 0BMeHa Knto4der no anroputmy Audou-
XannMaHa n xawuposaHus B cootseTcTBum ¢ FTOCT P 34.11-94 nnn TOCT P 34.11-2012.
O OJHOCTOPOHHSIS - @HOHMMHbIN KIWEHT, ayTeHTUdUUNPYEMbIN CcepBep;
O [OBYXCTOPOHHSASA - ayTeHTUdUUNPYEMbIE KITMEHT U cepsep.
B cnyyae ayTeHTUdMKaUMKM KAMEHTa Ha K/4Ye MOAMUCU MPUMEHSIIOTCA anropuTtMbl BblpaboTkm
3M1eKTPOHHOM noanucu B cootBeTcTBuMM € TOCT P 34.10-2001 nnum NOCT P 34.10-2012 n npoBepku
B cootBeTcTBUKN € TOCT P 34.10-2001 vnm NOCT P 34.10-2012.
e wundpoBaHmne coeamHeHns B cootTBeTcTBUM ¢ FOCT 28147-89;
e MMUTO3aWMTa NepeaaBaeMbixX AaHHbIX B cooTBeTcTBUM € TOCT 28147-89.
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2.YcraHoBka «Kpuntollpo JTLS» Bepcua 2.0

MpepBaputenbHo yctaHoBUTb «Kpuntollpo JCP» Bepcusa
WwngposaHus). [lanee yCcTaHOBKY MOXHO BbIMNOSIHUTb ABYMS MYyTAMU:

2.0 (Bkawo4as Moaynm

BbinonHnTb KoMaHay "<JRE>/bin/java -jar cpSSL.Jjar" u 3aTeM BBECTU CEPUNHBIN
HOMep 4Yepes3 KOHTPOJIbHYIO NaHenb

e  BbINONMHUTL YCTAHOBKY C BBOAOM CEPUMNHOIO HOMepa
<JRE>/bin/java -cp cpSSL.jar ru.CryptoPro.ssl.JTLSInstall -install
-verbose -sslserial XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -sslcompany "My Company"
BMecTo —sslcompany "My Company" BO3MOXHO MCMNOJSIb30BaHUe K4a —sslcombase
"company name in base64", KOTOpOMY nepefaercsa HasBaHuMe KoMnaHun B BASE64.

Ncnonb3oBaHne «Kpuntollpo JTLS» Bepcusa 2.0 BO3MOXHO TOMIbKO Ha Java 1.6 u Bblwwe.

0na npeogoneHus 3KCNOPTHbIX OrpaHMYEHU Ha CTOMKY KpunTtorpaduio cMm. «OcobeHHOCTHU
noakntoveHusa «Kpuntollpo JTLS» Bepcusa 2.0».

YcTaHoBKa MoAyns TakK e MOXET ObiTb BbIMOJIHEHA C MOMOLWbID rpadunyeckoro
(setup.exe, setup_gui.sh <JRE>) wunu  KoHconbHOro  (setup_console.bat <JRE>,

setup_console.sh <JRE>) WHCTannATopoB, Kak OTAeNbHOro KomnoHeHTa «Kpuntollpo JCP»
Bepcusa 2.0 (cM. «PykoBOACTBO afiMUHUCTpaTopa 6e30nacHoCTn»).
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3. PaboTa uepe3 BHewHU nHTepdenc JSSE

MK3N «Kpuntollpo TLS» Bepcus 2.0 peanunsyeT CcTaHAapTHbIN MHTepdenc Java Secure
Socket Extension (JSSE) v.1.6 u obecneumBaeT BbIMOSIHEHME 3ALMLIEHHON Nepeaayn AaHHbIX
no npotokonam SSL n TLS B COOTBETCTBUM C POCCUNCKMMU KpunTorpadmyecknmm anroputmamm
yepes cTaHgapTHbIM nHtepdenc JSSE.

3.1.0cobeHHocTM nogkitoyeHust «Kpuntollpo JTLS» Bepcua 2.0

N3-3a TOro, 4to o6biMHO B JSSE, noMuMMO camoro wuHTepdelrica, BKIOYATCa U
HeKoTopble ero peanumsaumm (NpMMepoM Takon peanm3aumm Ha SUNOBCKOW BMpPTyasibHOM
MallnHe SaBNAeTCs npoBangep com.sun.net.ssl.internal.ssl.Provider), CYLWeCTBYIOT
HekoTopble ocobeHHOCTM ncnonblosaHus MNMK3M «Kpuntollpo JTLS» Bepcus 2.0.

Bo3MOXxHa cuTyaums, Koraa ycrtaHosreHHasa JRE nMeeT aKcrnopTHble orpaHuyenms. CLLUA
3anpewaer akcnopt "cunbHon" kpuntorpadmm u «Kpuntollpo JCP» Bepcumsa 2.0 ¢ anuvHom
Knwoya 256 6ut nonagaeTt mog 3TO orpaHuyveHume. OrpaHuYeHus ycTaHaBAMBalTCs dannamm
local policy.jar W US export policy.jar B KaTajnore <JRE>/jre/lib/security. [ng
CHATUS 3KCMOPTHbIX OrpaHUYeHNn HeobXxoamMo ckayaTb dann jce policy.zip C MOMUTUKAMU
co CTPaHuLUbI http://www.oracle.com/technetwork/java/javase/downloads/index.html,
Bblbnpas "Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files"
Bepcun 6 unn 7. Ona OTnafKu Xe MOXHO MNPOCTO CKOMMpoBaTb US export policy.jar B
local policy.jar (06a daina AO/MKHBI MPUCYTCTBOBATDL).

3.2./cnonb3oBaHune «Kpuntollpo JTLS» Bepcusa 2.0 yepes

BHELWHNN nHTepdenc JSSE

Mocne Toro, kak «Kpuntolpo JTLS» Bepcusa 2.0 nogknwoudeH, ganbHenwas pabota ¢
npotokonamMmn SSL n TLS B COOTBETCTBMW C POCCUMUCKMMWU KpUNTOrpaduyeckmmu anropmtmamm
OCYLLECTBNAETCS 4epe3 CTaHAapTHbil uHTepdenc JSSE, Hanpumep, npu NOMOWM MeToAa

getDefault () knaccoB SSLServerSocketFactory n SSLSocketFactory.

e Ecnu gaHHas CTOpoOHa sIBNSieTCs cepBepOM, TO YCTaHOBJ/IEHME 3alULLEHHOrO Mo
npoTokonam SSL u TLS coeanHeHms oCyLLecTBAsSeTCs Npu noMowm GyHKLUMOHANbHOCTU Knacca
SSLServerSocket. ins nony4yeHns ob6bekTa Takoro Kjacca, UMEeKLEero BO3MOXHOCTb
OCYLLEeCTBAATb 3alMLEHHbIN 06MeH AaHHbIMW B COOTBETCTBMU C POCCUNCKNMMU
KpunATorpaduyeckumm anroputMamMm, HeobxoanMo caenatb cneayroulee:

// mopT, O KOTOPOMY HAaHHEINI CEepBEep yCTaHABIMBAET COEIUHEHME

int port;

SSLServerSocketFactory sslSrvFact =
(SSLServerSocketFactory) SSLServerSocketFactory

.getDefault () ;

SSLServerSocket ss = (SSLServerSocket)sslSrvFact.createServerSocket (port);

3awmieHHoe coenHeHMe B obleM criyyae MOXeT ObiTb OCYLLeCTBAIEHO W MpU MOMOLM Kacca
ServerSocket (06bekTbl UMEHHO 3TOrO Kflacca BO3BpallaoTcs MeToaoM createServerSocket(port)).
OfHako, Takol Knacc WMMeeT MeHbllyl (YHKUMOHANbHOCTb, YEeM €ero pacluMpeHue - Knacc
SSLServerSocket. Bbibop TOro, Kakmm KiaccoMm Mofb3oBaTbcs, H6asmpyetrca Ha HeobXxoAMMOCTM
YCTQHOBNEHUS TeX UNN UHBbIX aTpubyToB npouecca obMeHa.

e Ecnu gaHHas CTOpoHa SBNsSeTCs KJMEHTOM, TO YCTaHOB/IeHMe 3allMLLEHHOro MNo
npoTokonam SSL u TLS coeanHeHms oCyLLecTBAsSeTCs npu nomMowm GyHKLUMOHANbHOCTU Knacca
SSLSocket. Ina nonyyeHns ob6bekTa Takoro Knacca, MMerLero BO3MOXHOCTb OCYLLECTBNATb
3alMLEeHHbIn 06MeH AaHHbIMU B COOTBETCTBMU C POCCUMNCKUMWN KpUNTOrpadunyeckmmm
anroputMamMn, HeobxoanMMo caenaTthb cneayroulee:



http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLSocket.html
http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLServerSocket.html
http://java.sun.com/j2se/1.4.2/docs/api/java/net/ServerSocket.html
http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLServerSocket.html
http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLSocketFactory.html
http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLServerSocketFactory.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jsse/JSSERefGuide.html
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// mopT cepBepa, [0 KOTOPOMY YCTaHaBJMBAETCS COEOUHEHME

int port;

// wmMa xocTa cepBepa, IO KOTOPOMY YyCTaHaBJIMBaeTCHA COeIVMHEHNMEe

String host;

SSLSocketFactory sslFact =
(SSLSocketFactory) SSLSocketFactory.getDefault ()

SSLSocket soc = (SSLSocket)sslFact.createSocket (host, port);

3awmuleHHoe coeamHeHne B obliem cny4yae MOXeT 6bITb OCyLlecTB/IEHO U MpW NOMOLWMKN Knacca

Socket (06bekTbl MMEHHO 3TOr0 Kjflacca BoO3BpawatTcs MeToaoM createSocket(host,
OpHako, TakoM KNacC WMeeT MeHbwyl GYHKUMOHANbHOCTb, YEM ero paclmpeHue -

SSLSocket. Bbibop TOro, KakuM KlacCOM MOJb30BaTbCsi, 6a3upyercs Ha Heo6XoAMMOCTM

YCTaHOB/IEHUS TEX MW MHbIX aTpMByTOB MpoLecca obMeHa.

[pyroi cnocob6 co3aaTb 3aWMueHHbIM SSL KOHTEKCT:
KeyStore trustStore = KeyStore.getInstance (JCP.CERT STORE NAME) ;
trustStore.load(new FileInputStream(“path to trust store”),

“trust store password”.toCharArray()); // XpaHunuie KOPHEBEIX CEePTUDIMKATOB

// ECiM KOHTEKCT IJis CepBepa WM LJis KIMEeHTa C ayTeHTudmraumen

if (isServer || clientNeedsAuth) {

KeyManagerFactory kmf = KeyManagerFactory.getInstance ("GostX509");

KeyStore keyStore = KeyStore.getInstance (JCP.HD STORE NAME) ;

keyStore.load(null, null);

kmf.init (keyStore, “key store password”.toCharArray()); // Ilaposib k KOHTEMHEPY

cepBepa MIM KJIMEHTa

y // if

TrustManagerFactory tmf = TrustManagerFactory.getInstance ("GostX509");

tmf.init (trustStore);

SSLContext sslCtx = SSLContext.getInstance ("GostTLS"); // BalMlIEHHLI KOHTEKCT
sslCtx.init (kmf != null ? kmf.getKeyManagers() : null,
tmf.getTrustManagers (), null);

M3 SSLContext panee MoxHo nonyuntb SSLSocketFactory n cosgaBaTb COKeThI.

MpuMepbl CO34aHUA 3aALMLLEHHONO COEAVHEHUS MeXAy KIWMEHTOM W CepBepoM no
npotokony TLS npuBogatca B Samples/JTLS_samples, Bxoaswmx B MNaKeT MNOCTaBKK
«KpunTtollpo JCP» Bepcua 2.0. NakeT ComLine Mmoayna Samples coaepXuT npuMmepbl cepeepa U

KJINeHTa, 3arnycKaeMmble M3KOMaHﬂHOﬁCTpOKM.



http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSLSocket.html
http://java.sun.com/j2se/1.4.2/docs/api/java/net/Socket.html
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4. YnpasrieHne KarndyamMm n ceptmdukatTamm

B TMK3W <«Kpuntollpo JTLS» Bepcus 2.0 B npouecce YCTaHOB/EHUSA 3alUMLEHHOrO
coeauHeHuns no npotokonam SSL n TLS ncnonb3yroTcsa cregyrowme Tpym Tuna o6beKToB:
e  3aKpbITbIN K04 06MEHa;

e cepTudwmkaTt (MM Lenoyka cepTMdMKaTOB) OTKPbLITOrO Kto4a, COOTBETCTBYOLENO
3aKpbITOMY K/O4Y;

e [JOBEpEHHbLIN cepTUduKaT AN NpoBepkn ceptudunkaTa (MM LENoYKM cepTUdUKaToB)
NPOTMBOMNONOXHOM CTOPOHbI.
B 3aBMcMMOCTM OT poOnM AAHHOW CTOPOHbl (KAWMEHT WUAM CcepBep), a TakXe OT Tuna
ayTeHTudmKaumm (OOHOCTOPOHHSASA nnu OBYCTOPOHHSAS) CyLWecTBYHOT 0ocobeHHOCTH
NCMoOsIb30BaHMS AaHHbIX 06BEKTOB.

4.1.YnpaBneHue Ko4yaMn U ceptudmnkataMmn cepsepom

4.1.1.06wme nonoxeHums
B MK3W «Kpuntollpo JTLS» Bepcusa 2.0 ayteHTUdUKauma MoxeT 6biTb O4HOCTOPOHHEN
Win ABYCTOpOHHen (T.e. cepsep BCEIJA oTnpaBnseT cBoW cepTudukaT ayTeHTUudukaumm
KNueHTy). NMo3TOoMy, ecnn gaHHas CTOpOHa SIB/ASIETCS cepBepoM, To Heobxoammo, 4uTobbl y Hee
CYWECTBOBaNN 3aKpbITbI K/HOY U COOTBETCTBYOLWNN eMy cepTudmkaT (uenodka ceptudmkaToB)
ayTeHTudumKaumm, B COOTBETCTBMM C KOTOPbIMM U O6yaeT ycTaHaBIMBaTbCs 3alUMLEHHOEe
coegmHeHue. lpuyeMm, AONYCTUMbI K WMCNOSb30BaHUIO TOMbKO cneaylowme napbl (3aKpbITbIi
K1toy o6MeHa 1 COOTBETCTBY WM eMy cepTudmKaT ayTeHTUdmKaumm):
®  3aKpbITbI K04 COOTBETCTBYET anroputmam obmMeHa Auddun-XsnnmaHa un nognucm FOCT
34.10-2001;
e cepTuduKkaT MMeET crieaytolmne paclumpeHuns: pacwmpeHme "Mcnonb3oBaHusa Kawya"

BK/toYaeT B cebs "lLndposaHue knouein" nnum "CornacoBaHue kayen"; paclumpeHme
"YnyJweHHbIn kntov" nmeet 3HadeHme "lpoBepka Noa/IMHHOCTU cepBepa”.
4.1.2.[lencteBng nepen Havyasnom obMeHa C KJIMEHTOM

TakuMm o6pa3oM, nepen HayasoOM OCYLLEeCTB/E€HUS COeAMHEHUS C KJIMEeHTOM, Takue
3aKpbITbIN K04 M COOTBETCTBYHOLWMIA eMy cepTudukaTt (uenoyka ceptdukaT) HeobxoanmMmo
€co34aTb M 3aTeM MOJIOXKWUTb B K/OYEBOE XpaHUAULLE, M3 KOTOPOro OHW U 6yayT npovnTaHbl B
npouecce obmeHa. MeToAbl BbINOJIHEHUS 3TUX onepauuMin NoapobHO onucaHbl B PYKOBOACTBE
nporpammucta «Kpuntollpo JCP» Bepcusa 2.0, a TakxXe B pyKOBOACTBE MporpamMMmcra (Moaynm
WwndposaHua). Hxe NnpmBoasaTCA NpUMepbl TaKMx MeTOAOB.

Co3gaHue 3aKkpbIToro ksw4ya obMeHa M COOTBETCTBYIOWErOo €My OTKPbITOro KJitoua
oCyllecTBAsieTcs NpuM  NOMOLWKM  METOAOB  CTaHAapTHOrO  Knacca  KeyPairGenerator,
NPOMHULUMANN3NPOBAHHOMO WMMEHEM "GOST3410DHEL" (3TO MMS COOTBETCTBYET anroputMam
obmeHa Onddu-Xannmana n noanmcm FOCT P 34.10-2001):

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410DHEL") ;
KeyPair pair = kg.generateKeyPair();

// BaKpBITEDI KJINY OOMeHa

PrivateKey privKey = pair.getPrivate();

// COOTBETCTBYWOUMI €My OTKPHITHI KJIOU

PublicKey pubKey = pair.getPublic();

CospaHne  ceptudwukata  ayTeHTUduUKauum npu MOMOLLN MeToAOoB  KJlacca
GostCertificateRequest, NpeacTtasBngowero cobon AONONHUTENbHY BO3MOXHOCTb paboThbl C
cepTndmkaTamm, peannsoBaHHyto Ha 6a3e CK3N «Kpuntolpo JCP» Bepcusa 2.0:

String keyAlg = "GOST3410DHEL";

String certName = "CN=newCert, O=CryptoPro, C=RU";
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String httpAddress = "http://www.cryptopro.ru/certsrv/";

// cosmanme 3ampoca Ha cepTudukKaT ayTeHTUOMKALUM cepBepa
GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS PKIX CLIENT AUTH);
request.addExtKeyUsage (GostCertificateRequest.INTS PKIX SERVER AUTH) ;
request.setPublicKeyInfo (pubKey) ;

request.setSubjectInfo (certName) ;

request.encodeAndSign (privKey) ;

// oTmpaBKa 3amnpoca LEeHTPYy CepTUbMKaumMy ¥ IOJIydeHMe OT LEeHTPa
// ceprtudmkara B DER-KOOMPOBKE

byte[] encoded = request.getEncodedCert (httpAddress);

// renepauus X509-ceprudrraTa M3 3aKOOUPOBAHHOTO NPEeACTAaBJIeHUS cepTubmukarTa
CertificateFactory cf = CertificateFactory.getInstance ("X509");

java.security.cert.Certificate cert = cf.generateCertificate (new
ByteArrayInputStream(encoded)) ;

3anucb CO34aHHOIM0 3aKpbITOro K/4Ya M LEenovykn CcepTuduKaTos, CoOCToAWEen U3
cepTudumKaTa ayTeHTMdMKALNM N KOPHEBOrO cepTudukaTta LeHTpa cepTudukauum, Ha >XeCcTKUn
ANCK:

String password = "password";
String alias = "newKey";
String certPath = "C:\\certificate.cer"; // daiin, B KOTOPLI ObUI NPEOBAPUTEJIEHO

// CcOXpaHeH KOPHEBON cepTHdMKaT
LeHTpa

CertificateFactory cf = CertificateFactory.getInstance ("X509");
FileInputStream fis = new FilelInputStream(certPath);

java.security.cert.Certificate certRoot = cf.generateCertificate (new
BufferedInputStream(£fis));

java.security.cert.Certificate[] certs = new
java.security.cert.Certificate([2];

certs[0] = certRoot;

certs[l] = cert;

KeyStore hdImageStore = KeyStore.getInstance ("HDImageStore");
hdImageStore.load (null, null);
hdImageStore.setKeyEntry(alias, privKey, password.toCharArray (), certs);

hdImageStore.store (null, null);

B pgaHHbIX NpuMMepax MpuUBOAWIOCH WMCMNOJSIb30BaHWE TECTOBOrO LEeHTpa cepTudukaumm
KpunTollpo.

Takxxe MOXHO BOCMONb30BaTbCA OTOBbIMWM Kfnaccamu naketa ComlLine m3 mMoayns
Samples, Bxogsuwero B coctaB «Kpuntollpo JCP» Bepcus 2.0. 3anyctute ComLine c BbI30BOM
HY>XHOro knacca nmbo cam Kiacc, MCNosb3ys creayowme napaMeTpbl KOMaHAHON CTPOKMK:
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java ComLine NameofClass args WM java NameofClass args

Hanpumep:

java ComLine KeyPairGen -alias name of key -dname
CN=autor, OU=Security, O=CryptoPro,C=RU -reqCertpath C:/req.txt

nnn

java KeyPairGen -alias name of key -dname CN=autor,OU=Security,O=CryptoPro,C=RU
-reqgCertpath C:/req.txt

Mpwn 3TOM BbINOMHATCA: reHepMpoBaHWe Ko4eBon napbl (B COOTBETCTBME anroputmam
obmMeHa [Ouddpu-Xenmana wn nognmcnm [OCT P 34.10-2001) w“ COOTBETCTBYHOLLErO €M
caMonoAnucaHHoOro ceptudukarta, 3anmcb MX Ha HocuTenb, reHepauus 3anpoca (DER) Ha
ceptudmkaT n 3anmcb ero B dain, nonydeHne ceptmdukata M3 3anpoca, NpeactaBNeHHoro B
DER-KkoAMPOBKE 1 3aNUCb €ro B XpaHunuwie u B ann, NnoCTpoeHue Lenovykn ceptndukaTos.

4.1.3.Pabota c kno4yamm obMeHa 1 cepTudukaTamm
ayTeHTndunKaumu

Cam npouecc obMeHa HauMHaAeTCs C TOro, 4YTO OnpeaensieTcs, Kakas WMMEeHHO napa
(3aKpbITbl K04 06MeHa - cepTuduMKaT ayTeHTUdDUKauMn cepsepa) 6yaeT vcrnonb3oBaH. Ans
3TOro NoJIb30BaTesNio, BbIMOJHAKWEMY pOJSib CcepBepa, HeobxoAMMO YyKasaTb, W3 Kakoro
K/lOUEeBOro xpaHunuwa 6yaeT npoumTaHa Tpebyemas napa. YKasbliBaeTcs 3TO MpuM MOMOLM
CUCTEMHbIX HacTpoek cneaylowmnm obpasom:

System.setProperty("javax.net.ssl.keyStoreType", "HDImageStore") ;

System.setProperty ("javax.net.ssl.keyStorePassword", "password") ;

HacTpoka "javax.net.ssl.keyStoreType" 3agaeT TWUMN KJ/KYEBOro HocuTens, c
KoToporo 6yaeT npoyuMTaH 3aKkpbiTbid  KAOY W COOTBETCTBYWOLWMM eMy cepTudukart
ayTeHTMdUKauum (uenoyvka ceptudunkaTos). TakuMm o6pa3oM, B Ka4ecTBe TUMNa HOCUTENS HYXHO
yKa3blBaTb TOT HOCUTENb, HA KOTOPbLI NpeaBapuTenbHO 6bilna 3anucaHa Tpebyemasn napa. Ecnu
TaKyl HACTPOMKY He Mpou3BOAUTL, TO MO YMOSYaHUIO B KadyecTeBe HocuTens byaeT Mcnonb3oBaH
XECTKUN gnck ("HDImageStore").

HacTpoika "javax.net.ssl.keyStorePassword" oOMNpegensieT napojib Ha 3aKpbITbii
KoY obMeHa. TakmMm o6pa3oM, B KayecTBE Maposist HYXXHO yKa3biBaTb TOT MapoJsib, C KOTOPbIM
Ha HocuTenb Oblna 3anucaHa Tpebyemas kawo4veBas napa. Ecnm Takyw HaACTponky He
Npou3BoAMTb, TO NO YMON4YaHuio 6yaeT Ncnosb30BaTbCs HyJ/1E€BOM Naposb.

Takmm o06pa3oM, C 3afaHHOro0 HocuTenss "javax.net.ssl.keyStoreType" 6yayT
NpoYnTaHbl BCe XpaHAWMecss Ha HeM 3akpbiTble KAun u  ceptudukatol  (Lenoyku

ceptudunkKaToB), YAOBNETBOpPSAKOWME  MAPOJI0  "javax.net.ssl.keyStorePassword" n
TpeboBaHuAM:
e  3aKpbITbll K04 COOTBETCTBYET anroputMam obmeHa Andodun-XsnnmaHa n noanucu NOCT
34.10-2001;

e cepTuUdMUKaT UMeET creayLlne paclumpeHns: pacwmpeHme "Mcnonb3oBaHnsa kaoya"

BKkNtoyaeT B cebs "LLndposaHne kaoden" nnu "CornacosaHue kntoden"; pacwumpeHune
"YnydweHHbIn kntod" nmeet 3HadeHne "lpoBepka Noa/IMHHOCTU cepBepa”.

B kauecTtBe paboueir napbl 6yneTt BoibpaHa nepsas.

4.1.4.PaboTa c noBepeHHbIMU cepTUdUKaTamu

B cnyyae [ABYCTOpPOHHeEN ayTeHTUdUKaUuW, KIAWMEHT MpucblaeT CcepBepy CBOM
ceptudukaTt ayteHTudukaummn. CepBep nNpu 3TOM JO/DKEH MNPOBEPUTb, UYTO cepTudukaty
KSIMeHTa MOXHO jJoBepsaTb. [Onsa 3tux uenen B [K3U «Kpuntolpo JTLS» Bepcmsa 2.0
MCNoNb3yeTca TaK Ha3blBaEMOE MHOXECTBO AOBEPEHHbIX CEPTUPUKATOB, KOTOPOE onpeaensercs
NpyY NOMOLUWN CEAYIOLNX CUCTEMHbIX HaCTpPOeK:

System.setProperty("javax.net.ssl.trustStoreType", "HDImageStore") ;
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System.setProperty("javax.net.ssl.trustStore","C:\\Java\\jcp\\trust") ;

System.setProperty("javax.net.ssl.trustStorePassword", "password") ;

HacTpoiika "javax.net.ssl.trustStoreType" onpeaenseT ™M XpaHunnuula
ceptudmkatoB. B «Kpuntollpo JCP» Bepcus 2.0 xpaHunuuwe ceptndukaToB, Kak MpaBuso,
aCCoOLUMMPYETCSH C HEKOTOPbIM K/OYEBbLIM HOCUTENIEM (MPM 3TOM TUN XpaHUMLWA CepTUdUNKATOB
coBnagaeT C TUMOM KJKO4YeBOro Hocutens). Takmm o6pa3oMm, ecin B AaHHOM HacTpoMke B
KayecTBe TMNa XpaHWIuwa yKasblBaeT TUN KIKYEBOro HOCUTENSA, TO C yKas3aHHOro Hocutens
OyayT nMpounTaHbl BCE KOPHEBbLIE CEPTUdUKATLI LernoveKk U 3Tn ceptudukatbl 6yayT nobaBneHbl
BO MHOXECTBO AOBepeHHbIX cepTudmkaToB (ecin uenovka cocTouT U3 ogHoro ceptudukarta, 1o
3TOT cepTudMKaT Takxke OyaeTr cuumTaTthCsad AO0BEpPeHHbIM). ECnn  Takyl HACTpOWKYy He
npon3BoaMTb, TO MO YMOJYaHWIO B KadecTBe Tuna XxpaHunuwa ceptudukatos 6byaer
NCMOJIb30BaH XECTKUM ANCK ("HDImageStore")

Hactpoika "javax.net.ssl.trustStore" 3agaeT NyTb K XpaHuUIMWy CcepTUdUKATOB,
COOTBETCTBYIOLLEMY TUMY "javax.net.ssl.trustStoreType". Takoe XpaHUAMLE UCMNOSb3YyETCs
B TOM cC/fiyyae, Korga ceptudukaT KIMeHTa NoAnMCaH HEKOTOPbIM LIEHTPOM cepTudukauumm,
KOpHEeBOM cepTudUKaT KOTOPOro He y4yacTByeT HM B OAHOW Leno4vke, NMpOYMTAHHOM C HOCUTens

"javax.net.ssl.trustStoreType", OAHAKO CEPBEPY WU3BECTHO, YTO TAKOMY UEHTpPY
cepTndumKaumm MoOXHO AoBepsTb. [ns 3TOro, cepBepy npeaBapuTesibHO HEO6X0AMMO MOSTIOXUTb
KOpHEBO ceptudukar 3TOro LeHTpa B XpaHunuuie cepTudmkKaToB

"javax.net.ssl.trustStore" cregyowmm obpasom:

String certPath = "C:\\certificate.cer"; // dann, B KOTOPBIM OBLI
[IpenBapuUTesibHO

// CcOxpaHeH KOPHEBOM cepTubdmuxarT
LeHTpa

KeyStore ks = KeyStore.getInstance ("HDImageStore");
ks.load(null, null);

CertificateFactory cf = CertificateFactory.getInstance ("X509");

FileInputStream fis = new FilelInputStream(certPath);

java.security.cert.Certificate cert = cf.generateCertificate (new
BufferedInputStream(£fis));

ks.setCertificateEntry ("certificate", cert);

FileOutputStream fos = null;

fos = new FileOutputStream("C:\\Java\\jcp\\trust");
ks.store(fos, "password".toCharArray()):;

fos.close ()

N3 yKkasaHHOro xpaHunuwa ceptudukatos 6yayT npoymTaHbl BCce cepTuduKaTbl, U OHMU
Takke 6yayt gobasneHbl BO MHOXECTBO AOBEPEHHbIX cepTudmnkaTtoB. ECnm gaHHYy0 HaACTpPOWKY
HEe Npou3BOAMTb, TO MO YMOJSIYAHMIO XpaHwuauwe cepTUdUKaToB MCnonb3oBaTbca He byaeT (B
KayecTBe JAOBepeHHbIX O6yayT WCNOAb30BaTbCHA TO/IbBKO KOpPHEBble cepTudukaTbl Lenoyek,
MPOYUTAHHbIX C HOCUTENSA "javax.net.ssl.trustStoreType").

HacTtpoika "javax.net.ssl.trustStorePassword" OMNpeAensieT naposib Ha AOCTyn K

XpaHUAnLLy cepTudunkaToB (Naposb, C KOTOPbIM 3TO XpaHunuile 6b110 coXxpaHeHo). Ecnn Takyto
HaCTPOIKY He MPOM3BOAUTbL, TO MApPO/ib CUNTAETCA HYNEBBIM.

MoBTOpMM, UYTO onpeneneHHoe TakMM 06pa3oM MHOXECTBO AOBEPEHHbIX CepTUHUKATOB
CepBEepOM MCMOJIb3YETCS TONbKO B C/lydae ABYCTOPOHHEN ayTeHTudukaummn (T.e. B 3TOM C/y4yae
OHO He AO0/MKHO 6bITb NyCTbIM). B cnyyae ABYCTOPOHHEN ayTeHTUdUKaumm cepBep oTpaBnsieT
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KJIMEHTY CMNCOK MMEH m3gaTtenen, KOTOpbIM OH AOBepsieT. DTOT CNUCOK (hOpPMUPYETCS U3 MMEH
CybbeKkToB BCeX AOBEPEHHbIX CepTUPUNKATOB.

Mpu nonydeHun ceptudmkata ayTeHTUdUKaUMN (LENOYKN CEPTUPUKATOB) OT KIIUEHTa,
OH CcUMTaeTCs ycrnewHo NpoBepPEHHbIM B O4HOM U3 YETbIpEX Clly4aeB:

e cepTudwukaT ayTeHTUdMKaumm (KOHEYHbIA cepTUdUKAT LIENOYKN) COAEPXKUTCS BO
MHOXeCTBe AOBEPEHHbIX CePTURUKATOB;

e KJIMEHTOM b6bina oTnpasieHa uenoyka ceptudukaTos, ceptTmdukaT ayTeHTuhnKaumm
(KOHEeYHbI cepTUdUKaAT) He ABNSETCS AOBEPEHHbIM, HO AJOBEPEHHbIM ABNSETCA OAMH U3
NMPOMEXYTOYHbIX CEPTUPMKATOB UM KOPHEBOM cepTudmKaT Lenodkn. Torga ocyLecTsniseTcs
NMpoBepKa LIenoYky OT KOHEYHOro A0 TaKoro AOBEpPEHHOro ceptudgmukarta. Ecnm uenoyka
nMpoBEepeHa, To N cepTudunkaT CYNTAETCA NPOBEPEHHbIM;

® HUM OAWH M3 cepTUdUKATOB LEMNOYKM HE ABNAETCS AOBEPEHHbIM, HO UMS U3aaTens
KOPHEBOI0, HO MNPV 3TOM HE CaMONOAMNMCAHHOro, ceptudurkaTa Lenoykm COAEPXKNTCS B CNMUCKE
AOBepeHHbIX MMeH. Toraa ocyLecTBASETCS NpoBepKa Lenoykn cepTudmkKaToB, COCTOALWEN 13
rnepeaaHHoOM LEeno4Ykn n AOBEPEHHOro ceptudukarta, MmMsa cybbekTa KOTOpOro CoBrnagaeTt C MMeHeM
nsgartens nepegaHHoOro kKopHesoro. Ecnm uenoyka npoeepeHa, To 1 cepTudukaTt cumTaeTcs
NpOBEPEHHbIM;

e B NPOTMBHOM Cflyyae, OCYLLeCTBASEeTCS NOMNblITKa NOCTPOEHUS LEenoYvykn cepTudnKaTos Ha
OCHOBEe MNepefaHHON LEenoYKn N BCEro MHOXECTBa A0BEPEHHbIX cepTudmukaTos. Ecnn yenouka
NOCTpoOeHa, To cepTudunKaT CUMTaeTCs MPOBEPEHHbIM.

4.2.YnpaBneHue Ko4YaMn n ceptupmkaTaMmm KImMeHToM

4.2.1.06wme nonoxeHums

C TOYKM 3peHUs poNun KNMEeHTa OCHOBHOE pasfnunume B ynpasBieHUW KIyYaMmu npoBoanTCS
ans  ademepanbHoro u HeademepanbHoro o6bmeHa. HeademepanbHbin 06MeH B [1K3U
«Kpuntolpo JTLS» Bepcusa 2.0 ponycTuMm TOSbKO A8 KAo4Yen obmeHa, COOTBETCTBYHOLLUMX
anroputMam obmeHa Auddu-XannmaHa u nognucu FOCT P 34.10-2001 wnu FOCT P 34.10-
2012. Bo Bcex ocTanbHbIX cnydasx, 3adeMepanbHbli 06MEH NpoOM3BOAUTCS Ha KJ/4ax,
cooTBeTcTBYOWMX anroputmy NOCT P 34.10-2001 van FOCT P 34.10-2012.

HanoMHuM, 4To achemMepanbHbii 06MEH OCYLLIECTBNSETCA B ABYX Cly4asnx:

e B CNlyyae OAHOCTOPOHHEWN ayTeHTUdMKauMn, Koraa 3akpbiTbln KoY obMeHa KnneHTa
BoobLle He ncnonb3yeTcs;

e B CNlyyae ABYCTOPOHHeN ayTeHTUdUKaummn, Koraa 3akpbiTbii KNo4 o6MeHa KaMeHTa He
COOTBETCTBYET MO NapaMeTpaM nepeaaHHOMY CEPBEPOM OTKPbITOMY KJHO4Y, HO MpU 3TOM
CO3[aeTcs 3NeKTPOHHasA NoANUCH Ha 3aKpbiTOM Katoye obMeHa.

Kak cneayeTr M3 OMMCaHHOro Bbille, B Cly4yae ABYCTOPOHHEN ayTeHTudukauum, ecnu
[aHHas CTOpOHa ABNSAETCS KNMEHTOM, Heo6X0AUMO YTO6bI Y Hee CyLLeCTBOBaNIN 3aKpbITbl K/toY
N COOTBETCTBYWOWMN eMy cepTudumkaT (uenodka ceptudumkaToB) ayTeHTUdukauun. lpuyem,
OONYCTUMbl K WCMOAb30BaHUIO TOMbKO Cclleaywowme napbl (3aKkpbiTbli  kAlO4 obMeHa W
COOTBETCTBYOWMIM eMy cepTudmkaT ayTteHTUdMKaumn):

®  3aKpbITbIN K04 COOTBETCTBYET anroputmam obmeHa Auddun-XannmaHa un nognucm FOCT
34.10-2001 vnm FOCT P 34.10-2012;

e cepTudUKaT MMEET CeayloWme pacliMpeHns: pacwmperue "Mcnonb3oBaHusa kawo4da”
BKktoYaeT B cebsa "LUndposaHue knoven" unm "CornacoBaHue knoyen"; paclimpeHume
"YnydweHHbIn kntod" nmeet 3HadeHme "lpoBepka NoA/IMHHOCTU KMeHTa".

4.2.2.[lencteBusa nepen Hadanom obMeHa c cepsepoM

Takum o6pa3oM, nepen HadanoM OCYLLECTBNEHUSI COeAWHEHUS C CEPBEPOM B Cry4ae
OBYCTOpPOHHEN ayTeHTUdMKauum, Takme 3aKpbITbi KIKOY U COOTBETCTBYHOLWWNA eMy cepTudukar
(uenouky cepTudmkaToB) HEOH6XOANMMO CO34aTb U 3aTEM MONOXKUTb B K/IHOUEBOE XpaHUIULWeE, 13
KOTOpOro oHu wn 6yayT npoumTaHbl B npouecce obmeHa. OcyllecTB/ieHME TaKux AencTBumn
Npou3BOAMTCS aHaNOMMYHO ONMCaHUIoO aAnsa cepeepa. EAMHCTBEHHAs pa3HMUa COCTOUT B TOM, 4YTO
co3aaBaeMbli ceptndumkaTr ayTeHTMdunKaumm nmeet paclwnpeHmns ceptudumkaTa
ayTeHTMdUKauum knneHta. Co3gaHue Takux cepTUdUKATOB MPOU3BOAUTCA MO Cneaylowen
cxeme:

String keyAlg = "GOST3410DHEL";
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String certName = "CN=newCert, O=CryptoPro, C=RU";

String httpAddress = "http://www.cryptopro.ru/certsrv/";

// cosmaHMe s3amnpoca Ha cepTudMkKaT ayTeHTuduxaluum cepsepa
GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS PKIX CLIENT AUTH);
request.setPublicKeyInfo (pubKey) ;

request.encodeAndSign (privKey) ;

// oTmpaBKa 3anpoca LeHTPpy cepTubmxaumy 1 IoJIydeHye OT LIeHTPa
// ceprudmkrara B DER-KOOMPOBKE

byte[] encoded = request.getEncodedCert (httpAddress);

// rvenepauusa X509-ceprudrkara M3 BaKOOMPOBAHHOT'O MNPEINCTAaBJIEHMS cepTubmrara
CertificateFactory cf = CertificateFactory.getInstance ("X509");

java.security.cert.Certificate cert = cf.generateCertificate (new
ByteArrayInputStream(encoded)) ;

4.2.3.PaboTta c kntovyamm obMeHa 1 cepTudukKaTamu
ayTeHTUdunKaumu

OTa paboTa OCyLEeCTBASET TOJIbKO B Cjyyae [ABYCTOPOHHEN ayTeHTudukaumm u
aHanormMyHa onucaHuio ana cepBepa. EpuMHCTBEHHass pasHuua cocTtouT B Bblbope napebl
(3akpbITbIn KNtOY 06MeHa - cepTudukaTt ayteHTudukaumn). Ecnm B cnyyae cepeepa, B KayecTse
pabouel napbl BblbUpaeTcs nepsas noaxoasiwas napa, NpoYMTaHHas C KJKOYEBOro HOCUTENS,
TO B @aHHOM C/ly4yae BO3MOXHbl ABa BapuaHTa:

®  eC/M Ha HocuTesne CyLecTBYeT Nnoaxoasawmn ceptudukaT (Luenoyka ceptudukaTos) u npum
3TOM yAOB/ETBOPSOLWMIA NepefaHHOMY CEPBEPOM CMUCKY AOBEPEHHbIX UMEH ulgartenen, a
OTKPbITbIA K04 3TOro cepTudmKaTa coBnagaeT No napaMeTpaM C OTKPbITbIM K/IHOUYOM
cepTudukaTta cepeepa, To 3TOT cepTudukaT byaeT nepenaH cepsepy, a Ha COOTBETCTBYIOLLEM eMy
3aKpbITOM K/tove byaeT ocylecTB/ieH 0bMeH;

e B MPOTMBHOM cny4ae, byaeTt BbibpaH NepBbll NOAXOAALWNI cepTUdMKaT, co3aaHa
a(peMepanbHasg knoyeBas napa Cc napaMeTpamMm OTKPLITOrO K/tova cepBepa M OTnpaB/ieHo
coobuweHne CERTIFICATE_VERIFY B COOTBETCTBMM C CO34aHHON adeMepasnibHOM napon u
BblOpaHHbIM CEpPTUDUKATOM.

4.2.4.PaboTa c joBepeHHbIMU cepTUdUKaTamu

Mockonbky cuuTaetcs, 4yto cepsep BCEMOA npucbinaer cBoi ceptudukaTt KIMEHTY, TO
npoeepka ceptudurkaTa KIMEHTOM ocyulecTBaseTcsa Bcerga. OHa OCHOBbIBAeTCA Ha MHOXeECTBe
OOBEpPEeHHbIX cepTUdMKaTOB KAMeHTa, GOPMMUPYEMOro U UCMNOJSIb3YEMOro aHasIOMMYHO OMNUCAHUIO
cepepa. O4eBMAHO, YTO 3TO MHOXECTBO AO/IKHO 6biTb HE MYCTbIM.
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5. PeannsyemMble WnNdp-CrouUTbl U COBMECTUMOCTb MO HUM C
pasfinyHbiMmn Bepcmammn Kpuntollpo CSP

5.1.0nuncaHue peanmnsyembix «Kpuntollpo JTLS» Bepcusa 2.0

LWndp-cronT

NMK3N «Kpuntolpo JTLS» Bepcua 2.0 peanusyer Tpu BapuaHTa wuodp-cout. B
peann3oBaHHbIX WNGP-CIONTaxX UCMOJb3YHTCA CrieayoWwmne anropnuTMb:

e anropuTM KatodeBoro obMeHa Auddun-XannamaHa B COOTBETCTBUM C aITOPUTMOM
anekTpoHHon noanucu NOCT P 34.10-2001 vnn TOCT P 34.10-2012.

e anropuTtm xawmnposaHusa B cooteeTcTBUM € NOCT P 34.11-94 wvnu FOCT P 34.11-2012;

e anropuTtM BblpaboTkM aneKTpoHHOM noanucu B cootBeTcTBmMU € FOCT P 34.10-2001 nnn
OCT P 34.10-2012. BbipaboTka 31 ocywecTBsSI€TCS B TOM Clly4yae, Koraa AaHHasi CTopoHa
ABNSAETCSA KINEeHTOM, TpebyeTca ee ayTeHTUdMKaUNS, HO NapaMeTpbl kntoda 3l kKAnMeHTa He
COOTBETCTBYIOT NapaMeTpaM k4da nposepkn Il cepsepa;

e  aNropuTM NPOBEPKMU 3/IEKTPOHHOM noanucu B cootBeTcTBUM ¢ TOCT P 34.10-2001 vnu
OCT P 34.10-2012. NpoBepka 3l oCcyLeCTBASETCA B TOM C/ly4ae, Korga AaHHas CToOpoHa
ABNSETCHA cepBepoM, TpeboBanacb ayTeHTUdUKALNSA KIIMEHTa, HO napameTpbl Kia4da 3l KineHTa
He COOTBETCTBOBa/M NapamMeTpam Kiwo4da nposepku 3l cepsepa;

e anroputMm WKndpoBaHUsa coeanHeHnsa B cooteeTcTBumn ¢ TOCT 28147-89;

e aAropuTM MMUTO3ALUNTBI NepedaBaeMblX AaHHbIX B cooTBeTcTBMM ¢ TOCT 28147-89.

Hwxe npuBoamTca Tabnuua c KpaTkKMM onucaHueMm peanusyembix «Kpuntollpo JTLS»
Bepcus 2.0 wundp-cronT:

o oo | MESTIGATOR | Arropu xnouen) | Pex uubposan s no
TLS_CIPHER_2012 0xff85 FOCT 34.10-2012 FamMMmupoBaHue

TLS_CIPHER_2001 0x81 FOCT 34.10-2001 [amMMunpoBaHune

SSL3_CK_GVO_KB2 0x32 MOCT 34.10-2001 FamMMmnpoBaHme ¢ 0bpaTHOM CBA3bIO
SSL3_CK_GVO 0x31 FOCT 34.10-2001 FaMmMupoBaHue c 06paTHOM CBA3bLO

B paHHOM Tabnuue wWKdp-CIOUTbI NEpeYUCTeHbl B MOPSAKE YMEHbLIeHUs npuopuTeTa.
CoOTBETCTBEHHO, MpW MNOMAy4YeHUU OT KAMEeHTa cnucka wudp-clouT, cepsep Bblibupaer
NOAXOASALLYIO WNPP-CIONTY C HaNbOAbLWNM NPUOPUTETOM.

5.2.Mopaepxka Wndp-CronT KIIMEHTOM N CEPBEPOM B
«KpunTollpo JTLS» Bepcua 2.0

Mpn wnHUUMaNu3aumMm npouecca o6MeHa, TeKylwass CTopoHa QopMUpYET CrUCOK
NnoAAEpPXUBAEMbIX LWNGpP-CIONT. DTOT cnucok 6yaeT pasnnyaTbCa B 3aBUMCMMOCTM OT TOroO,
ABNAETCS TeKylwass CTopoHa KJMEHTOM WM cepBepoM. [logaepxuBaemble LWUGHP-CIOUTDI
3aHOCATCHA B CMWUCOK B COOTBETCTBUM C MOPSAKOM MX npuoputeta (NepBOM 3aHOCUTCS Wndp-
ctomta ¢ HambonbwmM npuopuTeTom). JanbHenwnin npouecc obMeHa Tekylwen CTopoHon byaeT
OCYLLECTBNSATbCSA B COOTBETCTBMU C CPOPMMPOBAHHLIM CMUCKOM. OTnpaBKa K/IMEHTOM Chucka
cepBepy OCYLUEeCTBMSETCA MMEHHO B TAaKOM BMAE, B KAaKOM OH 6bin copmmpoBaH (B nopsiake
YMeHblleHna npuoputeTa). Pas3bop nony4yeHHOro OT K/AMEeHTa Chucka CepBEpPOM TaKxke
OCYLLECTB/ISIETCS B MOpPsSiAKE YMEHbLUEHUS NpUopUTETa.

e TLS_CIPHER_2012 - nogaepxuBaetcs obenmm ctopoHamn. Ecnn aaHHas cTopoHa
SABNSAETCS CEPBEPOM, N B MOSTYYEHHOM €10 CMUCKE NOAAEPKMBAEMbIX K/IMEHTOM LWNGP-CIOUT
copepxutca TLS_CIPHER 2012, To UMEHHO OHa U BblibnpaeTcsa B kKavectse pabouein. Ecnmn aaHHas
CTOPOHA SABNSETCA KNMEHTOM, To wudp-ciouta TLS_CIPHER_ 2012 oTnpaBnseTcsa nepBon B CriMcke
noaaepXvBaeMblX.

e TLS_CIPHER_2001 - nogaepxuBaetcss obenmm ctopoHamn. Ecnn gaHHas cTopoHa
SIB/ISIETCS CEPBEPOM, M B MOJTIYYEHHOM €10 CMUCKE NoAAEPXKMBAEMbBIX KIIMEHTOM W p-CronT
copepxwutca TLS_CIPHER 2001, To UMEHHO OHa U BblibnpaeTcsa B KavectBe pabouei. Ecnn gaHHas
CTOpOHa SIBNSIETCA KJIMEHTOM, TO wWundp-ciouta TLS_CIPHER 2001 oTnpaBfsieTCcs NepBOM B Crincke
noaAep>XvBaeMmblX.
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e SSL3_CK_GVO_KB2 - nogaepxuaetca obenmn ctopoHamun. Ecnm gaHHast ctopoHa
ABNSETCHA CEpPBEPOM, U B MOSYYEHHOM €10 CMUCKE NoAAEPXKMBAEMbBIX KITMEHTOM LUNGP-CIOUT HE
copgepxanocb TLS_CIPHER 2001, To B kayecTtBe pabouelt Bbibupaetca SSL3 CK_GVO_KB2 (npu
yCNOBWUMK, YTO OHa COAEPXMUTCSA B crimcke). Ecnn paHHas CTopoHa SABNSIETCA KIMEHTOM, TO wndp-
ctouTta SSL3 CK_GVO_KB2 oTnpaBnsieTcss BTOPON B CMUCKE NoaAepPXXMBAEMbIX.

e SSL3_CK_GVO - nogaep>xunBaeTcs CEpBepOM U ONUMOHANBHO K/IMEHTOM (M0 YMONYaHUIO
KNIMEHTOM He noaaepxusaetcs). Ecnu gaHHas cTopoHa SBNSETCS CepBEpPOM, U B MOYYEHHOM el
CMUCKE MoAAEPXUBAEMbIX KJIMEHTOM WM P-CIOMT He coaepxanocb HU TLS CIPHER 2001, Hn
SSL3 CK_GVO_KB2 , To B kKauecTBe pabouen Bbibnpaetca SSL3 CK_GVO. Ecnn paHHas cTopoHa
SIBNSETCS K/IMEHTOM, TO MO YMOJIHAHMIO OHA AaHHYO WKdP-CIOUTY He NoAAepXUBaET.
CnepoBaTtenbHO, AgaHHas wWudp-clomMTa He 3aHOCUTCH B OTNpaB/isieEMbli CeEpBepy CMUCOK, a ec/in B
OTBET Ha NepeaaHHbIN CMNCOK CepBEp OTBETU/T AAHHOW WK P-CIONTOM, TO CYMTAETCA, YTO 06MeH
He MoXeT 6bITb ocywecTBneH. OgHaKko, 4715 roAAEPXXKu cTapbix cepepoB (Harpumep, DIGT),
peann3oBaHa BO3MOXHOCTb ONUMNOHaIbHOro rnogKaoderus wngpp-crontbl SSL3_CK_GVO B crnncok,
noAAep)XNBaeMbIX KIIMEHTOM LUNGDP-CIONT. [JaHHOE NOAKIOYEHNE MOXET bbiTb OCYLECTB/IEHO MPpU
MOMOLLMN CUCTEMHOM HaCTPOHKM
System.setProperty ("javax.net.ssl.supportGVo", "true"). Takoe nogkao4YeHne He
DEKOMEHAYETCS K MCIMOJ1b30BaHuio. [locsie Toro, Kak wnugp-conTa nogxkiarodeHa, oHa byget
3aHeceHa B CIMCOK MOAAEPKNBAEMbIX KIMEHTOM LUMGDP-CIONT MOC/IEAHEN.

Takum o6pasomM, GopMUPYIOTCS Creaytolne CNUCKU NoaAepXKMBAEMbIX WNEP-CIOUT:

KnueHnt Cepsep
TLS_CIPHER_2012 TLS_CIPHER_2012
TLS_CIPHER_2001 TLS_CIPHER_2001
SSL3_CK_GVO_KB2 SSL3_CK_GVO_KB2
SSL3_CK_GVO (onuuoHasnbHo) SSL3_CK_GVO

5.3.CoBMeCcTUMOCTb MO Wngp-cromTam C pasinyHbIMM BEPCUSMA
Kpuntollpo CSP

Huxe npusoamTcsa Tabnuua, B KOTOPOW ONMCbIBAETCS, Kakasd MMEHHO wundp-conTa byaer
BbibpaHa cepBepoM NpuW YCNOBUM TMpPU OCYLLECTBNEHUMM Mpouecca obmeHa C pasMYHbIMU
Bepcuamm «Kpuntollpo JTLS» Bepcusa 2.0.

KnueHT Cepsep Bb|6upae:£:T<;epBep0M wndp-
JTLS 2.0 JTLS 2.0 TLS_CIPHER_2012, TLS_CIPHER_2001
JTLS 2.0/ CSP 4.0 CSP 4.0/ JTLS 2.0 TLS_CIPHER_2012, TLS_CIPHER_2001
JTLS 2.0/ CSP 3.6 CSP 3.6/ JTLS 2.0 TLS_CIPHER_2001
JTLS 2.0 CSP 2.0 SSL3_CK_GVO_KB2
JTLS 2.0 CSP 3.0 TLS_CIPHER_2001
CSP 2.0 JTLS 2.0 SSL3_CK_GVO
CSP 3.0 JTLS 2.0 TLS_CIPHER_2001
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6. KoHTponbHada naHesnb

OcHoBHOM Habop 3aknagok KOHTPosbHOM naHenu «Kpuntolpo JCP» Bepcusa 2.0 onucaH
B PykoBoacTtBe agMuHucTpaTtopa. lNocne ycrtaHosku moayns «Kpuntollpo JTLS» Bepcusa 2.0 Ha
KOHTPO/IbHOW NaHenn NosSABATCS COOTBETCTBYOLWME 3aKNaAKM.

6.1.3aknagka "Cepsep JTLS"

| £| Hactpoiikm Kpuntollpe P :

Qe i ANropHTHMEl i QRopyaosaHue ___L_____ﬂqunuum’_enhm E OKpyHeHHe
XPESHUNMLLE KMoYel M CepTUDMKETOE ! Cepeep JTLS | HacTpoliky cepeepa

Kpuntollpo JTLS v.2.0, rel.2.0.26921
(c) Kpunto-Npo, 2005-2013, sce npaea 3alWMLEHb]

Nuuenzua

j Bepoa: 2.0

] CepuiiHBIA HoMED: CT109-HO030-00UC 1-PP
Enagenew: He ycTaHosneH
OpraHvzauma: He ycTaHoBneHa
Tun: CepeepHan
AOnNycTHMOE KONWYECTED CECCHH: HearpaHu4eHHoe
Bpema QeRCTEWA: No03.11,2013
[laTa nepeoi yCTaHoEKM: 05.08.2013

BBoA NMHMUEH3HK

[ Ok ] [ QOTMeHa l 5::;1?1&!*;11::..

PucyHok 1. BHewHuit Bup naHenu "JimueHsusa" (BpeMeHHasi IMLeH3un)

JaHHas naHenb copepXuT uHdopMauuto o cepBepHon nuueHsnm «Kpuntollpo JTLS»
Bepcusa 2.0. PaboTa c gaHHOWM MaHenbk aHanornyHa pabote c 3aknagkonm "O6wwme" (nNaHenb
"NMnueHsunsa").
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6.2.3aknagka "Hactponkun cepsepa”

r TR - ;
| £ Hactpoitkm Kpuntollpo JCP S L l = |-E |ﬂh]
Obuwme i AnNropuUTHbl _;_ DbopyaosaHHe E ﬂDnDn_Hﬂtgﬂbul.‘a________j..........';ltlnmerm& ..... |
XpPEHUNMULE KNIOYER M CepTHRMKETOE i  Cepeep JTLS |} HacTpoliku cepeepa

HacTpoliki cepeepa

| AYTEHTHMOWKALAA KNMEHTa He TpebyeTca -
PasMep Kala cecoid 20 = "
Bpema xpaHeHnA Ccecoli B Kawe (4) 4=

[¥] MpoEepaTE cepTIdMKaTE! LENCYKM Ha OT3HIE
[¥] 3arpysaTe CAL no CRLDP ceptudmkaTa (Mo ymonyaHmo)

[ 3arpymaTe CRL 13 nankm i

Renegotiation indication (RFC 5748)

() OTKAKDYATE

(@ MoanepHuEaTE

(71 TpeboBaTe

[ OK l [ OTMeHa MpMeHTE

PucyHok 2. BHewHuni Bua naHenu "HacTpoiiku cepBepa”

[laHHas naHenb COAEPXMUT HAaCTPOMKKN cepBepa:

o AyTeHTUdUKaAUNSA KIIMEHTA:

O He Tpebyetcsa (N0 yMOM4YaHMUIO)
o KenaTenbHa
o TpebyeTtcs

e Pasmep Kkawa ceccuit (KOMYECTBO Ceccuii; No ymonvaHmio 0 - HeorpaHnMYeHHoe)

e BpemMma xpaHeHus ceccuin B KaLe (MO yMONYaHUIo 24 Yaca; ecnu pasMep Kalla ceccuit He
3agaH (=0), To "ctapble" ceccun yaanatbecs He 6yayT).

e BO3MOXHOCTb MO/IHOIO OTK/KOYEHUS NPOBEPKU LIEMNOYKM CEPTUPUKATOB Ha OT3bIB,
BKJIIOUEHME NpoBepku C ycrnosmeMm 3arpy3km COC u3 cetn no CRLDP ceptudumkaTa, BKIOUEHME
npoBepku ¢ ycnosuem 3arpyskm COC 13 nanku (3agaetcsa abcontoTHbIl NyTb kK nanke ¢ COC).

o OTkNIOYEHME, BKOYEHUE N TpeboBaHWe NoaaepXKM paclmpeHus Renegotiation
Indication (RFC 5746). 3agaHue aaHHbIX HaCTPOEK C MOMOLLbI NapamMeTpoB
-Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
-Dru.CryptoPro.ssl.allowLegacyHelloMessages=<value> B NpnnoXxeHn nMeeT NpUOpUTET Bbille U

nepeonpenenseTr HacTponkn «Kpuntollpo JTLS» Bepcusa 2.0. Mapbl yka3aHHbIX CBOMCTB 06pa3ytoT
cnepywowme rpynnbi:

Allow Legacy Allow Unsafe AHanorusa c CSP TLS
Pe>xum -
Hello Messages Renegotiation

Tpebyem RFC 5746:

Crporwun (strict) false false Hanuuune RI o6a3aTtenbHo,
npoBepkKa BbINOHAETCS

Bbe3zonacHblii true (SUN false MopnepxunBaem RFC

(interoperable) default)
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5746 (no ymon4yaHuio B
CryptoPro CSP 4.0): Hanunuue RI

Heobsa3aTenbHo,
npoBepKa MOXeT

BbIMO/THATbLCA

Heb6e3onacHbili (insecure)

true

true

He nopgaepxusaem RFC

5746 (no ymon4yaHuio B

CryptoPro CSP):
Heobs3aTenbHO,
BbIMOJSIHAETCS

Hanunyme RI

nposepka

He
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7. cnonb3oBaHune «Kpuntollpo JTLS» Bepcma 2.0 B
Apache Tomcat

OcHoBbl Ucnosnb3oBaHna SSL/TLS B umntante B Apache Tomcat SSL Configuration HOW-

TO.
Apache Tomcat nMeeT cobcTBeHHbIN MHTepdenc anga BcTtpamBaHmsa SSL/TLS npoToKonoB.

HacTtpoika Apache Tomcat npoBoanTCs B Criegyowem nopsiake:

1. YcraHoBka «Kpuntollpo JTLS» Bepcusa 2.0, Kak yKa3aHo BblLLeE.
2. Co3paHue ceptmndmkaTa "lNMpoBepkn NOAIMHHOCTM cepBepa”.
3. Hacrtpoiika koHHekTopa Apache Tomcat.

Ba)xHbIM O06CTOATENbLCTBOM SBNSETCA TOT aKT, 4UYTO ecin BKIKOYEHa MpoBepkKa
uenoykm ceptudukatos Ha oT3biB No CRLDP ceptudwukarta, TO HeobxoaMMO paspelnTb
3arpy3ky COC, 3agaB napaMeTpbl

System.setProperty ("com.sun.security.enableCRLDP", "true");
nmnbo
System.setProperty ("com.ibm.security.enableCRLDP", "true");

7.1.Co3aaHune ceptndmkaTta Apache Tomcat

CepTudumkaTt BbiNyCKaeTCsl, KaK yKas3aHoO Bbllle MM B PYKOBOACTBE nporpamMmucTa. Ero
obwee nMa (common name) AoOKHO coBnagatb ¢ DNS-umeHem (unm IP - npu obpaweHun
KnMeHToB TONbKO no IP) cepsBepa Apache Tomcat. Apache Tomcat nepebupaer Bce
cepTudurKaTbl NOSb30BaTeNsA, NOA4 YYETHOW 3anMuCbio KOTOpPOro oH paboTaer, nmoka He Hanger
noaxoasawmm (No Ha3HaA4YeHUO0 1 Napos), No3ToMy HeobxoanumMo obecneynTb €ro yHMKaabHOCTb
WMEHHO B 3TOM CMbICie.

Mo ymonuanuio (B Windows) Apache Tomcat mweT KOHTelHep ¢ cepTuduMkKaToM nog
YYETHOM 3anuncblo CUCTEMbI (AaXke ecnn B HacTporkax Apache Tomcat ykasaTte cBoncTtBo LogOn
noA NONb30BATENbCKOM YYEeTHOW 3anucbio, MOUCK MNOAXOASALEro KOHTEMHepa OH BCe paBHO
Be4eT B 3TOM manke) NosToMmy cieayeT nnbo co3gaTb €ro no4 yY4eTHOW 3anncbio CUCTEMbI, 6o
BPY4YHYIO NepenoXuTb CO34aHHbIN No4 CBOEN YYETHOW 3anmncbio KOHTENHEP U3

$USERPROFILE®\Local Settings\Application Data\Crypto Pro\

B

$USERPROFILES\..\Default User\Local Settings\Application Data\Crypto Pro\,
nnbo HacTpouTb Apache Tomcat noa CBOK YUYETHYIO 3anucb CeayoLnM 06pa3oMm:

MaHenb ynpaBneHus -> AAMUHUCTPUPOBaAHME -> Cnyx6bl n npunoxeHus -> Cnyxobl ->
Apache Tomcat cBonctea -> BX04 B CUCTEMY: C YYETHOW 3anmcbto (yKasaTb UMSA U Maposib).

7.2.HacTtponka koHHekTopa Apache Tomcat

Ons  HacTpoliku KOHHekTopa Apache Tomcat Heobxognmo pobaButb B dainn
<CATALINA HOME>/conf/server.xml CTPOKMW MO creayowemy obpasuy:

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enablelookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false"

sslProtocol="GostTLS"
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algorithm="GostX509"

keystoreProvider="JCP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="HDImageStore"
keyalg="GOST3410EL"
s1galg="GOST3411withGOST3410EL"

/>

OnucaHve OCHOBHbIX MapaMeTpoB CMOTpUTe B AOKyMeHTauum Ha Apache Tomcat. B
keystoreFile yKa3blBaeTCs MyTb K COOTBETCTBYOWEMY (danny. B keystorePass - Naposib Ha
KOHTenHep. MNMpu yKaszaHHOM Bbille ONMMCaHUM UCMONb3yeTCs BCTPOEHHbI nepexoaHunk ans JSSE.

BaxkHO oTMeTuTb, YTo Ansa Apache Tomcat Bepcun 7.0.42 n Bbiwe MoXeT noTpeboBaThCs
yKasaHue AO0MOSHUTE NbHbIX NapaMeTpoB:

ciphers="TLS CIPHER 2001"

sslEnabledProtocols="GostTLS"

Tomcat w™oxeT wucnonb3oBaTb 6ubnmotekn Apache Portable Runtime (APR) ans
NoBbILWEHMSA nNpomnsBoauTenbHOCTM. APR mncnonb3yeT niaatdopMo-3aBUCMMYIO peanm3aunto SSL,
KoTopas He MoxeT paboTatb c poccuinickmmm FOCT anropuTMaMm m Java HacTpoMkamu Tuna
keystoreFile M BblgacT owmnbky. [ns npepoTBpawieHnss aBTOKOoHduUrypaumm udepes APR u
3agaHus Java KOHHeKTopa, He3aBMCMMO OT Toro 3arpyxeHol ARP 6ubnmotekm wnu Her,
HeobXxooMMO B OMUCAHMKM KOHHEKTOpa $IBHO 3adaTb WM KJjacca peanusaumm B aTpubyTe
MPOTOKONa protocol="org.apache.coyote.httpll.HttpllNioProtocol".

Mpn ayTeHTUdUKaUMN KNMeHTa (clientAuth="true") CneayeT TaKXe yKasaTb MyTb K
XpaHmnuily  ceptudukatos  (truststoreFile="<USER HOME>/.keystore") W  Naponb
(truststorePass="1111111".)

7.3.Hactponka xypHanmpoBaHusa «Kpuntollpo JTLS» Bepcusa 2.0
B Apache Tomcat

Ona HacTponku >xypHanupoBaHua aencteun «Kpuntollpo JTLS» Bepcus 2.0 B danne
<CATALINA HOME>/conf/logging.properties HEO6X0AUMO:

e pnobaButb HOBbIN handler B cTpoky handlers =
e pno6aBuTb ONMCaHME ero CBOMCTB B COOTBETCTBYIOWEM pa3saene
e pobaButb onncaHue ru.CryptoPro.ssl.SSLLogger

COOTBETCTBYIOLME N3MEHEHUS MOMEYEHbI XUPHbIM WPUGDTOM:

handlers = lcatalina.org.apache.juli.FileHandler,
2localhost.org.apache.juli.FileHandler, 3manager.org.apache.juli.FileHandler,
4admin.org.apache.juli.FileHandler, 5S5host-manager.org.apache.juli.FileHandler,
6jtls.org.apache.juli.FileHandler, java.util.logging.ConsoleHandler

.handlers = lcatalina.org.apache.juli.FileHandler,
java.util.logging.ConsoleHandler

T
SR i i i i i i i i
# Handler specific properties.

# Describes st

cific configuration info for Handlers.

T
T AF F AF FF A AA A A5 A A A A G AT T A 4 9 A 4 A G G 4 A S A G A A A o A

lcatalina.org.apache.juli.FileHandler.level = FINE
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lcatalina.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

lcatalina.org.apache.juli.FileHandler.prefix = catalina.

2localhost.org.apache.juli.FileHandler.level = FINE
2localhost.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

2localhost.org.apache.juli.FileHandler.prefix = localhost.

3manager.org.apache.juli.FileHandler.level = FINE
3manager.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

3manager.org.apache.juli.FileHandler.prefix = manager.
4admin.org.apache.juli.FileHandler.level = FINE
4admin.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

4admin.org.apache.juli.FileHandler.prefix = admin.

S5host-manager.org.apache.juli.FileHandler.level = FINE

Shost-manager.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

S5host-manager.org.apache.juli.FileHandler.prefix = host-manager.
6jtls.org.apache.juli.FileHandler.level = FINE
6jtls.org.apache. juli.FileHandler.directory = ${catalina.base}/logs

6jtls.org.apache.juli.FileHandler.prefix = jtls.

java.util.logging.ConsoleHandler.level = FINE

java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

FHAFE A A
# Facility specific properties.
# Provides extra control for each logger.

B R R R R R R R R R R R R R R

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].level = INFO

org.apache.catalina.core.ContainerBase. [Catalina].[localhost] .handlers

2localhost.org.apache.juli.FileHandler

INFO

INFO

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/manager].level

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/manager].handlers
= 3manager.org.apache.juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/admin].level

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/admin].handlers

4admin.org.apache.juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/host-

manager] .level = INFO
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org.apache.catalina.core.ContainerBase. [Catalina].[localhost].[/host-
manager] .handlers Shost-manager.org.apache.juli.FileHandler

ru.CryptoPro.ssl.SSLLogger.level = FINE

ru.CryptoPro.ssl.SSLLogger.handlers = 6jtls.org.apache.juli.FileHandler

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

#org.apache.catalina.startup.ContextConfig.level = FINE
#org.apache.catalina.startup.HostConfig.level = FINE

#org.apache.catalina.session.ManagerBase.level = FINE
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8. OTnagka

Ona oTnagku ssl  coegvHEHUst MOXHO BOCMOJ/Ib30BaTbCA BCTPOEHHbIM  JIOFTEpOoM.
Onsa atoro ycraHosuTte yposeHb FINE B jre/lib/logging.properties:

.level = FINE

java.util.logging.ConsoleHandler.level = FINE

SSLLogger saBnsieTca paclupeHueM cTaHgapTHOro knacca Logger (CM. QOKyMeHTauumio
java).
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