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1. BBegeHue

Hacrosiwee pykoBOACTBO coAepxuT obuwee onmcaHme cpeactBa Kpuntorpaduuyeckomn
3awmnTbl MHopmaumm (CK3U) «Kpuntolpo JCP» Bepcus 2.0, ero cocraB, K/IKYEBYHD CUCTEMY,
peKkoMeHZauMm no pasMeLleHnto TeEXHUYECKMX CpeacTs, ucnonb3ytowmx CK3U, pekomeHpauum
Mo npoBepKe LenoCTHOCTU ycTaHosneHHoro MO CK3W, no ncnonbzoBaHunio CK3UM B pasnuuHbIX
aBTOMaTU3NPOBAHHbIX CUCTEMAX U CPeACTBAX BblUMNCINTENIbHOM TEXHUKMN.

NHCTpykumMn  agMuHucTpatopam  6e30MacHOCTM M MONb30BaTensM  pasfnyHbIX
aBTOMaTU3NPOBAHHbIX cUCTeM, ucnonb3yowmnx CK3N «Kpuntollpo JCP» Bepcusa 2.0, AO/KHbI
paspabaTbiBaTbCsa C y4eToM TpeboBaHUIA HacToslwero PykoBoacTBa.

KpuntonpoBangep «KpunTollpo JCP» BEpCUS 2.0 ABNAeTCs CpeacTBOM
Kpuntorpadpuyeckon 3awmtbl  uHbopmaumm (CK3UM  «Kpuntollpo JCP» Bepcus 2.0),
peann3yowmM PpoCCMNCKMe Kpuntorpaduyeckme anroputMbl M (QYHKUMOHUPYHOLWMM Mo4
ynpaB/ieHNEM BUPTYyasibHOW MawuHbl Java 2 Runtime Environment Bepcun 1.6 n Bhiwwe.

Kpuntonposarigep <«Kpuntollpo JCP» Bepcua 2.0 [o/KeEH MCMNOAb30BaThCa  C
ceptuduumposaHHbeiMn SUN Java-maliMHaMu, COOTBETCTBYHOLWMM TpeboBaHuaM 6e30nacHOCTU
SUN. 3awmuweHHoCcTb Kpuntorpadmyeckmx o6beKTOB, coO34aBaeMblx W obpabaTbiBaeMbix
KpMNTONpOBanAepoM, 3aBUCUT OT CTEMEHM 3alMLWEHHOCTU U KOPPEKTHOCTU Java-MalluHbl, U
MOXeT OblTb CHMXEHa MpW MCNOSb30BaHUM BUPTYasibHbIX MAWMH, HE uUMelwux cepTudukaTa
SUN. Cnucok cepTuduuMpoBaHHbIX Java-MawuH HaxoauTcss Ha cante SUN no apgpecy:
http://java.sun.com/j2se/licensees/index.html
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2.Crnncok cokpatlleHumn

CRL

Cnncok oTto3BaHHbIX cepTudukatos (Certificate Revocation List)
IETF

Internet Engineering Task Force

ITU-T

MexayHapoaHbIi KOMUTET no TenekoMMyHukauusam (International Telecommunication Union)
AC

ABTOMaTM3MpOBaHHasa cMcrema

APM

ABTOMaTM3MpoOBaHHOE paboyee MecTo

r™Ma

MMB6KNIN MarHUTHLIN AUCK

ACM

JaTumk cnyyanHbIxX ymcen

HDD

XXeCTKMUM MarHUTHbIN ANUCK

Kn

KoHeuHbIl nonb3oBartesnb

HCA

HecaHKLMOHMPOBAHHbLIA AOCTYN

ocC

OnepauunoHHasa cuctema

NAK

lMporpamMMHo-annapaTHbIi KOMMIeKC

nK3un

Moacucrema kpunTorpaduyeckon 3awmTbl MHHOPMaLnm
no

MporpamMMHoe obecneveHne

Perncrpauusa

MpuceoeHne onpegeneHHblX aTpubyToB (aapeca, HOMepa K/o4a, NpaB WCMOSb30BaHUA U T.n.)
aboHeHTy

PernameHr

COBOKYMHOCTb WHCTPYKUMA W APYroW pernameHTuvpyrowern AoKyMmeHTauum, obecneumsatollen
(PYHKUMOHMPOBAHMNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX pEXMMaX.

CBT
CpencrBa BblYUCAUTENBHON TEXHUKMN

Ceptudukar

DNEKTPOHHbINA JOKYMEHT, NOATBEPXAALWNIA NPUHAANEXHOCTb OTKPbLITOMO K/touya U onpeaeneHHbIX
aTpubyTOB KOHKPETHOMY aboHEHTY

Ceptndmkaumnna
Mpouecc n3roToBneHns ceptudunkaTta krya nposepku 3 aboHeHTa B LeHTpe cepTudukaumnm

CK3M
CpeacTBo KpunTorpacbuyeckoi 3almTbl MHbOpMaL MK
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cocC

Cnucok oTo3BaHHbIX cepTudukartoB (Certificate Revocation List)

CC

CnpaBo4YHMK cepTudmKaToB kntoven nposepkmn 3. CeTeBON CNpaBOYHUK
ucC

LeHtp Ceptudukaumn (Yaoctosepswowmin LieHTp)

uprP

LleHTp Perncrpaunu

3Aa

DNEeKTPOHHbIN AOKYMEHT

an
DneKTpoHHas noanuch
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3.YctaHoBka 10 CK3W Ha 12BM

3.1.Cnocobbl yCTaHOBKMU

OcHoBHoOM cnocob yctaHoBkn <«Kpuntollpo JCP» Bepcus 2.0 coctouT B 3anycke
KoMmaHaHoro darna, exogawero B cocras auctpmbytmea «Kpuntollpo JCP» Bepcua 2.0, nms
KOMaHAHOro darina 3aBnCcUT OT ONEPALMOHHON CUCTEMBI, Ha KOTOPYH NPOU3BOAUTCS YCTaHOBKA.

Mepea ycraHoskoin «Kpuntollpo IJCP» Bepcna 2.0 Heobxoommo npeaBapuTenbHO
yAanuTb NpeabiayLwyo BEPCUMIO NpoaYyKTa.

Ona  ycraHoBkn «Kpuntollpo JCP» Bepcua 2.0 Bbl  Jo/mKHbI MMeTb  Npasa
aAMUHUCTPATOpa Ha AaHHOW paboyer cTaHUWUK.

3.2.KoampoBku B Java

Mpn 3anycke knaccos «Kpuntollpo JCP» Bepcus 2.0 6yaetr BbIBOAUTb COOOLIEHUS B
KOAMPOBKE MPUHATOM B Bawen java no ymonyaHuiwo. B ciyyae HecoBnajeHUs KOAWMPOBKMY,
YCTaHOBNIEHHOM B java npu 3anycke, N KOAMPOBKM OKHA, NpPoO4YMTaTb TEKCT 6yaeT HEBO3MOXHO.
N3MeHNTb KOAMPOBKY MpW 3anycke java MOXHO yKa3aB 3HadyeHueMm nepemeHHomn file.encoding
HY>XHYI0 KOAMPOBKY, Hanpmmep

java -Dfile.encoding=Cp866 -version
M3 Koga nporpaMMbl CMEHUTL KOAWPOBKY MOXHO METOAOM
System.setProperty("file.encoding"”, "UTF-8");

Ecnn Bbl xotute, 4to6 «Kpuntollpo JCP» Bepcus 2.0 BbiBOAMA cooblieHUs B Apyron
KOAMPOBKE, W3MEHUTEe 3HadeHue nepeMeHHoln. Takoe BO3MOXHO, HanpuMmep, ecnm Bebl
cobupaeTecb nepeHanpaBuTb BbIBOA B dann

setup_console.bat \java >log.txt 2>&1
W aHanM3npoBaTb ero NoToM UCMONb3ys APYrylo KOAMPOBKY.
B Unix-cuctemax java-mMawuHbl UCMONb3YIOT A9 onpejesieHns KOOMPOBKKM 3HA4YeHue

nepemeHHon LANG. Cneaute 3a TeM, 4TObbl 3HayeHWe 3TON MepeMeHHOW coBnajano c
KOAWPOBKOM Baluero okHa.

3.2.1.YcTaHoBka Ha Windows

YcraHoska «Kpuntolpo JCP» Bepcumsa 2.0 gosxkHa npoBOAUTCS aAMUHWUCTPATOPOM U3
KOMaHAHOW CTPOKW, HaxoAscCb B Nanke C MHCTaNAATOPOM:

setup console.bat <nyrs k JRE>,

Hanpumep,
setup console.bat "C:\Program Files\Java\jdkl.6\jre"

Mpn atoMm 6yaeT mcnonb3oBaTbCca ucnonHsaemblt dann <JRE>\bin\java.exe, a Takxe
6yaneT npousseneHo nonHoe yaanenue dannos «Kpuntollpo JCP» Bepcus 2.0, uTo MOXeT 6biTb
HeobxoaMMO Mpu paspeleHnn oWwnbouHbiX cuTyauui. B nwbom cnydyae, nepen yCTaHOBKOWM
aBTOMaTU4YEeCKM OCYLLEeCTBASIeTCAa nonbiTKa geuHctannaumn «Kpuntollpo JCP» Bepcms 2.0 Ha
c/lyyan, ecnum oHo 6bino paHee ycTaHoBneHO. Ecnn umsa komnaHuu coaepXXunTt npobenbl, TO OHO
AOJIXKHO 6bITb 3aK/IOUEHO B KaBblYkU. Ecnn nma KkoMnaHum YKa3bIBaeTCd Ha PYCCKOM A3blKe, TO
KOAMPOBKa AOJIXXHa coBnaaaTbh C ykasaHHon B <JRE>\lib\font.properties

Mo OKOHYaHMM Mpouecca yCTaHOBKM He06X0aMMO y6eanTbCs B KOPPEKTHOCTM YCTaHOBKM
n BBecTn nuueHsnto (cM. «lMpoBepka U BBOA JIMLEH3UN»), eCin OHa He 6blna yKasaHa cpasy,
A5 3TOro 3anycTurte dainn:

ControlPane.bat <nyTs_ x JRE>

Ecnn ycraHoBKa 3aBepwuiacb ycnewHo, To 6yaeT 3anyweHa KOHTpo/sibHas naHenb
«KpunTtolpo JCP» Bepcusa 2.0. MNpu Heob6xoaAMMOCTM BBeAUTE JNULUEH3UKD, KaK 3TO OMNUCaAHO
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AokyMmeHTe «XTAM.00091-01 91 02. MHCTpyKUMA MO MCNOMb30BaHUIO», pasgen "KoHTposnbHas
naHenb".

Ypanenne «Kpuntollpo JCP» Bepcmsa 2.0 npoBoANTCA aAMUHUCTPATOpPOM M3 KOMaHAHOM
CTPOKMU:
setup console.bat <nyre xk JRE>

Mpn aTtoMm 6yaeT mcnonb3oBaTbCa ucnonHaembi ¢dann <JRE>\bin\java.exe, a Takxe
6yneTt nponsBeaeHo nosaHoe yganeHue dannos «Kpuntollpo JCP» Bepcus 2.0.

B cBSI3M C BO3BMOXHOCTbIO OAHOBPEMEHHOIO COCYLEeCTBOBaHUA Heckobkmnx JRE Ha oaHomn
MalwnHe HeobxoaMMO cneauTb 3a TeMm, 4ToObl YyCTaHOBKa, YyAaneHWe W UCNosb30BaHue
«KpunTtollpo JCP» Bepcuma 2.0 npoBoaunocb oAHMM U TeM xe JRE, TO ecTb nporpamMmMHble
MOAYN 3anycKasanucb OAHUM M TeM Xe dannom <JRE>\bin\java.exe.

YcraHoBka «Kpuntollpo JCP» Bepcua 2.0 AO/MKHa OCYLWECTBAATLCA aAMUHUCTPATOPOM.
Ha Windows Vista/2008/7/2008R2/8/2012/8.1/2012R2 3anyck KoMaHAHOro daina cneayert
BbINOAHATL Kak "Run as administrator".

Opyron BapuaHT YCTAaHOBKM — WCMNOJSb30BaHMe npunoxeHums setup.exe <JRE>,
oCyLlecTBAsAOLWero 3anyck rpadmyeckoro MHcTannsaTopa.

£

VR
> KPATTTOIPO MHucTannstop JCP
N

Bribepute Askik/choose language:

Pycoiai

Crypto-Pro Installer, 2005-2016

Aanee OTMeHa

PucyHok 1. Bbl6op si3blka MHCTaNNsATopa.
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1=

7~ N\
’ KPATTTOITPO MHcTannsaTop JCP
N

YcranoBka
BribepuTe OelcTBre:
(®) YcTaHoBuTs
() Yoanute
Crypto-Pro Instaler, 2005-2016
Hazan Hanee COTmeHa

PucyHok 2. Boibop aencreus.

Mocne Bbibopa s3blka U AencTeus (yCTaHOBKa/yaaneHue) 6yaet npeasoXeHo ykasaTb, B
KaKom JRE byayt Npon3BOAUNTbLCA HacTpowka, Kakune MoAyn cnepyet
YCTaHOBUTb/yAannTb/06HOBUTD.
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[

/7~ N\
’ KPATITOIPO UHcTannatop JCP
N

YcraHOBKa

MNonb3oBaTENbCKOS MM EHIHOHHOE COorNaWeHne

KpunTollpo JCP L]
NAUEHZWMOHHOE COMMALLIEHWE
CpoK MONONBZ0EEHUA 1EMOHCTPALMOHHON BEpoar KpunTalpa JCP orpaHimyaed 30 OHAMKM C MOMEHTE YCTAHOBK.

Mepenaqa Npag Ha MCNoNEI0BSHME NPOrPEMMHOrD obeCneYeHIMA NpoMseEogcTEa 000 "KPMITO-NPO™
OCYWECTENASTCA Ha OCHOBaHMKM JIMUEHSWOHHOMD COrNaWeHKA,

MUUEHZMM HE MCNONEZ0BEHWE NPoAYKTa HeobxoauMo nprobpeTaTte & 000 WPMMTOTPO"™ Min v oduUMansHoro
AMNEpa,

MMUEH3MH Ha NPaBo MMoNb30BaHWA NPorpamMMHoro obecnedveHnA ofopMNAOTCA Ha DyMarkHOM HoCUTeNe dopMaTa W

(@) A MpuHUMEKD

() A oTKasbIEaOGE

Crypto-Pro Installer, 2005-2016

Hazan Oanee OTMeHa

PucyHok 3. JInueH3noHHOe cornaweHme.

/7~ N\
’ KPATTTOITPO UHcTannaTtop JCP
N

YcraHoOBKa
BribepuTe JRE

(@) YcTaHoeneHHsie JRE
C:\Program Files\lavaljre7 e
() BoibpaTe JRE

OTKpBITE. ..

Onwmcanwe JRE:
Version: 1.7.0_79, 64-hits

Crypto-Pro Installer, 2005-2016

Hazaa Hanee OTMeHa

PucyHok 4. Bei6op JRE.

10
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/7~ N\
’ KPATTTOIPO NHucTannaTop JCP
N

YcraHOBKa

BrifepuTe NpoaykTel:

KpunTonposanaep JCP

BAMOYMTE YOUNEHHBIN KOHTPONE MCMONL30BaHWA KNoHeR
Moayne wwdposaHa
[1Moayne nogaemxsm KapT W TokeHos, TpeByeT OCF (ycTapen)
Moaynb NOAAEMHKK KSpT M TOKEHOB
Mposalinep TLS
Mogyn CAJES, XAdES, TpefyioT bouncycaste: bc*-jdk150n-1. 50

[ ] HaTueHwi kpunTonposaiinep Java CSP, TpebyeT KpunTolpo CSP

Crypto-Pro Installer, 2005-2016

Hazan Hanee OTMeEHS

PucyHok 5. Bei6op npoayKkToB.

BHuMaHume! Tpu yctaHoBke kpuntonpoBangepa <«Kpuntollpo JCP» Bepcua 2.0
HeobxooMMo B 06s13aTeNIbHOM MNOPSAAKE BKJIOUYUTb PEXWMM YCUJIEHHOI0 KOHTpOJS
MCNoNb30BaHUA KJOUYen. [locne yCTaHOBKM Mpu MNepBoM ucnosnb3oBaHum CK3W ans
MHUUKManu3aumm BCcTpoeHHbix B CK3U MACYH 6yaet nponsBenéH 3anyck bnodCH.

B cny4yae, ecnn pexuM YCUNEHHOrO KOHTPOAS MCMOJSIb30BaHUSA KKOYen He 6bin BKIOUEH
npu nHctannsaumm CK3W, gaHHbIl pexnm cneayet B o6sa3aTesibHOM NopsigKe BKAOUNTbL Yepes
KOHTpoNbHYt0 naHenbs CK3U. Mcnonb3zoBaHme CK3U ¢ BbIKJIIOYEHHbIM pPEeXUMOM
YCUNIEHHOIO0 KOHTPOJIA MCMNOJIb30BaHMUA KJIlOMEeA [ONYyCKaeTCcs MCKIUYUTENIbHO B
TecTtoBbix Henax!

C noMmowbl MyHKTa «YCTAHOBUTb» MOXeT ObiTb Mpou3BeAeHa KakK yCTaHOBKa, TaK M
obHoBneHne moaynein. Ecnu B ykasaHHol JRE yxe mMeeTcs yctaHoBneHHbin «Kpuntollpo JCP»
Bepcus 2.0 u gpyrne Moaynm, TO MoxeT 6bITb NpeasioXXeHo MX OBHOBUTb, eCciMm UX Bepcus
ycTtapena. 3ateM 6yaeT npeanoXeHo yKasaTb CepuiHble HOMepa. Ecnn oHWM He ykasaHbl, TO
6yayT MCNonb30BaHbl CEPUNHbIE HOMepa MO YMOSYaHMIO CPOKOM AencTBusa 3 Mmecsaua. TyT xe
BO3MOXHa MpoBepKa JINLEH3NN.

BaxHo! [Mpu ycTtaHoBKe MOAynsS MOAAEPXKUM KapT M TokeHoB, Tpebywouwero OCF,
Heobxoammo npeaBapuTenbHo yctaHoBuTb Open Card Framework. lMpu yctaHoBke moayns
CadES Heobxoammo ckonupoBaTh B nanky <JRE>/lib/ext dainbl 6ubnmnortek bouncycastle.

11
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=

/7~ N\
> KPATTTOINPO WucTtannaTtop JCP
N/

YcraHoBKa
BeeauTe CEpMAHEIE HOMEDE ANA NPOAYKTOE:
JCP:
JTLS:
JCSP

Crypto-Pro Installer, 2005-2016

Hasan Lanee OTMeHa

PucyHok 6. BBoA M NpoBepka CepUiHbIX HOMEPOB.

[Janee 6yaet npeanoXxeHo MpoOBEPUTb KOPPEKTHOCTb BBEAEHHOW paHee WHdOopMauuu,
yAaneHue HacTpoek (B c/lydae yaaneHus Mmoaynen).

I

/7~ N\
’ KPATTTOINPO NUHcTtannaTop JCP
N

YcraHOBKa

MNpoBEPLTE, BCE N HACTPOMKK YKa3aHb! BEPHO. 2

JelicTeme: YCTaHOBKA

Boibpannan JRE: C:\Program Files\Java\jres

CNUCOK MOOyNen:
== KpunTonposaingep JCP
CEPMIAHBIA HOMEp:
YCUMEHHBIA PEXMM KOHTPONA KNHOYE: BKIHYEH
% Moaynb wwdposaHua
= Moaynb NOAOEPHKW KapT WM TOKEHOB
=% Moaynu CAJES, XAdES, TpebyoT bouncycastle: bc*-jdk15on-1.50

% Mrvnooranan TLG 4

¥AAMMTh COXPAHEHHBLIE HACTDOMKIA
Crypto-Pro Installer, 2005-2016

Hazan Nanee OTmMeHa

PucyHok 7. lNpoBepka BBeAEHHbIX AAHHbIX.

12
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3atem npom30171,u,eT YCTaHOBKa/y,CI.aJ'IeHI/Ie C BbINOJIHEHMEM NOrMpoBaHnNda B OKHeE

YCTaHOBLMKKa.

&| JCP Installer — =

7~ N\
> KPATTTOTTPO MHcTannatop JCP
N

YcraHOBKa

MpOUECE MOKET 38HATE HECKONBKO CEKYHA.
MNockanyMcTa, NOAOHAMTE. ..

JCP -
JCPAsn

Start list installed packages:
Action packages list:
JCPRequest

JCPxml

ICryptoP

Installer

JCPRevCheck

JCP

JCPAsn

Executing commands:

L

Crypto-Pro Installer, 2005-2016

Nanee OTmena

PucyHok 8. BbinonHeHne onepauun.

B cnyyae ycnewHoro BbiNonHeHUsa 6yaeT 0TO6paeHO OKHO:

&| JCP Installer _ e

7 N\
’ KPATTTOIPO WMHcTannaTop JCP
N

YcraHoBKa
MNpouecc zaeeplleH.
JCP ~
CAdES
JCPAsN

CnMcoK NakeTos ANA BbINOAHEHWA ONEpaLMiA:
CpS5L

BeINONHEHWE ONEPALMIA:
27.09,2016 12: 1431 ru. CryptoPro.ssl, JTLSInstall checkInstalllicense
INFO: JTLSInstall chedkInstalllicense isServer: true
MpoBeprka noanuod mogyna: file:D:Yjava_build\signedicpSsL. jar
Komuposanme daiina D:java_build\signedcpSsL.jar e C:\Program FilesJavaljresibiexticpssL. jar
272 635 DalT CHoMMpoBaHD.
YcTaHoBKa NakeTa ¢pSS5l sasepluMnach yoiewHo.
YCTAHOBKE NEKETOE SABEPIUEHA YCMELIHO.
"

Crypto-Pro Installer, 2005-2014

HNanee CrmeHa

PucyHok 9. 3aBeplieHne onepauunn.
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Mocne nepexoja panee B C/lydae YCTAaHOBKM MoOXeT OblTb NpeanoXeHo 3anycTuTb
naHenb ynpaesneHuns «Kpuntollpo JCP» Bepcua 2.0.

=

VR
’ KPUTTTOITPO UucTrannatop JCP
N

YcraHoBKa

Mosgpaenaem! BoinonHeHwWe sageplueHo.

3aMYCTMTE NaHEeNb YpPEsneHs

Crypto-Pro Installer, 2005-2016

SaKpeITE

PucyHok 10. YcnewHoe 3aBeplieHne U 3anyCcK naHesnu.

YpaneHve oOT/M4aeTcd OT YCTAaHOBKWM TOJIbKO OTCYTCTBMEM  HEKOTOPbIX LUAroB:
NMNUEH3NOHHOE CcornaweHne, Beo CGpMﬁHbIX HOMEPOB.

B crniyyae ownbKM COOTBETCTBYIOLLEE COOBLLEHNE NOSBUTCA B XOAE WM NPU 3aBepLUIEeHNN
onepauuu.

Ecnn no KakuM-TO npuyMHaMm yaanuTb npeabiayuwyto sepcuio «Kpuntollpo JCP» He

yaaetca (Hanpumep, dannbl 3aHATbl ApYruM npoueccoM), byaeT npeanioXeHo nepe3anyCcTuTb
NHCTanNaTop.
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B

/7~ N\
’ KPATTTOTTPO MHcTannstop JCP
N

YcraHoBKa

HeobxoguMo NepPeE3anyCTUTE MHCTanNAToP.

Jarpyska naketa ru.CryptoPro, ssl, JTLSInstall.
CnMcoK M3BECTHBIX MNaKEToE:
pS5L

nDJ'I'y"-IEHI-fIE CNKCKE YCTaHOBNEHHBIX NAKETOE.
CnNWCoK, NaKeTos OnA BEeINONHEHWA DI'IEDEILIMH:
pSsL

BrINONHEHWE ONEPALLAN:
MakeT cpS5L He yCTaHoBNeH, ¥ AaneHWe NaKkeTa MrHOPHMPYETCA,
CNMCoK YCTAHOBNEHHEX NAKETOE BEIN DUMLLEH,
Cnucok TECToB Bbin 0YMLWLEH,
HacTpoiiki B java.security Delnk o4MWLEHB,
YAaneHWe NEKETOE 33BEPLEHD YIMELWHD.
Cwnbka npu yaaneH C:\Program Files\JavatjresViblext\cpSsl.jar daina.
W

Crypto-Pro Installer, 2005-2016

Lanee CTMeHa

PucyHok 11. lNMepe3anyck nHctannaaTopa.

Mocne HaxaTust Ha KHomky «[anee» uHcTannatop 6yaeTr nepesanylleH v nepengeT K
CTaaun NpoBepKn BBeAeHHOW nHdopMaumm (puc. 7), nocne 4ero paHee npepsaHHas onepaums
yCTaHOBKW/yaaneHmns MoxeT 6biTb BO30OHOB/IEHA U 3aBeplleHa.

KoHconbHas Bepcusi uMHcTannsTopa setup_console.bat npu 3anycke TpebyeT ykasaTb
JRE. OHa mMano otnm4yaerca oT rpadmyeckon Bepcum. Bo3MOXHbI 2 BapuaHTa WCMOSb30BaHUA
KOHCOJIbHOIr0 MHCTannaTopa:

a) noLlaroBo ykKasblBaTb A3blK MHCTannatopa, JRE 1 BBOAUTL AaHHbIE aHANOMMYHO TOMY,
KaK 3TO AeNa€eTcd B Fpad)M‘-IECKOM UHCTanNATope,; nNpum 3TOM MOXHO MUCMNO/Mb30BaTb K/iaBULLY
Enter onga coxpaHeHUda 3HAYEHUA MO YMOSTYAHMIO Ha KaXAOoM Liare.

6) BbINONHUTL YCTaHOBKYy/ypaneHune 6e3 B3aMMOAENCTBMSA C  MNOJSIb30BaTeEsIEM.
Obs3aTenbHO He0bXoAMMO YyKa3biBaTb apryMeHT -force! 3TO BO3MOXHO MpuU WMCNOSb30BaHWUU
OONOJIHNTENbHbIX MapaMeTpoOB KOMaHAHOW CTPOKK, HanpuMep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>] [-jcp |
-jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] [-strict_mode] [-serial_jcp <value>
-serial_cpssl <value> -serial_jcsp <value>] [-rmsetting]

roe
*[-ru | -en] — A3bIK MHCTaANIATOPA,
[-install | -uninstall] - BbibpaHHoe agenicTBmne (yCTaHOBKA MM yaaneHue),

*[-jre <value>] - nytb k JRE (no yMonuaHuio, ecin napaMeTp He 3agaH, byaert
ncnonb3oBaTbCsa Tekywaa ncnonHsaemas JRE),
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*[-jcp | -jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] — OCHOBHble AOCTYMHbIe
moaynun (jcp n moaynb wudposaHmsa jcryptop obpasytoT “McnonHeHne 2”, TONbKO OAWH jCcp —
“NcnonHeHne 17),

[-serial_jcp <value> -serial_cpssl <value> -serial_jcsp <value>] - cepuiHble HOMepa
ANns Bbl6paHHbIX MPOAYKTOB,

o [-strict_mode] - BkAO4YeHMe pexmMma YCUIEHHOro0 KOHTPOAS MCMOJSIb30BaHUSA KIlo4Yen
(obsa3aTenbHO Npu MHCTansauMn, notpebyet paboTtbl ¢ BnolCY),

°[-rmsetting] - yaaneHue cywecTByowmx HacTpoek (TONIbKO Npu yaaneHun Moaynen).

BONbLWIMHCTBO apryMeHTOB MOXET ObiTb OonylweHo. Tak, OTCYTCTBME -jre npuBeaeT K
NCNONb30BaHWUIO TeKyLen ncnonHsemon JRE, 3agaHHon B <JRE>.

MpuMepbl KOMaHA:

1) ycraHoBka «Kpuntollpo JCP» Bepcus 2.0 (BapuaHT ucnonHeHus 2 — C MoAynem
wngposaHusa), cpSSL n CAdES B "C:\Program Files\Java\jre7" ¢ ykasaHneM cepMnHoro Homepa
ans «Kpuntollpo JCP» Bepcusa 2.0.

setup_console.bat "C:\Program Files\Java\jre6" -force -ru -install -jre "C:\Program
Files\Java\jre7" -jcp -jcryptop -cpssl| -cades -serial_jcp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

2) vypanenme <«Kpuntollpo JCP» Bepcus 2.0 B JRE no ymonuanuwo (Tekywas
ncnonHsemas JRE) "C:\Program Files\Java\jre6".

setup_console.bat "C:\Program Files\Java\jre6" -force -en -uninstall -jcp

3) AoyCTaHOBKa K yXe ycTaHoBneHHoMy «Kpuntollpo JCP» Bepcua 2.0 moayns Java CSP
B JRE no ymonyaHuio (Tekyuwas mcnonHsemas JRE) c ykasaHueM cepuiiHOro Homepa ans Java
CSP.

setup_console.bat "C:\Program Files\Java\jre6" -force -ru -install -jcsp -serial_jcsp
XXX X =XXKXX=XXXXX =X XXXX-XXXXX

3.2.2.YcTtaHoBka Ha Unix n Mac OS

YcraHoBka <«Kpuntollpo JCP» Bepcma 2.0 Ha Unix oOCywecTBASETCA aHanormyHo
yctaHoBke «Kpuntollpo JCP» Bepcus 2.0 Ha Windows, C pa3HuuUeln nuvWb B WUCMOJIHAEMbIX
dannax anga ycraHoBku «Kpuntollpo JCP» Bepcus 2.0, yaanenuns «Kpuntolpo JCP» Bepcusa 2.0
N 3anycka KoHTponbHoli naHenu «Kpuntollpo JCP» Bepcus 2.0:

anga ycraHosku «Kpuntollpo JCP» Bepcusa 2.0:

./setup_console .sh <oyrs_x JRE> ,

HanpuMmep,

setup console.sh /usr/java/jdkl.6/jre

ansa ynanenusa «Kpuntollpo JCP» Bepcua 2.0:

setup console.sh <myTb x JRE>

AN 3anycka KOHTPOJIbHOM NaHenu:

ControlPane.sh <mnyre x JRE>

Mpu aToM 6ypeTt ncnonb3oBaTbCs UcnonHaemoli dann <JRE>/bin/java.

YcraHoska «Kpuntollpo JCP» Bepcus 2.0 AO/MKHa OCYLWECTBAATLCA aAMUHUCTPATOPOM.
MpaBa, Heobxoanmble ans yctaHoBku «Kpuntollpo JCP» Bepcusa 2.0, MOXHO NOAYYNUTb:

1. BoliTn Kak nonb3oBaTenb root;
2. BbinonHuB KOMaHAay "su";
3. BbIinonHuB koMaHAay "sudo -s" (eAMHCTBEHHbINM WTaTHbIM cnocob ans Mac OS).

[pyroin BapuaHT yCTaHOBKM C noMmoLubtlo rpadumyeckoro setup_gui.sh B cncremax Unix um
Mac OS aHanormuyHbl Windows, 3a WCK/OYEHUEM oaHoro othnuusa: JRE ansa
yCTaHOBKW/yaaneHmns B rpadmyeckoM MHcTannstope Heob6xoamMo ykasaTb C MOMOLLbIO KHOMKK
«OTKpbITb...» (pUcC. 4) U1 BNMCaB B Nose.
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padunyecknin MHCTanNAToOp 3anyckaeTcsd C NoMoLwb ckpunTta setup_gui.sh <JRE> noa
yrnpasneHneM y4yeTHOW 3anmMcu agMMHUCTpaTopa.

3.2.3.JlokanbHasa yCcTaHOBKa BbI30BOM Java

Mpu yctaHoeke «Kpuntollpo JCP» Bepcua 2.0 Ha ornepaumoHHble CUCTEMbI OTNIMYHbIE OT
Windows mn Unix Heob6xoanMMo BOCMOJIb30BaTbCS YCTAHOBKOW 4epe3 BbI30B MporpamMmbl java.
ITOT cnocob yCTaHOBKWM TakKXe MOXEeT MCMosb30BaTbCs MpM YacTU4YHOM ycTaHoBKe «Kpuntollpo
JCP» Bepcusa 2.0, a Takxke npu yCTaHOBKE M3 ApYrnX NporpamMm.

Mepen 3anyckoM yCTaHOBKKM Heobxoammo yb6eamTbcs B TOM, YTO:

eBCe ainbl AN YCTAHOBKM HaxXoAATCs B O4HOM KaTasnore;

eB NepeMeHHON okpyxeHunsa PATH nepBbIM BCTpeyaeTcsa katanor <JRE>/bin/ nMeHHO Ton
java-MalmnHbl, B KOTOPYIO NJAaHUPYETCH NPOBOAMTLCS YCTAaHOBKaA, TM60 Npu KaxKaioM
BbIMO/IHEHUM KOMaH/ YKa3blBAETCS MOHbLIN NYTb K UCNONHSAEMOMY daliny java;

eyCTAHOBKa NpPOM3BOAUTCH aAMUHUCTPATOPOM.

Onga 3anycka nporpammbl YCTaHOBKM HeobXxoaMMO BbI3BaTb java C MMeHeM jar danna,
Hanpumep:

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantTwo

Ansa ycraHoBku BapuaHTta 2 («Kpuntollpo JCP» Bepcumsa 2.0 ¢ pyHKUMSaMU WndpoBaHuS)

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne
anst yctaHoBkn BapuaHnTta 1 («KpunTtollpo JCP» Bepcus 2.0 6e3 dyHKumMin wmndpoBaHms)
MporpaMma yCTaHOBKW NOAAEPXKMBAET CrieAYyOLWNE KOMaHAbI:

-install
YcTaHOBKa MakeTa UM HEeCKOJIbKUX MaKeToB.

-uninstall
YaaneHne oaHOro Uan HeCKobKUX NaKeToB.

-installed
MonyyeHne cnucka yCTaHOB/IEHHbIX NaKeToB.

-help
[MonyyeHue cnpasku.

[Mpn BbINOSIHEHUWN KOMaHAbI MOTyT ObITb YKa3aHbl AONOJIHUTENIbHbIE ONUUNN

-skipFiles
3anpeTuTb KonuposaTtb wWan yaanate JAR-dannbl.

-rmsetting
Ypanutb BCe HacTpolku. lMpu 3agaHum 3Ton onumm 6yayT yaaneHbl BCE MOJIb30BaTeNbCKME WU
aAMWHUCTPATMBHbIE HACTPOMKU. PekoMeHAyeTCs MCNosib30BaTb 3TY OMUWIO TOJSIBKO MPU MOJIHOM
yaaneHun «Kpuntolpo JCP» Bepcua 2.0 ¢ komnbioTepa. MNpu nepeycraHoBke «Kpuntollpo JCP»
Ha HOBYIO BEPCUIO, 3TY OMNUMIO UCMOAb30BaTh HE peKOMeHAYyeTCs.

-verbose [<file>]
[leTanusanpoBaHHbI BbIBOA NMPOTOKONAA Ha 3KpaH unu B dann <file>.

-dest [<folder>]
YcTtaHoBuTb B KaTanor <folder>.

-force

OTKNIOUYNTL NPOBEPKY Hann4ymsa paHee YCTaHOB}'IEHHOFO/YLI,a}'IEHHOFO nakerTa.

Ons nonHoi yctaHoBkm <«Kpuntollpo JCP» Bepcuss 2.0 B OAHOM W3 CTaHAAPTHbIX
NCNOTHEHUI HEO6X0AMMO 3aNyCTUTb

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantTwo -install

ONs YCTaHOBKM McnonHeHns 2

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne -install
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Ansa ycraHosku UcnonHeHus 1.

Ons BbIGOpOYHOM NepBOHa4YasbHOM YCTaHOBKU HECKOJIbKMX MaKeToB HeobxoamMo 3aaaTb
CMNCOK YCTaHaB/IMBAEMbIX NakeToB Ans onuuu install, HanpumMep:

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne -install Installer,JCP
Cnncok BO3MOXHbIX MNAaKeTOB:

JCPinst

MakeT ycTaHOBKM BCeX nakeToB BXxoaswmx B «Kpuntollpo JCP» Bepcua 2.0 n «Kpuntolpo JTLS»
Bepcus 2.0, gonxeH 6biTb yCTaHOBIEH.

JCP

MpoBangep Ana noaAnMcu, Ao0XeH 6biTb YCTAHOBIEH.
JCPControlPane

MaHenb Ansa ynpaBneHns HacTpomKaMm, AoKeH 6bITb YCTAaHOBMEH.

ASN1P
PacwwnpeHHbin ASN, fonxeH 6biTb YCTaHOB/EH.

OCF
Store Ana XpaHeHus KA4Yer Ha cMapT-kapTax, Heobs3aTenbHbl nakeT, TpebyeT yCTaHOBKM
OpenCard Framework.

Oscar
BubnunoTteka noaaepxkn cMmapT-kapTbl Ockap, Heobs3aTeNbHbIN NakeT, Heob6XoAnM ANa XpaHeHUs
CeKpeTHbIX Ktoven. TpebyeTt ycTtaHoBku nakeTta OCF.

J6CF

Store ana XxpaHeHusl K/KO4Yen Ha cMapT-KapTax, HeobsizaTtenbHbin naket, Tpebyetr SUN java 1.6
(paboTta uyepes naket javax.smartcardio).

J60scar

Bbubnnoteka nogaepxku cmapT-kapTbl Ockap, Heobs3aTenbHbIN NakeT, HEO6X0AMM ANS XpaHeHUs
CeKPETHbIX Ktouven. TpebyeT ycTtaHoBkM nakeTa J6CF.

JCPRequest

MakeT dopMupoBaHMa 3anpoca Ha cepTudwukaTt, HeobsizaTenbHbIN NakKeT, TpebyeT yCTaHOBKU
naketa ASN1P.

JCPxml

MakeT nogaepxkun noanucu xml B dopmate xmldsig, Heobsi3aTeNbHbIA NakeT.

JCryptoP

KpuntonpoBanaep ¢ &yHKUMAMU WnNdpoBaHUsa, HeobsA3aTesNibHbI MNakeT, BXOAUT TONbKO B
NcnonHeHwe 2.

JCPRevCheck

MakeT nogaepxku coBmecTuMocTn ¢ Kpuntollpo YL npu npoBepke ueno4yku cepTUduKaTos,
Heobs3aTenbHbIN NakeT, TpebyeT ycTaHoBkM nakeTa ASN1P.

JCPRevCheck

MakeT co cnyxebHbiMn knaccamm ana nogaepxkn JCPRevCheck n JCPRequest, TpebyeT ycTaHOBKM
JCPRevCheck n JCPRequest.

cpSSL

MakeT peanusyoWwunin NpoTokonbl SSL n TLS B COOTBETCTBUM C POCCUNCKUMU KPpUNTOrpacnyecKkmmm
anroputMaMm, HeobsasaTesibHbIA NaKeT, He BXOAMT HWU B OAHO U3 WUCMOAHEeHMR (ycTaHaB/MBaeTCs
oTAeNnbHO, cM. «PykoBoacTBO nporpammucta» Kpuntollpo JTLS), TpebyeT yctaHoBkn naketos JCP,
ASN1P, JCryptoP.

Mpwn yctaHoBke naketa JCP MoryT 6biTb yKa3aHbl AOMOSHUTESbHbIE OMUWN:

=serial XXXOK=XXOK = XK = XXX = XX XXX
YcTtaHoBKa cepumHOro HoMmepa XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

-company "Your Company"
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YcTaHOBKa KOMMaHUW Brajenbla CepuiHOro HoMepa, MCMOoJb3yeTcsl TO/IbKO COBMECTHO C -serial.
Ecnu nmsa KoMnaHum coaepXUT npobenbl, TO OHO AOKHO ObiTh 3aK/H0MEHO B KaBblYKW.

Ons ypnanenuns «Kpuntollpo JCP» Bepcmna 2.0 HeobxoamMoO 3anyCTUTb KAacC BapuaHT
yCTaHOBKM C onumen -uninstall, Hanpumep cneayowmM obpasom:

java ru.CryptoPro.Install.VariantTwo -uninstall -skipfiles delfiles.lst

Mocne 3aBepweHns npouecca yaaneHmsa «Kpuntollpo JCP» Bepcua 2.0, Heo6xoAMMO yaanuTb Bce
darinbl MeHa KoTopbIX HaxoasaTca B crnncke delfiles.|st.

Ons yactmyHoro ypanenuss «Kpuntollpo JCP» Bepcuss 2.0 (yaaneHums HECKOIbKUX
naketoB) onuum -uninstall MOXHO 3ajaBaTb MMeHa yAansieMblX MAKETOB aHasIorM4yHO Oonuumn
-install. Tak ke Npu yaaneHnn MOXHO 3a4aBaTb U Apyrve onumu, onnucaHHble Bbille.

NS nonyyeHMs CnNMcKa YCTAHOBJIEHHbIX MAKETOB MOXHO BOCMOJ/Ib30BaTbCs KOMaHAHOWM
CTPOKOW:

java ru.CryptoPro.Install.VariantTwo —-installed

3.2.4.YcTaHOBKA AOMOJIHUTENbHbIX MAaKEeToOB

YcTaHoBKa [AOMNOJSIHUTENbHbIX MaKeToB OCyLllecTBageTcs Apyrum  crnocobom. [Ong
YCTaHOBKW AOMNOJIHUTENbHbIX NAKETOB, a TaK Xe NakeToB Bxoasawmx B coctas «Kpuntollpo JCP»
Bepcus 2.0, HO He YCTaHOBAEHHbLIX MPW HayasbHOW YyCTaHOBKe, Heo6X0AMMO WCMNOJb30BaTb
YCTAHOBLUMK BXOAALWMN B COCTaB AOMOSIHUTENbHOINO NakeTa WM BOCMOJSIb30BATbCSA YCTAaHOBKOM
naxkeTa Nno yMoJ4aHuIo.

YcTaHoBKa AOMNOMAHUTENbHOINO MakeTa C HacTpOMKaMu MO YMOJSIYaAHWUID, OCYLLECTBASETCH
BbI30OBOM java:

java -jar <umsa jar>

Ecnn nakeT cOCTOUT M3 Heckonbkux jar daiinos, To Bce dainnbl naketa AO/MHKHbI HAXOAUTCSA B
OAHOW AMpEeKTopwuMn. YaaneHne naketa MOXHO NpoBOAUTL N06bIM 13 cnocoboB ONMCAHHbLIX Bbille.

YcTaHoBKa [AOMOSIHUTENBbHOrO MakeTa C 3adaHueM onuui, npomn3BoanNTCAd BbI3OBOM
nporpamMMmbl YCTAHOBKU U3 3TOro Nnaketa. Hanpumep:

java -classpath JCPxml.jar ru.CryptoPro.JCPxml.XMLInstall -install

Cnucok onuumi Knacca yCTaHOBKWM COBMagaeT CO CMUCKOM ONuui Mpu yCTaHOBKE W3
nporpammbl yctaHoBkn «Kpuntollpo JCP» Bepcusa 2.0. Huxke npuBeaeH NoJsHbIA CMMCOK KNaccoBs
YCTaHOBKM ANg BCeX nakeTtoB Bxoaswmx B «Kpuntollpo JCP» Bepcua 2.0 n «Kpuntollpo JTLS»
Bepcusa 2.0.

jcpe

ru.CryptoPro.JCP.Install.JCPInstaller; yctaHoBLWMK nakeTa HaxoauTcsa B danne JCP.jar

ASN1P

ru.CryptoPro.JCP.Install.JCPAsnInstaller; ycTaHoBWMK nakeTa HaxoauTcsa B danne JCP.jar

OCF

ru.CryptoPro.JCP.KeyStore.OCF.Install; yctaHoBWMK nakeTa HaxoauTcsa B danne OCF.jar

Oscar

ru.CryptoPro.JCP.KeyStore.Oscar.Installer; ycTtaHoBLMK nakeTa HaxoanTcsa B danne Oscar.jar
J6CF

ru.CryptoPro.JCP.KeyStore.J6CF.Install; ycTaHoBLWMK nakeTa Haxoantcsa B danne J6CF.jar
J60scar

ru.CryptoPro.JCP.KeyStore.J60scar.Install; ycraHoBWWK nakeTa HaxoauTcs B darne J60scar.jar
JCPxml

ru.CryptoPro.JCPxml.XMLInstall; yctaHOBLWKWK nakeTa HaxoauTcs B danne JCPxml.jar
JCPRequest

ru.CryptoPro.JCPRequest.Requestlnstall; yctaHoBLWKK nakeTa HaxoauTca B darne JCPRequest.jar
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JCryptoP
ru.CryptoPro.Crypto.JCryptoPInstaller; ycTtaHOBWWK nakeTa Haxoautcsa B ¢darine JCryptoP.jar

JCPRevCheck

ru.CryptoPro.reprov.Install; yctaHoBwMK naketa Haxoamtcsa B darnne JCPRevCheck.jar (Takxe
Heobxoanm JCPRevTools.jar)

cpSSL
ru.CryptoPro.ssl.JTLSInstall; yctaHoBWMWK nakeTa HaxoauTcsa B daline cpSSL.jar

AdES-core

ru.CryptoPro.AdES.installer.Install; yctaHoBWKWK nakeTa Haxoautcs B danne adES-core.jar
CAdES

ru.CryptoPro.CAdES.installer.Install; yctaHoBwHWK nakeTa Haxoautcs B danne CadES.jar
XadES

ru.CryptoPro.XAdES.installer.XAdESInstall; yctaHoBLWMK NnakeTa HaxoauTcs B danne XadES.jar
jcsp

ru.CryptoPro.JCSP.JCSPInstaller; yctaHoBLWMWK nakeTa HaxoauTcsa B darine JCSP.jar

3.2.5.TlpoBepka 1 BBOA NULEH3NN
KpuntonpoBangep «Kpuntolpo JCP» Bepcus 2.0 wnMeeT pABa Tuna JINUEH3WIA:

KJIMEHTCKNE N CepBepHble. TUM JINLUEH3UN 3aBUCUT OT NAAT(OpPMbl, ONEPALMOHHONW CUCTEMbI U
JanbHeWlero NpUMeHeHMa NpoBanaepa.

Knnentckune OC:

eWindows 2000 Proffesional;

eWindows Vista;

eWindows 7/8/8.1;

eRed Hat Enterprise Linux X.X Desktop;
eRed Hat Enterprise Linux X.X Workstation; (WS)
eFedora X;

eSUSE Linux Enterprise Desktop XX;
¢OpenSUSE Linux XX.X;

eDebian GNU/Linux X.X;

eMandriva Corporate Desktop X;
eUbuntu X.XX Desktop Edition;

eLinux XP Enterprise Desktop 2008;
eALT Linux X.X Desktop;

eALT Linux X.X Lite.

CepsepHble OC:

eWindows 2000 Server;

eWindows 2003;

eWindows 2008;

eWindows 2008R2;

eWindows 2012;

eWindows 2012R2;

eSolaris;

eFreeBSD;

eAIX;

eHP-UX;

os1t06ble OC Ha apxuUTeKType OT/IMYHOM OT ia32/amd64;

KnueHTckass nuueH3ns npegycMaTpyMBaeT KOJIMYECTBO siaep He 6onee detbipex. Ecnu
KonnyectBo sagep 6osiee 4yeTbipex WM B AasibHEMWIEM npegnosaraerca mcnonb3oBaTtb JTLS
cepBep, To Heobxogmma cepBepHas nuueHsnsa «Kpuntollpo JCP» Bepcusa 2.0 (maxe ecnm no
BbllWeyKa3aHHOMY CMUCKY NOAXOAUT KIIMEHTCKas).
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,D,J'IFI pa60Tb| C nmuesteVl MOXHO MNCNONb30BaTb KOHTPOJZIbHYIO MNaHE/lb U1N KOMaHAHYIO
CTpoKy (Knacc ru.CryptoPro.JCP.tools.License).

MWHUManbHbIE TpeﬁoBaHMH K TNUEH3NWN angd Ll,aHHOVI CUCTEMbI YKa3aHbl Ha KOHTpOJ‘IbHOI7I naHenu
(3aknagka "Obwme"), TakKe UX MOXHO Y3HaTb M3 KOMaHAHOWM CTPOKMU:

ru.CryptoPro.JCP.tools.License -required

Bsoa nuueHsnm OCYLEeCTBNAETCA 4Yepe3 KOHTPOJIbHYHO MNaHe/b WM  BbIS3OBOM KJlaCCa
ru.CryptoPro.JCP.tools.License C NapaMeTpaMu.

ru.CryptoPro.JCP.tools.License -serial "serial number" -company "company name" -store

nnn

ru.CryptoPro.JCP.tools.License -serial "serial number" -combase "company name in base64"
-store

Tak>Xe MOXHO NMpOBEpUTb 3aJaHHYI0 JIULEH3UIO 6e3 ee YCTAQHOBKMW:

ru.CryptoPro.JCP.tools.License -serial "serial number" -company "company name"
nnn
ru.CryptoPro.JCP.tools.License -serial "serial number" -combase "company name in base64"

Mpwn ncnonb3osaHuM napamMeTpa "-combase" Mg koMnaHun BBOAUTCA B base64 KoanpoBKe.

BbI30B Knacca ru.CryptoPro.JCP.tools.License 6€3 NapamMeTpoB MPOBEPUT YCTAaHOBIEHHYIO
JINLIEH3MI0.

JdaTty nepBoM YCTAQHOBKHW MOXHO Y3HATb C MOMOLWbKO KOMaHAbI:

ru.CryptoPro.JCP.tools.License -first

[ns BbiBOAA CnpaBKu:

ru.CryptoPro.JCP.tools.License ?

Havano cdopmebl

KoHeL, popmbl

3.3.YcraHoBKa Moaynsa nogaepxku eToken

Ona Toro yTo6bl MCNONb30BaTbh eToken Kak HocUTenNb K4deBon MHdopmauum ana CK3U
«KpunTtollpo JCP» Bepcua 2.0 (Tun xpaHnmnuwa "OCFStore" cM. «PykoBOACTBO MporpaMMmncTa»)
B McCnonHUTeNbHOM cpege Java Runtime Environment, Heo6xoamMmo BbIMOMHWUTL cneayowme
NOAroTOBUTENbHbIE AENCTBUSA:

eYctaHoBUTb eToken RTE;
Mpoueaypa ycTaHOBKKM nNogpobHO onmcaHa B pyKoBoACTBE nonb3oBaTtens eToken RTE

¢YCTaHOBUTb UCNoNHUTENbHyo cpeay JRE;
eYcTtaHoBUTb OpenCard Framework ;

OpenCard Framework (OCF) - 3TO OTKpbITbI® CTaHAapT, KOTOPbii obecne4ymBaeT
noaaepXXkKy cMapT-kapT Ha Java-nnatdopme. eToken gna «Kpuntollpo JCP» Bepcus 2.0
ncnonbsyet OCF, noaTomy cneaywowmm warom byaet yctaHoska 6ubnmotekn OCF.

3arpy3nte OCFbase n ckonupyinTe Bce *.jar dannbl B nanky ${java.home}/jre/lib/ext,
dannbl *.properties B nanky ${java.home?}/jre/lib.

eYcTtaHOBUTb «Kpuntolpo JCP>» Bepcusa 2.0 (cM. «Cnocobbl YCTaHOBKU»);

Ecnn «Kpuntollpo JCP» Bepcus 2.0 yxe 6bin yCTaHOBNEH ero cieayeT nepeycTtaHoBUTb.
eYCTaHOBUTb MoAaynb noaaep>xkkn eToken ana «Kpuntolpo JCP>» Bepcusa 2.0.

Moaynb noaaepxkm eToken ansa «Kpuntollpo JCP» Bepcusa 2.0 (Takxe Kak U caMm
3NEKTPOHHbIN KoY eToken) ABNsAeTCH NpoAyKTOM KOMMaHun Aladdin.
Mo Bcem BOMpocaM MCNosb30BaHNA obpallaTbCa K KOMNaHUM-pa3paboTumnKy.

,U,J'IFI YCTAaHOBKW NMporpaMMHOro obecneyeHuns Bbl AOJDKHbl MMETb NpaBa aAMUHUCTPATOpa
Ha oaHHOW pabouel cTaHuuu.
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3.4.Tonntnkm 6e3onacHoOCTH
${java.home}/lib/security/java.policy

3.4.1.Mpasa goctyna ang JCP.jar

«KpunTtolpo JCP» Bepcus 2.0 ycTaHaBnmBaeTcs B KaTanor S${java.home}\lib\ext.
O6bIyHO 3TOT KaTanor MMEET NpaBa AOCTyNna pa3spellatwme BCcem jar gainam, cogepxawimmcs B
3TOM KaTasore, NoJy4YmTb BCe npaBa AO0CTyna

grant codeBase "file:${java.home}/lib/ext/*" {
permission java.security.AllPermission;
}i

Ecnu aTOT KaTanor uMeeT npasa AOCTyMNa OT/IMYHbIE OT NPUBEAEHHbIX Bbille HE06X0ANMO
HacTpouTb Npasa Aoctyna ans JCP.jar. MpuMepHbI BUA 3Toro daina npvBeaeH HUXe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", "read";
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";
permission java.io.FilePermission "<pathToLocalMutex>/*" "read, write";
}i
roe:
e<usedProperty> - Property ncnonbsyemble Npun HaACcTpolike, KaKnx-nnbo nyTein.

e<pathToLocalMutex> lMyTb k UnixMutex ans nonb3oBatensa (nogpobHee cM.
«HacTponKky KOHTPO/bHOM NaHenu»)

3.4.2.MpaBa goctyna ang agMmmHuctpatopa JCP

AOMUHUCTpaTopy 6e30MacHOCTM AOMKHbl 6biThb MpeaocTaBfeHbl Ccrleaylolne npasa
JocTyna:

grant {

permission java.lang.RuntimePermission "preferences", "read";

}

Kpome Toro, agMmHucTpatop 6€30nacHOCTM AOJIXXEH UMETb:
eripaBa AOCTYyNa 3aBUCSLLME OT ONepaUnoHHON CUCTEMbI AN A0CTyna K HacTporkaMm Preferences.
Hanpumep, ans Windows agMmHucTpaTop 6e30macHOCTM A0/IKEH UMETb NMpasBa AoCcTyna Ans

YTeHMSs/3anncn B KoY peecTpa
HKEY LOCAL MACHINE\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/P

3.4.3.MpaBa gocrtyna Ansa npuioxXeHuin

YcraHoBneHHble Ha JAVA MalunHy MPUIOXKEHUA He AO0/KHbl OCYLLEeCTBMATb AOCTYyMn K
KnwoyaMm. [ns 3Toro BCE NPUJIOXKEHUS YCTAHOBJIEHHbIE Ha Java MalWHY AO0JIKHblI ObiTb WK
nonydyeHbl OT TMpoOM3BOAUTENEN [OBEPEHHbIM CcrnocoboM wWAM WMMETb MpaBa AoCTyna
3anpewaroume A0CTyn K K/4yaM.

O6blyHO KaTanor ${java.home}\lib\ext pa3pellaeT BCEM MNPUIOXKEHUAM ONS9 BCeX
nonb3oBaTensiM BCe MpaBa AocTyna. HeobxogMmo unuM orpaHMuMTb 3TM NpaBa AocCTyna,
3anpeTuB AOCTYM B KaTajlorn coaepxawme kKaw4ym (a Tak Xe K CMapT-KapTe W AUCKETE) unu
YCTaHaBJZInBaTb B 3TOT KaTaJioOl' TO/1IbKO MPUNOXEHUA I'IpOVI3BOLI,VITeJ'Iel7I nosly4yeHHblE AOBEPEHHDbIM
criocobom.
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3.4.4.lpaBa foCTyna nonb3oBaTens

Monb3oBatens «Kpuntolpo JCP» Bepcus 2.0 gomxeH obnagaTb Cneaywwmmm npaBaMu
jocrtyna:

e[1lpaBa AOCTYyNa, 3aBUCALLME OT ONEpPaLMOHHON CUCTEMBI, AN AOCTYNa K HAacTpolikaM
Preferences. Hanpumep, ana Windows nonb3oBaTenb A0/XEH UMETb NpaBa A0CTyna AN YTeHUs
N3 Ko4Ya peectpa
HKEY LOCAL MACHINE\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/P;

e[IlpaBa gocTyna, 3aBucswme oT onepauLmoHHON CUCTEMbI, Ha YTeHus/3anmncb dannoB BO
BPEMEHHbIN KaTanor (CM. HAaCTPOMKN KOHTPONbHON naHenu);

e[lpaBa AoCTyNa, 3aBUCALINE OT ONepPaLMOHHON CUCTEMbI, Ha YTEHWE/3anncu/co3gaHmne
KaTanoros B pansibl kKaw4Yen (CM. HACTPOMKN KOHTPOJIbHOM NaHenn)

e[lpaBa AoCTYyNna, 3aBMUCALLME OT ONEepaLMOHHON CUCTEMbI, Ha YTeHMe/3anncb/co3gaHuve

KaTaJoroB Ha AVUCKETY (Npu UCN0Jb30BaHNN HOCUTENSA AUCKETA)

MpuMmeuaHue: ans Unix nnatdhopM nankum keys W tmp, 3afaHHble MO YMOJIYAHUIO
(/var/cprocsp/keys U /var/cprocsp/tmp), MOFyT O6bITb CO3A4aHbl TONbKO M3 nog root. Ans nx
aBTOMaTU4YeCcKOro co3faHus C npaBuUiibHbIMW NMpaBaMu AOCTyNa AOCTAaTOYHO CO34aTb KOHTEMHep
n3 nog root.

3.5.0co6eHHocTn paboTbl CK3M B KOHCONBLHOM pexxnme

Ona obecneueHuns pabotbl CK3U/ B cucTeMax, rae HeBO3MOXHO OTo6pa)keHne rpaduuecknx OKOH,
Heo6X0ANMO MePEKNIOUYNTL YacTb YHKLMOHANA Ha UCMONb30BaHUE B KOHCOJSIbHOM peXxuMe.

1. Mo ymonuaHuwo B CK3W wucnonbsyetca rpadpudeckuit buoCH. [Ona nepeknoyeHus Ha
KOHCONbHbIA BrnoJCH Heobxoammo 3anyctuTtb MeTog main() knacca BioRandomConsole():

java -cp JCP.jar ru.CryptoPro.JCP.Random.BioRandomConsole

Mpn HeobxoammocTn rpaduyeckmn BuoCH MOXHO BKIHOYUTb, BbiI3BaB MeTod main() Knacca
BioRandomFrame():

java -cp JCP.jar ru.CryptoPro.JCP.Random.BioRandomFrame

2. [Ons oTKAYEeHUs OKOH, npeaynpexgawwmx o6 OKOHYaHWMM CpoKa paspeleHus Ha
ncnonb3oBaHue kntoder FOCT P 34.10-2001 ans BbipaboTKWM 3N1EKTPOHHOM noanucu, HeobxoamMMmo
B Java Preferences B pa3sgene ru\/Crypto/Pro\/J/C/P\tools ycTaHOBUTb MnapaMeTp
/Gost2001/Warning_class_default B true.
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4.KOHTpoO/IbHaa NaHenb

B naHHOM pasgene npmBOAMTCHA OMMCAHME KOHTposbHOW naHenu «Kpuntollpo JCP»
Bepcuna 2.0, KoTopass SABNAETCA WMHCTPYMEHTOM, MNO3BOASAKOWMM YyCTaHaBAMBaTb M M3MEHATb
Hambosee BaXkHble HAaCTponkm Kpuntonposargepa «Kpuntolpo JCP» Bepcusa 2.0, Takne Kak:

e/INLEH3MS HA NCNONb30BaHWE KpUNTONpoBanaepa;

e/ICNOJIb3YyEMble MapaMeTpbl Kpuntorpadunyeckmx anropmMTmMos;

eMYTW K XpaHWIMLLAM 3aKPbITbIX KOYEN N Katodven DI1;

eHACTponkn 6e3onacHoCcTM Npu paboTe C KPMNTONPOBANAEPOM;

epalinibl, KOHTPOJIb LIEJTOCTHOCTM KOTOPbIX HEO6X0AMM.

[ng 3anycka KOHTponbHON naHenn B Windows MOXHO MCNOJb30BaTb

ControlPane.bat <nyTe k JRE>

[ns 3anycka KOHTpOJibHOM naHenu B Unix ucnonb3ymnte

ControlPane.sh <nyre x JRE>

3anyck KOHTPO/IbHOW MaHenu B APYrnux onepaumoHHbIX CUCTEMAxX OCYLLeCTBASETCA
3anyckom knacca ru.CryptoPro.JCP.ControlPane.MainControlPane npuHaTbiM B Bawen cucreme
cnocobom.

4.1.BBeneHue

KoHTponbHaa naHenb «Kpuntollpo JCP» Bepcus 2.0 npegHasHayeHa ansa paboTtbl C
HacTpokamu kpuntonposaihgepa «Kpuntolpo JCP» Bepcus 2.0 npu noMowm Creayrwmx
obecneynBaeMbIX el0 onepaumii:

eMPOCMOTP MHGPOPMALMN O CYLLECTBYHOLLEN NULIEH3UN Ha Ucnonb3oBaHue «Kpuntollpo
JCP» Bepcusa 2.0, a TakXxe yCTaHOBKa HOBOW JIMLLEH3WUN;

eOnpeseneHne napaMeTpoB peasim3oBaHHbIX KpunTorpadpumyeckmx anroputMoB;

eonpenenieHne NyTen K XxpaHuauwam 3aKkpbITbiX Koden un kaoden Il(amckosoa u
XECTKUN AUCK);

*BbI6Op NapameTpos H6e3onacHOCTM Npu paboTe ¢ KpunTonpoBanaepoM «Kpuntollpo
JCP» Bepcusa 2.0;

eKOHTPOJIb LEeNOCTHOCTM TpebyeMbix dhalinos;

eyrnpaB/ieHNe XpaHUINLLAMN KOHTENHEPOB N cepTUDUNKATOB.

MaHenb coctoMT wu3 wectn 3aknagok ("O6wwme", "Anroputmbl", "O6opyaoaHue",
"NononHutenbHo" u "OkpyxeHue", "XpaHunuwa Knwo4yen U ceptudukaToB"), Kaxapgas u3
KOoTopbiX obecrneumBaeT BbIMNOSIHEHME OAHOW M3 MepeuyncrieHHblX onepaumi. lMpu ycTaHoBKe
OOMONHUTENbHbIX KOMMOHEHTOB KpunTtonpoBangepa «Kpuntollpo JCP» Bepcus 2.0 KONMYeCcTBO
3aKNaA0K KOHTPOIbHOWM MaHesnm MoXeT 6biTb yBeNM4YeHo.

MN3MeHeHMe BCex HacTpoek KpunTonpoBalfepa paspelleHo TOMbKo ANS nofib3oBaTtens,
obnapatwouero scemm npasamu (T.e. ANa aaMMHUCTpaTopa).Bce nons KOHTPOAbHOW NMaHenu ans
aAMUWHUCTpaTopa AOCTYMNHbI AN pefakTUpoBaHUs. 5 OCTanbHbIX NOSb30BaTesiel YacTb Nonemn
naHesnn, B 3aBUCMMOCTM OT YCTaHOBMIEHHbIX A/ Nosb3oBaTenen npas, 6yaeT AOCTYNHA TONbKO
ONS YTeHus.

Takxe cneayet 06paTVITb BHMMaHME Ha TO, YTO BHEWHWUN BUA KOHTpOJ'IbHOﬁ naHenun
MOXET OTNn4aTbCA OT M306pa>|<eHm71, npuBEAEHHbIX B OaHHOM AOKYMEHTauunun. BHewHUn Bupg,
naHeNn 3aBUCUT OT HACTPOEK, OnepaLlMOHHOVI CUCTEMBDI, YCTaHOBJ'IeHHOVI Java MawuHel 1 T.4.

4.2.3aknagka "Obwme" (naHenb "JnueHsnsa")

MaHenb "JlnueHsna" npegHasHadeHa Ans NpocMOTpa UHQOpMaLUM O TEKYLLEN NINLIEH3NN
Ha Mcnonb3oBaHue kpuntonposanaepa «Kpuntollpo JCP» Bepcusa 2.0, a Takxke AN yCTaHOBKM
HOBOW NMLEH3MUN, €C/IN 3TO HeobxoamMo.

Mpn ycTtaHoBke kpuntonpoBanaepa «Kpuntollpo JCP» Bepcmsa 2.0 6e3 BBOAa SINLIEH3NU
Nnonb30BaTeN0 NpeaocTaBnseTcs JIMUEH3UA C  OrFpaHUMYEHHbIM CpPOKOM Jdencteuda. [Ans
ncnonb3oBaHnsa «Kpuntollpo JCP» Bepcus 2.0 nocne OKOHYaHUSA 3TOro Cpoka noJsib3oBaTeslb
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DOMKEH BBECTU CepuiiHbIl HOoMep C 6naHka JIMueH3uu, NOoNYyYEeHHON Yy oOpraHusauunu-
paspaboTumka uamn opraHusaunm, MMeKLLEer nNpaBa pacnpocTpaHeHms npoaykTa (gunepa).

....... — G . T :
| £| Hactpoiikm Kpuntollpo JCEE; T Wfﬁ‘ e W @ (| (S e S
]_ ............ DEDVIREHHE i XPEHUNMWLE KNDYEl M cepTUdMKETOE

i Obiwme ANropUTMEl E QRopyaosaHue OononHKUTENsHD

Kpuntollpo JCP v.2.0, rel.2.0.36921
(c) KpunTo-Mpo, 2005-2013, Bce npasa 3aLiHLLIEHbI

NuueHzKA

Bepcoua: 2.0

CEpUIHEBIN HOMEP: CF10C-D0030-04ML0-X9

Bnagenewy He ycTaHoBneH

OpraH1zauma; He ycTaHoeneHa

Tun: CepeepHan, NOAMMCE M WMbPOBaHME
LonycTHMMoe YWCno Aaep: 4

Bpema nefcTeMA: Ao 03.11.2013

[aTa nepeoil yCTaHOBKM: 05.08.2013

MHbopMaLs o cucTeMe

Windows 7
Tin OC: KnueHTokan OC
Tpefyemaa nULUEHIMA: HE MEHEE, 4EM Ha 2 Adpa
[ Beog AMUEHSMK
[ 6.4 ] [ O1meqHa ]
o - T PR IR =

PucyHok 12. BHewHuit Bng naHenn "Jinuensuns" (BpeMeHHas nuueH3uns)

MaHenb BKJOYAET B cebsa cnenyowyo MHbopMauuio:

eBepcusa kpuntTonposanaepa «Kpuntollpo JCP» Bepcua 2.0;

eCEPUIMHbLIN HOMEpP TMLEH3MM Ha UCNoMb30BaHMe Kpuntonposangepa «Kpuntollpo JCP»
Bepcusa 2.0;

VM4 Bflajenblua AULUeEH3UNn;

eOpraHmsaums, K KOToOpo OTHOCUTCS BRajeney;

eTUMN NNLEH3UN;

*JONYCTUMOE YNC/IO MPOLECCOPOB ANS AAHHOW NNLEH3UN;

eBpEMS AENCTBUSA NULEH3NN;

e[1aTy MEepBON YCTAaHOBKWN NpoBanaepa.

Takxe yka3biBaeTcs MHdopMauus 06 onepaunMoHHON cncTemMe Nosib3oBaTesns.
MoMnMoO 3TOro, B MaHenb BK/AOYEHA KHoOMKa "BBoa nuueH3mn", no3sondiowas no

NCTEeYEeHUID CpoKa AEUCTBUSA npeablaylien NUUEH3MN YCTaHaBMBaTb CEPUNHBLIA HOMEP HOBOM
NMUEeH3Mn, a Takxe MHpopMauuio o ee BnagenbLe.
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-

T =
| £ Hacrpoitkw Kpuntolipo JCP o | Bl 2 |
! CRDVIHEHWE i ¥pPESHUNMLLE KIKDHEN M CEPTMONMKET OB
OBwme ARropUTHBl ! CRopyaosaHue JonoaHUTERLHD

Kpunmollpo ICP v.2.0, rel.2.0.36921

(c) Kpunto-Npo, 2005-2013, Bce npaBa 3allHLLEHbI
NueHzKA

Bepcua: i 2.0 —
CEpMﬁHbI{ | £ Beoa miuenzum m

Bnagenel

Mma: user
OpraH1za

Tun: OpradusauMa: security

AomyCTRE ikt HoMep: | 0D000-00000-00000-00000-00000
Bpema gel ?

(]
[atanepl Ok, OTMEHR

MHd:'OpHaLU‘Hﬂ O oMcTEME e ] O e o e e e s i

Windows 7 L
Tun OC: KnueHTokan QC
Tpefyeman NUUEHIMA; HE MEHEE, 4EM Ha 2 Anpa

I Beon nuueHsMK

I 6.4 l [ OTmeqHa ] MpumesnTe

PucyHok 13. BBOA cepMMHOro HOMepa NMuUeH3nu

Mocne BBOAA CEPUIAHOINO HOMEpA HOBOM NIMLEH3MMN, a@ Takxe MHdopMauum O Bnagenbue
yCTaHaBNMBaEeMOM JfnuUeH3nnu, Ha naHenm "JlnyeHsna" 6yanetr oTobpaxeHa BBeAeHHas
MHdopMauus.

BAXHO: nuueH3na 6O6yaer coxpaHeHa TONbKO Mnocfe Haxatua KHonok "OK" wnn
"MpuMeHUTL"

4.3.3aknagka "Anroputmbl” (naHenb "MNapameTpbl”)

MaHenb "Anroputmbl" npegHasHayeHa Ans MpoOCMOTPa WCMOJb3YyEMbIX MapaMeTpoB
peann3oBaHHbIX Kpuntorpapuyeckmx anropntmoB. [MOMMMO 3TOro AOMNYCKaeTcss M3MEHEHMUe
TeKyLMX NapamMeTpoB Ha ntobble Apyrue, 4ONYCTUMbIE COOTBETCTBYIOWMMN anropnuTMamu.
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r

| £| Hacrpoiixs Kpuntollpo JC

| -
OKpYHEHME | XPEHUIMULE KMKDYER M CEPTHHRMKET OB

Obuwme | AnropuTHEl | CRopyaosaHue AononHATENEHD

MpoBaaAEp N0 YMOMHEHKID ANA FEHEPALMA KNto4ed (TpefyeToA nepesanyck):
Java Cryptoagraphic Provider (xew, 3LIM) 1 Crypto (WupoBaHWe) -

Tun NpoBaiaepa ANA HACTPOIAKK NEDaMETPOE:
GOST R 34, 10-2001 Signature with Diffie-Hellman Key Exchange -

MNapamMeTpel
MNapamMeTpel XEWMPOBaHWA |
:I'CICT P 34.11-94, napaMeTpbl MO YMONYaHKD -
MapameTpbl WbposaHua

: [MDCT 28147-89, napaMeTpiel Mo YMOmYaHKHD -
MapaMeTpel Moo i
:I'CICT P 34.10-2001, napaMeTpel N0 YMONYaHWD -
MapameTpbl KnoYesoro obMeHa l
:I'CICT P 34.10-2001, napaMeTpel 00MEHE MO YMOMHEHMHD -

[ QK ] [ OTMeHa [pMeHTE

|

PucyHok 14. BHewHuin Bng nanenn "AnroputMbl”

Mo ymonyaHuto B naHenu "AnropmTtmbl" onpegeneHbl HAaCTPOMKK:

e[lpoBaligep No ymMonyaHuio ana reHepaummn knoden (Tpebyetca nepesanyck)
eTVN NpoBakaepa AN HAaCTPOMKN NapaMeTpoB.

Mo ymonuaHuto B naHenwn "AnropuTMmbl" onpeaeneH cnepywwmin Habop napamMeTpos,
KOTOpble MOXXHO HacTpaMBaTb B 3aBMCMMOCTU OT BbIGpaHHOIro Tuna nposanaepa:

erlapaMeTpbl anropmMtMa xawunpoBaHus: NOCT P 34.11-94 (napaMeTpbl MO YMOJYaHULIO
ans nposangepa NOCT P 34.10-2001), FOCT P 34.11-2012 (256) (napamMeTpbl N0 YMOYaHUIO
ansa nposangepa NOCT P 34.10-2012, 256 6ut) n TOCT P 34.11-2012 (512) (napameTpsbl Mo
yMonuaHuto ansa nposangepa NOCT P 34.10-2012, 512 6uT);

enapamMeTpbl anroputma wngposaHus: NOCT 28147-89 (napaMeTpbl N0 YMONYaHUIO ANd
nposanaepa NOCT P 34.10-2001) v TK26 Z (napameTpbl No yMon4aHuio ansa nposangepa NOCT
P 34.10-2012);

erlapaMeTpbl anropmMTMa BbipaboTKM 1 NMpoBepKK aaeKTpoHHon nognmcn: TOCT P 34.10-
2001 (napameTpbl No ymon4yaHuio ang nposangepos NOCT P 34.10-2001 v TOCT P 34.10-2012,
256 6uT) 1 TOCT P 34.10-2012 (512) (napameTpbl No ymon4yaHuio ansa nposangepa NOCT P
34.10-2012, 512 6uT);

eriapameTpbl anroputMa Aunddu-XennmaHa: FOCT P 34.10-2001 (napameTpbl 06MeHa Mo
yMmon4yaHuio ansa nposangepos NOCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) n FOCT P
34.10-2012 (512) (napameTpbl No ymMon4yanuto ansa nposangepa NOCT P 34.10-2012, 512 6uT).

NaHenb no3BONSIET 3a4aTb MpoBakaep MO yMonyaHuiw ana paboTbl Ha BKIaAKe
"XpaHununwa knwouyen u  ceptudukatos" (nocne coxpaHeHuMs UM3MeHeHus noTpebyetcs
nepesanyck naHesnun, 4tobbl 3adMKCUMpPOBaTb M3MEHEHUS Ha BKNaake "XpaHunuwia KIuyen u
cepTndmkaToB"), a TakxXe yCcTaHaBAMBaTb cneayowme napaMeTpbl:

enapamMeTpbl anropmutma xawmposaHusa: FOCT P 34.11-94 (napaMeTpbl NO YMOJIYAHMUIO
ansa nposanagepa NOCT P 34.10-2001), FOCT P 34.11-2012 (256) (napaMeTpbl N0 YMOYaHUIO
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ana nposangepa NOCT P 34.10-2012, 256 6uT) n rOCT P 34.11-2012 (512) (napameTpsbl no
yMon4daHuto gns nposangepa NOCT P 34.10-2012, 512 6uT);

erapameTpbl anroputMa wndposaHusa: NOCT 28147-89 (napaMeTpbl MO yMOAYaHUIO AN
nposangepa NOCT P 34.10-2001) n TK26 Z (napaMeTpbl Mo ymMon4daHuo ans nposangepa MOCT
P 34.10-2012), a Takxe napameTpsbl wndposaHusa 1, napameTpsbl wWndpoBaHus 2, napameTpsbl
wndposaHua 3, napametpbl Ockap 1.1, napametpbl Ockap 1.0, napametpbl PUK1, TK26 2,
TK26 1, TK26 3, TK26 4, TK26 5, TK26 6;

erlapaMeTpbl anropmTtMa BbipaboTKM 1 NMpoBepKn aaeKTpoHHon nognmcn: TOCT P 34.10-
2001 (napameTpbl No ymMmon4yaHuio ang nposangepos NOCT P 34.10-2001 w TOCT P 34.10-2012,
256 6uT) 1 TOCT P 34.10-2012 (512) (napameTpbl No ymon4yaHuio aAnsa nposangepa NOCT P
34.10-2012, 512 6uT) , a Takxke napameTpbl Ockap 2.x, napameTpbl noanucu 1 ans
nposangepos NOCT P 34.10-2001 n NOCT P 34.10-2012 (256) un napameTpbl TK26 2 ans
nposangepa NOCT P 34.10-2012 (512);

enapameTpbl anroputMa Anddu-Xennmana - FOCT P 34.10-2001 (napameTpbl obMeHa no
yMosndaHuio, napameTpbl o6MeHa 1 ansg nposangepos NOCT P 34.10-2001 n TOCT P 34.10-
2012, 256 6uT) 1 n napameTtpbl TK26 2 ana nposanaepa NOCT P 34.10-2012 (512).

4.4.3aknagka "O6opyaosaHue"
r|i:| Hacrpo#xm Kpuntelpo JCP? ﬁi

S ey

| Oxpymerme | _ XpaMMAMLA KAOYel u cepTudmMkaTos
Ofuwme i AnNropuTMBl J OBopyaosaHue LdononHKMTensHD

MyTe K ¥xpaHumiwy Eloppy

e

MyTe K ¥xpadunawy HDImage

&fuser.home}Local Settings\Application Data'Crypto Pro

[ 164 | [ OTMeHa MpuresuTE

PucyHok 15. BHewHun Bug 3aknagku "O6opynosaHune"

3aknagka COCTOUT U3 ABYX MNONENn:

¢'MyTb K XpaHunuwy Floppy" - aTo none npeaHasHayeHo AN onpeaeneHus nyTm K
AVCKOoBOAY;

¢'lMyTb K XpaHunuwy HDImage" - aTo none npeaHasHayeHo ANnsa onpeaeneHus nyTm K
XKECTKOMY AUCKY.

Mo yMon4aHuio B NaHenu yCTaHoBEHbI ciegyowme nyTm K HOCUTeNsMm:

o[ina Windows-nnatdopm:
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onyTb K agnuckosoay - "A:\";

oMyTb K XecTkoMy ancky - "${user.home}\Local Settings\Application Data\Crypto Pro";
o[ins Unix-nnatdopm:

oNyTb K Auckosoay - "/var/cprocsp/mnt/0";

oMyTb K XeCcTKoMy aAncky - "/var/cprocsp/keys/${user.name}";

Mpeanonaraercs, YTO CUCTEMHblE HACTPOMKKN ${...} yCTaHOBNEHbI TaKXXe B 3HA4YEeHMS MO
yMoOn4yaHuio, T.e. 3HadeHune ${user.name} - eCTb WMSA TeKyllero nonb3oBatens, a $
{user.home} yctaHoBneHo B aupekTopuio "Documents and Settings\${user.name}". Cneayet
06paTnTb BHMMaHWE Ha TO, YTO MpPU U3MEHEHMM TEKYLUMX HACTPOeK KpunTonpoBanjepa, HOBblE
nyTU K HOCUTENSAM MOTYT COAEepXKaTb sitobble 4ONYCTUMbIE CUCTEMHbIE HAcTponku Buaa "$4...}".
CnepnyeTt yuymTbiBaTb, YTO 3HAYeHMEe MEPEMEHHON MOXET ObITb M3MEHEHO Npu 3anycke Java-
MaLUWHBbI.

4.5.3aknagka "[ononHnTenbHo"

3aknagka "[ononHuTenbHo" npepHasHadeHa Ans Bblbopa napameTpoB 6e30MacHOCTU
npu paboTte c kpuntonposangepomMm «Kpuntolpo JCP» Bepcusa 2.0.

| =] Hactpoikn Kpuntolpo JCP — O ot
XPEHWMMLWLE KNKHER 1M CEpTHMDMKETOS Cepsep JTLS HacTpoliki TLS
Obwme ANropHUTHbI ObopyaoBaHKe AononHUTensHo OKpYHEHWE

My T Unix Mutex anA nonbsoBaTenA

S{ava.io. tmpdir}\s{user.name}

MpoEEpATE CPOK ASACTEMA SAKPEITOrD KIKDYS
|:| He oTobpa#aTe npeaynpesneHua off Mononb3osaHy Knodel MOCT P 34, 10-2001

BHNMMYHMTE YOANEHHBIR KOHTDOMNE MONONE30BaHUA KNHYeR

CKpHNT ANA CMeHBI NPAE Ha NanKky KNKOYER NONE30EaTENA

Bpema ocxiaaHKA EEoAa, CeK 10 =
HMma Bepoma Chopka MyTe

C:\Program Files\Javaljre... (0.0 0.0.0 asnlrt.jar ~
C:'Program Files\Javaljre... |2.0 nikolaew ASM1P.jar

C:\Program Files\Javaljre... (0.0 0.0.0 forms_rt.jar

C:\Program Files\Javaljre... |2.0 nikolaew JCP.jar

C:'Program Files\Javaljre... |2.0 nikolaew JCPinst.jar

C:\Program Files\Javaljre... |2.0 nikolaew JCPReqguest.jar

C:\Program Files\Javaljre... |2.0 nikolaew JCPxml.jar

C:'Program Files\Javaljre... |2.0 nikolaew JCryptoP.jar

C:\Program Files\Javaljre... |2.0 nikolaew cpS5SL.jar

C:\Program Files\Javaljre... |2.0 nikolaew ¥MLDSigR.I.jar

C:'Program Files\Javaljre... |2.0 nikolaew AdES-core. jar

C:\Program Files\Javaljre... |2.0 nikolaew CAdES.jar

C:\Program Files\Javaljre... |2.0 nikolaew ¥AdES.jar

C:'Program Files\Javaljre... |2.0 nikolaew JCPRevCheck.jar o

Ok OTMeHa MNpUMEHUTE

PucyHok 16. BHewHni Bua 3aknagku "JononHutenbHo"

3aknagka cocTouT U3 cnegyroumnx KOMNOHEHTOB:!

¢'MyTb Unix Mutex ans nonb3oBaTtenen" - 3To Nose npeaHasHauyeHOo A9 OnpeaesieHuns
nytm K ¢annaMm, WCNoJb3yeMbIX AN CUHXPOHM3aumm paboTbl C 06WMMM pecypcamu
nonb3oBatensmMm kpunrtonpoBanaepa «Kpuntollpo JCP» Bepcus 2.0, a Takxe pAans
CUHXpOHM3aUMM Mexay kpuntonposangepamn «Kpuntollpo JCP» Bepcma 2.0 v Kpuntollpo
CSP);

29



XKTAN.00091-01 91 01. KpunrolIpo JCP. MHCTpyKIHs 10 HCIOIB30BAHUIO

o'[lpoBepsaTb CPOK AENCTBMSA 3aKpbITOro KAw4da" - 3TO noae  npeaHasHayeHo Aans
onpeaeneHns Heob6xoAMMOCTU NMPOBEPKN CPOKa AENCTBUS AOIrOBPEMEHHbIX 3aKPbITbIX K/OYEN.

¢"He oTob6bpaxaTb npeaynpexaeHns o6 mcnonb3oBaHum knwoden NOCT P 34.10-2001" -
3TO nofie npefHasHa4dyeHo ANns onpeaeneHns Heob6xoaMMocTn oTobpaxeHus npeaynpexaeHunii o
HEBO3MOXHOCTM MCnonb3oBaHua knwudenn NOCT P 34.10-2001 ana BbIpaboTKU 31EKTPOHHOWM
noanucu nocne 31.12.2018 roaa.

¢"YCUNEHHbIN KOHTPO/SIb WCMOSIb30BaHMsA KA4yen" — 3TO none npegHasHadyeHo Ans
BKJIIOYEHNS pexunMa YCUIEHHORO KOHTPOJIS MUCMOJIb30BaHUs Kno4del. Pexxum posmkeH 6biTb B
ob6sizaTenlbHOM nopsakKke BKJIOUEH nocne umHcrtamnauum CK3U. Ucnonb3oBaHne CK3U
NPy BbIKJIIOYEHHOM peXXMMe pa3pelleHO UCKJTIOYUTENIbHO B TECTOBbIX LiensX.

¢CKpUNT AN CMeHbl NpaB Ha ManKy K4der nonb3oBaTens - 3TO nofne npegHasHayeHo
ONna onpeaeneHns MMeHU CKpunTa, obecneymBatoLero Nosib30BaTeIe KOHKPETHBIMU NpaBaMMu.
HeobxoammocTb gaHHOro ckpunta obycnaeBnimBaeTcsa TeM, 4YTO  CO34aHHble  OAHWUM
Nnonb3oBaTeNeM 3aKpbiTble KAUM M KoUK DM MoryT 6biTb OOCTYMHbI A9 YTEeHUS ApPYruMm
nonb3oBatensMm (a 3HauuMT, W 4N KomnmupoBaHusl). Beuay TpeboBaHu 6HeszonacHOCTU
aAMWUHUCTPATOp NpM MoMoWM cKpunta o0653aH 3anpeTuTb AOCTYN BCeX Mosb3oBaTenem K
KJIl04aM 3/1IEKTPOHHOM MOAMWMCKM M 3aKpbITbIM Ko4yaM obmeHa AaHHOro nosb3oBatens. [pu
YKazaHnMn MMEeHWU CKpunta OorpaHUyeHumda npaB, K HEMY aBTOMaAaTU4YECKU ,qo6aan:|eTcs:| nyTb K
KJ1tl04aM 3/IEKTPOHHOM MOAMMUCU M 3aKPbITbIM K/touaM obMeHa AaHHOro nonb3oBaTtens.

eBpeMs oxmnaaHus BBoAa, B CEK - O3HAYAET Nepuos oTobpaxeHns okHa C yBeAOM/IEHNEM
O YTEHUN CEKPETHOM MHMOPMaALMKN C KOUYEBOrO HOCUTENSA B cnydyae obpalleHus nporpaMMbl K
3aKpbITOMY KJtody c 6utom "user protected". o yMonuyaHMIO OKHO OTO6pa)aeTcs MnoBepX
APYrnx OKOH B TeyeHume 10 MUHYT, HO MOXET 6biTb 3aKpbITO Mosib3oBaTeneM. o ncreyeHme
yKa3aHHOro rnepuojia OHO 3aKpoeTcs.

eBepcuu dannos nposangepa

Mo yMOn4aHWIO ANa KaxXaoro us nonem onpeaeneHbl cneayrowme sHa4yeHns:

¢'lMyTb Unix Mutex gnsa nonb3osatenen”:

oansa Windows-nnatdopm - "${java.io.tmpdir}\${user.name}";
oansa Unix-nnatdopm - "/var/cprocsp/tmp";

o'[MpoBepsTb OTKPbITbIA KAKOY" - YCTAHOBJIEHO;

¢"CKpUNT AN5 CMEeHbl NMpaB Ha nanky Kal4ven nonb3osatens”

opgna Windows-nnatdopM - CKPUNT OTCYTCTBYET, MOCKOJIbKY MO YMOJIYAHUIO MNyTeEM K
3aKpbITbiM KAo4YaM obMeHa UM K/4aM 3NEeKTPOHHOM noAnucu nofb3oBatens sasnsdetrca "$
{user.home}\Local Settings\Application Data\Crypto Pro", rae ${user.name} - nmsa Tekywero
nonb3oBatens, a ${user.home} ycraHoBneHo B aumpekToputo "Documents and Settings\$
{user.name}". Mpu Takom HacTpoike ${user.home}, nwbas nognanka 3TON ANPEKTOPUMN
OrpaHMYMBaET NMpasBa NoJsib30BaTENIEN HYXHbIM 06pa3oM. ECnum e nyTb K HOCUTENO N3MEHSETCS
TakuM o6pasoM, 4YTO MpPOMCXOAMT BbIXO4 3@ paMKW 3TOM AumpekTopun, nmbo npous3BoAUTCSH
nepeonpeneneHue ${user.home} B oTimnuHyto oT "Documents and Settings\${user.name}"
(roe ${user.name} - nMsa TekyLlero nosb3oBaTens) AUPEKTOPUIO, TO B 3TOM CNyyae B HOBOW
OVPEKTOpUKM He rapaHTupyetcsa obecneyeHne Heob6xoAuMbIX NpaB Nosib3oBaTensd. MNo3aTomy npwu
TakOM W3MEHEeHMW MNyTU K HOCUTEeNsM B AaHHOM nofne HeobxoaMMO yKasaTb MM CKpunTta
OorpaHu4yeHus npas;

oansa Unix-nnatdopm - "chmod a-rwx,u+rwx".

4.6.3aknaaka "OkpyxeHune" (naHenb "KoHTpoNb LenoctHocTn')

MNaHenb "KOHTPONb LENOCTHOCTU" npeaHasHayeHa ANs KOHTPOSs LEenoCTHOCTU ¢annos
OC cpeactBamn «Kpuntollpo IJCP» Bepcusa 2.0. [MaHenb onepupyeTr "XpaHuauwamm"
KOHTPOJIbHbIX CYMM, C €€ NMOMOLLbI0 MOXHO:

¢06aBNATb B XpaHuanwe dannbl, CTaBss UX TakuMm o06pa3oM Ha KOHTPOJIb;

epPACCUMNTLIBATb AJI HUX KOHTPOJIbHbIE CYMMbI (X3LK);

e[MPOBEPSTb X3LUK;
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eyansaTb paisibl U3 XpPaHUIMLLA, CHUMAs UX C KOHTPONS.

KpoMe TOro, MOXHO Bbl6MpaTb XpaHW/ULLIE, MO KOTOPOMY 6yAeT OCYLIECTBAATLCS
KOHTpO/ib.

il 2 b |
| £ Hactpoikm Kpuntollpo JCP l = | =] |ﬂ;7m o ]
| QbwHe i ANropUTME! E DbopyaoBaHie i OononHK{TENEHD
CHpyHEHE | XPEHUAWLLE KAKOYER W cepTHHWKATOR

KoHTponb UENOCTHOCTH

¥paHUMMLLE NELWeR
(@) CUCTEMHDE XPaHMIHILE

7 DERN0E0E XPAHUMMLLE

OobaenTh

¥YaanuTh

[Mepecqy

poEepuTE

[ oK ] [ OTmMeHa ] (MEHHTE

PucyHok 17. BHewHui Bng nanenn "KoHTponb uenoctHoctn"

MaHenb COCTOUT M3 OKHa, B KOTOPOM OTO6paxaltTCs KOHTponupyemble dainnbl, NaHenn
"XpaHunuuwe xawen", n kHonok "Mposeputb”, "MepecuntaT", "Oobasuth", "Yaanute".

MaHenb "XpaHwunuuwe Xxswen" coCTOUT, B CBOK ouyepelb, U3 MepeksovaTens mexay
CUCTEMHbIM M (alI0BbIM XpPaHUANLLAMN.

4.6.1.Tunbl XpaHuiuia

Xawwu dainoB MOryT XpaHUTbCS B CUCTEMHbIX HacTponkax (CMCTEMHOE XpaHuauLLE), Uan
B panne (dannoBoe xpaHunuuie). B cnyyae XpaHeHUss UX B CUCTEMHbIX HacTPOMKaxX He HyXeH
HMKaKOM OOMNONTHUTENbHbIN BbIGOp, cucrema aBTOMATU4eCKH onpepenser nx
MecTopacnosoXxeHune. B cnydyae xpaHeHus Xxawen B dainne, cnegyert onpeaenntb XpaHuauile,
yKaszaB uMsa ¢danna, B KOTOpoM byaeT opraHm3oBaHO XpaHwunuwe. dann xpaHuauwa LOSKeEH
MMeTb pacwupeHne "cpv". Ero MOXHO 3agaTb, MEpPEK/JYMBLWINCE B pexunm danna B naHenm
"XpaHununuwe xawen", n Beeas ero uMs B CTpoke BBoZa, Wian BbibpaB ero B pacKpbiBatoweMCcs
¢darnosoM MeHw. Ecnu pacwmpeHue BbiIGpaHHOrO N BHOBb Co3aaBaeMoro gainna He "cpv", To
OHO 6ypeT 3aMeHeHOo Ha "cpv". Ecnn dann naHavyanbHO He sBnsdeTcs danaom XpaHuauiwa, To OH
6yAeT OTKPbIT Kak MyCcToe XpaHunuuie (Kak XpaHunuuie, y KOTOpPoro He cownacb KOHTPO/ibHas
CyMMa), HO Mpu HaxaTum KHonku "TpuMeHuTb", ecnu O6bin Kakue-TO Wu3MeHeHus, bypert
nepesanucaH, W BCe MpexHue AaHHble B HeM O6yayT yTepsiHbl. BHOBb co3gaBaembin dainn
OTKPbIBAETCS KaK NyCcToe XpaHuniuuie.

4.6.2.PaboTta c XxpaHnnuLemM

Jlioboe XxpaHunuuwe - cnucok ¢annoB C UX KOHTPOJSIbHBIMKM CyMMaMu, B CBOKO o4depenb
KOHTPONMPYEMbIN. DTO O3Ha4vaeT, 4yTo nboe XxpaHunuwe MoxeT (opMasbHO HaxoaAuTbCs B
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OAHOM K3 Tpex COCTOSAHMI: "He cywecTBoBaTb", "CyllecTBOBaTb, HO ObiTb MCMOPYEHHLIM", ©
"cywectBoBaTtb M ObiTb MCMpaBHbIM". OTKpPbITUE XpaHWUAULLA MPOUCXOAUT MPU CTapTe NaHenu
WIN MpU CMeHe XpaHunuuwia BHYTPM KOHTPONbHON naHenn. Ecnu XpaHunauuwe, KoTopoe B
HaCcToALWMN MOMEHT BblbpaHO, He CyLlecTBYeT, TO B HEero MOXHO TONbKO A06aBnsATb dainbl
(cOOTBETCTBEHHO, CHauana AOCTynHa Tonbko KHonka "[dobaeutb"). [lMocne TOro, Kak B
HecyLwecTBylowee xpaHunuwe gobasneH xoTa 6bl oanH akin, TakKe CTaHOBATCS AOCTYMHbIMU
kKHonku "lMepecuuTtath", "MpoBeputb", "Ypanutb". Bce OHWM BbINOMHAKT AUWb BUPTYalbHbIE
onepauunn, n pesynbTtaT AENCTBUA He coxpaHsdeTcs. OgHako ecnn nocne NbbiX M3MEHEHUN
COXpPaHUTb XpaHunuue, TO OyaeT BbINOJIHEHA CTaHAapTHas MpoBepka Ha BO3MOXHOCTb
COXpaHeHusl, 1, B Cny4yae ycnexa, XpaHunuuwe 6yaeTt coxpaHeHo, a B NPOTMBHOM ciiyvyae 6yaeTt
Bbl4aHO coobuweHne 06 owmnbke. ECnn XxpaHuauwe CylwecTByeT W MoBpexaeHo, To byaer
BblAAHO coobuleHne 06 owunbke, U xpaHunuwe 6yaeT OTKPLITO KakK HecyllecTsylowee. Ecnu
XPaHUAMLLE NCNPaBHO, TO NPX €ro OTKPbITUM NPOU30NAET CYUTbIBaHME CnMcKa (ansos.

Bce onepaumun c daninamnm B xpaHunuwe 6bydepusyoTca. DTO 3HAYUT, 4YTO MOKa He
HaxaTa KHonka "lMpuMeHuTb", XpaHunuwe wn3MeHeHo He 6OyaeT. [pu HaxaTuUM KHOMKM
"MpuMeHUTL" UKCUpyeTCcs TeKyllee COCTOSIHME TeKYyLLero OoTKpbITOro xpaHunanwa. CocTosiHue
NOO6bIX APYrnX XpaHUAUL, B TOM YMCNE N OTKPbITbIX paHblle, HE COXpaHsaeTcs.

eCocTtosiHMe haiina B xpaHuauiuye

dain B OTKPbITOM XpaHUIULLE MOXET 6bITb B OAHOM U3 YeTbIpeX COCTOSAHUIA:

@ - He npoBepscs

] - NPOBEPEH, X3 CXOAUTCS

€3 - NPOBEPSJICA, X3l HE CXOAUTCS
[#] - MOBPEXAEH WM yaaneH

daiinbl COXPaHSITCS B XpaHWMLLE TOJIbKO B TOM C/lydae, eCciiM BCE OHW HaxoasTcs B
coctosaHun "lMpoBepeH, Xaw cxoantca".

Mpn OTKPbITUM MUCNPABHOIO XpaHWNMLLA U3 HEro YMTAKTCH BCE COAEpPXALLMECH B HEM
dannbl. Bce oHM aBTOMaTMUeCcKM nepexoasaT B cocTtosHme "He nposepsnca". lMocne
OTKPbITUS XpaHunuwa c daisaMmm pasyMHO BbIMOSHUTbL MPOBEPKY LENOCTHOCTU ANns
BCero cnucka gannos.

e[lo6aBneHue cdainos

Mpu HaxaTtun kHonkm "JobaBuTb" B pacKpbIBLUEMCS AManore BbibpaTb HyXHble dalinbl,
N OHM byayT pobaBneHbl B TeKywee XpaHunuuwe. M3HayanbHO OKHO OTKPbLIBAETCS B
JOMalLHEeM KaTasore nonb30oBaTens, HO Moc/le YCNewHOro COXpaHeHus HacTpoek B
KoHTponbHOM MNaHenu coxpaHsieTcs nocneHuin Kkatanor, u3 Kkotoporo 6panuce dainsl, u
B C/egyloLwWwmnin pa3 gmanor oTKpoeTcs B 3TOM KaTanore. ®annbl Moryt 6biTb Ao6aBneHbl
Nno OAHOMY WU CMUCKOM.
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| | Hactpoikm Kpuntollpo JICP & Elﬂw

R v, g

| Ofwpme | ANropUTHbl i ObopyaosaHue i JdonoaHuTEREHD
i -
OrpyHEeHHe i ¥paHUNMLLE HKIKDYEN 1M CEPTMRMKETOE

KoHTponb WeNOCTHOCTH

@ Citempi L bt XpaHUIMLLE KeLLei
P Citempldi2. et Wl
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PucyHok 18. MNaHenb "KoHTponb uenoctHoctn". JobasneHne daiinos
eBbluMcneHue xaLwen

BoiaenuTtb dainbl, nexawme B XpaHunauuie n oTobpaKkeHHble B OKHe. HaxxaTb KHOMKY
"MepecuntaTb". Xawun Ang Bcex BblAeneHHbix dannoB 6yayT nepecumTaHbl. Ecnu He
BblAeNEeH HW oauH hainn, xawn BbyayT nepecuymTaHbl ANna BCex (anaoB B XpaHUAuLLe.
Mocne BbiBOAA Co0bLIEHMS 06 ycnewHoM nepecyeTe xawen Bce dannbl, AN KOTOPbIX
Xawm 6bIIM NoACUYUMTaAHbI 3aHOBO, WU3MEHSIT CBOE COCTOsiHME Ha " [lpoBepeH, x3uW
cxoamTesa .

e[lpoBepka LIesIOCTHOCTH

Boiaenutb dainbl, nexawme B XpaHUIuUWE M OTO6paXKeHHble B OKHEe. HaxaTb KHOMKY
"MpoBeputb". ByayT npoBepeHbl BCe BblaeseHHble dannbl, a ecin He 6bin BblAeNeH HU
oAunH, 6yayT npoBepeHbl BCce dalisibl, HAXOASALWMNECS B XpaHuauLe.
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PucyHok 19. NaHenb "KoHTponb uenoctHoctn". HapylweHne LenocTHOCTU (ainsios
eYpaneHue ¢ainnos

Bblaenutb dainbl, nexawme B XpaHUIUWE M OTOBpaXKeHHble B OKHEe. HaxxaTb KHOMKY
"Yoanntb". BoigeneHHble dannbl 6yayT yaaneHbl U3 XpaHunuuia.

eCoxpaHeHUe COCTOSAHUSA

CoxpaHeHMe COoCTOsiHME naHenu (COXpaHeHMEe XpaHWauLia, U COXPaHEeHUs TeKyLuero
XpaHUAMLWA, NPU HaANYNMU U3MEHEHUN) MPOUCXOANT MPU HaXaTUKU KHOMKKW "TpuMeHnTb"
nnu kHonku "OK". B nwboM ApyroM cryyae COXpaHeHUs COCTOSHMSA MaHenu He
nponcxoamt. WCKOUYeHMEe COCTaBASAOT TEKylMe KaTanoru ans aumanoros agobaeneHus
dannoB B XpaHuauwie n BblbOpa XpaHuAMLLA, KOTOPble COXPaHAKTCS MOCAe KaXaoro
3aKpbITUS COOTBETCTBYHOLLEro Ananora.

4.6.3.MpaBa Ha paboTbl ¢ NnaHenbto "KoHTponb LenocTHocTn"

YCTaHOBKM MaHenn, Takue Kak TeKkyuwue KaTasnorm ans pobaBnseMmbiX B XpaHuauwe
dannos u ansa pannoBbiX XpaHWINLL, COXPaHSAKOTCSA B HAaCTpoMKax nosb3oBaTens. BoibpaHHoe B
HaCTOFIU.LVIVI MOMEHT Ha AaHHOM KOMMNbOTEPE XpaHUIUWeE OMUCaHO B CUCTEMHbIX HaCTPOVIKaX.
MpounTaTb BblbpaHHOE XpaHuauLLe MOXET MNoJsib30BaTesib, KOTOPOMY CUCTEMHble HaCTPOWNKMK
OOCTYMHbI  Ans JteHus. W3MeHuTb BbIGOP XpaHWMWa MOXeT Mnosib30BaTeslb, KOTOPOMY
CUCTEMHble HACTPOWKM AOCTYNHbl Ansa 3anucu. Ecnnm nonb3oBatenbs He MoOXeT 3a4aTb
XpaHunuLLe, COOTBETCTBYHOLWMNI Nepek/toyaTesb NorawleH.

Y nwboro XpaHUna TaKXe e€eCTb npaBa Ha 4TeHune Wn 3annCb Anda KaXaoro
nonb3oBatens. OHM coBnagaltoT C MpaBaMu MoJsib3oBaTens Ans danna XxpaHunuwa, umnm ans
CUCTEMHbIX HACTPOEK, €C/IN B KayecTBe XpaHunuuwa BbibpaHbl oHW. Co34aB XpaHMAULWLE U3-M04
OAHOro Nosib30BaTeNs, CneayeT TakXe YyCTaHOBUTb BO3MOXHOCTb YTEHUS 3TOro XpaHunuwa ans
BCEX APYrMX NOsb30BaTesie, KTO MOXeT paboTaTb C KOHTPO/bHOM NaHesbto.

B cnydae, ecnn nonb3oBaTeNnb He MOXET HM NucaTb B Tekyllee (cylecTBylouee)
XPaHWAULLE, HM 4UYMTaTb M3 Hero, noraweHbl KHonku "Job6asutb", "Yganutb", "lposeputb"”,
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"MepecuntaTth” (TO Xe, ecnu TeKyWUM O0Ka3anoCb HecyllecTByolwee xpaHunuuwe). Ecnm
nonb3oBaTenb WMeeT nMpaBa Ha uYTeHWMe XpaHwauwa, noraweHbl BCE€ KHOMKW, KpoMme
"MpoBepuTb". ECNn nonb3oBaTesb MMEET NpaBa Ha 3anucb B XpaHWIULLE, BCE YeTblpe KHOMKMU
OOCTYIHbI.

4.6.4.HavanbHble YCTaHOBKMU

MN3HayanbHO yCTAHOBAEHO XPaHW/IMLLE B CUCTEMHbIX HAaCTpPOMKax, CNUCOK (aisioB B HEM
nyct. Mpu oTKpbITMK (hannoBoro avasnora Ans Bbibopa HOBOro XpaHunuuwa uan gnsa gobaeneHus
¢dalrnoB, OHM OTKPOIOTCA B AOMALLHEM KaTasniore nonb3oBaTens.

Mpn OTKPbITUM paHee YyxXe WCNOoAb30BaHHOW naHenu, OyaeT BbIBeAEHO MocnegHee
YCTaHOBNEHHOE XpaHuauwe, U B OKHe annoB 6yayT oTobpa)keHbl BCe coaepkalimecss B
XpaHunuuwe gannbl co 3HakoM "He nposepsancs”.

4.7.3aknagka "XpaHunuua Kiodven n ceptnpmkaTos”

MaHenb "XpaHunuiwa kw4Yen K cepTudukaToB" npeaHasHayeHa Ans nNpocMoTpa
XPaHWINLL, KIIOYEN, YCTAHOB/IEHHbLIX B CUCTEME, MPOCMOTPa W ynpasBleHWs KOHTelHepamu B
XpaHunuwax.

C NoMOLLbIO NaHeNn MOXHO:

eKOMMPOBAThb, MPOCMaTPMBaTb, CO3A4aBaTh N YAANATb KOHTEMHEDLI B XpaHUNULLE;
eKOMMPOBATb M NPOCMaTpPUBaTb CEPTUdMKATbI B XpaHUIMLWAX U B KOHTENHEpaX,

nobaensATb ceptTuduKkaTtol U3 HansioB U KOHTEMHEPOB B XpaHMMWe cepTUdUKaATOB 1 yaansaTb UX
N3 Hero;

*/IBMEHATb MAapo/N Ha XpaHUInwax un KOHTeﬁHean.

r© Sohes Tl
| &| Hactpoikm Kpuntollpa JCP l o=l |%]
Obuwe | ANrODMTMEL | R Ofiopvaosanme | B HononHuTensHD i
OKpyHREHME XPEHUMMLLE KNOYER W CepTUdMKSTOE

BHMIMLLE KOHTERHEDOR. Hauano | : i . i E L] ]
+I-{_7 HDImageStore

L'Ei--é' FloppyStore [epeBo cnesa CoOCTOMT M3 XPaHMIMLL,
KOHTENHEPOE, KMOYEN M CEPTURMKETOE.
BrifiepiTe ero sneMeHT, YyTobbl NONy4MTE
CNMCOK, BOZMOMHEIX OEACTEMA.

g XpaHUnULE cepTUhKaToR

DAHOBUTL ]

[ Ok | [ OTMeHa J OpMeHTE

PucyHok 20. BHewHW Bna naHenun "XpaHunuuwa kntoden n ceptudmkartos”

[MaHenb COCTOUT M3 OKHa NPOCMOTpa AepeBa XpaHunuuy KOHTEVIHepOB, OKHa npocMoTpa
AepeBa XpaHunuiy CepTVI(bMKaTOB, KHOMOK ynpaBneHna XpaHunianwaMn M KHOMOK ynpaB/eHUA
obbekTamMun B XpaHunuiax.
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4.7.1.PaboTa c XpaHunuwamm

Mpn OTKPbITUM NaHenn AepeBO XPaHWIULW, U KOHTEMHEPOB HAaXOAUTCA B CBEPHYTOM
COCTOSIHMW, NOKa3aHbl TO/IbKO XpaHWUNULLA, YCTAHOBJIEHHbIE B cUCTeMe. [JBOMHOM LWEeNYOK MbILK
nnn Haxxatue "Beoa" Ha NtoboM MX XpaHMAULL NPONHULMANMN3NPYET MOMbITKY OTKPbITUS AAHHOTO
XpaHunuvuwa. B 3ToM cnydae:

e€CNM BblIOpaHO XpaHUINLLE KOHTEMHEPOB, HA KOTOPOM HE MOXET 6bITb YCTAHOBJIEH
naponb, XxpaHunuuie 6yaeTt oTKpbITO;

eeC/n BblIbpaHO XpaHunuwe ceptTudmrKaToB NOSBUTCA OKHO BBOAA Maposs Ans
XpaHunumuia.

Ecnn BO BpeMsa OTKpbITUS XpaHunuwa npousowna owubka, coobuieHne o Hel bypeTt
BblAAHO Ha 3KpaH.

Mpu ycTaHoBKe Kypcopa Ha Ntoboin aneMeHT AepeBa, aBTOMAaTUYECKM Nepektovatowmnecs
3aKnadku crnpaBa, MOKaXeT 3akfajKy C COOTBETCTBYIOLWMMW KHOMKAMW ANA  BbIMOJIHEHMUS
onepaunn Hag AaHHbIM 06bEKTOM.

F i i
| £| Hacrpoitkw Kpuntollpo JCP l = | (=] |%]
Obuwe | ANCoDATMBL | R QbopyvAoEaHME | EERERRE fononHMTensHo i
OKpyoREHIE | ¥PEHUMWLLE KAKOYER W CepTHDWKETOR
;g !{paHEﬁHEpDB ]': | CUMTEIBETEND Er=rc ! l p |
EEE] - Dimag=stor- (N | e |
[+ FloppyStore Cnepauyy C KoHTERHEPEMI
MOMHO CO303BaTh KNKIYEBkRIE
KOHTEMHEDEI M 38MPOCk! HE CEPTHDMKET
CozaaTte
% XpEHUNWLLE CepTUhMKETOR
OAHOBUTE |
11
[ oK | [ OTMeHa J MmaMeHTE

PucyHok 21. MaHenb "XpaHunuuwa kntoden n ceptudumkaToB". Boibop XpaHuaua KOHTEANHEPOB

B xpaHunuwe B obuweMm c/iydae XpaHATCA annacbl - KOHTeWHepbl (B XpaHuauwax
KOHTelrHepoB) nubo ceptudmkaTtel (B xpaHunuwax ceptudukatos). Coaepxumoe nwboro
KOHTEMNHEPa MOXHO MPOCMOTPETb, C MOMOLbI ABOMHOINO K/MKa MbIiWK M HaxaTtmsa "Beoa" Ha
HeM. lNpn 3TOM pacKpoeTCcs OKHO BBOAa MNapons ANns KoHTenHepa. Ecnn BBeAeH npaBUIIbHbIN
naponb, KOHTenHep 6yaeT packpbiT U ero cogepxmmoe (Habop ceptudukaToB mn Knod) byaer
0TObBpaXkeHo Kak NUCTbs B AepeBe. Ecnm xe naponb HenpaBWibHbIA, MW NPOM30LIa Kakas-To
owmnbka uUTeHMs KoHTelHepa, ©OyaeT BbiBeAeH eAMHCTBEHHbIM nUCT: "KOHTelHep He
OoTKpbiBancsa".

Byab TO KOHTEMHEp UMK XpaHWWLLE, B C/lyYyae, ecnvM AN Hero BbiBeAeH NNUCT "... He
OTKpbIBasncs", nocse cxaonbiBaHUSA AepeBa B ero BETKE M MOBTOPHOrO ZIBOMHOIO K/MKa Ha
nucte 6yaeT npousBeaeHa ovepeaHas nonbiTka OTKPbITUS.
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YCnelwHo OTKPbITOE XpPaHWAULLE WM KOHTEWHEP He HaZlo OTKPbIBaTb 3aHOBO B Cly4yae
CXNONbIBAHUA BETKU AepeBa. Takxke M Mocne yCnewHO 3aBepLIeHHbIX onepaunii, Tpebyowmx
OTKPbITUS XpaHWAULA WM KOHTelHepa (M3MEeHeHMe naponsd, KOMMPOBaHME), 3aHOBO MX
OTKpPbIBATb HE HYXHO.

4.7.2.Co3paHne KoHTelrHepa. PaboTa ¢ KOHTeHepoM.

MNpwn ycTaHOBKe yKasaTensi Ha OAHO W3 XpaHWIULW, KOHTEWHEpOB AOCTYMHO AeicTBue
"Co3aaTb" KOHTElHep.

Obume i AnroouTMBl ) P _DbopvaosaHMe i _JonoaHWTensHD |
OKDYHEHHE | XPEHANKLLE KNIoYER W cepTUdMKETOoB
g XpaHunuwa KDHTEﬁHEpOEF |_ { CYMTRIBEATEND | _ .-'1 b |
oS 000 | |
'51£ FloppyStore CNepaLMK C KOHTeMHEpPaMIA

MorHD CO30aBaTE KNKDYEBRIE
KOHTERHEPE! W 38NPpOCkl Ha CepTHDMKET

§ CozaaTe ]
| £| NevepuposaHue kniouei m E
TEHEPMPOBAHME KNKOYel
AMA HOBOT O KOHTENHEPA WmA cybeekTa cepTHdmMKaTa
(key CN=key}O=CryptoPra,C=RL

: HazHaq4eHue CepTHUKETE
(77 Kooy nognMci Emitn

@ Kniod ofimena @) AYTEHTHDMKAELMA KIMEHTE

£ [T Napones i
i (71 AyTeHThduMkaLma cepeepa

I Coznate ] ’ OTmMeHa

I

.""..:q__-,\._:,_lv“n.".,.:.&&_.HW:.,_ b T e AL Lt el L ord R i e el Lt s oLt L L L Sttt et e K il s e R s .
PucyHok 22. MNaHenb "XpaHunuuwa kntoden n ceptudumkaTtoB". Co3gaHne KOHTENHEpa

[aHHasa peanusaums NO3BOMSIET MONYYUTb KKOY 3/IEKTPOHHON noanmcu mnm obmeHa ¢
camonoanuncaHHbiM cepTudukaTtoMm (ana ayTeHTUduUKauumm cepsepa wnm knmeHTta (Bblbop
cnpasa)). Takxe yKasblBalOTCA MMS HOBOrO KOHTelHepa u mMmsa cybbekTa ceptudumkarta. MNpu
COBMaAeHNM MMEHM CO30aBAaEMOro KOHTEMHEpa C MMEHEM YyXe CYLEeCTBYIOLWEro B XpaHuauwe
KOHTeNHepa b6yaeT BbiBeAeHO coobueHne o nepesanmcn unm otmeHe. Ky MOXHO COXPaHUTb
6e3 napons wau c naponem. [na cOXpaHeHUs KJw4da C naposaem Heobxoammo BbibpaTb dnar
"Maponb" 1 B COOTBETCTBYKOLLEE MOJSie BBECTM MNaposb. JOMNOSHUTENBHO MOXHO BbibpaTb TvN
nposargepa. MNpun Haxatmnm kKHonkwu "CospaTh" byaeT creHepupoBaH KoY M cepTudukaT, u
KOHTENHEpP C yKa3aHHbIM MMEHEM M naposieM bydeT 3anncaH B TeKyLlee XpaHUunLLE.

Ecnn cospaetca knioy obMmeHa, TO nepen co3faHMEM KOHTeilHepa ybeauTecb, u4TO
nposangep Crypto ycTtaHoBnAeH, T.K. AN AAHHOro cfay4das reHepaumu Kal4ya npomcxoauTt no
anroputmy Aunddun-XenmaHa (ka4 noaxoAnT Kak ans obMmeHa, Tak u ana noanucu). Ecnm
npoBanaep Crypto He ycTraHOBNeH, nosBuUTcs coobuweHue o6 owmnbke "Mposangep Crypto He
Hangen".

Mocne AaHHbIX onepau,vu7| NMnoABUTCA OKHO Auasiora COXpaHeHUA 3anpoca Ha cemechKaT.
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PucyHok 23. MNaHenb "XpaHunuwa knwden n ceptudukatos”. CoxpaHeHMe 3anpoca Ha
cepTudukaT nocse reHepaumm Kwo4a

CoxpaHeHHbI 3anpoc MOXXHO MCNOJb30BaTb A5 Noay4YeHnsa ceptudukaTa Ha YL.

MonyyeHHbIn Ha YU w©n coxpaHeHHbIn B dann cepTudukat MOXHO YIOXUTb B
COOTBETCTBYHOLLNIA KOHTEMHEP YCTAaHOBMB Ha HEM yKasaTenb WU HaxaB KHonky "dobaBuTb", B
NnosIBUBLUENCS 3aKjagke onepauni ana obbekTa KOHTeWHep). [pu BbINOSHEHUW AAHHOIO
OENCTBMSA OCYLLEeCTBNAETCS nepe3anncb ceptudukata B KOHTenHepe. B KOHTEMHEp MOXHO
Takke Aobaensatb Lenoyky ceptmudukartos (u3 danna *.p7b).
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PucyHok 24. MNaHenb "XpaHunnuwa kntoden n ceptudumkaTtoB". OTKpbITME KOHTENHEpPA

TakXxe CTaHOBSATCS AOCTYMHbI C/ieayolme onepaumm ¢ KOHTEMHEPOM:

eKOMMpPOBaHMe;

eyfaneHue;

el3MEHEHWE Napons;

eyCTaHoOBKa cepTudumkarta (-0B) B KOHTeNHep;

eCO3J@aHNE B KOHTEMHEpPE HOBOIo 3anpoca Ha cepTudmnKaT B3aMeH MMEKLLErocs BHyTpU
ceptudukarta (-oB).

Mpu ycTaHoBKe yKasaTens Ha K4 B KOHTenHepe, 6byaeT BbiBegeHa uHdbopMaumsa o
K/oue.
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PucyHok 25. MaHenb "XpaHunuuwa kno4dein n ceptudumnkatoB”. Beibop kioua

Mpu ycTaHoBKe yKasaTens Ha cepTudukat B KOHTelHepe 6yayT OOCTYMHbI onepauuu
npocMoTpa M KonuposaHus. KHonka "MocTpouTb" NoO3BONASET OCYLECTBUTL NMOUCK Lienodku Ans
AaHHoro ceptudumkarta (B BbIbpaHHOM XpaHunuuwe cepTudukaTos).
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PucyHok 26. MaHenb "XpaHunuuwa kntoden n ceptudumkaTto". Beibop ceptudmkaTta

YTO06blI OTKPbLITb WMAM CO34aTb HOBOE XpaHWUIULWLE CepTUdMKATOB creayeT YyCTaHOBUTb
yKasaTesib Ha KOPHEBOW 3/1eMeHT AepeBa XpaHunuw, cepTudukaTtos. [locne HaxaTns KHOMKU
"HanTtu / Co3paTtb" NOSIBUTCSA OKHO AManora oTKpbITUA (CO34aHMs) XpaHunuLia.
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Obume I =
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OHpREHIE | ¥PEHUNWLLE KNHKOYER W CepTUDWKATOR

|£:| Hacrpoiikm Kpuntollpo JC&%

{5 Xparumua KoHTeliHepos
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PucyHok 27. MaHenb "XpaHunuuwa kno4yen n ceptudunkatoB”. Beibop xpaHmunuu ceptmdmkaTon
Mocne oTkpbiTMA(Co34aHmMa)  XpaHunuwa  cepTudukaTtoB B
COOTBETCTBYIOLMI JINCT.

AepeBe MosABUTCS
Mpy yCTaHOBNEHMW YyKasaTenss Ha XpaHuauwe cepTUudUKaToB CTAHOBSATCS AOCTYMHbI
cnepytouime onepauummn:

e[106aBUNTb

AobassieHne cepTu@duKaToB B xpaHuaniie n3 ¢aiios
e/I3MEHNTb Naposb

*¥6paThb

yAaneHne AaHHOro XpaHuanile u3 crmcka otobpaxeHus (aia XxpaHnanla He y4ansercs)
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e TR i
| £| Hacrpoiikm KpunTaﬂpuJC?% w

Obwme i Anrooutmel | ORoovnosamse | Nononmutensto |
ORpyHEHIE | ¥PEHUMWLLE KNKOYeR W cepTHDWKETOR
g XpPaHMNMILE KOHTEAHEpoE i i l Certstore | Xpanamaue', | b
r:I{:I HDImageStore ! i
e i ONEpPaLAN © CEpTHDMKETEMI
----- &= oy MoHo nobaEnNATE CEpTUDMKAETEI B b
5 i fE] Cepridmkat HpaHUIMLUE i
—|-i=4 FloppyStore i
& £ e LobaenTs |
@ XPEHWUNMLLE HE OTKPLIEAN0CE i
OnepaLmi © XpaHUAKWEN i
MOMHD MIMEHWMTE NEpons
g XpaHUnuLE cepTUhKaToR [ RS l ]
Rz st store
MomHD YOpaTE XpaHMNMLLE il
CEpTUDMKETOR M3 CIMCKS
{¥paHMn1Le He DyaeT yaaneHo)
[ YopaTe ]
I
CAHOBUTL ] fi

[ OK ] [ D ] EDI*-EH

e e W PP PO 1 1 L 0 P S e e A SR 00

R A A I e ST i AR SR SN S s

PucyHok 28. MaHenb "XpaHunuuwa kno4den n ceptudukaTtos". Beibop xpaHunuia ceptmdumnkaTon

Mpn ycTaHOBKe yKasaTenss Ha cepTudukaT B XpaHunuwe ceptudunkaToB AOCTYMHbI
ornepauum nNpocMoTpa, KOMMUPOBaHMSA W yaasneHusa cepTudukata M3 [aAHHOMO XpaHunuuia.
KHonka "lMocTponTb" Mno3BonsieT OCYWECTBUTb MOUCK LEMNOYKM ANns AaHHOro ceptudukarta (B
BbIGpaHHOM XpaHunuuie cepTudnKaTos).
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=

|iﬁ;j Hacrpodixm KpHnTul'Ipﬁ Jcp

Iﬂ-ﬁ FloppyStore

@ XPEHUMMLLE HE OTKPEIBANOCE

Obwme i Anrmum______l____ﬂﬁszmrmaahma___ ..... ]_ ________ _ NononHMTensHa [
OrpyoHeHIE ¥PEHUMMWLLE KNHKOYER W CepTHDWKATOR
;g XPEHWUMMLLE KOHTERHEPOR __I CepTidmkaT | SeriS tarne i KEEHMALLE | 4; ':]
=20 HDImagestore m
Er key OnNEpawii © CepTHhMKETaMI

1 ----- = Koy MosHO MPOCMaTPWMBATE MNKM YOANATE

g 1 H

R tf5] CepridmkaT CepTHMKATEI ..

[ MNpocMoTp ] [ ¥OanuTe ]

KOMWPOBaTE CEpTMHMKETE B XpaHUMMLLE
CEpTHPMKATOR

% ¥paHUIMLE CepTUDMKATOR
=3 C\trust_store

CAHOBMTE

[ KonupoBaTE ]

MoNEITETECA NOCTPOMTE LENOYKY ANA
EblbpaHHOro cepTuduKaTa

[ MNacTponTE ]

o) Gomen)] [ towewr |

koo DT T T TET I

PucyHok 29. MaHenb "XpaHunuuwa knouen n ceptudukatoB”. NpocMoTp ceptudukarta

4.7.3.NpocMoOTp cepTudunkaTonB

Ceptndukatbl MOryT XpaHUTCA B KOHTeMHepax M B (ahnoBoW 4YacTu XpaHunuuwa -
XpaHunuwe ceptudukatos. B nwbom cnyvyae K HMM MOxeT 6bITb MpUMeHeHa onepauus
"npocmoTpeTtb cepTudukat” (kHonka "lMpocmoTtp"). OAna ceptudukata 6ynetr BbiBEAEHO OKHO

NMpocMOTpa C TPeMs 3aKjlafKaMu:

"O6bwan wuHdbopmaumsa", "MogpobHo" wn "MyTb".

lMepBas

3aKnagKka CoaepXuT o6y MHGOopMauuio O cepTUuduKaTe: AENCTBUTENEH NI OH, CPOK ero

DeNncTBus, MMs usgartens u Brnagenbua.

44



XKTAM.00091-01 91 01. KpunrolIpo JCP. MHCTpyKIUs 10 HCIOIB30BAHUIO

-

Mpocwmotp ceptvdmkara

 ObLUaA MHHOPMALVA || Magpobio | MyTe |

MHopMaLIMA 0 CEpTUDUKAETE

S NeficTBrTENLHEE cepTrdMKaT

Bnagenew: Test Center CRYFTO-PRO

Mzpatene:  Test Center CRYFTO-PRO

AefcTerTensd ¢ 07.04.2009 no 04.10.2014

PucyHok 30. BHewHuin Bng okHa "lMpocmoTp ceptudmkaTa”

-

BTtopas 3aknagka coaepxut wuHdopMmaumio 0 60MblIMHCTBE nonen ceptudukaTta,
npeacTtaBNeHHbIX B BMAE CMWUCKa, Kaxaash CTpoka KoTtoporo - napa "MMsa nons":"3HaudeHue
nonsa".

45



XKTAM.00091-01 91 01. KpunrolIpo JCP. MHCTpyKIUs 10 HCIOIB30BAHUIO

-

MpocMoTp ceprudmkata T

L

PucyHok 31. OkHo "lMpocMoTp ceptudukarta". NMoapobHoe onucaHmne cepTudukarta

I OB aa MHdJopnaLu49| NoapobHo |-|'5|'TI:||

ANropuTM NOAMMCH
Moanvcs CepTHgMKaTE
OCHOBHEIE OrPaHMHEHIA
Bepoua UeHTpa CepTudu, ..
1.3.6.1.4.1.311.21.2
HMaeHTUdWKETOp KNIoYa C...
&y Mnonb3oBaHue Kakoqa

CeOMCTES
Mone 3HE4YEHHE
WsaaTens CN=Test Center CRYPTO-PRO... *
OTKPEITEI KoY GOST3410

ANropHTH WAhPOB0R NOQMMC, ..
58 73d293bca3 21bl0e 73... E
040530030101 ff I
04050203 020002 '
04 16 04 14 7a c9 c7 09 db 20... :
041604 146d 8F 52 05d9 5F... |
Linchposan noanice, HeoTpex

m

UnhpoEaa noancs
HeoTpeKaeMocTe

Moanvce CcepTMgMKETa KkoYa
Moarmvce CRL

Y T -

4

y

T [T O e e T

C nomouwbio KHOMkM "lMpocMOTp" MOXHO TakXe nNpocMaTpuBaTb Lenoyku u Habopsbl
cepTnduKaToB, XpaHsawWMecs BMecTe C K/I4YaMu B KOHTelHepax.
NpOM3BOAUNTCSA MOMbITKA MOCTPOUTL LENO4YKy M3 Habopa cepTUdMKaToB KOHTENHEepa, U, ecin 3To
yAanocb, Habop ceptTudurKaTOB BbIBOAUTCSA B TPETbEN BKaAKE OKHa NMpOCMOTpa B BuAe AepeBa.
B npoTmBHOM cny4yae B TpeTbel Bkiagke BbIBOAMTCS Habop cepTudukaToB B BuAe cnucka. B
nobom crnyyae B nepBbiX ABYX BKIagkax oTobpaxaetcsa uHdbopMauus ANS  KOHEYHOro
ceptudukata (ceptudukaTta knw4a). Ha TpeTbein xe BKIaAKe eCTb BO3MOXHO MpPOCMOTPETb
MOJIHY0 MHGOpMauno o Nbom 13 ceptndunkatos B Habope, KpOMeE KOHEYHOro, BbibpaB ero B
OKHe 1 HaxaB kHonky "MpocmoTp”.

Mepen nNpocMOTPOM
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MpocmoTp cepTdukaTa wm e [ﬁ

| Obwan uHopMaLya i MNogpobHo | MyTe |

Llenoyka cepTHhMKaToR

est Center CRYPTO-PRO

i..f=] gost_exch

CoXpaHWTE Lenoqky 8 daiin (%.p7h) I i

CnUcaHue cepTudukaTa:

Bnanenew: CN=Test Center CEYFTO-PRO, O=CRYFTO-PRO, C=RU, B
Mzaatens: CM=Test Center CRYPTO-PRO, O=CRYFTO-PRO, C=RU, E
AeicTeMTENEH

07.04, 2009 - 04,10, 2014

4 T | 3

|

b T TN Y I N T R o e e, B L AR R =t DT '1".'&5'.'?3-?#!%1%{%&7{?1

PucyHok 32. OkHo "lMpocMoTp cepTudukarta". Llenouka ceptmdunkaTton

Llenouyky MOXHO coxpaHuTb B ddann dopmata CMS (*.p7b). 3akpbiBaeTcsi OKHO
npocmoTpa cepTudmkaToB no kHonke "OK", maum npm HaxaTtum "Esc", wam npu HaxaTtum Ha
KHOTMKY 3aKpbITUS B Yy OKHa.

4.7.4.KonupoBaHue, yaaneHue obbeKkToB M CMeHa napons

Onepauus KONMPOBAHUSA MPUMEHMMA K KOHTelHepaM u cepTudukatam. KoHTeWHepbl,
coaepkalime 3KCNOpTUPYeMbId K4, MOXHO KOMUpOBaTb M3 OAHOMO XpaHwuauvwa B Apyroe, a
TaKXe KoOnMpoBaTb B TO Xe XpaHunuvue (nepenMmeHosaHue). CepTudurkKaTbl MOXHO KONMMPOBaTb
TONbko B (annosoe XxpaHununwe (XpaHunuwe cepTudukatoB), HO 6e3pa3nnMyHoO - U3
KOHTEMHEpPa WK U3 XpaHwunuwa cepTudukatoB. MNpu HakaTum KHOMKKM "KonmpoBaTb", Koraa
BblbpaH KOHTeMHep, CHayana NpouM3BOAMTCH €ro OTKPbITWUE, MOTOM BbIBOAUTCA OKHO "Bbi6op
XpaHmnuwa", nocne Bbibopa XpaHuMWa Ha3HadeHWs 3a[al0TCs HOBOE WMMS KOHTenHepa B
XpaHWnuLLe 1 ero naposb. 3aTeM NPOM3BOAUTCS KOMUPOBAHMUE.
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il i M
| 45| BeiBop XpaHuAM... w

BrIDEQIATE XDEHMMMLLE

D HDImageStore
@ FloppyStore

Ok | I OTmeHa

L

PucyHok 33. BHewHnn BuAa okHa "Bbibop XpaHunuwa KOHTelnHepoB" npu KONMpoBaHUM
KOHTenHepa

Ona cepTudukaTa KOMMPOBaAHWE OCYLLUECTBASETCS B TOM Xe Mopsake, yYTo WM Ans
KOHTENHepa, O4HAKO He 3anpallnBatoTCs CTapbii U HOBbLIN Mapoib.

| £| Buibop xpaHuni... @J

BoifiepiTe XpaHumALLe
I C:\rust_store

Ok J I OTMeHa ]

L

PucyHok 34. BHewHun Bua okHa "Bbibop xpaHunuwa ceptudurkaTos" Npy NOCTPOEHUN LenoYKu

Onepaumns ypaneHums obbekTa npuMeHMMa K aboMy anuacy - ceptudukaTty uam
KOHTENHEPY B XpaHuanuwe. BoinonHsaeTca no kKHonke "Yganutb".

Onepaums U3MeHEHUS Naposs NpUMeHnMa K hannoBon YacTu XpPaHWUIULLA - XPaHUIULLY
CepTMUKATOB, U K KOHTelHepaM. [pn cMeHe napons NpPoucxXoauT nepesanucb 06bekTa C TEM
K€ UMEHEM, HO C ApYrMM MaposieM, COOTBETCTBEHHO, YTO6bl M3MEHUTb Maposib Ha KOHTelHepe,
Heo6xoAnMOo, YTo6bl OH coAepiKan 3KCMOPTUPYEMbIN KoY.

Onepaunsi CMeHbl Mapossa COCTOUT M3 OTKpbITMS obbekTa (Ans 3Toro noTtpebyeTtcs
CTapblli Naposib) U BBOAA HOBOIO NAaposia C NOATBEPXKAEHNEM.
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