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[JOKyMeHT BXOAMT B KOMIMJIEKT MNOCTaBKM nporpaMmmHoro obecneuerHuns CK3U
«Kpuntollpo JCP» Bepcus 2.0, Ha Hero pacnpoCcTpaHSTCa BCE YC0BUS
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AHHOTaAUuMA

HacTtoawmin  OOKYMEHT COAepXWUT oOnucaHme peanusaunmm cpeacrtsa Kpuntorpaduyeckon
3awmTbl MHbopMaumn «Kpuntollpo JCP» Bepcus 2.0 (panee - CK3WN) m cBegeHusi 0 TeKyLLEM
COCTOSIHMW NpoAyKTa.



HaszHaueHue CK3U

CK3W npepgHasHayeHO AN 3alUUTbl OTKPbITOM MHGOPMauuMm B MHAPOPMALMOHHbIX CUCTEMaXx
obLero nonb3oBaHMs (BblYNCIeHNE/NpOBEPKA 31IEKTPOHHON MOAMUCK) U 3alLNTbl KOHPUAEHUMANBHOM
MHpoOpMauumM, He coaepxalen CBeAeHWUN, COCTaBASAWMX  FOCYAapCTBEHHYH  TalHy, B
KOprnopaTMBHbIX MHOPMALMOHHbIX CUCTEMAX C BbIMOSIHEHMEM cneaylowmx QyHKUMRA:

*aBTOPU3ALMIO 21EKTPOHHbIX AOKYMEHTOB Ha 6a3e 31eKTPOHHOW noanucu;

sayTEHTUMUKALMIO CTOPOH NMpU Nnepegave 3NeKTPOHHbIX AOKYMEHTOB Ha 6a3e NpoTokonos TLS;
*3aLLMLLEHHYO NapHO-BbIBOPOYHYIO CBA3b A5t 06MeHa KoHduAeHUManbHON nHgpopMaunen.
CK3W obecneumBaeT BbINOSIHEHNE cneayrowmx GyHKUWNA:

saBTOPM3aUMSA M obecrneyeHne IpUaNYEeCcKOn 3HAYMMOCTU INEKTPOHHbIX AOKYMEHTOB npun 06-
MEeHe MMW MeXAay MoSib3oBaTenssMM MoCcpeacTBOM MCMNONb30BaHMs npoueayp hopMmMpoBaHuMsS M Npo-
Bepku (C ucnosb3oBaHMeM cepTudmnkaToB cTaHaapTa X.509 YaoocToBepsowero LeHTpa) 3/1eKTPOHHOM
noAMNMCKM B COOTBETCTBMM C OTeYeCTBEeHHbIMKU cTaHaapTamn (RFC 4357):

OCT P 34.10-2001. "MHpopmaumoHHass TexHos0rmns. Kpuntorpagpudeckas 3awymrta
nHpopmayun. lpoyeccbl popMuUpoBaHMs M rMPOBEPKU SJIEKTPOHHON LUNGHPOBOHM rognucm”.

TOCT P 34.10-2012. "UMH@popmauymoHHass TexHosnaorus. Kpuntorpagduyeckas 3awymta
nHgpopmaymn. lNpoyeccbl opMUpPoBaHNS 1 NMPOBEPKM STIEKTPOHHOM LndpoBoi nogrvcm".

TOCT P 34.11-94. "WHpopmaumoHHass TexHosorus. Kpuntorpagpuueckas  3awmnrta
nHpopmaLmnu. OYHKLUMS X3nMpoBaHms".

NMOCT P 34.11-2012. "WH@opmaumoHHass TexHosorus. Kpuntorpagpuyeckas 3awymnta
nHpopmaLmmn. OyHKUNS X3LUNPOBaHUs".

sobecrneyeHne KOHOUAEHUNANBHOCTU U KOHTPOASA LLeNOCTHOCTU MHGOpMaLuM NOCPeacTBOM ee
LWNDPOBAHUA N UMUTO3ALLMUTBI, B COOTBETCTBUM C OTEUYECTBEHHbLIM CTaHAapTOM:

*[[OCT 2814789 "Cucrembl 06pabotku nHpopmaummn. 3awmta Kpuntorpagpudeckas”;

*KOHTPOJ/Ib LENOCTHOCTM CUCTEMHOIO M NpUKIAAHOIFO NporpaMMHOro obecneyeHns Ans ero 3a-
LWNTbl OT HECAHKLUWOHWMPOBAHHOIO WU3MEHEHUS WM OT HapyLleHWUs NpPaBUSIbHOCTM (YHKLMOHMPOBA-
HUS;

*ynpaBieHnda Knr4veBbIMU 3J71IEMEHTAMUN CUCTEMbI B COOTBETCTBUN C PErTAMEHTOM,

s0becneveHne ayTeHTUdMKALMN CBA3LIBAIOLLNXCS CTOPOH, KOHPUAEHUMANbHOCTU U LIesIOCTHO-
CTW NnepecbiaeMon MHpOpMaLmMn C UCMONb30BaHUEM cepTudmrkaToB cTaHaapTa X.509;

*YCTQHOB/IEHME QaYTEHTUYHOro 3alMLEHHOIO0 COEAMHEHUS C WUCMNOMb30BaHWMEM MNPOTOKONA
KpunTtollpo JTLS;

s0becrnevyeHne KOHPUAEHUNANBHOCTU N KOHTPONS LEeNOCTHOCTU U asTopu3aumsa ¢danios U UH-
¢dhopMaLMOHHbIX CO0bLWEHNI;

s0obecneveHne ayTeHTUdMKaunmM, ayTeHTUdKUKauma nonb3osaTtens B gomeHe Windows.

«[loNONHUTENbHbIE aNropuTMbl MNOAAEPXKW KJIHOYEBbLIX CUCTEM, MapaMeTpbl asropuTMOB,
dopmaTel ceptudukatos, noaaepxusaemble B CK3W, onpepeneHbl B pAokymeHTax RFC 4357,
RFC 4490, RFC 4491.

[lononHuTenbHble anropuTMbl MOAAEPXKW KJIKOYEBbLIX CUCTEM, MapaMeTpbl anropuTMos,
dopmaTbl cepTudukaTos, nogaepxunsaembie B CK3W, onpegenenbl B gokymeHtax RFC 4357, RFC
4490, RFC 4491, «Cuncrembl 06paboTkm nHdbopmaumm. 3awmTta Kpuntorpaduyeckas. Metognueckune
pekoMeHZauum rno KpuntorpadnyecknMm anroputMaM, COMYTCTBYKOLWMM TMPUMEHEHUIO CTaHAApPTOB
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FOCT P 34.10-2012 wn TOCT P 34.11-2012» TexXHMWYeCKMih KOMUTET N0 CTaHgapTmM3aumm
«Kpuntorpaduyeckas 3awmta wuHpopmaunm» (TK  26), <«MHPOpMaUMOHHAs  TeXHONOorus.
Kpuntorpadumyeckas 3awmta wuHdopMaumm. PekomMeHgaumu Mo craHgapTusaumu. Mcnonb3oBaHue
anroputmMoB FOCT 28147-89, TOCT P 34.11 u ITOCT P 34.10 B kpunTorpadmnyeckmx cooblieHnsax
dopmata CMS» TexHUYECKUIA KOMUTET MO CTaHAapTusauuum <«KpunTtorpaduyeckasa 3awimTta
nHpopmaunn» (TK 26), «TexHunyeckas cneumdukaumsa. NcnonbsosaHue anroputmos MNOCT P 34.10,
FOCT P 34.11 B npogune ceptudukata un cnumcke oT3biBa cepTudumkato (CRL) MHpacTpyKTypbl
OTKPbITbIX Ktoyen X.509» TexHUYeCcKnin KoOMUTET NO CTaHdapTusaummn «Kpuntorpadunyeckasa sawmTta
nHdopmaummn» (TK 26).

JonyctumMo ncnonb3oBaTb cneayowme MexaHn3mbl 3aLlUNThI VIHd)OpMaLI,MVI:

*KoHdbUaeHUNaNbHOCTb MHOPMaLMK NpU XpaHeHUN (Ha Anckax, B 6ase AaHHbIX) M Nepenave
B CETU CBSA3N 06ecnevymnBaeTcs UCMoNb30BaHMeM QyHKUNI wndpoBaHus.

‘NpeHTudumnkaumsa n astopcteo. MNpn ceTeBOM B3ammoaencTBuM (YCTaHOBNEHUM CEaHCA CBSA3M)
obecneunBaeTtca dyHKUMAMKU DI NpU NCNOMABb30BaHNM UX B Npouecce ayteHTudukaummn (Hanpumep, B
COOTBETCTBUM C pekoMeHaaumsamum X.509). T[pun anekTpoHHOM AokyMeHToobopoTe obecrneudnBaeTcs
ucnonb3osaHmeMm @yHKUMA DI 31EKTPOHHOro AOKyMeHTa. [OonoaHuTenbHO AonxkHa  6biTb
npeaycMoTpeHa 3awuTa OT HaBA3blBaHUSA, [MOBTOpPA 3/1eKTPOHHOIO [AOKYMEHTa W LefoCTHOCTb
CNPaBOYHUKOB K/lto4eln npoBepku Jrl.

sLlenocTtHoCcTb MHGoOpMauun. ObecneumBaeTcsa mMcrnosib3oBaHMeM GyHKUMA DI 3/1eKTPOHHOro
AokyMeHTa. lMpu ncnonb3oBaHmn dyHkuMn wmndpoBaHmsa (6e3 ncnonbsosaHmsa IM) obecneumBaeTcs
MMmnTo3almnTon. Ona obecneyeHuss LESOCTHOCTM XPaHUMbIX AaHHbIX MOXET ObiTb WMCNosb30BaHa
(dYHKUMS X3WMPOBAHMS WMNM  MMUTO3alWMTbl, HO TnMpu 3TOM He obecneynmBaeTca aBTOPCTBO
MHdOpMaLMn.

*HeoTka3yeMoCTb OT Mepefayn 3/eKTPOHHOro AokyMeHTa. ObecneunmBaeTcs UCMOJSIb30BaHMEM
dyHkumm 3N (noanmucb A[OKYMEHTa OTNpaBUTENEM) W XpaHEHUMEM AOoKyMeHTa ¢ Jl1 B TeueHue
YCTaHOBNEHHOr0 CpoKa NPUEMHOI CTOPOHOA.

*HeoTkasyeMocTb OT npuemMa 3/eKTPOHHOro AokyMmeHTa. O6ecneuymBaeTcss MCMNOJSIb30BaHWEM
byHKUMN DM M KBUTUPOBAHMEM MpueMa AOKyMeHTa (MOoAMUCb KBUTaHUMKU nonydyaTenieM), XpaHeHUEM
[OKYMEHTa M KBUTaHUMM C DI B TeYEHUEe YCTaHOBIEHHOIr0 CPOKa OTMNpPaB/stOLEN CTOPOHOW.

«3awuTta oT nepenoBTopoB. ObecneuymBaeTcsa MCNOAb30BaHNEM KpunTorpadmuyeckmx QyHKLUMNA
3N, wndpoBaHNs NN NMMTO3aWwmnTbl C fobaBNeHMeM YHMKANbHOIO naeHTudmnkaTopa CeTeBOMN ceccum
(aNeKTpoOHHOro AOKYMeHTa) C nocseaylouwein nx npoBepKoi NMPUEMHOM CTOPOHOM mnn paspaboTkomn
cneymann3npoBaHHOro NpoTokoaa ayTeHTudukaumm (obMeHa s3NeKTPOHHBIMM AOKYMEHTaAMN).

«3awmTa OT HaBA3bIBaHUS WMHGOpMaunM. 3awmTta OT HapywuTens C Uefiblo HaBA3blBaHUA UM
MPUEMHOI CTOpOHEe COB6CTBEHHOW WMHGOpMauun, nepeaaHHon siKobbl OT NMUA CaHKUMOHWMPOBAHHOIO
nosib3oBatens (HapyweHune aBTopcTBa WMHGopMauum). ObecneumBaeTcs McNosib30BaHMEM YHKLMIA
3l ¢ npoBepKol aTpmbyTOB 3/1EKTPOHHOI0 AOKYMEHTa U Kito4da nposepku DI oTnpasuTens.

«3awmMTta OT 3akjiagokK, BupycoB, Moaudumkaumm CUCTEMHOro UM npuknagHoro 1O
obecneunBaeTcs COBMECTHbIM MCMOJSIb30BAaHUEM KpUNTOrpadmnyecknx cpeacts, CpeacTs aHTUBUPYCHOM
3alNTbl U OPraHM3auNOHHbIX MEPOMPUSATUIA.



MporpamMMHoO-annapaTtHblie cpeabl PyHKUNOHUpoBaHusa CK3U
CK3M npeagHazHa4€eHO AJid MCcnoJib30BaHUA Ha dcneaywouumx nporpaMMHO-annapaTHbIX
nnarcgpopmax:

Windows

Windows Vista/7/8/8.1/Server 2003/2008 (x86, x64) (ToAbKO COBMECTHO C Java-mallnHOM
nponssoacTtea Oracle);

Windows Server 2008 R2/2012/2012 R2 (x64) (TonbKOo COBMeCTHO C Java-mawunHoOW
npoussoacTea Oracle);

LSB Linux

OC Linux, yponeTtBopstowune crtaHgapTy Linux Standart Base ISO/IEC 23360 (x86, x64)
Bepcuun LSB 4.x:

CentOS 4/5/6/7 (x86, x64);

Fedora 23/24/25 (x86, x64);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64);
Oracle Linux 5/6/7 (x86, x64);

OpenSUSE 12.2/12.3/13.1/13.2 (x86, x64);

SUSE Linux Enterprise 10/11/12 (x86, x64, POWER);

Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64,
POWER);

Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER);
Uni

ALT Linux 6/7 (x86, x64);

X

ALT Linux 6/7 (ARM) (Tonbko cOBMeCTHO C Java-MawuHoli npomssoacTtea Oracle);
Ubuntu Phone (ARM) (Tonbko coBMeCTHO C Java-MaluHoli npoussoacTtsa Oracle);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBbT/HUKEJIb (x86, x64);

FreeBSD 8/9/10, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER) (TONbKO COBMECTHO C Java-MalunHOM npomssoacTtea IBM);

Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);

Solaris 10 (sparc, x86, x64) (TonbKO COBMECTHO C Java-MawunHon npomnsBoacTBa Oracle);

Solaris 11 (sparc, x64) (TonbKO COBMECTHO Cc Java-MalwmHon npounssoactea Oracle).

OcHoOBHble xapakTtepuctukm CK3Uu

1.1.Pa3mMmepbl K04Yen



Pasmepbl K1tOUEN 3NEKTPOHHOW NoANMCH:
*KJTH0Y 3/IEKTPOHHOMN Moanucu 256 6uT nnn 512 6ut;
*KJ1104 NMPOBEPKU 3NEKTPOHHOM NOAMNUCK 512 6ut nnn 1024 6uTa.

Pasmepbl Ktouen, NCNonb3yeMbiX Npn WNUHPOBAHUN:

*3aKpbITbIA K/HOY 256 6uT nnn 512 6ut;
*OTKPbITbIM K/ItOY 512 6uT nnmn 1024 6uta;
*CUMMETPUYHbIA KoY 256 6urT.

1.2.Tvnbl KAOYEBbIX HOCUTENEen

V|CI'IOJ'Ib3YI-OTCF| KJTIOYEBbIE HOCUTENN!:

1.rMg 3,5", USB gucku;
2.eToken, Jacarta;
3.Rutoken;
4.CmapTkapTtbl Ockap;
5.ESMART Token;
6.Pazgen HDD lM2BM.

Ncnonb3oBaHWe  K/OYEBbLIX  HOCuUTenemn B 3aBUCMMOCTU  OT nporpaMMHo-annapaTHof/’l

nnatgopmbl oTpaxkeHo B XXTAM.00091-01 90 01. «PykoBoACTBO agMUHUCTpaTopa 6e3omnacHoOCTm».

L1

1.B cocrtaB auctpmbytmea CK3UN Bxoaat 6MbnnoTeku ansg MHTerpaumm KiouyeBbliX HOCUTENEN B
«KpunTollpo JCP» Bepcus 2.0, HO He BXOAAT MOAYNU noaaepxku u aparvisepa ansa OC. Mo
BOMpoOCaM MNONy4YeHUs MoAaynen noaaepxku u apariBepoB HeobxoauMmo obpawlatbcs K
Npon3BOAMTENSM COOTBETCTBYIOLLMX YCTPOMCTB.

2.XpaHeHune 3aKkpbITbiX KkAoven Ha HDD M2BM (B pasgene HDD) pgonyckaeTcs TONbKO Mnpwu

] ycnoBuu pacnpocTtpaHeHns Ha HDD unu Ha M3BM ¢ HDD TpeboBaHuin no obpalieHunto ¢
Kno4yeBbiMn  HocuTensmm  (OKTAM.00091-01 90 01. PykoBoacTBO  agMUHMCTpaTopa
6e3onacHocTK obLias vacTb).

3.Bce BbllenepeyncneHHble HOCUTENN MUCMONb3YKTCA TONbKO B KayecTBe MAaCCUMBHOIO
XpaHunuwa Kawdeson  umHdopmaumm  6e€3 Mcnosb3oBaHUA  KpunTorpadumyeckmx
MEXaHM3MOB, peasiM30BaHHbIX HA CMapT-KapTe/TOKeHe.

4./lcnonb3oBaHne HocuTenem Apyrnx TUMNOB AONyCKaeTcs TONbKO Mo cornacoeBaHuto ¢ OCH
Poccuu.

Ctpyktypa m coctaB CK3U

1.3.Ctpyktypa CK3M1

O6bwas ctpyktypa CK3W npeacraBneHa Ha PucyHke 4.1.
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PucyHok 4.1 - Ctpyktypa CK3UN «Kpuntollpo JCP>» Bepcusa 2.0.

1.4.UcnonHeHus CK3U

CK3M XKTAN.00091-01 BbinyckaeTca no knaccy 3awntbl KC1 ana Java-MallmnHbl.

NUcnonHeHune 1 knacca 3awmtbl KC1 BbINO/IHEHO B COCTaBe:

KpunTonpoBanaep (MoAynb Ha NPUKIaAHOM YPOBHE);

moaynb 06paboTkmn ceptndukatos n CMS npotokona;

6unbnunoTteka,
HocuTenel (RDK);

obecneuymBatow,as

noaksyYeHme u (PyHKUMOHMPOBAHME KJIOYEBbIX

MOAYNb NoAAepXKN nHTepdeica noa yrnpaBneHneM BUpPTYanbHOM Java-MallunHbl,

Habop Moaynen un Java-knaccos ans noaaepxku Java JCA nHtepdelica.

N PYHKUMOHMpPYET B rpynnax nporpaMMHo-annapaTHbIX Cpea B COOTBETCTBUM C N.2.

NcnonHeHmne 2 knacca 3awunTbl KC1 BbINOSIHEHO B COCTaBE:

KpunTonpoBanaep (Moaynb Ha NPUKIaAHOM YPOBHE);

MoAy b WndpoBaHus;

Moaynb ceTeson ayteHTudmkaumm (Kpuntollpo JTLS);

mMoaynb o6pabotkun ceptudukartos n CMS npoTokona;




6nbnmnoteka, obecneumBawllas nNOAKAOYEHNE U  (PYHKUMOHUPOBAHUE KITHOYEBbIX
Hocutenen (RDK);

MoAy/ b NoAAEPXKM nHTepderca noa ynpaBneHMeM BUPTyalibHOM Java-MalluHbl,
Habop Moaynen un Java-knaccos ans noaaepxku Java JCA uHtepdelica.

N DYHKLUWOHMPYET B rpynnax nporpaMMHo-annapaTHbIX cped B COOTBETCTBMM C N.2.

1.5.CocTtaB nporpaMMHOro obecneueHus

CK3U1 dyHKUMOHMpPYET Ha ypOBHe MNpunoxeHus. B coctaB nporpammHoro obecrnieveHus ans
Bcex nnatgopm Bxoaat CK3UN «Kpuntollpo JCP» Bepcua 2.0 n NK3N.

B coctaB CK3UN «KpunTtollpo JCP» Bepcusa 2.0 BXoaAT:

ebnbnnotekn KpunTonposamaepa 4ss NcnonHeHun no yposHo KC1;
ebnbnnoTekn WndpoBanbHOro NpoBangepa Ans UCNosHeHMM nNo ypoBHio KC1;
e[logcncreMa KOHTPOJS LESIOCTHOCTH;

e[laTumk cny4damHsbix yncen (ACH);

eb1OTIOrMYECcKNin AaTumnK Cny4danHbIX Yncen ans MHnunanmsaumm ocHosHoro ACH.

B coctaB MK3WN BxoaaTt cnegytowme KOMANOHEHThI:

¢ASN.1 Mmoayneb;

eMoaynb nogaep>xkm ASN.1;

eMoaynb 3anpoca cepTudnKaTos;

e[logcmncrteMa HacTpolikn nposaiaepa;

eMoaynn NoanepXXKn cunuTbiBaTeNEN U HOCUTENEN;
eJava-MalunHa.

1.6.CocTtaB SDK CK3M
B coctaB SDK CK3U BxoaAT cneaywolme AOKYMEHTbI, ONUCbIBaoWmne nHTepdeincsl:
*KOMMNEKT AOKYMeHTauum Doc ana paspabotku;
*KOMMNJIEKT AOKYMeHTaumun javadoc C onmcaHmeM Kiaccos U Moaynemn.

Tak xe B coctaB SDK CK3U BxoaaT npumepbl samples.

1.7.CoctaB CK3U
B coctaB CK3U BXxoAdaT criegytowme KOMNOHEHTbI:
*6MbnmoTekn npoesanaepos, peanmsytowme nHtepdericol JCA, JCE, JSSE;
*4OMOJSIHUTENbHbIE BNbnnoTeKN ans peanmsaummn Blammogencremsa ¢ Kpuntollpo YL;
*6nbnuotekn, peanmsyrowme ctaHagaptoel CadES, XadES, XML Dsig;
*6MbNMOTEKM ANS MHTErpaunm C MoAYASMU NOAAEPXKKN U KIHOUYEBLIMU HOCUTENSMU;
*ASN.1 6ubnumoTeka - cucteMma KOAMPOBaHUS/AeKOAMPOBaAHNS AaHHbIX B ¢popmaTax ASN.1.

Coctas Moaynen CK31n  ans COOTBETCTBYHOLUNX rnporpamMMHo-annapaTHbIX  cpea
KOHKpeTusnpyetcsa B pgonosiHeHnax XTAW.00091-01 91 01. WHCTpyKuMs MO UCMNOJSb30BaHUIO,
XKTAN.00091-01 92 01. TpaBuna nonb3oBaHuda, XTSAKU.00091-01 91 02. WHcTpykumsa no
ucnonb3oBaHuio (JTLS), XKTHAWN.00091-01 90 01. PykoBoactBo agMuHucTpaTopa 6esonacHocTw,
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XKTAN.00091-01 33 03. PykosoacTteBo nporpammucta (JTLS), XTHAM.00091-01 33 02. PykoBoacTBO
nporpammmcta (Moaynu wudposanms), XTAN.00091-01 33 01. PykoBoACTBO NporpamMMucTa.

1.8.NMpnmeHeHne CK3UN
Bo3MOXxHbI cnepyowme npuMmeHeHnsa CK3U:

[ipumeHeHue «Kpuntollpo JCP» Bepcua 2.0 B cocCcTaBe cCTaHAApTHOro MNporpaMMHOro
obecneyeHna Oracle (Sun) wn IBM JRE, wcnonb3ywowmx Kpuntorpapuyeckum wHtepdenc B
cooTBeTCTBUM C apxuTtekTypon JCA/ICE/ISSE (nopgpobHee cm. XTAW.00091-01 90 01. PykoBoacTBO
aaMuHuUcTpaTopa 6e3onacHocTn. Obwas vacTb);

*BctpamBaHue «Kpuntollpo JCP» Bepcusa 2.0 Bo BHOBb pa3pabaTbiBaeMoe Mau CyLlecTByloLlee
npuknagHoe nporpamMMmHoe obecneyeHne (nmogpobHee cMm. XTAWM.00091-01 90 01. PykoBoACTBO
agMmHuUcTpatopa 6e3onacHoctn. O6uwas 4actb wn XTAM.00091-01 33 01. PykoBoacTso
nporpamMmmcra).

Ucnonb3oBaHne CK3UN B cTaHAapTHOM NpOrpaMMHOM
obecneueHumn

MporpammHoe obecnevyeHne CK3W no3BosiieT NCNOSb30BaTb POCCUNCKUE KpunTorpadpumyeckume
anropuTtMbl M cepTUduUKaTbl OTKPbITbIX Kioven cTaHaapta X.509 coBMeCTHO CO creayowmM
nporpaMmMHbIiM obecneyeHnemM:

«Java-mMawmHa J9VM npoussoacTtea IBM «Java(TM) 2 Runtime Environment, Standard Edition»
Bepcun 1.6 u Bbiwe Ha 32-6utHon n 64-6MTHOM Nnatdopme.

<Java-mawmnHa npounssoactea Oracle «Java(TM) 2 Runtime Environment, Standard Edition
Bepcumn 1.6 1 Bblwe Ha 32-6uTHOMN KU 64-6buTHOM NnaTdopme.

Poccuinickme kpuntorpadpuyeckme anroputMmbl U cepTudUKaTbl OTKPbITbIX Katoven X.509
MCMNOMb3YIOTCA C YKasaHHbIM MNporpaMMHbiM obecneyeHMeM B COOTBETCTBUMM CO ClieAyoLWUMU
MeXAyHapoAHbIMM U POCCUIACKUMW pEKOMEHAALMAMMU:

*Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaeT
MCMNOSIb30BaHMe POCCUNCKUX KpunTorpaduyecknx anropntMoB B MHMPACTPYKTYpe OTKPbITbIX K/toUen
nHTepHeT (PKIX, Internet X.509 Public Key Infrastructure). B gaHHOM [OKYMEHTE onuncaHbl popMaThbl
npeacTaBneHnss OTKPbITbIX Kaoden DI, mncnonb3yemblX A8 CO34aHUA CepTUPMKATOB OTKPbITbIX
KJIIOUEN M CMUCKOB OTO3BaHHbIX cepTudukatos X.509, naeHTudmkaTopbl airOpUTMOB, COOTBETCTBUE
napamMeTpoB Kpuntorpaduyeckmx aaropmMtMoB UX naeHTudmnKaTopam.

«Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST R
34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AONOSHUTENbHbIE A/IFTOPUTMBI,
HeobxogmMmblie gns mcnonb3oBaHus FTOCT 28147-89, TOCT P 34.10-2001 u TOCT P 34.11-94. B ux
ymucno BxoaAT: 6nouyHoe wundposaHme no NOCT 28147-89 B pexume cuenneHus 650KkoB (pexuMe
CBC), pexuMmbl 4OMoSIHEHUS AaHHbIX Ans 61o4yHoro wndpoBaHus no NOCT 28147-89 B pexunme CBC,
knwoyeBoe xawwnmposaHme (HMAC Ha 6aze TOCT P 34.11-94), npeobpasoBaHume K4a WU
CUHXPONOCLIIKM nocne o06paboTkn oyepeaHbix 1 K6 paHHbIX, reHepaums nceBAoOCIyYamHOM
nocneposatesibHocTn (aHanor PRF Ha 6a3ze HMAC), dopmupoBaHme kntoda obmeHa (cornacoBaHus)
Ha 6ase NOCT P 34.10-2001, dopMmpoBaHMe Knko4a akcnopTa paboyero kiwo4ya, ameepcndukauyms
K/toYa, 3KCNOpT paboyero Ka4a Ha K4ve 3KCNopTa, aKCnopT paboyero kaw4ya Ha ka4de o0bMeHa,
Habopbl CTaHAAPTHBIX NapaMeTpoB anropuTMoB (HanpuMmep, Ans WUOpPOBaHUSA - Y3es1 3aMeHbl, PEXUM
wundpoBaHUA, anropuTM YCIOXHEHUS KoYva), 3a4aBaemMble NAeHTUPUKATOpaMu.

*Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT Mcnosib30BaHue
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POCCUIMCKUX KpunTorpadmMyeckmx asaropuTMOB B AOKYMEHTaxX, YAOBMETBOpPSAOWMX cTaHaapTty CMS
(Cryptographic Message Syntax), B 4acCTHOCTWM, nNpuMMeHseMOM pAna obMmeHa 3aWwMWEHHbIMK
COOBLWEHNSMN MO 3/IEKTPOHHOW MoYTe U SABASKOLWWMMCA CTaHAApPTOM MNpPeAcTaB/IEHUS 3MEKTPOHHOIo
OOKYMEHTa B 3alMLEHHOM BUAE C WUCMOJIb30BAHMEM 3MEKTPOHHOM nognucu U wudpoBaHma. Ons
wndpoBaHHbIX CO0bLIEHNA onucaHbl 06a BapumaHTa: o6MeH K4YaMu M TpaHcnopT knwda (key
agreement u key transport).

*TexHn4eckmnii KoMuTeT No ctaHdgapTusauumn «Kpuntorpaduueckas sawmrta nHpopmaunmn» (TK
26), «Cucrembl o6bpaboTkm wuHdbopMaumu. 3awuTta KpunTorpaduyeckas. MeToamyeckune
peKoMeHZauMn no Kpuntorpadmyecknm anropmtmam, COMyTCTBYHOWWMM MPUMEHEHUI0 CTaHAapToB
FOCT P 34.10-2012 n FOCT P 34.11-2012».

*TexHU4YecKuii KOMUTET Mo cTaHaapTusaummn «Kpuntorpaduyeckas 3awmta nHdbopmaummn» (TK
26), «TexHuueckasa cneundwukaumsa. UcnonblosaHme anroputmoB OCT P 34.10, TOCT P 34.11 B
npodwune ceptudukata n cnmcke otbiBa ceptudukatos (CRL) MHPpPaACTPYKTYpbl OTKPbLITbIX K/lOYeln
X.509».

*TexHn4ecknii KOMUTET NO cTaHdapTusauun «Kpuntorpaduueckasa sawmta nHdopmaunn» (TK
26), «MHdopMaumoHHasa TexHonorusa. Kpuntorpaduyeckas 3awmrta nHdopmaumn. PekomeHgaummn no
CTaHAapTm3auunun. Micnonb3oBaHne HabopoB anropuTMoB WndposaHus Ha ocHose TOCT 28147-89 ans
npoTokona 6e30nacHOCTM TPAHCNOPTHOIro ypoBHS (TLS)».

*TexHU4YecKkuih KOMUTET Mo cTaHaapTusaumm «Kpuntorpadbuyeckas 3awmta nHbopmaummn» (TK
26), «NHbopmaumoHHas TexHonorusa. Kpuntorpaduueckas 3awmta nHdopmaumn. PekomeHgaumnm no
cTaHpgapTtmsaumun. NcnonbsosaHue anropmtmoB NOCT 28147-89, TOCT P 34.11 v TOCT P 34.10 B
Kpuntorpadunyecknx coobieHmnsax dopmata CMS».

*TexHNn4Yecknin KOMUTET NO cTaHAapTusauun «Kpuntorpaduueckasa sawmta nHdopmaunmn» (TK
26), «Cucrembl o06paboTtku wuHpopMauun. 3awmTa Kpuntorpaduyeckasda. PexkomeHgaumm no
CTaHpgapTM3aumu. 3ajaHue napamMeTpoB 3/IMNTUYECKUX KpuBbIX B cooTBeTcTBUM ¢ TOCT P 34.10-
2012»,

*TexHU4YecKuii KOMUTET MO CcTaHaapTusaumm «Kpuntorpaduyeckas 3awmta nHdbopmaummn» (TK
26), «Cucrembl o06paboTkm wuHdboOpMaumu. 3awuTta  KpunTorpaduyeckas. MeToamyeckune
pekoMeHAauumM no 3aj4aHuio y3710B 3aMeHbl 6n10ka noACTaHOBKM anroputma wudposaHus MOCT
28147-89».

BcrpanBaHune CK3U

ApxutekTypa CK3W obecneunBaeT BO3MOXHOCTb €r0 BCTPaMBaHUS B pa3/iMyHble NPOrpaMMHO-
annapaTtHble cpeabl.

Ncnonb3oBaHue nurepdcgencos JCA n JCE

CK3M mMoxeT O6bITb WCMNONbL30BAHO MpPUKIAAHLIM MNpoOrpaMMHbiM  obecneyeHnem 4epes
nHTepdelicbl JCA n JCE.

Ncnonb3oBaHue nHtepdericos JCA n JCE npecnenyeT cnepytowme Lenu:

s0becneyveHune goctyna K kpuntorpadunyecknm dyHKUMAM Ha NPpUKNAAHOM YpOBHe (reHepauus
Kfo4ver, co3gaHuve/npoBepKa 3/1eKTPOHHOW noanucuy, wudposaHue/pacwumndpoBaHme AaHHbIX,
X3WMpoBaHNUe, B3aMMOAENCTBME C KJOYEBbIMM KOHTEMHepaMn wn cepTudumkatamMun). 3Ta Uenb
AOCTUraeTcsa NyTeEM M30/IMPOBAHMSA NPUKIAAHOINO YPOBHS OT YPOBHS peanusaumm kpuntorpaduyeckmx
dYyHKUMA. Tlpy 3TOM NpUKAAAHbIM MPOrpaMMUCTaM He HYXHO JeTasbHO WM3y4yaTb OCOH6EHHOCTU
peanusaumu Toro Uin UHOro aaropmTMa Win U3MeHsTb KoJ B 3aBUCMMOCTW OT aaroputMa.
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*M30/IMPOBAHNE TMPUKIAAHOIO YPOBHS OT YPOBHS KpunTorpapuyeckmx @yHKUMA C
BO3MOXHOCTbIO WCMONIb30BaHMS pasHbIX ajropMtMOB B Pa3/IMYHbIX MX peanun3aumsax, BK/OYas
annapaTHble.

1.9.®DyHKLMMN reHepaumum KJirouer n paboTtbl C KJIIOUEBbIMU KOHTEMHEpaMU

[aHHble DYHKUMM NpeAHasHa4vYeHbl 415 reHepaummn Kao4YeBoM napbl Ha 3a4aHHOM anroputMme c
nomowbto MNACH. Co3gaHHasa napa MoxXeT 6biTb B AasibHENWeEeM COXpaHeHa B K/IIOUYEBOW KOHTerHep.
OyHKUMM paboTbl C KOYEBbIMU KOHTEMHEPAMWM MO3BONSAKOT M3BJIeYb CCbIJIKY Ha 3aKpbITblA KJIOY U
KOHTEKCT cepTudmnkaTta ¢opmata X.509 13 KOHTENHEpa No anmacy.

Knaccoel-reHepaTopbl npeactasneHbl wuHTepdencom KeyPairGenerator, knacc pabotbl C
KoHTenHepamn — KeyStore, knacc 3akpbiToro katoda — PrivateKey, knacc ceptudukata n OTKpbITOro
kntouya — Certificate n PublicKey.

1.10.PYyHKLMMN X3WMPOBAHUA U NOANMUCH

®OYHKUMW  OAHHOM Trpynnbl MNpeAHasHayeHbl AN X3WWPOBaHUA MHMOpMauMM, CO3aaHus
noAnucK 1 ee NpPoBEPKM.

Knacc dyHKuUMn xawmnpoBaHus npeacrasneH nHtepdericom MessageDigest, knacc nognucn —
Signature.

1.11.®yHKUMM WNPPOBAHUA U COrJIaCOBaHUA KJIIOUEN

Knaccbl rpynnbl wWK@poBaHUS npeAHasHauyeHbl ANns 3aludpoBaHUS U paclimdpoBaHus
OaHHbIX, a TakKXe 3KCMopTa M MMNOpTa CEKPETHbIX K/4Yen. Knaccbl cornacoBaHusa KIH4Uen
npegHasHayeHbl AN BblpabOTKM KJ/lOY@ COM1AaCOBaAHMSE Ha OCHOBE KJIIOYEN OTnpaBuTens U
nonyyartens.

Knacc wwudposaHus npeacTtasneH uHTepdericom Cipher, Knacc cornacoBaHus Kioyen —
KeyAgreement.

1.12.®dyHKUMM KOANPOBaHUSA/aeKoOANPOBaHUS

[JaHHble dyHKUMM npeaHasHadeHbl Ansa npeobpasoBaHuns (KOAMPOBAHUSA) U3 BHYTPEHHEro
npeactaBneHnss o6bEKTOB, BO BHeEWHee nMpeactaBieHMe M obpaTHO. B KauyecTBe BHeLWHero
npeacraeBnenmss ob6bektoB wucnonbdyetca ¢dopmatr ASN.1 (Abstracy Syntax Notation One),
onpeneneHHbln cepuen pekomeHgaumin X.680. K 31Ol xe rpynne dyHKUMin MOXeT 6biTb OTHECeH
Habop yHKUMI, MNO3BONAKOWMX pacwmpuTb GyHKUMOHanbHocTb JCA/JCE nyTemM peanusaumm wu
permcrpaummn cob6CTBeHHbIX TUNOB 06BHEKTOB.

1.13.BbicokoypoBHeBble (PpyHKLMN 06paboTkn kpuntorpadpmyecknx
coobweHuin popmara popmara CMS, CAdES, XAdES

STa rpynna dyHKUM B NepBylo oyepeldb npeaHasHadeHa ANs UCMNOJSb30BaHUSA B NPUKIAAHOM
nporpaMMHoM o6ecrnedeHnn. C nx NOMOoLLbIO MOXHO:

*3awmndpoBaTh/pacwmndpoBaTtb coobLEHNS OT OA4HOro NOJSIb30BaTENS K APYFOMY;
eriognumcaTtb AaHHble noanucbto popmata CAdES, XAdES;
*IpoBepuTb NoANUCL AaHHbIX popmaTta CMS, CAdES, XAdES.

™M dyHKUMK (Kak M DYHKUMKM HU3KOrO YPOBHS) OMepupyroT cepTudumkaTaMm OTKPbITbIX
kntodern X.509 ana appecaumum oTnpaBuTens/nonyyartens AaHHbIX. B kadectBe dopmaTa AaHHbIX
ncnonb3yetcs popmat PKCS#7 unn CMS, CAdES nnu XAdES.

13



CK3U «Kpuntollpo JCP» Bepcus 2.0 ucnonb3yeT kiaccbl pabpnk cepTndmkaTtoB BCTPOEHHbIX
nposangepos TuMna Oracle (Sun) wan IBM mn wux peanusaumm knaccos ceptudukatos u CRL,
noaaepXuBaeT cepTudukaTtbl OTKPbITbIX Kouen ctaHgapta X.509v3 cornacHo RFC 5280 «Internet
X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile» ¢ yyeTom
RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile», a Takxe AokymeHTa
TexHnyeckoro KommTeTa No CctaHgapTusaunm «Kpuntorpaduyeckas 3awmrta nHpopmaummn» (TK 26),
«TexHn4yeckasa cneundukaums. McnonblosaHue anropmutmoB TOCT P 34.10, TOCT P 34.11 B npodune
ceptudurkaTta n cnucke ot3biBa ceptudmkatoB (CRL) MHDpacTpyKTypbl OTKPbITbIX Ktouen X.509».

CK3WN «KpunTtollpo JCP» Bepcua 2.0 nogaepxunsaet popmaT KpunTorpadmyeckmx coobuieHum
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» c yyetom RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a TakXe [OKyMeHTa TexHM4yeckoro KoMmuTeTa no
cTaHgaptmsaunm «Kpuntorpadwudyeckas 3awmta wuHdopmauum» (TK 26), «WNHbopMaumoHHas
TexHonorus. Kpuntorpaduyeckas 3awuta wuHdopmaumu. PekomeHpaumn no cTaHAapTusauuu.
Ncnonb3osaHme anropmutmoB FTOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpuntorpadmnyeckmx
coobuweHunsax dopmata CMS».,

1.14.®dyHKunn bopMnpoBaHunsa 3anpoca Ha cepTucdmkar

JaHHble dyHKUMM NpegHa3Ha4deHbl 418 co3haHns 3anpoca Ha ceptudukart. B 3anpoc dpopmMaTta
PKCS10 MoryT O6biTb BKJ/IHOUYEHbI MOMS: CyObLEKT, m3gaTenb, AaTa Hayana M AaTa OKOHYaHUSA CpokKa
AencTema ceptudurkaTa, MCNONb30BaHME K/4Ya, OTKPbITbIA K4, AONOAHUTENbHbIE paclUMpeHus.
3anpoc NoanuUCbIBaAeTCs 3aKpbITbIM KHOYOM.

C nomowbto dyHKuMn pabotbl ¢ YL, Bepcun 1.3-1.5 nam 2.0 3anpoc moxeT 6biTb NnepedaH B
¢dopmaTte DER nnm BASE64 B cooTBeTCcTBYOWMIA YL, nocne yero MoxeT 6bITb Nony4vyeH ceptudumkar.

Knacc ans ¢opmumpoBaHus 3anpoca Ha ceptudukatr —  GostCertificateRequest,
CA15GostCertificateRequest  wnnu CA20GostCertificateRequest. B coctaBe Mogyns ans
dopMmnpoBaHua 3anpoca ectb HeobxoanMbln dyHKUMOHAN ANa nepegayvum 3anpoca no 3awumueHHOMY
KaHany B YL.

Ucnonb3oBaHune nHtepcgenca PKIX

CK3U1 nosBonsieT npukiagHoMy nporpaMMHOMy obecrneyeHmnio ncnosb3oBaTtb MHTepdenc PKIX.
Ncnonb3oBaHue nHTepdericos PKIX npecnenyet cneayowme Lenu:

s0becneveHne goctyna K MyHKUMAM NOCTPOEHUSA M NpoBepku Lernoudku ceptuduktTos (X.509)
Ha OT3blB Ha NPMKNAAHOM YpOBHe. DTa ueflb AOCTUraeTcsa NyTeM M30INPOBaHMS MPUKIAAHOMO YPOBHS
OT YpoBHS1 peanusaumn pyHkumin PKIX. Mpu 3TOM npuknagHbiM MPOrpaMMmMCTaM He HYXXHO AEeTasibHO
n3y4yaTb 0CO6EHHOCTM peanusaummn TOro UAM MHOro anropuTMa WanM U3MeHATb KoA B 3aBUCUMOCTU OT
asniropuTMa.

ANropuUTMbl MOAYNs MNPOBEPKM LEMNOYKM cepTUdUMKATOB paclumpsaioT craHgapTtHbin  PKIX,
nocrasnsembln Nnposaraepom Sun (Oracle) nnn IBMICE no ymon4yaHuio.

Knacc gns nocrpoeHus uenoudku ceptudukaToB npeacrasneH nHtepdencom CertPathBuilder,
Knacc npoeepku uenodkun ceptudunkatos — CertPathValidator.

Mpoueaypa NOCTPOEHMUS LENOYKU CepPTUIUKATOB yUUTbiBaeT psia NMPOBEPOK: MpPOBEpPKa Cpoka
aencreusa  ceptudukaTta, nMNpoBepka Ha3HaA4YeHusi, MNOAYMHEHHOCTU cepTuduKaToB, MNpoOBepKa
pacwupenmin u T. 4. MNpoueanypa NpoBepKU LIENOYKN CepTUPUKATOB BbINOSIHAETCA nNyTeM obpalleHus
K OCSP cnyx6e nnn CRL DP, nnn CRL B Bnae darnos.
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Moapnepi>xka npotokona TLS

Moaynb JTLS (cpSSL) no3Bonser peanusoBaTb 3allULIEHHbIA CETEBOW MPOTOKON B
COOTBETCTBUM C pekoMeHaaumsmm RFC 2246 «The TLS Protocol. Version 1.0» n «TexHU4YecKkuin
KoMuTeT nNo craHpaptusaumn  «Kpuntorpadudeckas 3awuta  wmHbopmaumun»  (TK  26),
«MHpopMaunoHHasa TexHonorusa. Kpuntorpaduyeckas 3awmta uHbopmauum. PekoMmeHgaumm no
CTaHgapTm3aumu. Mcnonb3oBaHue Habopos anropmtMoB wWundpoBaHms Ha ocHoBe TOCT 28147-89 ans
npoTtokona 6e3onacHoCcTM TpaHcnopTHoro ypoBHsA (TLS)». Mogynb obecneuymBaeT ABYCTOPOHHIOW U
OAHOCTOPOHHIOK ayTeHTUdUKALUMNIO NPUNOXKEHUA NMPU UX B3aUMOAENCTBUN MO CETU C UCMONb30BaHMEM
anroputMa 3l n cepTudmMKaTOB OTKPbITbIX K/OYEN, a Takxe WwndpoBaHMe AaHHbIX, NepesaBaemMbiX B
CeTeBOM coegnHeHUN.

MpuknagHoe nporpamMMHoe obecneyeHne MOXeT MCMNonb3oBaTb npoTtokon TLS pgns
ayTeHTUdMKauumM 1 3awnTbl JaHHbIX, NepeaaBaeMbix No co6CTBEHHbIM MPOTOKOaM Ha ocHose TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTCH K
CpeAacTBaM 3aluuTbl NpUKNaaHbiX naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneumBaeT ayTeHTUPUKALUIO CBSA3bIBAOLWMXCS
CTOPOH, KOHMWAEHUWaNbHOCTb W LENOCTHOCTb nepecbinaeMon WHdopMaunm. AyTeHTuduKaums
obecneumBaeTca uMcCnonb3oBaHuMeM cepTudukatoB craHgapta X.509 (B cpemax C  CUNbHOM
ayTeHTudmKaumen), KOHOMAEHUMANbHOCTb — WN(HPOBaHMEM NepecbislaeMblX AAaHHbIX, LeNOCTHOCTb —
npuUMeHeHneM Xx3W-pyHKUMM U Koada ayTeHTudukaumm coobuweHmna (Message Authenticity Code,
MACQC).

Ons nogkntodeHus no npoTtokony TLS ucnonb3yetcs npedukc https, npu atom obo3pesaTtenb
Web-cepBepa no ymonyanuto 6yget nogknatodaTtbcs K nopty TCP 443 BMecTo ctaHgapTHoro nopta TCP
80. Ecnu cepBep He nopaepxuBaeT NpoTokon TLS, coeanHeHue He ycCTaHaBauBaeTcs. [MpuMeHeHune
npoTokonos SSL/TLS (SSL - 6onee paHHMe BepcMKn NMpoToKona) nokasaHo B Tabnuue 10.4.1.

Ta6nuua 9.1 - MpuMmeHeHue npotokosia SSL/TLS

MpoTokon MopT OnucaHune

HTTPS 443 HTTP no SSL/TLS

SMTPS 465 SMTP (anekTpoHHasa noyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTM) no SSL/TLS

LDAPS 636 LDAP (poctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTpoHHasa no4Tta) no SSL/TLS
FTPS 990 FTP (nepeaayva cdannos) no SSL/TLS

Ona Toro, 4tobbl npoTtokon SSL/TLS pelictBoBan, Web-cepBep pJonxkeH wMeTb napy
cepTuduKaT OTKPbITOrO Kto4a/3akpbiThii Koy, Bnageney ceptudukaTta A0/MKEH NOATBEPAUTL, YTO
OH fBfSeTCa BnajefibLeM 3aKpbiTOro K/4ya, CBA3aHHOrMo C CepTUdMKaToOM. DTO AAeT BO3MOXHOCTb
KJIMEHTY ayTeHTUdununposaTb cepBep, C KOTOPbIM OH XO4YET CBA3aTbCH.

B npouecce B3anMHOW ayTeHTUdUKaUNN:

*BbINOJIHAETCA KpunTorpaduyeckas nNpoBEpPKA HaIMuMs Yy CepBepa 3aKpbITOro K/oua,
COOTBETCTBYHOLLErO OTKPbLITOMY KJ/HOUY, YKa3aHHOMY B cepTuduKkaTe;
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*NpoBEepPSIETCA CTEMEHb AOBEPUSA U3AaTEN0 cepTUdMKaTa;
*NPOBEPSIETCS, HE UCTEK 1M CPOK AENCTBUA cepTudmKaTa;

*ripoBepsieTcs, He 0To3BaH Kn cepTudmkaT; no ymondanuio Internet Explorer aTy npoBepKy He
BbINOAHAET — 370 genaet IIS.

Ecnin  nwobas M3 yKasaHHbIX MNpPOBEpPOK MNPUBOAUT K OTpULATENbHOMY pesysbTaTy,
nosb30oBaTesNb MOJy4YaeT MpeaynpexneHne u MoXeT pas3opBaTb coeAauHeHue (3TO peKoMeHAYeTCs
coenatb).

JocTurHys p[oBepusd, CTOPOHbI Bblpa6aTbIBal'OT CeaHCOoBbIN KJ1l04, Ha OCHOBE KOTOpPOro
obecneunBaeTcs LLIMCprBaHl/Ie AdHHbIX B TEYEHNE CEaHCa.

1.15.0cHOBHbIE NOHATUA NpoTokona TLS

Mpotokon TLS npepHasHayeH pana obecnedeHumsa kpuntorpaduyeckumm cpeacTsammu
ayTeHTMdUKauum oTnpasButens (knAueHtTa) u aapecata (cepBepa), KOHTPOAA LENOCTHOCTUM w
wundpoBaHMA AaHHbIX NHHOPMALMOHHOIO 06MeHa.

AyTeHTUdUKaumsa OnuMoHanNbHO MOXeT 6blTb OAHOCTOPOHHEN (ayTeHTudUKaumsa cepsepa
KJINEHTOM), B3aUMHOW (BCTpeYyHas ayTeHTUdmKaums cepBepa u KJIMEHTa) UM HE UCMNO/b30BaTbCS.

Nepapxus uHPOpMaUMOHHOrO obMeHa Bk/OYaeT B cebsa ceccum, coeguHEHUss M MOTOK
coobuweHnn B coeanHeHmn. MoTok coobueHnin npu 6onbwon anvHe pasbusaetca Ha dparMeHTbl C
nakeTHOM nepegaden dparmeHToB. B oaHOM ceccum MoxeT O6bITb peasn30BaHO HECKObKO
COeOMHEHWN, MNPOU3BOJIbHO pa3HEeCEHHbIX MO BpeMeHW. B KaxaoM coeguMHEeHUM MOXeT ObiTb
obpaboTaH Heob6xoanMbIi MOTOK COOBLLEHNIA.

Ceccua xapakTepusyeTtcsa criegyrowmmm atpubytamu:

naeHTndunkKatop ceccum (cnydarHoe umcno, 32 6anrta, 3agaeTcsa CepBepoM MNpuU OTKPbITUMK
ceccun);

*MeTo[ KOMMNpeccuu;
scepTuduKaT cepsepa (ONUMOHANBLHO);
scepTuduKaT KIneHTa (ONUMOHaNbHO);

ecneunduKkaumMs anroputMOB W MNapaMeTpoB 3alunTbl (anropuTMbl wWwMdpoBaHua mn MAC,
KpunTorpaduyeckue napameTpsl);

*master secret (Mcnonb3yeTcsa npu reHepaumn kno4ven wndposaHus, kawdern MAC, BEKTOpPOB
MHUUManusaumm);

«bnar, paspewatouwmii/3anpeLiaroLlinim HOBble COeANHEHUS B CeaHce.

Ceptudumkatbl npeacrasnaTcs B craHgapte X509. v3. Cneuudukaumss anroputmMoB U
rnapaMeTpoB 3alUUTbl MOXET MEHATLCH B TeYeHne Ceccuu.

CoeanHeHne xapaKTepusyeTcsa cregylowmnmm atpubyrtamu:
«client_random - cnyyamnHble 32 6ainTa, 3ajaBaemMbie KJIMEHTOM;
eserver_random- cnydanHble 32 6anTa, 3ajaBaeMblie CEPBEPOM;

«client write MAC secret (kN4 KAMEHTA ANS8  BbIYMCNEHUS 3HAYEHMSA  KJIHOYEBOM
XaW-DYyHKUNN);

eserver write MAC secret (kw4 cepBepa 478 BbIYUCAEHUS 3HAYEHUSA KJIHOYEBOWN
X3W-PYHKUNN);

«client write key (knato4, wncnonb3yembli AA9 WKUEPPOBAHMA  AaHHbIX KIAWMEHTOM WU
pacwndpoBaHnsa NX CEpBEPOM);
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eserver write key (knw4, wucCnonb3dyembin Ans  WKU@ApPoBaHMSA AaHHbIX CEPBEPOM ¢
pacwndpoBaHUsS X KIIMEHTOM);

«client write IV, server write IV (BeKkTOpbl MHWUWANU3ALMKN, WCMOJSIb3YEMbIE K/IMEHTOM WU
CepBepOM COOTBETCTBEHHO);

*rMOPSAKOBbIN HOMep coeanHeHus (noAdepXXMBAETCA He3aBUCMMO ANa nepefaBaeMblX U
NpUHMMaeMbIX COObLLEHNIA).

BekTop MHMUManNu3auuu 3agaeTcs AN NepBoro ¢parMeHTa COoobLEeHUs B COEANHEHUU; ANs
nocneayrowmnx @parMeHToB BEKTOp MHWUManu3auum GopMUMpyeTcss U3 KOHe4yHoro 6oka
3alWndpoBaHHOro TEKCTa NpeablayLlero pparMeHTa.

MNopaaKkoBble HOMepa COeAMHEHMA MNOoAAEPXXUBAKOTCA HE3aBUCMMO A18 nepeaaBaeMbiX W
NpMHUMaeMbIX Coob6LIEHUIA. [lpy CMEHe ceccun, W3MEHEHUM cheuuduKaumm anroputMoB W
napaMeTpoB 3aliuTbl HYMepauusa coeauHeHuin HaumHaeTca ¢ 0; AnanasoH Hymepauum: 0 + 2%4-1.

CoepmHeHne accoummpyeTcst C O4HOM ceccmen.

AnroputM npeobpasoBaHust MHGOpMauuM npu obMeHe C Mcnosib3oBaHWeM npoTokona TLS
BKJ/IIOYAET crieaytowmne onepaunn:

sripUeM OT MpPOTOKOSIAa BEPXHEro YPOBHS MOTOKA HE MHTEPNpPEeTUPYEMbIX AaHHbIX B 6510Kax
NpPOW3BOJIbHOIO pasMepa;

e(bparMeHTauUna MPUHATBIX C BEPXHEro YpPOBHS [AaHHbIX B CTPYKTYPUpPOBaHHble 6/10KU
(dbparmenThbl) NpoTokona TLS. Pasmep dparmMeHTa — He 6onee 2% 6anT;

sKOMMpeccusa parMeHToB (ONUMOHANBHO);

*BblYMC/IEHNE 3Ha4yeHusa kyeBon Xxaw-dpyHkumm (MAC) OT KOHKaTeHauum Kawya Xaw-
dYHKUMM, TunNa KOMNpeccuu, AJNHbl KOMMNpPeCcCMpoBaHHOro dparMeHTa, KOMMPECcCUpPOBAHHOIO
dparmMeHTa 1 3a4aHHOMN KOHCTAHThI;

*KOHKaTeHauua @parMeHTa W pe3ynbTaTa BbIYUCNEHUS 3Ha4YeHUs X3W-PYyHKLUUM OT Hero
(pacwmpeHHbIn hparMeHT);

*3allndpoBaHne paclwnmpeHHoro dparmMeHTa (ONUMOHANbLHO);

efobaBneHmne OTKPbITOrO 3arosioBka, coaep)awero Ttun coobuweHuns (oanH 6anTt), BEpcuio
npoTtokona TLS (aBa 6alita) U ANNMHY KOMNpecCMpoBaHHOro parMeHTa.

Mpwn npuemMe MHGOpMaUUKM NpUMeHsEeTCcs obpaTHasa nocienoBaTeNbHOCTb Onepaumnii.
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[1oTOK AaHHbIX {) %

®parMeHTUpOBaHHbIN MOTOK AaHHbIX

®parmMeHt

CxaTblit pparmeHT

PaclumpeHHbIn hparMeHT MAC

3awmndpoBaHHbIN pacluMpeHHbIn dparMeHT

[obaBneHune OTKPbITOrO 3arosioBka

PucyHok 9.1 — Anroputm npeo6pa3osaHus nicdopmauum npm obMmeHe ¢
ucnonb3oBaHMeM nportokona TLS

B npoTtokone TLS mncnonb3yoTcs cneaytowme Tunbl coOobLeHnn:
*Hello message (ClientHello, ServerHello);

*Change cipher specs message (M3MeHeHMe cneunduKkauum anropuTMOB W MapaMeTpoB
3awWmnThl);

*Key exchange message (nepegada kswoda obMeHa kwodamu wndpoBaHna n MAC KMEHTa,
cepBepa);

*Alert message (npeaynpexaeHune, onoseweHne o paTtanbHON ownbke);
*Application_data message (nepeagayda AaHHbIX);
*Finished message (coobweHne o BO3MOXHOCTM paboTbl B CO34aHHOM ceccum).

MpoTtokon TLS gBNseTca ABYXYPOBHEBbLIM W AEUCTBYET Haj TPAHCNOPTHbIM MpoTokKosaoM. K
rnepBoMy ypoBHto oTHocaTcs TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpOMY ypoBHt0 oTHocuTcs TLS Record Protocol.

TLS Handshake Protocol o6ecneunBaeT nHnumnanmnsaumio ceccmmn (CoeamHeHus) BbIMOSIHEHMEM
cneayowmx onepauumn:

*KJ/INEHT M CepBep AOroBapmpaloTcsa 06 MCMoOJSb3yeMbiX B CECCMW anropuTMax M napameTpax
3alWnTbl, 06MeHMBalOTCA C/ly4alHbIMKW BENMUYMHAMKM client_random, server_random, goroBapuBatoTcs,
6yAyT NN HET HOBble COEAMHEHMUS;

riponsBoanTCa 06MeH cepTudukaTamm ana ayteHTudukaumm kameHta wn cepeepa (no
3aZlaHHbIM onuusM);
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*KJINEHT TEeHEepMpyeT Cly4YalHYyl BeIMYMHY pre_master secret, wudpyetr ee u nepenaet
cepBepy.

*KNIMEHT M cepsep No pre_master secret, client_random un server_random ¢dopmupytoT master
secret (Habop HeobxoanMONM KNOHEBOW MHMOPMALMN) CECCUN.

TLS Handshake Protocol pa6oTtaeTr no cnegywouwen cxeme, nNpeacTaBNeHHON Ha
PucyHke 10.4.2.

Client > _(_Zl_ientHe_II(_) Server

\ 4

YCTaHOBKa BepCUM NMPOTOKONA, UAEHTUDUKATOPA. CECCUM, HaYa/TbHOrO .Habopa anropuTMoB U
' ' napamMeTpOB, METOAA KOMMPECCHM,

ServerHello
Certificate

Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

CepBsep. nocblNaeT (ONUUOHaIbHO) CBOM cepTudUKaT U 3anpawnBaeT (OnuMoHaNbHO). cepTuduKaT
KNWeHTa, Nnepefada cnyyainHoi BenmunHel server-random..

Certifi;atg
Client Key Exchange
Certificate Ve;rif_y

Client

A\ 4
A 4

Server.

KnueHT nocbkinaet ceoin ceptudukat (ecam 6bii.3anpoc cepeepa) Ecnn ceptudukarta y. KIMeHTa
HeT, oH mocbinaer Certificate Verify.

_ .| Change Cipher-Spec - s
_Cll-ent_ g Finished » erver
— ) Change Cipher Spec | — 5 .......
Client < Finished < erver

Bbl60op. anropuTMOB. 1 NapaMeTpoB. ANs yCTaHaBAMBaEMON ceccuu, 3asepuieHune Handshake
(«py KOnoxaTnsa»),

PucyHok 9.2 — Cxema pa6otbl TLS Handshake Protocol

1.16.Mopaynb ceteBon ayteHTupmkaumm «Kpunrtollpo JTLS»

Moaynb ceteBoi ayTeHTudukaumm <«Kpuntollpo IJTLS» (cpSSL) peanmsoBaH Ha 6ase
npotokona TLS v.1.0 n poCCMICKMX CTaHAApPTOB KpunTorpaduyeckoin 3awmTbl KOHDUAEHUMANBHON
nHdopmMaunm (anropmutmbl WndposaHua B cooteeTcTBuM ¢ FOCT 28147-89, anropuTMbl BbipaboTkn U
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MPOBEPKN 3NEKTPOHHOW noanucm B cootBetcTBMM Cc TOCT P 34.10-2001 mn FOCT P 34.10-2012,
anropuTMbl XawmnpoBaHus B cootBeTcTBum € TOCT P 34.11-94 n TOCT P 34.11-2012). Ucnonb3yeTcs
Takxxe anropnt™m Ouddu-XennMaHa OoTKPbLITOro pacnpeaeneHus knwden Ha 6ase NOCT P 34.10-2001
n FOCT P 34.10-2012.

AyTEHTU(DMKAUNSA KITMEHT-CEPBEP MOXET BbITb OJIHOCTOPOHHEN U ABYCTOPOHHEN.

OAHOCTOpOHHAA ayTeHTUdMKaumsa obecneymBaeT MWHUMANbHO HeobXoAuMbIM YpPOBEHb
3alKnTbl, U BKJIOYAET B cebs:

«0653aTeNbHYI0 ayTeHTUdUKaLUUIO cepBepa 6e3 ayTeHTUdUKaLUUM KIIMEHTOB;
slwndpoBaHue Tpadmka Mexay KJIMEHTOM U CEPBEPOM.

Mpn paboTe B [aHHOM peXWMEe CepBEP Ha 3Tane <«pPyKonoxaTus» He 3anpalinBaeT
cepTudumKaT KIMEHTa N yCTaHaBNMBAETCS «aHOHMMHOE» 3alluULEHHOe coeauHeHue. B 3Tom cnyuyae
KJIMEHT MOXET He WMETb 3aKpbITOro Kwya M ceptudukaTa, OAHAKO MNpuM 3TOM OH JuWaeTcs
BO3MOXHOCTU (POPMUPOBATbL 3/1EKTPOHHYI MOAMMCb MNO4 AOKYMEHTaMu. PeXuM C O4HOCTOPOHHEN
ayTeHTMdMKaumern cepBepa MOXET WCNOoMb30BaTbCsa ANs NpeaoCTaBNeHUss HEKOTOPOW rpynne
rnosb3oBaTtenenm KoHduaeHumanbHON WHGOPMaUMM Ha OCHOBAHWM MNapOJSIbHOM 3aWuTbl, OAHAKO
naposib B 3TOM ciy4dae OyaeT npeabsaBNAaTbCA MNOMb30BaTe/eM TOJSIbKO MOC/AEe YCTaHOBJIEHMUS
3awmeHHoro TLS-coegmHeHuss ¢ Web-cepBepoM, 4TO nMOBblWAeT YpOBEHb 3alinTbl  OT
HEeCaHKLUMOHMPOBAHHOIrO A0CTyNa Mo CpaBHEHWUID C Nepeaayent naposis no OTKPbITbIM COEAUNHEHUNAM.
Mpn OAHOCTOPOHHEN ayTeHTMdMKauMM cepBep 3anpawmBaeT cepTuduMKaT KAMEHTa, HO ero
OTCYTCTBME HE CUMTAETCH OWNO6KON.

[BYCTOPOHHSA ayTeHTUdUKaUNa BKOYaeT B cebs:
*B3aMMHYI0 ayTeHTUdmKauuo kianeHta n Web-cepeepa ¢ NnoMOLbIO X cepTUPUNKATOB;
swindpoBaHme Tpadunka MeXay KIMEHTOM N CEPBEPOM;

*«opMMpOBaHME WM NPOBEPKY 3SNEKTPOHHOW MNOoANUCKM Noh 3NeKTPpOHHbIMM HTML-cbopmamu,
3anosHAeMbIMW NONb30BaTENAMMU.

[BYCTOPOHHSIS ayTeHTUdUKauus no3sonsieT obecrneunTb AOCTYN B 3aKpbITyl 4acTb
Web-cepBepa ToNbKO 3aperncTpupoBaHHbIM BragenbuaM cepTudukatos. [pyM 3TOM HYXHO WUMETb B
BUAY, UYTO pasrpaHuyeHue Aoctyna K WHMOOPMALMOHHBIM pecypcaM cepBepa, OCHOBAHHOE Ha
npoBepke cepTUdNKATOB KIIMEHTOB, ropa3ao HaJeXHee, YeM NPOCTO NaposibHas 3allumTa.

B paHHOM pexnme paboTbl KIMEHTY HEO6X0AMMO CreHepupoBaTb 3aKPbITbii M OTKPbITbIN
KJIIOUYN U MONYUUTb cepTudmMKaT OTKPbLITOroO Kitoda B YL.

MpumMmepsbl ncnonbsosaHna CK3UN «Kpuntollpo JCP» Bepcus
2.0

Ons paspaboTtumkoB B coctaB anctpmbytnea CK3U «Kpuntollpo JCP» Bepcusa 2.0 BKAKOYaETCA
javadoc-goKyMeHTauusa, coaepxawas oOnucaHue peanu3yemblX UHTepdencoB U NpuMepsbl
MCNOJIb30BaHUS Ha ypoBHe Bbi30Ba OCHOBHbIX dyHkumi JCA/ICE B mMoayne samples-sources.jar. B
cocTaB AnCTpmbyTMBa BKOYEHDBI TaKXe npuMepsl ncnonb3osaHusa «Kpuntollpo JCP» Bepcua 2.0 ang
nognucu/npoeepkn noanncu XML, ncnonbsosaHnsa CAdES, XAdES, npuMepbl Cco34aHUSA 3anpoCcoB Ha
cepTudmkaTbl U B3anmoaeincTems ¢ YL, npmmepbl OCyLWecTBAeHNs B3auMOAENCTBUS N0 3aLlMLLEHHOMY
npotokony (TLS).

Ha dopyme Kpunto-lMpo (http://www.cryptopro.ru/CryptoPro/forum2/) Beaetcs obcyxaeHue
Mo BOMpPOCaM WUCMOJIb30BaHMs Kpuntorpadmuyeckmx OGyHKUUA U CepTUPUKATOB OTKPbITbIX KIIKOYENR U
Kntouen nposepkn II1.
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Bce BbllWwenepeyncneHHble BapmaHTbl BCTpanBaHusa n ncnosb3osaHma CK3U «Kpuntollpo JCP»
Bepcmsa 2.0 JOMKHBLI NPUMEHATLCA € ydyeToM n. 1.8 ®dopmynsapa. Npu 3TOM yKasaHHbIE B HaCTOSALLEM
OOKYMEeHTe UHTepdenchl aBNsTCS ypoBHSAMU BcTpamBaHus CK3U «Kpuntollpo JCP» Bepcusa 2.0 B
npuknagHble CUCTEMbI U HE ABASIOTCA NPUTOXKEHUAMN, BXOASAWMMUM B COCTAB onepaLmMOHHbIX CUCTEM.

NcTopus Bepcuii

1.17.«Kpuntollpo JCP>» Bepcusa 1.0.54

*BkntoyeHo ucnofiHeHWe knacca 3awmtbl KC1, ¢yHKUMOHMpYOLWEee Ha MporpaMMHo-
annapaTtHbIX naaTdopMax B COOTBETCTBUM C N.2;

«Job6aBneH moaynb CAdES ana co3paHus M NpOBEPKN YCOBEPLLUEHCTBOBAHHOM MOAMNUCH;

«[lobaBneH dyHKuMoOHanN ans B3anmmogencreuns ¢ Kpunrtollpo YL 1.5.

1.18.«Kpuntollpo JCP>» Bepcusa 1.0.55

«[lopaboTtaH Moaynb ceTeBOM ayTeHTudukaumm JTLS - pobaBneHa npoueaypa NpOBEPKU
LLeno4Ykn cepTndunKkaTos.
1.19.«Kpuntollpo JCP>» Bepcus 2.0

*Peanu3oBaHa noaaepxka anroputMoB (hOPMUPOBAHUSA W NMPOBEPKU 3/TIEKTPOHHOM NOAMUCKU MO
FOCT P 34.10-2012;

*PeanmnsoBaHa nogaepixka anropmtmoB xawmposaHusa no NOCT P 34.11-2012;

*PeanusoBaHa noagepxka anroputMoB, COMNYTCTBYHOLWMUX MpuMeHeHUto ctaHpgaptos OCT P
34.10-2012 n TOCT P 34.11-2012;

*PeannsoBaHa nogaepxka SSLEngine B Moayne ceteBoi ayTeHTUdUKaUumn;

PeanunzoBaHa nopaepxka renegotiation indication extension B Moayne certeBoi
ayTeHTudmKaumu:

«[lopabotaH bnoCH4;
«JopaboTaH npoBaligep Ana noaaep>xku Java sepcum Bbiwe 1.7.0_25;

«[na anroputMa NOCT P 34.10-2012 peanusoBaHa BO3MOXHOCTb BbIYMCNEHUS KPATHOM TOYKMU
Ha OCHOBE 3/1IMNTUYECKUX KPUBbLIX B hopMe DABapAaca;

«[lo6baBneHa nogaepxka Kpuntollpo YL, Bepcuun 1.5 n 2.0;

«[lobaBneHa noaaepxka CO34aHWs, YCOBEPLIEHCTBOBaHMSA W MPOBEpPKM noanmcm dopmaTta
CadES (BES, T, X-Long Type 1);

«[lobaBneHa noadepxka 3awndpoBaHus W pacwmpoBaHms B ¢dopmate Enveloped CMS
(enveloped-data);

«[lobaBneHa nogaepxka co3gaHusa n nposepku nognucu dopmata XAdES (BES, T);

*BbinoNHeHa WHTerpauns Moaynst CETEBOM ayTeHTudukaumm c Beb-cepBepamu: glassfish,
jboss, IBM WebSphere, jetty;

«[lobaBneH yctaHoBwMkKk ansa OC Windows;

«[lobaBneHMe pacClIMPEHUs «CPOK AEMCTBUS 3aKPbITOro K/4ya» Mpu CO34aHUM KIHOYEBOro
KOHTEeNHepa.
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NMHdopMmaumna ansa nonb3oBaTenem

Ons nonyyeHus AOMNOAHUTENBHOM MH@OPMaUMM O AAHHOM MNPOAYKTE, a TakKXe O ApPYrux
npoayktax 000 «KPUMTO-MPO», MoxHO obpawaTtbcs No agpecy:

Cnyxb6a MapkeTuHra n TexHu4yeckom nogaepxkm Kpunto-rpo.
127018, MockBa, Cywesckuin Ban 18, OO0 «KPUMTO-MPO».
TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru ~ WWW: http://www.CryptoPro.ru
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