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1. BBeageHue

Hactosiwiee  pykoBOACTBO  COAEPXMUT  OMNUCAHME  OCHOBHOM  (DYHKUMOHANbHOCTM
kpuntonpoBangepa «Kpuntolpo JCP» Bepcusa 2.0 n npuMmepbl €ro Ucrnonb3oBaHus (OCHOBHOWM
knacc nposangepa ru.CryptoPro.JCP.JCP).

KpuntonpoBangep «KpunTtollpo JCP» Bepcuda 2.0 aBnaeTcsa CpeAcTBoOM
Kpuntorpaduyeckon 3sawmtbl  uHbopmaumm (CK3UN  «Kpuntollpo JCP» Bepcusa 2.0),
peanun3ylLwmM poCCUMNCKME KpunTorpaduyeckme anroputMbl M PYHKUMOHUPYOLWMM MO4
ynpaB/ieHNEM BUPTYyasibHOM MawwuHbl Java 2 Runtime Environment Bepcum 1.6 mn Bbiwe,
cooTBeTCTBYOLWEN cneundukaumm Sun Java 2 ™ Virtual Machine.

Kpuntonposangep «Kpuntolpo JCP» Bepcus 2.0 p[0O/KEeH WCNOMAb30BaTbCSA C
ceptudmumpoBaHHbiMm SUN Java-malWlmMHaMu, COOTBETCTBYHOLWMM TpeboBaHUsaM 6e30macHOCTU
SUN. 3awwuweHHoCTb KpunTtorpadmyecknx o6bEeKTOB, co3aaBaeMbix M obpabaTbiBaeMbix
KpMNTONpOBanAepoM, 3aBUCUT OT CTEMeHM 3alMLEHHOCTU M KOPPEKTHOCTM Java-MaluHbl, U
MoXeT ObiTb CHMXEHa MNpu UCMOSIb30BaHMM BUPTYasibHbIX MalMWH, HE MMelWwnx ceptundukaTta
SUN. Cnucok cepTMduUuMpoBaHHbIX Java-MalwuH HaxoguTcsa Ha cante SUN no agpecy:
http://java.sun.com/j2se/licensees/index.html

KpuntonpoBangep «Kpuntollpo JCP» Bepcusa 2.0 peanusyeT CTaHAAPTHbIN MHTepdeinc
Java Cryptography Architecture (JCA) B COOTBETCTBMM C POCCUMCKMMWU KpUNTOrpaduyecknmm
anropMTMamMn U B COOTBETCTBUM C 3TUM MHTepdelicoM obecneumBaeT BbIMOJIHEHME CleayrLWwmX
onepauum:

e reHepauwusa knwoden 3 (256 6uTt) n knyer nposepkn II1 (512 6UT) B COOTBETCTBUN C
anroputmMom FOCT P 34.10-2001;

e reHepaums knwden I (256 6uT) n knoyen npoeepkn I (512 6UT) B COOTBETCTBUN C
anroputmMom FOCT P 34.10-2012 (256);

e reHepaumus knwoden 3M (512 6ut) n kntouer nposepkn 3 (1024 6UT) B COOTBETCTBUMU C
anroputmMom NOCT P 34.10-2012 (512);

e 3anuck knwdert 3 c anroputmom FOCT P 34.10-2001 n FOCT P 34.10-2012 Ha HocuTenm
(nHTepdenc xpaHmnuwa knwuen JCA);

e yTeHue kntoden 3N c anroputmamm NOCT P 34.10-2001 n NOCT P 34.10-2012 c
nepeyvncnieHHbIX HocuTenen (MHTepdenc xpaHmnuwa kawoden JCA);

. 3anuncb CepTMd)VIKaTa KJ1llo4a npoBeEpKU 3l Ha KI4YeBOW HOCUTESNIb B COOTBETCTBUM C
XpaHAWMMCAa Ha HocuTene

e ro4voMm II (nHTepdenc xpanunuwa kntoden JCA);

e yTeHue cepTUdUKaToB KarUen nposepkn Il ¢ kaUEBLIX HOcUTeNen (MHTepdenc
XpaHunuwa knwo4den JCA);

e  3aMNuUCb AOBEPEHHbIX KOPHEBbLIX CepTUdUKaTOB B CTaHAapTHoe xpaHunuuie JCA 1 yTeHue
n3 Hero;

e reHepaums KJK4en C pasnmMyHbiMM napamMmeTpamMmn B cootBetctBmm ¢ FOCT P 34.10-2001;
e reHepauus KaK4Yen C pa3nyHbiMM NapamMeTpammn B cootBeTcTBum ¢ FOCT P 34.10-2012;
e  X3WMPOBAHME AaHHbIX C pasnnyHbiMn NapameTpamm B cootseTcTBum ¢ NFOCT P 34.11-94;

e  X3WMpOBaHME AaHHbIX C pa3/IMYHbIMM NapameTpamu B cootTBeTcTBMM € TOCT P 34.11-
2012;

e (HopMUPOBAHUE SNEKTPOHHON MOAMUCK C Pas/IMYHbIMK NapaMeTpaMn B COOTBETCTBUMU C
FOCT P 34.10-2001;
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e (opMMpoBaHME 3NEKTPOHHON MOAMNCK C Pa3/INYHbIMUK MapaMeTpaMn B COOTBETCTBUM C
FOCT P 34.10-2012;

e poBepKa 3N1eKTPOHHON NOAMUCK C pas3INYHbLIMKU NapameTpamu B cootseTcTeumn ¢ FOCT P
34.10-2001.

e rpoBepKa 3N1eKTPOHHON NOAMUCK C pasfinyHbiMKW NapameTpamu B cooteeTcTBum ¢ FOCT P
34.10-2012.

MoMMUMO nMepeumncrieHHbIX onepauun, OCYLECTBASEMbIX B COOTBETCTBMU CO CTaHAApPTHbIM
nHtepdericom IJCA, kpuntonpoBangep «Kpuntollpo JCP» Bepcmsa 2.0 npegpocraBnsier
OOMOJTHUTENbHbIE BO3MOXHOCTU paboTbl C cepTudmnKaTamu:

e reHepauus 3anpoca Ha cepTudukar;

e OTMpaBKa 3anpoca CepBepy M NoslyyeHue OT cepBepa COOTBETCTBYIOLLErO 3amnpocy
ceptudukaTa;

o reHepaumsi CaMmonoAnnCcaHHbIX cepTudUKaToB.

OCHOBHblE TEXHMYECKME AaHHble M XapakTepuctmkm CK3W, a Takxe uHdbopmaumio o
COBMEeCTUMOCTM C apyruMm npoayktamm Kpuntollpo cM. B «PykoBoAcTBe aAMUHUCTpaTopa
6esonacHocTm».
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2. Vicnonb3oBaHMe OCHOBHOW (PYHKLIMOHANIbHOCTU
Kpuntonposanaepa «Kpuntollpo JCP» Bepcus 2.0 yepe3
cTaHAapTHbIN nHTepdenc JCA

2.1.leHepaumsa kno4veBon napbl Il B COOTBETCTBUM C
anroput™Mamm NOCT P 34.10-2001 n FOCT P 34.10-2012

KpuntonpoBangep «Kpuntollpo JCP» Bepcust 2.0 oCyLlecTBNSeT reHepauns K4eBown
napbl 31, cootBetcTBYytowen anropmtmy FOCT P 34.10-2001 mn FOCT P 34.10-2012, uepes
cTaHdapTHbin uHTepderic JCA npu nomowm knacca KeyPairGenerator. MeHepauus kouen
nwoboro agpyroro anroputMa npu nomowm kpuntonposangepa <«Kpuntollpo JCP» Bepcus 2.0
3anpeLyaeTcs.

2.1.1.Co3paHune obbekTa reHepauuun kao4desomn napbl Il
(reHepaTopa)
O6bekT reHepaumu kwuyeBolh napbl I (aanee reHepaTop) co3paeTcs MOCPeAcTBOM
Bbl3oBa MeTopa getinstance() knacca KeyPairGenerator. 3TOT MeToA ABASETCS CTaTUYECKMM U

BO3BpallaeT cCCblIKYy Ha knacc KeyPairGenerator, koTopbii obecnednBaeT BbiNOSIHEHME
TpebyeMon onepaunn.

Ona co3paHusa reHepaTopa kiawodeBoi napel 3 B cooTBeTcTBUM C anroputmom FOCT P
34.10-2001 nan FOCT P 34.10-2012 meTony getinstance() HeobxoaMMO B KauyecTBe napameTpa
nepepaTtb nms, naeHTudnumnpyrowee OaHHbIN anroputm ("GOST3410EL" nunm
JCP.GOST_EL_DEGREE_NAME ans anropuTMa roCT P 34.10-2001, nnu
"GOST3410_2012_256" nnu JCP.GOST_EL_2012_256_NAME pnsa anroputma FOCT P 34.10-
2012 (256 6ut), wnam "GOST3410_2012_512" wnn IJCP.GOST_EL_2012_512_ NAME ans
anroputMva TOCT P 34.10-2012 (512 6wut)). MNpwn TakoMm BbiI3oBe MeToda getinstance()
COBMECTHO C onpegeneHmem Tpebyemoro anroputma reHepauum  K/AHOYEBOW  napbl
OCYLLEeCTBNASETCH Takxe onpeaeneHue tpebyemoro tmna kpuntonposangepa («Kpuntollpo JCP»
Bepcus 2.0). Takxke ctaHgapTHbin nHTepdenc JCA no3BoASET B KayecTBe napameTrpa QyHKUMK
getinstance() knacca KeyPairGenerator BMecTe C WMeHeM anropmtMa nepefasaTb MMS
KpunTonpoBangepa, MUCMonb3yeMoro Ans BbinosHeHus Tpebyemoli onepaunn. TakuM obpasom,
co34aHue reHepaTtopa KJo4veBor napbl Ol oCywecTBASEeTCS OAHMM U3 creaytowmnx cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410EL") ;

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410EL", "JCP");

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL DEGREE NAME,
JCP.PROVIDER NAME) ;

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410 2012 256");

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410 2012 256",
HJCPH) ;

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL 2012 256 NAME,
JCP.PROVIDER NAME) ;

KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410 2012 512");
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KeyPairGenerator kg = KeyPairGenerator.getInstance ("GOST3410 2012 512",
n JCPH) ,.

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL 2012 512 NAME,
JCP.PROVIDER NAME) ;

leHepauusa ka4eBbix nap 3 npy nomowm TakKoro reHepatopa kg 6yaer
OCYyLLEeCcTBNATLCA B cooTBeTCcTBUKN € anroputMamu NOCT P 34.10-2001 v TOCT P 34.10-2012 un c
YCTAHOBNEHHbIMW B KOHTPOJIbHOW MNaHenu napameTpaMu (napameTpamu no yMmosn4vaHui). Ecnu
CyllecTByeT HeobxoAMMOCTb WCNONb30BaHUs Apyroro Habopa napamMeTpoB (OT/IMYHOIO OT
napamMeTpoB MO YMOJYaHWUIO), TO cCneayeT YycTaHoBUTb Tpebyembin Habop napamMeTpos
co3gaHHOMY reHepaTtopy. CrneayeT MOMHUTb, 4YTO AOMYCTMMbIM HabopoM yCTaHaBIMBAEMbIX
napamMeTpoB ANsa reHepaummn knawoyeBon napbl Ol aBnseTcs Habop, y KOTOPOro napameTpbl
noanuncu cooteeTcTBYOT anroputmy NOCT P 34.10-2001 wvnm NOCT P 34.10-2012.

2.1.2.0npepeneHne napamMeTpoB reHepaumm knodveson napbl I

Mocne TOro, Kak reHepaTop KJ4YeBOM napbl 6blnl  CO34aH, MOXET BO3HUKHYTb
HeobxoaMMOCTb YCTaHOBUTb Hekuii Habop napaMeTpoB reHepauuu Kiwuyeson mnapbl 3,
OT/INYHbIA OT MapaMeTpoB, YCTAHOBJIEHHbIX B KOHTPOJSIbHOW naHenn. Onepaunss U3MeHeHUs
cywecteytowero Habopa napaMeTpoB AOMNYyCTMMa TONbKO B TOM C/fiyvyae, eCcnm napaMmeTpbl
noanucu ycrtaHaBauMBaeMoro Habopa mapameTpoB cooTBeTcTBYytT anroputmy FOCT P 34.10-
2001, n ocywectBnaeTca npu noMmowm metoaa initialize() knacca KeyPairGenerator. DTomy
MeTo4y B KadyecTBe napameTpa nepepaetcs 06beKkT AlgIdInterface, NpeAcTaBNAOWMNA coboin
nHTepderc Habopa ycTaHaBnMBaeMblix MapamMeTpoB (co3gaHue o06beKTOB TakKoro Tuna
onucbiBaeTca Huxe). Toraa wusMeHeHMe Habopa mnapaMeTpoB reHepaTopa K/l4yeBoil napbl
NpoM3BOAMTCS Clieayrowmm obpasom:

AlgIdInterface keyParams; // uHTepderic Habopa napaMeTpOB KJoua

kg.initialize (keyParams); // yCTaHOBKa IapaMeTpOB, OIpPeNeJIeHHHX MHTepbencoM
keyParams

CneayeTt NOMHUTb O TOM, YTO U3MEHEHME NapaMeTPOB reHepaunn KIo4YeBon napbl UMeeT
CMbIC/T TOJIbKO /10 BbINOJIHEHUS HENOCPEACTBEHHO rEHEpaLNKN Napsbl.

CraHpaptHbin  unHTepdenc JCA pgonyckaeT Bbi30Bbl MeToda initialize() «knacca
KeyPairGenerator n ¢ pgpyrumm napaMeTpamu (HanpuMmep, AJIMHaA K/A4a), HO nNpwu
ncnonb3oBaHuM kpuntonposangepa «Kpuntollpo JCP» Bepcus 2.0 Takue BbI30Bbl He MMeOT
CMbIC/la, TOCKOJIbKY OHM He WU3MeHsIT Habopa napaMeTpoB, YCTAaHOBMEHHOrO paHee
reHepartopy.

KnioueBble KOHTeMHepbl noaaepxusatoT 6ut dhAllowed, o3Ha4dawOWwWnii BO3MOXHOCTb
NpoOu3BOAMTbL HA 3aKpbITOM KJO4Ye COrnacoBaHWE CECCMOHHbIX  Ka4yen. IToT  6but
aBTOMaTU4YeCKM yCTaHaBMMBAETCA NpW reHepauunn kntoden obmeHa (DH) Ha Bcex anroputmax,
npu reHepaumun Knwden noanmcm Ha anroputme NOCT P 34.10-2001, HO He yCTaHaB/AMBaeTCs
no ymMosdaHuio ans knawden nognmcm Ha anroputme NOCT P 34.10-2012. Ang Toro, 4tobbl KNtoY
noanucn Ha anroputMe FOCT P 34.10-2012 6bin creHepupoBaH ¢ 6utom dhAllowed v mor
NCNONb30BaTbCA AN COrnacoBaHWs, HYXXHO MPOMHMLMANM3MPOBaTb reHepaTop CeayrLlwmm
obpasomMm:

kg.initialize (new CrypdDhAllowedSpec()):;

HaunHasa ¢ sBepcumn Bbiwe JCP 2.0.38150, npu co3naHUM KAKOYEBOrO0 KOHTENWHEpa B Hero
nobaensieTcsa pacwmpeHune Private Key Usage Period, onpeaenstowiee Cpok 4eNCTBUS 3aKPbITOro
Klo4a Ansa onepaumm NOANUCUM AaHHbIX. 10 yMON4YaHWIO CpOK ycTaHoB/feH B 1 rog 3 mecsua.
MpoBepka Cpoka OCYLLeCTBNSETCA HENOCPEeACTBEHHO MPW BbIMNOJHEHUMM OMepaumn MnoAnucH
OAHHbIX: eCcnn TeKylaa AaTa MpeBblWaeT Ty, YTO yKasaHa B pacllMpeHunu, onepaumns noanucm
ONS gaHHoro knwo4a 6ypert 3anpeweHa. Ecnm pacwmpeHmne He HalAeHo B KOHTenHepe, byaeTt
npouseeAeH MOUCK aHaNorM4yHOro pacwmpeHuns B ceptudukaTe: ecnm OHO HalAeH M Tekylas
[aTa He yKnaablBaeTCsd B OTPEe30K BpPEMEHW, YKasaHHbIA B pacwmpeHun ceptudukaTa,
3aKpbITbIA  KAKOY He yAacTca WMCnonb3oBaTb ANS MNOANUCUM AaHHbIX. Ecnn  pacwupeHue ¢
yKa3aHWeM CPOKOB He HaWAeHO HU B KOHTEWHepe, HW B cepTudukaTe, TO K4 MOXET ObIiTb
NCrosib30BaH 6€3 orpaHNYEeHnN.
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[JaHHYyl0 npoBepKy CpoKa AenCTBUS MOXHO OTKAK4YUTb, 3anpeTtme «[lpoBepsTb CpOK
OENCTBMS 3aKpbITOro KJ4a» Ha 3aknagke «JononHutenbHo» naHenu «Kpuntollpo IJCP»
Bepcusa 2.0.

Mpy reHepaummn KIYEBON Mapbl MOXHO YKa3aTb COBCTBEHHbIM CPOK AENCTBMA K/oua,
He npesblwaowmnini 1 rog 3 Mecaua. Ana 3Toro cieayer yCTaHOBUTb NapaMeTp MHuuMannsaumm
reHepaTopa, HanpuMmep:

kg.initialize (new PKUPSignatureSpec (6, Calendar.MONTH)); // ycTaHOBKa I[IapaMeTpOB
CpoOKa HEeMCTBMA BaKPHTOTO KJKOYa

30ecb 6 — 3TO BPEMEHHOM WHTEpBan, a Calendar.MONTH - €AWHWLA W3MEPEHUS
BpeMEHN, TO €CTb CpPOK ,Cl,eVICTBVIFI Kno4a B AaHHOM Chydae yCTaHaB/IMBaAETCA 6 MecdaueB C
MOMEHTa CO3[aHUA KJIOUYEBOI napsbl.

2.1.3.Co3aaHue kno4veson napbl I

FeHepauusa knwo4veson napbel 3 B cooTBeTCcTBUM C anroputmamu TOCT P 34.10-2001 w
FTOCT P 34.10-2012 ocywecTsBnseTca TOJNIbKO Mocne co3jaHusd reHepatopa W, ecnm 3T0
HeobxoaMMo, onpedeneHnuss ero napamMeTpoB. Bbi3oB MeToga generateKeyPair() knacca
KeyPairGenerator Bo3BpallaeT HOBYIO K/to4yeByto napy 3I1 B COOTBETCTBMM C anropmtmamm
FOCT P 34.10-2001 n IOCT P 34.10-2012 n ycTaHOBNEHHbIM HabopoM napameTpoB (MAKU C
napamMeTpaMun No YMOAYaHUIO):

KeyPair pair = kg.generateKeyPair();

Mpumep reHepaumu Knto4eBon napbol CM.
samples/samples_src.jar/userSamples/KeyPairGen.java (BXxoAuWT B KOMMJIEKT MOCTaBKMU
nporpammHoro obecneueHus «Kpuntolpo JCP» Bepcusa 2.0).

2.2.PaboTa c K1roYeBbIMU HOCUTENSIMU

Kpuntonposaiigep «Kpuntolpo JCP» Bepcusa 2.0 ocyliecTBaseT xpaHeHue kaoden 3 un
COOTBETCTBYIOLWNX UM cepTUdUKATOB Koven npoBepkn DI Ha KAOYEBLIX HOCUTENSAX 4depes
CTaHpapTHbli  uHTepderic JCA npu nomowm knacca KeyStore. Cnegyer 3aMeTUTb, 4TO
ncnonb3oBaHMe uHTepderica 3Toro knacca sasnsderca obwMMm kak ansg paboTbl C KAOYEBLIMU
HoCUTEenaMKu, Tak M Ana paboTbl C XpaHunuweM ceptudunkaTos. OAHAKO, CYLECTBYIOT W
HeKoTopble 0COBEHHOCTU, ONMUCaHHbIE HUXE.

MockonbKy reHepaumsa kntoder DM m knwodven nposepkm DI paspeweHa TONbKO AN
anroputmMoB TOCT P 34.10-2001 u TOCT P 34.10-2012, 10 ® 3anucb kato4den 3l Ha KNyeBble
HOCUTENWN pa3pelleHa TONbKO AN K/IYen 3TUX aaroputMma. UrteHue kawodent DI C HocuTenen
AONyCTMMO ANs K/to4er, cooTBeTcTBYyOWMUX anroputmam MOCT P 34.10-2001 n IOCT P 34.10-
2012. 3anucb W uJTeHWe cepTUdUKaTOB KYen nposepku 3l gonycTtumbl Ana  oboumx
anropuTMOB U YAOBAETBOPSET CrieayloWwmMM rnpasuiam:

e A4 KaXxaoro kitoda M, XpaHALerocs Ha K/lOYEBOM HOCUTENE, AOMYCTUMO XpaHeHMe
O4HOr0 COOTBETCTBYHOLIEro Ktovy cepTuduKaTa Ha 3TOM HOCUTENE;

®  eC/IM Ha KJII0YEeBOM HOCUTENE yXe MMeeTcs cepTuduKaT, COOTBETCTBYOWMNI K4y I, To
npu 3annucu HOBOrO cepTuUdmKaTa CyLeCTBYOWNIA CepTUPMKAT YHUUTOXAETCS;

e eC/n 3anucbiBaeMblil cepTudurKaT He COOTBETCTBYET HM OAHOMY U3 Kkatoyen I,
XpaHALWMXCA Ha HocUTene, To cepTUdUKAT 3anMCbiBaeTCa B XpaHUuLe A0BEepeHHbIX
cepTndnKaTos.

Takxe cneayer o06paTuTb BHMMaHWE Ha OAHY BaXHYK 0COH6EeHHOCTb peanusaumu
nHtepderica KeyStore B kpuntonposaingepe «Kpuntolpo JCP» Bepcuss 2.0: XpaHunuwe
Knoyen (KKOYEBOM HOCUTENDL), WCMOJSIb3YEMOE 4yepe3 AaHHbli MHTepdenc, no yMOoSYaHuo
pasrpaHM4yeHo rno noJsib3oBaTensaM.

2.2.1.3anucb knoden I ¢ anroputmamm NOCT P 34.10-2001 n
MOCT P 34.10-2012 Ha knoyYeBble HOCUTENU

Mocne Toro, kak kiwouy II, cooTBeTcTBYOWMA anroputmy FOCT P 34.10-2001 vnn FOCT
P 34.10-2012, 6bin cosgaH, kpuntonpoBanaep «Kpuntollpo JCP» Bepcus 2.0 no3sonser
3anucaTtb €ro Ha OAWMH M3 MNEPEYUCNEHHbIX KJIIYEBBLIX HOCUTENen. Takxke Kak W reHepauwus,
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COXpaHeHWe Ha KJlloueBble HOCUTENN paspeluaeTcs ToSbKO ANs Kitoyein DI, COOTBETCTBYHOLUMX
anroputmy OCT P 34.10-2001 nnn TOCT P 34.10-2012.

OcylwecTBneHne onepauunii C KI4YeBbIMWU HocUTeNnsaMU (B TOM 4YMCe U 3anucb Kio4a
3l) npou3BOAUTCHA 4Yepe3 CTaHAapTHbIN MHTepdenc xpaHunuwa knwden 3 JCA (MHTepdeinc
knacca KeyStore) nocpeacTBOM BbINOSIHEHUS CneayLWwmMX AENCTBUN:

2.2.1.1.0npepesieHne TMna UCNoOJib3yeMoro KJro4eBoro Hocuresns

Onpe,qeneHme ThMNa UCNOJIb3YyEMOIo KJO4YEBOIro HOCHUTENA OCYLLECTBIAETCA NOCPEACTBOM
Bbi30Ba MeToga getinstance() knacca KeyStore. 3TOT MeToAa SBMASETCS CTaTUYECKUMM W
BO3BpallaeT CCblIKy Ha knacc KeyStore, kotopbii obecneumBaeT BbinosHeHne Tpebyemon
onepauun.

Ana onpeaeneHnss KOHKPETHOrO TuMa KJOYEBOro Hocutens Metoay getlnstance()
Heo6xoAMMO B KayecTBe MapaMeTpa nepeaatb UMs, MaeHTUdMUMpYloLee HeobXoaAUMbIM Tun. B
kpuntonpoBanaepe «Kpuntolpo JCP» Bepcusi 2.0 peannsoBaHO HECKONbKO TUMOB HOCUTENEN:

e Mg "HDImageStore" onpepenseT XeCTKNIN ANCK;
e umsa "FloppyStore" onpeaenser AUCKeTy;

e umMmeHa "OCFStore", "J6CFStore" onpenenstoT KapTouKM.

Mpn TakoM BbI30Be MeToAda getinstance() coBMeCTHO C onpeaeneHueMm Tpebyemoro Tuna
K/1II04EBOr0 HocuTens OCyLLeCTBNSAETCS  Takxe  onpegeneHve  Tpebyemoro  Tuna
kpuntonposaiigepa («Kpuntolpo JCP» Bepcumsa 2.0). Takxke craHaapTHblil unHTepdenc JCA
no3BONAET B KayecTBe napametpa dyHkumm getinstance() knacca KeyStore Bmecte € TUNOM
HOCUTENs yKasbiBaTb WUMsS KpUATONpoBanaepa, WMCMNOJb3yeMOoro AnS BbINMOAHEeHUs Tpebyemown
onepaumn. TakmMm o6pasoM, onpegeneHve TuMNa WCMNOAb3YEMOr0 KJ/IKOYEBOr0 HoCuTens
OCYLLEeCTBNSETCS OAHMM U3 C/leAyowmx crnocobos:

KeyStore ks = KeyStore.getInstance ("HDImageStore");
KeyStore ks = KeyStore.getInstance ("HDImageStore", "JCP");
KeyStore ks = KeyStore.getInstance ("FloppyStore");
KeyStore ks = KeyStore.getInstance ("FloppyStore", "JCP");
KeyStore ks = KeyStore.getInstance ("OCFStore");

KeyStore ks = KeyStore.getInstance ("OCFStore", "JCP");
KeyStore ks = KeyStore.getInstance ("J6CFStore");

KeyStore ks = KeyStore.getInstance ("J6CFStore", "JCP");

OnpeneneHne TuMa WCNOMb3YEMOro KJKOUYEBOro HOCUTENs npeacTaBnseTr coboit
MHULMANM3AUMIO CTaHAApTHOrO K/ueBoro xpaHunuwa JCA, nosaToMy onepaumm 3anmucu Ha
K/HOUEBOW HOCUTENb UMW UTEHUSA C HEro CrieAyeT OCYLLECTBNATbL B COOTBETCTBMM C MHTEPhENCoM
JCA, a uMeHHO, TpebyeTcs npeABapuTebHas 3arpyska COAEpPXMMOro HOCUTENSA U nocieaytouee
nocne BbIMOSIHEHWS Onepaumm COXpaHeHMe COAEPXKUMOTO.

2.2.1.2.3arpy3Ka coAep>XXuMoro KJito4eBoro Hocurens

CornacHo wuHTepdelicy cTaHgapTHoOro kntuyeBoro xpaHunuwa JCA nepeg HayanoMm
BbINOSIHEHMSA KakuX Anbo onepauninn TpebyeTcsa 3arpy3ka BCero COAEpPXXMMOro XpaHwauuwia,
cnepoBaTtenbHO, nepea BbINOJIHEHWMEM OMepauuin C KIKYEBbIM HOCUTENEM cneayeT 3arpy3unTb
ero cogepxumoe. 3arpyska CcoAepXUMOro craHgapTHoro xpaHwnuwa JCA ocyuwecTBnsercs
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nocpencTsoM Bbi3oBa MeToga /oad() knacca KeyStore. CornacHo mHtepdency JCA dyHKUMK
load() cnepyeT nepepaBaTb ABa MapaMeTpa: MOTOK, M3 KOTOPOro OCYLWECTBASETCA YTEHME
COAEPXMMOI0 K/IHOYEBOI0 XpaHUIMLLa, U Naposb Ha XpaHUIULLE.

Mockonbky paboTa C KAKYEBbIMM HocuTenamMm (4YTeHue/3anucb kawden D1 wu
COOTBETCTBYWOLWNX WM CepTMdMKATOB) M C XpaHwiuwem cepTudukatoB (4YTeHue/3anncb
AoBepeHHbIX cepTudmkaToB) B Kpuntonposangepe «Kpuntollpo JCP» Bepcus 2.0 peannsoBaHa
cornacHo obwemy nHtepdency JCA knacca KeyStore, To B HEKOTOPbIX Cy4yasixX Bbi30B HYHKUNMU
load() ocywecTBnsieT KakK 3arpy3kKy COAEpPXMMOro KJIlOUEBOro HOCUTENSs, TaK U COAEPXMMOro
XpaHunwa cepTndmnkaToB, MNPOMHULMANN3MPOBAHHOIO WMMEHEM JAaHHOro Hocutens. Beuay
3TOro BO3HMKAOT 0COH6EHHOCTN NCNONb30BaHUS nNapameTpoB dyHKumKn load():

e [lepBbii NnapameTp (BXOAHOM NMOTOK M3 KOTOPOro OCYLLECTBASAETCS 3arpy3ka CoAepXXMMOro
XpaHunuuia) ncnonb3lyeTcs kpuntonposargepom «Kpuntollpo JCP» Bepcusa 2.0 TONbKO B cy4yae
paboTbl C XpaHunuwem ceptudunkaTos. [MO3TOMY, NpU OCYLLECTBAEHUM Onepauum 3annucm Ha
KIIOYEBOW HOCUTENb UJIN YTEHUSA C HEro B KayecTBe AAaHHOro napameTpa, MOXHO yKasbiBaTb null.
Ecnn npovHMunanmnsmpoBaHHOEe MMEHEM HOCUTENS CTaHAapTHoe XpaHunuwe KeyStore
ncnonb3yeTcs Kak Ana paboTbl C AaHHbIM KIOYEBbIM HOCUTENEM, TaK U AN paboTbl C XpaHUULLEM
cepTndunkaToB, TO B KayecTBe AaHHOIO napaMeTpa cieAyeT yKa3blBaTb MOTOK COAEPXUMOTrO
XpaHunuwa ceptTudurkaTos. Toraa 3arpy>XeHHoe coaepXmMMoe noToka byaeT ncnonb3oBaTbCs
TONbKO npwu paboTe ¢ XxpaHunuuwem ceptudunkaTos, a Npu paborte c Hocutenamu byaer
MrHOpMpoBaTbCs. ECM NpOMHULMANM3NPOBAHHOIO MMEHEM AAHHOIO HOCUTENS XpaHuauwa
cepTnudnKaToB Ha MOMEHT Bbi30Ba MYHKUMKN /oad() He cywecTByeT, TO B KadecTBe 3TOro
napameTpa cfeyeT ykasbiBaTb null.

e BTOpol napameTp SIBNSIETCA NaposieM Ha XpaHunuue ceptudukaTos, KotTopoe 6b110
NPONHMLMANN3NpoBaHO UMEHEM AaHHOro HocuTens. MNpu onepaumsax C KNKYEBbIMU HOCUTENSIMU
3TOT napameTp haKTUYECKN HE UCMOJIb3YeTCsl, HO BBMAY obLliero nHrepdenca ana HocuTenem um
XpaHuauwa ceptudunkaTos, Npu NO6bLIX onepaumsax C KIo4YeBbIM HOCUTENIEM Napoab cleayeT
yKasbiBaTb. ECM Ha MOMeHT Bbi30oBa MeToAa /oad() He cywecTByeT XxpaHuamwa cepTndunkaTos,
MPOMHULMANN3NPOBAHHOIO MMEHEM AAHHOIMO0 HOCUTENS, TO B KayeCcTBe 3TOro napameTpa cneayer
yKasbiBaTb null.

Takum 06pa30M, nepeg Ha4dasioM BbINOJIHEHNA onepaunn C KNIK4YeEBbIM HOCUTENEM
cnenyeT BbIMOJHUTL 3arpy3Ky COAEPXMMOro 3Toro Hocutens (U, ecnu 3To TpebyeTtcs, 3arpysky
NMPOMHULUMANN3MPOBAHHOIO WMMEHEM HOCUTENS XpaHunuuwia CcepTUdUMKaToB) Creaylowmm
obpa3omM:

ks.load (null, null); // He CylleCTByeT XpaHWIMia CepTuUdrMKaTos,
// TPOVHULMAIM3UPOBAHHOTO MMEHEM IOaHHOTO
// KJIOUEBOTO HOCUTEJI
char[] passwd;
ks.load (null, passwd); // xpaHunuie cepTUdMKAaTOB CylWeCTBYyeT,
// Ha Hero yCTaHOBJIEH NapoJib passwd,
// HO mociemywoupe omnepauuu OynyT NPOU3BOOUTHCSH
// TOJILKO C HOCHUTEJIEM
InputStream stream;
ks.load (stream, passwd);// XpaHuiuiume CcepTudMKATOB CYUECTBYET,
// Ha Hero yCTaHOBJIEH MNapoJib passwd,
// mnocryenywoupe omnepaunu OyOyT NPOM3BOIUTHCS
// Kak C HOCUTEeJIeM, TakK U C XPaHUJIMIEM
// cepTtubdvkaTor. COHEPXMMOE XPaHMUIIMIIA
// sanmcaHo B stream.

2.2.1.3.3anucb knr4a 3 Ha HocuTenb

MNocne Toro, Kak coaepxumoe HocuTens (U, ecnu 3To TpebyeTcsi, coaepXuMmoe
NPOVHULMANMU3NPOBAHHOIO MMEHEM HOCUTENSA XpaHunua cepTnudukatoB) 6bi10 3arpy>KeHo,
OCYLLECTBNSETCA CO6CTBEHHO 3anucb kato4da O Ha HocuTenb. [laHHas onepauus peanu3yetcs
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npyu nomMowmM BbiI3OBa MeToga setKeyEntry() knacca KeyStore. CornacHo craHaapTHOMY
nHtepdericy JCA cywectByeT gBa cnocoba Bbi30Ba AaHHOrMO MeToga C pas/iMyHbIMKM Habopamu
napameTpoB. Kpuntonposanaep «Kpuntolpo JCP» Bepcus 2.0 gonyckaeT TONbKO oAMH Habop
napaMeTpoB:

String alias; // uneHTUOUKATOP (YyHMUKAJIBHOE MMA) KJOUYa U
// COOTBETCTBYWOUEIO eMy cepTudurKaTa

// wjoua mnpoBepku 311
PrivateKey key; // wmou 310

char[] password; // maposb Ha KJoOY (B OOWEeM cjiydae OTJIMYaeTCH

// OT mapoJis Ha XpaHUIMIEe, MCIOJb3YyeMOTO [IPY 3arpy3Ke)

Certificate[] chain;// uenouka cepTudMKaTOB, HAUMHAA C KOPHEBOTO U
// u BakaHumBasa cepTuduxkaToM Kjoda III,

// cooTBeTCTByKOHETo Kiody OII

ks.setKeyEntry(alias, key, password, chain);
CnepgyeT oTMETUTb HEKOTOPble 0COBeHHOCTKN Bbi3oBa MyHKUMK setKeyEntry():

e napaMeTp alias ABMSETCS YHMKaJIbHbIM MMEHEM 3anucbiBaeMoro katoda 3 u
COOTBETCTBYIOWEN eMy Lenodkn ceptudukaToB. Ecnm Ha HocuTene yxe cywectsyeT katod IM1 u,
BO3MOXHO, COOTBETCTBYHOLLAA €My Liernovka cepTMdukaTos, TO NMPU MOMNbITKE 3anmMcu Ha 3TOT
HOCUTENb HOBOIO KJ/llo4a C TEM e caMbiM alias npousonaeT nmbo fAo3anmcb HOBOro ktova (B
cny4yae, €eC/inM HOBbINM K/HOY COOTBETCTBYET TOMY XE airOpUTMy, HO OT/IMYAETCS Ha3Ha4YeHUEM, T.e.
3anuncbiBaeMbl KoY SIBASETCS KAOUYOM 0B6MeHa, a y)Ke HaxOoAsLWMNCS Ha HocuTeNne — KJIlo4YoM
noanucu, nnu HaobopoT), MMbo nepesannchb Kato4va (B ciydae, €c/in HOBbIN KoY COOTBETCTBYET
TOMY Xe aJropuTMy M MMEeT TO Xe HasHauyeHue). B cnyyae HecoBnageHMs anropnuTMoB
YCTAHOBJ/IEHHOIO B KOHTeNHep 1 aobaBnsieMoro kaw4en, 6yaet MHULUMUPOBAHO UCKoYeHue. Ecnu
naposib, NnepeAaBaeMblil B password, oT/iM4yaeTcst OT NMaposis, Ha KOTOPOM 3alnLEH KOHTENHEp,
HeobxoanMo NepepaTb CTapblii Naponb Yepes napameTp alias, nobaBaBuMB ero nocne annaca u
pa3aennTenbHOro cMMBoa «::::». Hanpumep, String aliasWithPassword = "MyContainer::::pass";

e KAk OTMeyasiochb Bblwe, koY I key AomkeH cooTeeTcTBoBaTh Tuny NOCT P 34.10-2001
mnn FOCT P 34.10-2012. 3anuck kntoya noboro Apyroro anropMtMa 3anpellaeTrcs;

e B obLeM criyyae B KayecTBe Maposis password MOXET BbICTynaTb 1060 CUMBOJIbHbIN
MaccuB, AOMYCTMMO TakXe OTCYTCTBME napons, T.e. null. Takmm obpa3om, 3TOT Naposib SBNASETCA
WCK/TIOYUTENbHO MapoJieM Ha 3anMCbIBAEMbIN K04 U HE MMeeT HM4vero obuero ¢ naponiem Ha
HocuTenb (ecnu TakoBOl MMeeTcsl, CM. Bbile). OcobeHHOCTb MCMOMb30BaHUS AaHHOIO NapameTpa
BO3HWKAET N1Lb B C/ly4Yae MCNONb30BaHNSA KapTOYKM B KayecTBe HocuTens (Npy uHuuuanmsaumm
knoyesoro xpaHmnuwa JCA nmeHem "OCFStore" nnn "J6CFStore"). B 3ToM cnydae naponb Ha
XpPaHMMbIA Ha HOCUTENE KoY AO/KEH COBNagaTh C NaposieM AOCTyNa K KOHTelHepy. DTOT naposb
B CBOIO o4epeab He 0653aH coBnaaTb C MaposeM A0CTyna K XpaHunuuy (K HOCUTenNo),
Heob6xoANMbIM MpU 3arpysKe HOCUTENS;

e B KayecTBe napameTpa chain BbICTynaeT uenoyka ceptudunkaTos, cocroswas ambo ns
€AMHCTBEHHOIro cepTudmKaTa, KN4y NpoBEPKN 3/IEKTPOHHOM NOAMNMUCU KOTOPOro COOTBETCTBYET
3anuceiBaeMoMy kntouy II1, nmbo n3 cobCTBEHHO LENOYKM CepTUPUNKATOB, B KOTOPOWN cepTudukart
COOTBETCTBYIOLWNI KHOUY HaXOAUTCS B HY/IEBOM 3/1eMeHTe MaccmBa. CepTudukaTom,
COOTBETCBYIOLIUM KJIHOUY, MOXET 6bITb Kak CaMONOAMNNCaHHbIN cepTudukaT, Tak U ceptTudukar,
3aBepeHHbI AOBEPEHHbIM LEHTPOM cepTudukaumn. Ecnm npm aToM nepenasaemblit ceptudurkaT He
cooTBeTCcTBYeT kntody II key, To MeToq setKeyEntry() BblI30BeT UCKIOYEHME.

2.2.1.4.CoxpaHeHune CoOAEepP>XMMOro KJ1lo4eBOro HocuTens

CornacHo craHaapTHOMY WHTepdency knacca KeyStore nocne nwboin onepaunu,
U3MEHSIOWEN COoAepXUMOe CcTaHgapTHoro xpaHunuwa JCA, ero cnegyetr nepesanucaThb.
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Onepaunsi coxpaHeHUs OCYLIEeCTBMSETCS BbI30BOM (yHKuuu store() knacca KeyStore. Ecnum
N3MEHEHUS KacCalnCb TONbKO COAEPXWUMOro KSIKOUEBOr0 HOCUTENS, TO BbI3OB AAHHON (YHKUMMK
He saBnsetTcsd ob6s3aTeNbHbIM (3anucbiBaeMble KUM D1 coxpaHsAlTCa Ha HocuTene
aBTOMATM4YeCKW, OAHAKO B 3TOM C/y4ae TakKxXe MOXHO BOCMNOoSb30BaTbCa dyHKumen store(null,
null)). Ecnn  Xe M3MeHeHMa  Kacaaucb  COAEPXMMOro  XpaHunuua cepTudukaTos,
NPOVHUNLMANU3NPOBAHHOIO MMEHEM JaHHOro HocuTens, To dyHKuuio store() cneayeT Bbi3biBaTb
C ABYMS nMapaMeTpaMu: BbIXOAHOMW MNOTOK, B KOTOPbIA 3aMuMCbIBAaEeTCs HOBOE COAEepXUMoe
XpaHunuiia cepTu@uKaToB M Napofib Ha 3TO XpaHunuvwe (3TOT napojib B Nocneactsmu byaer
MCMONb30BaTbCs AN  AOCTyNa K HOCUTENO, MMEHEM KOTOpPOro MpOMHMLMANU3MPOBaHO
XpaHunuwe ceptuduKaToB, a Takxke Ans A0CTyna K camMoMy XpaHunuuwy). MNepepaBaeMbin B
KauyecTBe napameTpa NapoJ/ib Ha 3TO XpaHunuLe He AoXeH ObiTb null.

Mepe3annucb COAEPXMMOro XpaHwua AOBEpPeHHbIX cepTUdMKATOB OCyLeCcTBNSeTCs
cneayouwmm obpasom:

OutputStream stream; // MOTOK, B KOTOPHI BaNMCHBAETCH

// V3MEHEHHOEe COIEepPXUMOEe XPaHMJIMIA

char[] password; // maposb OJjia MoCJenyomero OOCTyra

// K OAaHHOMY XpPaHWUJINULY

ks.store(stream, password);

Mpumep 3anmcu Ktoya oM Ha HOCUTENb CM.
samples/samples_src.jar/userSamples/KeyPairGen.java (BXoAMT B KOMMMEKT MNOCTaBKM MPOrpaMMHOro
obecneyenunsa «Kpuntollpo JCP» Bepcusa 2.0).

2.2.2.41eHune knoden II ¢ anroputmamum TOCT P 34.10-2001 un
FOCT P 34.10-2012 c Kto4YeBbIX HOCUTENEN

UTteHne kntoder 3l Npom3BOANTCS Yepe3 CTaHAapTHbIN MHTepdenc XpaHunuLa Karden
3N JCA (4epe3 uHTepdelic knacca KeyStore) nocpeacTtBOM BbINOSIHEHMS ClieyOWNX 4EeNCTBUIA:

e onpeneneHue TMMNa UCMoJsib3yeMOoro Kao4eBoro HocuTens;
e 3arpyska CoAep>XMMOro K/H4YeBOro HoOCUTENS;
e yTeHue kioda Il c HocuTens;

o COXpaHEHNE COAEPXKMMOro KAK4YeEBOro HoCUTeENA.

Nocne TOro, Kak coaepxumoe Hocutens (u, ecnu 370 TpebyeTcs, coaepxumoe
NPOMHULUMANN3NPOBAHHOIO MMEHEM HOcUTeNsl XpaHunuwa cepTudukaToB) 6bl10 3arpyxeHo,
ocyllecTBasieTcs CobCTBEHHO 4YTeHue kitoda 3l ¢ HocuTens. [aHHas onepaums peanunsyeTtcs
npu noMmowm Bbi3oBa MeToaa getKey() knacca KeyStore, Bo3Bpallatowero tpebyemblii Koy
3N, cnegyowmm obpasom:

String alias; // moeHTudukaTop (YHMKAJbHOE MMHA) [OoJiydaeMoTro kjioua O3lI,

// YCTaHOBJIEHHHIA NPY SBaNMCHM KJOUYa Ha HOCUTEJb
char[] password;// mapoJsib Ha KJIOY, YCTAHOBJIEHHHI [IPY BaNMCHM KJOUa Ha HOCUTEJb
JCPProtectionParameter protParam; // Vudopmauus o0 M3BJIEKAEMOM KJIOUE.

PrivateKey key = (PrivateKey)ks.getKey(alias, password);

nnn

PrivateKey key = (PrivateKey)ks.getEntry(alias, protParam);
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CnepgyeT oTMETUTb HEKOTOPble 0COBEHHOCTU Bbi3oBa MyHKUMN getKey():

e napameTp alias ABMASETCHA YHMKaJIbHbIM MMEHEM Mnofslydaemoro kao4a 31, koTopoe 6bis10
YCT@HOB/IEHO MPW 3aMnncu Ki4Ya Ha HocuTenb. Ecnm Ha 3a4aHHOM HOCUTENE He CYLLeCTBYET K/toya
Ol c nepeaaBaeMbiM MMeHeM alias, TO Bbi30B getKey() BepHeT null. EcCnum xe knwouyen c
TakuM alias Ha HocuTene aBa, To 6yaeT BO3BpaLWéEH K/toY 0bMeHa;

e napameTp password npeacTaBnsieT cobon naponb Ha 3anpalwunBaemblii knod DI, KOTOpbIN
6bIS1 YCTAHOBJIEH MPUM 3aNUCK 3TOMO Ktova B KOHTelHep. Kak oTMevanoch Bblle, ANS KapTodek
(npyn nHMunanunsaumm knyeBoro xpanmnuua JCA nmenem "OCFStore" nnn "J6CFStore") naponun
Ha BCe KJI0YM, XPaHUMble Ha KapTouke, COBMaAatoT C naposieM, NPoLMUTbIM B KapTouKe npu ee
COo34aHnu.

MoNyunTb 3aKpbITbIA KUY MOXHO TakXe C NMOMOLLbIO Bbl30Ba MeToAa getEntry. EMy Ha BxopA
nepenaércs anmac knda n obbekT knacca JCPProtectionParameter, B KOTOPOM MOXHO
nepeaaTtb MHdOpMaUMIo 0 Naposie, paspeLlleHnm Ha NCNOosIb30BaHME MYCTbIX Lenoyek
cepTndmMKaToOB N TUNE KK4Ya, KOTOpPbIN He06X0AMMO M3BeYb C HocuTens. JOCTynHbI
cnepyrwme KOHCTPYKTOPbI AAaHHOMO KJjlacca:

e JCPProtectionParameter (char[] p) — yCTaHOBUTH IIapoJib P, 3aNPeTUTH
JMCIIOJNIb30BaHMEe IIYyCTHX LeNodek CcepTUdMKaATOB, M3BJIEKAThH JIOOOM OOCTYIHEIM
KJIOY (C NPMOPUTETOM KJdYa OOMeHAa) ;

e public JCPProtectionParameter (char[] p, boolean s) - yCTaHOBUTH
napoJjib p, napaMeTp S UMIHOPMPYETCHd, 3alpeTUThb MCIOJIb30BaHME IIYCTHX
Lernouyek cepTudmMKaToB, M3BJEKATH JIIOOO0M HOOCTYIHBEI KJIOY (C IPUOPUTETOM
KJioua ofwMmeHa) ;

e public JCPProtectionParameter (char[] p, boolean s, boolean a) -
YCTaHOBUTL I[1APOJIbE P, [IapaMeTp S MI'HOPUPYETCH, paspelmTb
MCIOJIb30BaHMEe IIYyCTHX LEerNodek cepTudmkaToB, ecam a = true, u
3alpeTuUTh, €ClIM MHAade, M3BJIEeKaTh JI0OOM IOCTYMIHEM KJIOU (C IPUOPUTETOM
KJoya obwmMmeHa) ;

e public JCPProtectionParameter (char[] p, boolean s, boolean a, int
type) - YyCTAHOBMTL [ApOJIb P, [HapaMeTp S MUIHOPUPYETCs, Pa3pelMnTh
MCIOJIb30BaHMe IIYyCTHX LerNodek cepTudmkaToB, ecam a = true, u
3aNpeTuUTh, €CJHM MHade, M3BJIeKaTb CTPOTO YKA3aHHBI KJIOY: AT ANY
(060 OOCTYMHHM KJIOU C NPMOPMTETOM Kioda obmeHa), AT KEYEXCHANGE
(cTporo kywu ofMmeHa), AT SIGNATURE (CTpOro KJod IOOIUCH) ;

2.2.3.3anucb ceptndukaTta Kar4da NpoBepKU 3/1EKTPOHHOM
noAMNUCKU Ha KNOYEBOM HOCUTENb B COOTBETCTBUM C XPaHSALWEMCH Ha
HeM ktoyoM Il

Kpuntonposanagep «Kpuntolpo JCP» Bepcus 2.0 NO3BONSAET OCYLLECTBASATb 3anucCb Ha
KtoueBble HOCcUTenu ceptudumkaToB Kato4deln 3, COOTBETCTBYHOWMX XPaHALWMMCS Ha HOoCuTene
kntodam I, Takum obpasom, onepauus 3anucu ceptudukatosB katoden 3l gonyctuMa ans
Kntoden, cootBeTcTBYOWMX anroputMam FOCT P 34.10-2001 wnm FOCT P 34.10-2012, un
NPUBOAUT K CAeAylLlnM pesysbTaTtam:

e pobaBneHune ceptTudmrKaTa Ha KIKOYEBOMW HOCUTENb B COOTBETCTBMU C XPAHSALWMMCSH Ha
HocuTene knto4dom Jl, ecnu paHee Ha HocuTene He 6bino Takoro cepTudukaTa;

e Mepesanucb CyLIECTBYIOLLEro Ha HocuTene cepTudmkarta Knwoda nposepku 3N,
COOTBETCTBYIOLWErO K/tody 3, HOBbIM CEpPTUDUKATOM.

Mpy 3TOM  OCYyWeCTBNSAETCAa [poBepkKa COOTBETCTBMA  K/4a  rnposBepkn Il
3anucbiBaemMoro ceptudukaTta Kady 31eKTPOHHOW NoAnncu.

Onepaumns 3anucu ceptudukaTa Knwda nposepkum DI moanucm NpousBOAMTCS 4yepes
CTaHAapTHbIM MHTepdenc xpaHunuwa kntoden 3 JCA (yepe3 mHTepdenc knacca KeyStore)
NnocpeaCTBOM BbIMOSIHEHUSA CleaYyoWNX LENCTBUN:

L4 onpegeneHne Tmna UCnoJsib3yeMoro Kar4eBoro HoOCUTen4,
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e 3arpy3Ka COAEpPXXMMOro K/OYEBOIr0 HOCUTENS;
e 3anucb ceptudumkaTa KaYa nposepkn Il Ha HOCUTENb;

. COXpaHeHUE coaepPXMMOro Kio4eBoro HocuUTenA.

Nocne TOro, Kak coaepxumoe Hocutens (u, ecnu 370 TpebyeTcs, coaepxumoe
NPOMHULUMANN3UPOBAHHOIO MMEHEM HOCUTeNs XpaHunuuwa cepTtudukaToB) 6bl10 3arpyxeHo,
oCcyLLecTBNaeTcs CobCcTBeHHO 3anucb cepTudukaTa kawda nposepkn I Ha HocuTenb. [JaHHas
onepauus peanmsyeTcs npu NoMolM Bbi3oBa MeToaa setCertificateEntry() knacca KeyStore
cneaywouwmm obpasom:

String alias; // unenTubmuxkaTop (yHMKaAJIbHOE MMA) kKjmoua I,

// KOTOpPOMYy COOTBETCTBYET KJIOU NpoBepkyu 3Bl ceprudbmxaTa
Certificate cert; // BanmuceBaeMbli cepTuduxkaT

ks.setCertificateEntry(alias, cert);
CnepyeT oTMETUTb HeKoTopble 0cobeHHOCTM Bbi3oBa pyHkunmn setCertificateEntry():

e MapameTp alias ABMSETCHA YHMKaNbHbIM MMeHeM Kstoda Ol1, KOTOpOMYy COOTBETCTBYET
KoY nposepku Il 3anucbiBaeMoro ceptudgukarta. Ecnm knwouy ¢ 3agaHHbIM UMeHeM alias yxe
COOTBETCTBYET HEKOTOPLIN CEPTUPUKAT Ha HOCUTENE, TO 3TOT cepTmudukaT byaeT nepesanmcaH
HOBbIM. B NpOTMBHOM Cny4yae nepeaaBaeMblii cepTudukaT 6yaeTt npocto Aob6aBneH Ha HOCUTESb.
Mpun 3ToM nocne 3anucu ceptudmkaTy 6yaeT NpUCBOEHO MMS COOTBETCTBYOLWEro emy kto4da Il -
nepenaBaemblii Metoay setCertificateEntry() B kadecTBe napaMeTpa alias. Ecnm xe Ha HocuTene
He cylecTByeT ko4a Il ¢ 3agaHHbIM alias, To nepegaBaeMbln ceptudukaT byaet gobasneH B
XpaHunuile AOBEepeHHbIX cepTudurKaTos;

e napaMeTp cert npeactasnseT cobor 3anuMcbiBaeMbli Ha HOCUTENb cepTudmkat. Kntoy
nposepku Il 3TOro ceptudmKaTa A0/HKEH COOTBETCTBOBaTb Kktody Ol ¢ umeHeM alias, eCcnm oH
CyLLeCcTBYeT, B NPOTUBHOM cny4yae Metopa setCertificateEntry() creHepupyeT UCK/IoYeHme.

2.2.4.YTeHune cepTudukaTa Karo4da nposepkm Il € KIOYEBOro
HocuTens

Kpuntonposanaep «Kpuntollpo JCP» Bepcua 2.0 NO3BONAET OCYLLECTBAATb UTEHUE C
K/loUeBbIX HocuTenen cepTuduKaToB Kiwo4ven nposepkn DI, COOTBETCTBYOWMX anroputMy
FOCT P 34.10-2001 wam TOCT P 34.10-2012 uyepe3 cTaHAApTHbIN MHTEpdEnc XpaHwuauwa
kntodern 3N JCA (nHTepdennc knacca KeyStore) nocpeacTBOM BbIMNOSIHEHUS ClieAyrHOLWNX
OeNCcTBuin:

e onpeneneHue TMNa UCMoJsib3yeMoro KaoueBoro HocuTens;
e 3arpyska CoAep>KMMOro K/H4eBOoro HoCUTEenNs;
e yTeHue cepTudukaTa kaoda I c HocuTens;

. COXpaHeEHUE CcoAEPXMMOro KJlo4eBOro HoOCUTENA.

Mocne TOro, Kak coAaepxumoe HocuTensa (M, ecnm 370 TpebyeTcs, coaepxumoe
NPOVHULMANU3NPOBAHHOIO MMEHEM HOCUTENS XpaHunuwa cepTudukaToB) 6bIN0 3arpyXxeHo,
OCYLLEeCTBNASIETCS COBCTBEHHO YTeHWe cepTudmkaTta kitoda nposepku Il ¢ HocuTens. JaHHas
onepauus peanusyetca npu MNoMowWM Bbi3oBa MeToda getCertificate() knacca KeyStore,
BO3BpallaloLlWero 3anpawmBaemsin ceptudukar, cneayrowmm obpasom:

String alias; // wmnmenTubmkaTop (yHMKaAJbHOE uMsA) cepTudmkara,

// YCTAHOBJIEHHBIA NPM BaNUCK CcepTudMKaTa Ha HOCUTEIb
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Certificate cert = ks.getCertificate(alias);

Cnepgyer oTMeTUTb HeKoTopble 0cCob6eHHOCTM Bbi3oBa dyHKUMKM getCertificate() ¢
nepefaBaeMbiM MapaMeTpoM alias, SBASKOWMMCS YHMKaJbHbIM WMMEHEM 3anpallMBaeMoro
ceptudukara:

®  eC/IM Ha HocuTene CyLecTBYyeT cepTuduKaT C 3a4aHHbIM MMeHeM alias, TO METOA
getCertificate() BepHeT cepTudunKaT C HOCUTenNS;

e  eC/M Ha HOoCUTeNe He CyLLecTBYeT cepTudmkaTa C UMeHeM alias, HO B XpaHunuuie

cepTMdunKaToB ecTb cepTuduKaTt € TakuM uMeHeM, To MeToa getCertificate() BepHeT cepTudukar
U3 XpaHunuwa ceptudunKkaTos;

e ecnun ceptudumKaTa C 3afaHHbIM UMEHEM alias He CyLleCTBYeT HU Ha HOCUTENE, HU B
XpaHunue ceptTudukaTos, To Metoa getCertificate() sepHeT null.

2.2.5.YaaneHne ceKpeTHOro KJjto4da C KJKo4eBoro HocuTens

YpaaneHne CeKpeTHOro K4ya C  KJ/IHYEBOrO0 HOCUTENS OCYLUECTBNSIETCS Bbi30BOM
dyHKunn deleteEntry c nepenaBaeMbiM NapaMeTpoM alias, ABAAKOWMMCS YHUKANbHbIM MMEHEM
Kaoua. [nsa HocuTenen Tpebywmnx napons Ang yaaneHus KoHtenHepa (HanpuMep, cMapT-KapT
Ockap), B KayecTBe MMeHM KJo4va HeobxoaMMo nepenaTb CTPOKY, COCTOSILLYIO M3 MMEHM K/kouya,
4 cumBonos geoetoumns ("::::") M napons AoCTyna K K/ouy.

2.2.6.13MeHeHne nyTen K xpaHunmuwam "FloppyStore" un
"HDImageStore"

N3MeHnTb NyTU K XpaHununuwam "FloppyStore" n "HDImageStore" MOXXHO U3 KOHTPOJIbHOM
naHenu «Kpuntollpo JCP» Bepcusa 2.0 nam nporpaMmMHo:

//YcTaHoBKa HOBOTO NyTH
FloppyStore.setDir (String pathFloppy)

HDImageStore.setDir (String pathHD)

//TlonydeHue TeKymero nyTH
String dirFloppy = FloppyStore.getDir ()

String dirHD = HDImageStore.getDir ()

2.3.PaboTta ¢ xpaHmnuLieM goBepeHHbIX CEPTUPUNKATOB

Kpuntonposaiigep «Kpuntolpo JCP» Bepcua 2.0 ocyuiecTBnsieT XxpaHeHuUe A0BepeHHbIX
cepTuduKaTtoB B  OMpedensieMbiM  MNONb30BaTeNEM  XpaHuUNULWEe cepTUduUKaTtoB  4yepes
ctaHgapTHbii mnHTepdenc JCA (knacc KeyStore). Cneayer 3aMeTuTb, 4YTO WCMONb30BaHue
nHTepderca aToro knacca aBnsercs obwumM Kak ans paboTbl XpaHUAUWeM cepTUdnKaTos, Tak
n gns paboTbl C KNOYeBbIMM HocuTensaMu. OcobeHHoCcTn paboTbl € XxpaHunuwem ceptudmnkaTos
onucaHbl HUXe.

2.3.1.3anncb cepTndUKaTOB B XpaHUINULLE AOBEPEHHbIX
cepTndunkaToB
KpuntonpoBangep «Kpuntollpo JCP» Bepcus 2.0 no3BOSSiET OCYLLECTBAATb 3anucb
AOBEPEHHbIX CepTM¢MKaTOB B onpegendeMoe noJsib3oBaTenNeM XpaHUIUwe AOOBEPEHHDbIX
cepTudmkKaToB, COOTBETCTBYlOWEEe CTaHAAPTHOMY wHTepdency xpaHunuwa JCA (knacc

KeyStore). Ons aToro Heo6xoaAMMO BbIMOSIHUTL NOCNEA0BaTENIbHOCTL AENCTBUN, aHANOrMMYHYHO
nocneaoBaTeslbHOCTU Npu paboTe C KIYEBbIMU HOCUTENSAMU:

2.3.1.1.MHnMumanm3aumna XxpaHunumiya AoBepeHHbIX cepTudmnkKkaToB
AHanorMyHo onpeaeneHuio TMna UCrosib3yeMoro Kia4eBoro HocuTens.

Ons ypobctBa nonb3oBaTens Obin Takxe co3gaH Tun xpanunuwa "CertStore". B
XpaHunumiie JAHHOro TMNa MoryT XpaHUTbCS TONIbKO cepTndukaThl.
NH1umanusaumsa Takoro XpaHuaniwa MOXET OCYLLECTBASATbLCSA O4HUM M3 CneayrLwmx crnocobos:
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KeyStore ks = KeyStore.getInstance ("CertStore");

KeyStore ks = KeyStore.getInstance ("CertStore", "JCP");

MHnumanusaumsa XpaHunuuwia OOBEPEHHbIX cepTudumKaTtoB npeacraBaseTr cobo
MHULMANn3aumio CTaHaapTHoro xpaHunuwa JCA, noaToMy Ans onepaunii 3anmcm ceptudukaTos
B XpaHunuwe wam JTeHusa u3 Hero TpebyeTca npeaBapuTenbHas 3arpyska COAEpPXMMOro
XpaHunuLla 1 nocrneayroliee coxpaHeHne Coaep>XKMMoro.

2.3.1.2.3arpy3ka coAep>XuMoro xpaHumnuiuia

CornacHo wuHTepdeicy craHgapTHoro xpaHunumuwa JCA nepeg HadaaoM BbINOJSIHEHUS
Kakux nbo onepauni TpebyeTcs 3arpyska BCEro COAepXMMOro XpaHwnuuwa. 3arpyska
coaepXunMmoro crtaHgapTHoro xpaHunuwa JCA ocylecTBnsieTcsa nocpeacTBOM Bbl30Ba MeToAa
load() knacca KeyStore. CornacHo unHtepdency JCA dyHkunn load() cneayet nepepasaTtb ABa
napaMmeTpa: MOTOK, W3 KOTOPOr0o OCYLECTBAAETCS 4YTEHMe COAEPXWMMOro KJK4YeBOro
XpaHUIuLLa, U napofib Ha XpaHuauLLe.

OcobeHHOCTM BbI3oBa MeToaa /oad() BBmay obuwiero nHTepdenca paboTbl C KIOYEBLIMU
HOCUTENSMU U C XPaHUAULLEM CePTUDUKATOB NOAPOOHO ONUCaHbI BbiLlE.

2.3.1.3.3anucb cepTudmkaTta B XpaHuauiye

Mocne TOro, KakKk coAepXuMoe XpaHuauwa ceptudukatoB 6bs10  3arpyxeHo,
ocylwlecTBasieTcs CobCTBEHHO 3anuCb AOBEpeHHoro ceptudwukarta. [aHHaa onepauus
peann3yeTcs npu nomowu Bbi3oBa Metopa setCertificateEntry() knacca KeyStore cnegyrowmnm
obpas3omM:

String alias; // umeHTUIUKATOP (YHUKAJIBHOE MMsA) yYCTaHABJIMBAEMOTO

// B XpaHwmie cepTudmrara
Certificate cert; // BanuCHBaeMHII CepTUOMKAT

ks.setCertificateEntry(alias, cert);

CnepyeT OTMETUTb HEKOTOpble 0COBeHHOCTM Bbi3oBa QyHKUuM setCertificateEntry(). c
nepefayen eMmy napaMeTpa alias, SABAAKOLWEroCcs YHWKalbHbIM MMEHEM 3anuCbiBaeMoro
cepTudumkaTa.

® eC/n B XpaHunuLle yxe CyLlecTByeT ceptudukaTt ¢ uMeHeM alias, TO OH byaer
nepesanucaH nepegasaeMbiM cepTUdUKATOM cert;

e eCnn B XpaHunuuie HeT cepTudukaTa ¢ UMeHeM alias, HO Ha HOCUTENe, YbUM MMEHEM
6b1710 NPONHMLMANN3NPOBAHO XpaHunue ceptTudnKaTos, CyLecTByeT KoY Il (U, BO3MOXHO,
ceptudukat kno4va nposepku 3l1, cooTBeTCTBYIOWEro Kao4dy 2M1) € 3a4aHHbIM alias, TO
nepenasaeMbiil cepTudunkaT 6yaeT fobasneH Ha 3TOT HocuTenb. Mpun 3ToM 6yaeT ocyllecTsneHa
npoBepka COOTBETCTBMSA NepeAaBaeMoro ceptudukarta cert kawody I, KOTOPbIA XPaHUTCS Ha
HOCUTEeNne Cc MMeHeM alias (nogpobHee cM. Bbilwe);

®  eC/IM HU B XpaHW/MLLE, HU Ha COOTBETCTBYIOLLEM eMy HocuUTesne HeT cepTudurkaTa (Ha
HOCUTene - KKYa) € 3afaHHbiM alias, TO nepeaaBaeMbit cepTudukat 6yaet npocto gobasneH B
XpaHwunuuie AOBEPEHHbIX cepTUdUKATOB C UMEHEM alias.

2.3.1.4.CoxpaHeHue coAep>XUMOro xpaHunuija
Mpon3BOANTCS aHANOMMYHO COXPaHEHUIO COAEPXMMOro KKUYeBOro HoCUTens.

Mpumep 3anucu cepTudukata B XpaHWIULWE [AOBEPEHHbIX CepTUdUKaToB CM.
samples/samples_src.jar/userSamples/Certificates.java (BXoauT B  KOMMJEKT MOCTaBKMU
nporpamMmmHoro obecneveHuns «Kpuntollpo JCP» Bepcusa 2.0).
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2.3.2.YTeHune cepTMdUKaTOB U3 XpaHUINLLA AOBEPEHHbIX
ceptudmnkaTon
KpuntonpoBangep «Kpuntollpo JCP» Bepcuss 2.0 mo3BONSIET OCYLWECTBASATb 4YTeHue
[OBEPEHHbIX KOPHEBbIX CEpTU(UKATOB M3 XpaHWNMLWIA, ONpeAesieHHOro nosb3oBaTeNnieM yepes

CTaHaapTHbIh uHTepdelic JCA knacca KeyStore, nocpeacCTBOM BbINO/IHEHUS CNeAyLWmMX
LOENCTBUN:

*  MHMUMANU3aUMS XPaHUIMLLA AOBEPEHHbIX CeEpTUDUKATOB;
e 3arpyska CoAep>XMMOro XpaHunuiua;
e yTeHWe cepTuUdmMKaTa 13 XpaHUIULWLA;

o COXpaHEHNE COAEPXKMMOro XpaHunnumila .

Mocne TOro, KakK COAEpPXWUMOe XpaHunuwa ceptTudukaToB 6O6bI10  3arpyxeHo,
ocylecTBnsieTca CoO6CTBEHHO 4YTeHMe cepTudMKaTa M3 3TOro XpaHunuuwa. [JaHHasi onepauus
peann3yeTcsa npu noMmowm Bbi3oBa MeToaa getCertificate() knacca KeyStore, Bo3Bpaliatowero
3anpalinBaemMbin ceptTudukaT, ciegyowmm obpasom:

String alias; // moeHTudUkaTOp (YHMKAaJbHOE uMsd) cepTudurarTa,

// YCTaAHOBJIEHHEIM IPM 3anucCKy ceprudmMrara B XpaHUIIMIE

Certificate cert = ks.getCertificate(alias);

Cnepgyer oTMeTUTb HeKoTopble 0cCob6eHHOCTM Bbi3oBa dyHKUMKM getCertificate() ¢
nepefaBaeMbiM MapaMeTpoM alias, SBASKOWMMCS YHMKalbHbIM WMMEHEM 3anpallMBaeMoro
ceptugukara.

®  eC/n B XpaHunuLle cyllecTByeT cepTudukaT C 3ajaHHbIM MMeHeM alias, TO MeTOA
getCertificate() BepHeT cepTUdUKAT U3 XpaHUMLA cepTUPUKaTOB;

® ec/n B XpaHunuuie HeT cepTudukaTa MMeHeM alias, HO Takol cepTudUKaT eCcTb Ha
HOCUTENe, YbMM MMeHeM 6bI1I0 MPONHULMANN3NPoBaHO XpaHunuLe ceptTudukaToB, TO MeETOA
getCertificate() BepHeT cepTuduKaT C HOCUTENS;

e ecnun ceptudumkaTta C 3aaHHbIM UMEHEM alias He CyLeCTBYeT HU B XpaHuauLle
cepTMdunKaToB, HM Ha HocuTene, To MeTos getCertificate() BepHeT null.

MpuMmep uTeHMsa cepTudmkaTa U3  XpaHUNMLWLE [AOBEPEHHbIX CEPTUPUKATOB CM.
samples/samples_src.jar/userSamples/Certificates.java (BXxoauT B KOMMJEKT MNOCTaBKMU
nporpammHoro obecnevenus «Kpunrtollpo JCP» Bepcusa 2.0).

Mpumevyanme: CornacHo wuHTepdency IJCA cywecTByeT BO3MOXHOCTb 3arpy3Kwu
xpaHunuwa ceptudukatos 6e3 napona ks.load(stream, null). [pnm 3TOM npoBangep
«KpunTtollpo JCP>» Bepcua 2.0 NO3BONSAET OCYWECTBNATL BCE Oonepaunn CBA3aHHble C YUTEHUEM U
3anpeuwaeTr onepaunn CBA3aHHbleE C U3MEHEHMEM XpaHWIULLA (VI3MeHF|Tb XpaHunumue MOXHO
TONBbKO MpW 3arpysKe ero C naposem).

2.4.'eHepaums cy4vYanmHbIX Yncen

KpuntonpoBangep «Kpuntollpo JCP» Bepcusa 2.0 No3BOMSET OCYLLECTBAATb FeHepauunto
C/ly4yalHbIX ymcen Ha ocHoBe anroputma FOCT 28147-89, yepe3 ctaHAapTHbIn nHTepderic JCA
npu NoMmoLu Knacca SecureRandom.

2.4.1.Co3paHue reHepatopa ciy4vyanHbIX Ymncen

[eHepaTop CNy4yaMHbIX 4YMcCen co3gaeTcss MNocpeacTBOM Bbi3oBa MeToda getlnstance()
knacca SecureRandom. 3TOT MeTo4 SABASeTCS CTaTMYeCKMM W BO3BpaLWlAeT CCbIIKY Ha
Co34aHHbIN 06BbEeKT knacca SecureRandom.

Ona co3paHusa reHepatopa Mmetoay getinstance() HeobxoauMO B KadecTBe napaMmeTpa
nepegatb wuMsa, uaeHtTudpuumpytowee anroputMm ("CPRandom" wnwn JCP.CP_RANDOM). [pu
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TakOM BbI30Be MeToga getinstance() coBMecTHO C onpegeneHvem Tpebyemoro anroputma
OCYLLECTBNAETCH TakxXe onpeaeneHne tpebyemoro tmna kpuntonpoBanaepa («Kpuntollpo JCP»
Bepcna 2.0). CraHgapTtHbii mHTepderic JCA no3BossieT B KayecTBe napameTpa GyHKUMM
getinstance() knacca SecureRandom BMecTe C WMeEHEM alropuTMa YyKasblBaTb UMMSA
KpuMnTonpoBanaepa, MCrosibl3yeMOro Ansi BbINMOJSIHEHUS onepaumu. TakuMm obpa3oM, co3gaHue
reHepaTopa OCYyLLeCTBASeTCs O4AHUM U3 cneayrLwmx cnocobos:

SecureRandom rnd = SecureRandom.getInstance ("CPRandom") ;
SecureRandom rnd = SecureRandom.getInstance ("CPRandom", "JCP");

SecureRandom rnd = SecureRandom.getInstance (JCP.CP_RANDOM, JCP.PROVIDER NAME) ;

2.4.2./icnonb3oBaHmne reHepaTopa CrydamHbixX yncen

HekoTopble dyHkumMm JCA npeaycMaTpuBaloT BO3MOXHOCTb YCTaHOBKM HeEO6X0AMMOro
SecureRandom 419 BbINOSIHEHUSI KOHKPETHbIX oOnepauMin. Hanpumep, MOXHO YCTaHOBMWTb
KOHKPETHbIA reHepaTop Ciy4dalHbiXx uucen B Knacc Signature npu co3AaHUM 3NEKTPOHHOWM
NoANNCK C NOMOLWbO YHKLNK

void initSign(PrivateKey privateKey, SecureRandom random) .

Mpu reHepaummn knwo4yeBol napbl B knacc KeyPairGenerator MOXHO YCTaHOBUTb KOHKPETHbIN
reHepaTop pyHKUUWEN

void initialize (AlgorithmParameterSpec params, SecureRandom random) .

OpgHako, u4Tobbl obecneunTb HeobxoAuMOe KayecTBO ClyyalHbIX MNOCNefoBaTeNbHOCTEN,
«Kpuntolpo JCP» Bepcus 2.0 MrHopumpyeTt reHepaTtopbl, nepefaHHble TakuMM CrnocoboM B KauvecTsBe
napameTpoB. 03TOMYy ANA yBEIWYEHUSA MPOU3BOANTENLHOCTU HE CTOUT CO34aBaTb HOBblE reHepaTopsbl
TONIbKO AN15 TOro, 4tTo6bl NpoMHULUKManmM3nMposaTe UMK apyrue knaccel JCA/JCE.

Ons ppyrux uenen, nocse Toro, Kak reHepaTop Ciy4dalHbix ymcen 6bll co34aH, MOXHO
NONy4uUTb Cry4darHyto nocnegosaTesibHOCTb hyHKUMen void nextBytes(byte[] bytes)

2.4.3.JonHnmumnanmsaums gatymka
B nio6oin MOMEHT BpeMeHW CO34aHHbI reHepaTop MOXHO AOMHUUMANM3npoBaTb C

nomowbto yHkunm public byte[] generateSeed(int numBytes) ntoboli nocnenoBaTenbHOCTLIO.
OTo AOBOSbLHO AO/Sras onepaums U He CTOUT el 3N0ynoTpebnaTb B NMPUIOXEHUNAX, TPeBYoLWKUX
BbICOKOW MPOU3BOAUTENBHOCTM!.

2.4.4.BO3MOXHble OWMOKKM AaTUMKa

B npouecce paboTbl reHepatop cnydamHbix umcen <«Kpuntolpo IJCP» Bepcusa 2.0
KOHTPONMPYET Ka4yeCTBO BbIXOAHOW NocneaoBaTesibHOCTM U NMPOBOAUT Nepnoanyecknini KOHTpOib
LenocTHocTn. B cnyyae ob6HapyXeHusi HapyleHuMs LeNnoCTHOCTM, reHepaTop BoO36yxaaeTt
ncknyenune ru.CryptoPro.JCP.Random.RandomRefuseException. BO3HUMKHOBEHWE 3TON OLLNOKHK
BO3MOXHO B /l06OM MecTe, rge uUCnosb3yeTca reHepaTtop. Hanpumep, npu reHepaumm Knawua,
npu noanucu. WMcnonb3oBaHume kpuntonposanaepa «Kpuntollpo JCP» Bepcma 2.0 B 3TOM
c/lyyae He gonyckaeTcs.

2.4.5.bnogatumk

Mpn reHepmpoBaHMK KOYEBOM Mapbl C noMowbl knacca KeyPairGenerator ans
rapaHTMM KayecTBa BbIXOAHOW MnocnenoBaTesibHOCTU (M, cnefoBaTeNlbHO, CEKPETHOro Kkua)
reHepaTtop cny4anHbix Yncen «Kpuntolpo JCP» Bepcusa 2.0 Heo6Xxo0aMMO AOMHULMANN3NPOBATb.
Mpn reHepaumn Kaw4a MNoOSb30BaATENO MO YMOAYAHUIO MpeanaraeTcs WUCNosb30BaTb OKOHHbIN
nHTepderc. Ona gonHuumanmnsaumm 6yaeTt MCNosib30BaHO BPEMS MeXAy MNOoJsib30BaTesIbCKUMMU
COBBbITUAMM: HAXKATUAMU KNABULL, KHOMOK MbIWW, ABMXEHUSMU MbILLN.

Ons nepeknoyeHns Mmexay Tunamm gatymka (KOHCOMbHbIN, rpaduyecknii) Heobxoammo
3anyCTtuTb COOTBGTCTBytOLLWIVI Kfacc:

e ru.CryptoPro.JCP.Random.BioRandomConsole - KOHCONbHbIN HuoaaTUNK
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e ru.CryptoPro.JCP.Random.BioRandomFrame - rpadpunyeckmin 6Moaatumk

Mpyv 3anycke Knacca MpOMUCLIBAETCA COOTBETCTBYIOWASA HACTpoiKa, MO3TOMY
[IOCTaTOYHO 3anyCcTUTb ero OAuH pas.

MpuvMep MCNONb30BaHUS reHepaTopa CAydalHbIX 4YMCen C WCMOSb30BaHMEM Kacca
SecureRandom cMm. samples/samples_src.jar/userSamples/Random.java (BXoAnT B KOMMJEKT
NoCTaBKu nporpamMmmHoro obecneueHunsa «Kpuntolpo JCP» Bepcus 2.0).

2.5.X3mMpoBaHmne AaHHbIX B COOTBETCTBUW C anroputMamm FOCT
P34.11-94 nTOCT P 34.11-2012

KpuntonpoBangep «Kpuntollpo JCP» Bepcus 2.0 OCyLECTBSET X3WMUPOBAHNE AAHHbIX B
cooTBeTcTBUM C anroputMamm FOCT P 34.11-94 u FOCT P 34.11-2012 4epe3 cTaHAApTHbIN
nHtepderic JCA npn noMmowm knacca MessageDigest.

2.5.1.Co3aaHue 0b6beKTa X3WmMpoBaHUS AaHHbIX

O6BbeKT X3WMPOBaAHMSA AaHHbIX B COOTBETCTBMKU C anroputMamm TOCT P 34.11-94 n FOCT
P 34.11-2012 co3paeTcsa NocpeAcTBOM Bbi3oBa MeTona getlnstance() knacca MessageDigest.
OTOT MeToA SABMASIETCA CTaTUYECKMM M BO3BpalLaeT CCblUIKYy Ha knacc MessageDigest, koTopbin
obecneyunBaeT BbiNosIHEHNE TpebyeMol onepauun.

Ons co3paHnsa obbekTa X3WMpoBaHUSA B COOTBETCTBMU C anroputMmamm FOCT P 34.11-94
n FOCT P 34.11-2012 metoay getinstance() Heo6xoaMMO B Ka4yecTBe NapaMeTpa nepenartb UMs,
naeHTudnumpyouiee aaHHbin anroput™ ("GOST3411" nnn JCP.GOST_DIGEST_NAME ans NoCT
P 34.11-94, "GOST3411_2012_256" wnn JCP.GOST_DIGEST_2012_256_NAME pna FOCT P
34.11-2012 (256) mnm "GOST3411_2012_512" nnn JCP.GOST_DIGEST_2012_512_NAME ans
OCT P 34.11-2012 (512)). Npwn TakoMm Bbi3oBe MeToaa getlinstance() COBMECTHO C
onpegeneHneMm TpebyeMoro anroputMa X3WWPOBAHUSA AaHHbIX OCYLECTBASETCS Takxke
onpeaeneHne Tpebyemoro TMna kpuntonpoBanaepa («Kpuntollpo JCP» Bepcua 2.0). Takxke
cTaHaapTHbI nHtepdenc JCA no3BoniSeT B KayecTBe napameTtpa dpyHkumm getinstance() knacca
MessageDigest BMecte € WMeHEM anroputMa YyKasbiBaTb MMS  KpuATONpoBangepa,
NCNoNb3yeMoro A5 BbINosHeHMSA TpebyeMon onepauun. TakuMm obpasom, co3gaHue reHepaTtopa
KJ1l04EeBOM Napbl OCYLLUECTBSETCS O4HUM M3 CrieayrLwmx cnocobos:

MessageDigest digest = MessageDigest.getInstance ("GOST3411");
MessageDigest digest = MessageDigest.getInstance ("GOST3411", "JCP");

MessageDigest digest = MessageDigest.getInstance (JCP.GOST DIGEST NAME,
JCP.PROVIDER NAME) ;

MessageDigest digest = MessageDigest.getInstance ("GOST3411 2012 256");
MessageDigest digest = MessageDigest.getInstance ("GOST3411 2012 256", "JCP");

MessageDigest digest =
MessageDigest.getInstance (JCP.GOST DIGEST 2012 256 NAME, JCP.PROVIDER NAME) ;

MessageDigest digest = MessageDigest.getInstance ("GOST3411 2012 512");

MessageDigest digest = MessageDigest.getInstance ("GOST3411 2012 512", "JCP");

MessageDigest digest =
MessageDigest.getInstance (JCP.GOST DIGEST 2012 512 NAME, JCP.PROVIDER NAME) ;
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XawmnpoBaHne AaHHbIX MPM NOMOLWM CO34aHHOro TakmMMm obpa3om obbekTa digest byaer
OCYyLLEeCTBNATLCA B cooTBeTCTBUM C anroputMamu FOCT P 34.11-94 vnn TOCT P 34.11-2012. B
cny4dyae wucnonb3oBaHusa anroputma FOCT P 34.11-94 6yayT wucCnonb3oBaTbCa MNapaMeTpbl,
YCTaHOBMEHHbIE B KOHTPO/IbHOW MaHenu napaMeTpamMu (nNnapaMmeTpamMm MO YMOSHYaHUIO).
Anroputmbl  xawwuposaHma [OCT P 34.11-2012 - He napameTpu3oBaHbl. CTaHAAPTHbIN
nHtepgenc JCA knacca MessageDigest He NO3BONAET M3MEHATb MNapaMmeTpbl CO34aHHOrO
obbekTa X3WWMpPOBaHUA, HO €CU CylecTByeT Takas HeobXxoAuMOCTb, TO MNpW MNOMOLLM
OONOSIHUTENbHbIX BO3MOXHOCTEW KpunTonpoBangepa «Kpuntollpo JCP» Bepcus 2.0 MOXHO
yCTaHOBUTb Tpebyemble napaMeTpbl X3WKWpoBaHUA (OTNMYHbIE OT NapaMeTpoB, YCTAaHOBAEHHbIX
B KOHTPOJIbHOM NaHenn).

2.5.2.0npeneneHve napaMeTpoB X3WUPOBAHUA AAHHbIX

Mocne TOro, Kak ob6beKkT XaWnpoBaHUa AaHHbIX 6bIn Co3aaH, MOXET BO3HUKHYTb
HeobX0aMMOCTb U3MEHUTb MapaMeTpbl X3WWPOBaHUSA, YCTAHOBJIEHHbIE paHee B KOHTPOJIbHOM
naHenu. Onepauus wW3MeHeHWs cylwlecTeyowero Habopa napameTpoB He MoxeT 6bITb
OCyLlecTB/ieHa Npu nomowmM ctaHaapTHoro mHtepdenca JCA knacca MessageDigest, noatomy
ONs ee peanusaummn cneayeT NMpUBECTUM CO34aHHbIA 06BbEKT X3WKNMPOBaHNA K TUMY GostDigest W
yXe Ans obbekTa 3TOro Knacca BOCMNOsb30BaTbCs METOAOM reset(), nepeaasast AAHHOMY MeToAy
naeHTMdmKaTop yCTtaHaBAMBaeMblX napameTpoB (0OID):

// BHUMAHUE! n0jiga COBMECTMMOCTM C OPYTMMM NOpoAayKTamu Kpunrollpo
// OOmyCTMMO MCIHOJIb30BATH TOJIBKO IMapaMeTphl 10 YMOJIUAHMI:

// "1.2.643.2.2.30.1"
OID digestOid = new OID("1.2.643.2.2.30.1");

/* npeobpaszsoBaHme K Tuly GostDigest */

GostDigest gostDigest = (GostDigest)digest;

/* ycraHOBKa TpeByeMelx NapaMeTpoB */

gostDigest.reset (digestOid) ;

Metop reset() (6e3 napameTpoB) ctaHgapTHoro nHtepdeica JCA knacca MessageDigest
N3MEHSIET YCTaHOBJIEHHbIE NMapaMeTpbl X3WMPOBaHMS Ha NapaMeTpbl MO YMOSTYaHULO.

Mcnonb3oBaHune MeToAa N3MEHEHNA napamMeTpoB X3WnpoBaHus CM.
samples/samples_src.jar/userSamples/Digest.java (BxoguT B KOMMEKT nocTaBKu
nporpammHoro obecneuenunss «Kpuntollpo JCP» Bepcusa 2.0). [JaHHasa onepaumss UMEeT CMbICN
TONIbKO A0 Hayasna BbINOJHEHNS HEMOCpPeACTBEHHOM onepaumn Co34aHns Xawa AaHHbIX.

2.5.3.KonnpoBaHne obbekTa XaWMpOBaAHUSA AAHHbIX

B HekoTopbix cnyyasx TpebyeTcs co3daTb KOMUIO YXEe CyLLecTByloLWwero obbekTa
X3WMPOBAHMSA AaHHbIX, HanpuMmep, Korga TpebyeTcs OCyLWeCTBUTb X3LWMPOBaHME KaK M 4acTu
OAHHbIX, TaK M BCEro WUCXoOA4HOro Maccuea AaHHbIX. B 3TOM cnyyae nocne Toro, kKak 6bina
obpaboTaHa Tpebyemass yacTb AaHHbIX, HEOBXOAMMO COXPaHUTb (MpPU MOMOLLU KOMUPOBAHMUS)
06BbEKT X3WMPOBaHUS, N NPOAOIXUTL 06paboTKy ocTaBLiencs YacTu (B pesysnbTate yero 6yayT
06paboTaHbl BCe MCXOA4HbIE AAHHbIE). Y)Ke nocsie BbIMNOSIHAETCS MnoacyeT 3Ha4vYeHus xawa ans
obomx o06bekToB (MCXOOQHOrO - COOTBETCTBYKOLWEro BCEM [aHHbIM W CKOMNMPOBAHHOIO -
COOTBETCTBYHOLLErO YacTu AaHHbIX).

Ona 3Tnx uenem wucnonbdyercd ™Metoa clone() knacca MessageDigest, koTopbli
BO3BpalLlaeT TOYHYIO KOMMUIO CyLLecTBYylowero obbekrTa X3WnMpoBaHMUsa. ITOT MeTod MOXeT 6biTb
Bbi3BaH Ha nO60M 3Tane BbIMNOMHEHUS ornepaumm X3WMPOBaHUS Moc/ae Toro, Kak ob6bekT
X3WMpoBaHUsa 6bln1 NMPOMHUUMANM3NPOBAH W A0 TOrO, KakK ornepauns XawuposBaHusa 6binia
3aBepweHa. CM. samples/samples_src.jar/userSamples/Digest.java (Bx0oAUT B KOMMNEKT
nocTtaBku nporpaMMHoro obecrnevenms «Kpuntollpo JCP» Bepcus 2.0).
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2.5.4.BbluncneHune xawa AaHHbIX B COOTBETCTBUU C ailrOpUTMamm
FOCT P 34.11-94 n TOCT P 34.11-2012
Mocne TOro, Kak O6bEKT X3WMpoBaHus Obl1 CO34aH, BblUMC/IEHWE X3Wa AaHHbIX B

cooTBeTCcTBUKU C anroputMmamu FOCT P 34.11-94 n TOCT P 34.11-2012 npousBoauTcs B ABa
3Tana: 0bpaboTka AaHHbIX U NOcieayollee 3aBepLUEHME Onepaumm X3WMpoBaHUS.

2.5.4.1.06pa6boTka x3WMpyeMbIX AaHHbIX

06pa60TKa X3WNpyeMbIX AaHHbIX MOXET 6bITb ocyuwlecrtBneHa gpyma cnocobamu:

e Mpwu NoMowu MeToaa update() knacca MessageDigest;

e npwu nomowm Metoaa read() knacca DigestInputStream.

AOns 06paboTkM nbbIM M3 3TUX CNOCO60B X3WMpPyeMble JAaHHble AO0MKHbI 6biTh
npeacTaBfeHbl B BUAe 6aiToBOro MaccuBa.

e Wcnonb3oBaHue Mmetona update().

MeTop update() knacca MessageDigest ocywecTtsnaeT 06paboTKy X3WMpyeMbIX AAHHbIX,
npeacTaB/ieHHbIX B Buae 6aiMToBOro Macc1MBa M rnoaaBaeMbiX €My B KadecTBe NapaMeTpa.
CyuwecTtByeT 3 BapuaHTa obpaboTkm 6aiToBOro MaccmBa AaHHbIX MNpPU MOMOLLM 3TOro

MeToAa:

1.

MocnepoBaTenbHas obpaboTka kaxaoro 6anTa AaHHbIX (MPU 3TOM KONYECTBO

BbI30BOB MeToAa update(byte b) paBHO AnnHe MaccmBa AaHHbIX):

2.

3.
4.
5

byte[] data;
for(int i = 0; i < data.length; i++)
digest.update(datalil]);

6. bBnouHas obpaboTka AaHHbIX (AaHHble obpabaTbiBatoTcs 6n10KaMu onpeaeneHHomn

OJNTNHbI):

7.
8.
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
BLOC LEN];
19.
20.
21.
22.
23.
24.
25.

26.
27.

byte[] data;
int BLOC LEN = 1024;

// ecnu OiuMHa UCXOOHHIX IaHHHX MEHbIIe IJIMHE OJIOKa
if (data.length/BLOC_LEN == 0)
digest.update[data];
else {
// LMKJ IO BJOoKaM
for (int i = 0; i < data.length/BLOC LEN; i++) {
byte[] bloc = new byte[BLOC LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = datalj + i *

digest.update (bloc);
}

// oBpaborTka ocTaTka
byte[] endBloc = new byte[data.length % BLOC LEN];
for(int j = 0; j < data.length % BLOC LEN; Jj++)
bloc[j] = data[j + data.length - data.length % BLOC LEN -

digest.update (bloc);

28. O6paboTka AaHHbIX LEeNKOM:

29.
30.
31.

byte[] data;
digest.update (data) ;

Jonyckaetca KOMOGMHMpOBaHME MNEpPBOro M BTOPOro BapuaHTa, obpaboTka 6nokamu
pasnNMUYHOM ANNHbBI, @ TaKXe WCMofb30BaHMe MeTtoda update(byte[]data, int offset, int
len) - obpaboTka MaccuBa JAaHHbIX CO cMeweHumeM. Ho B nwboMm cnyyae cnepyer
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MOMHUTb, 4YTO A/ KOPPEKTHOro MnoAcYeTa X3lWa Ha >3Tane 3aBeplueHus onepauumn
X3WnMpoBaHUsa HeobxoamMmMo obpaboTaTh Bce 6anTbl MaccuBa AaHHbIX.

e MWcnonb3oBaHue metopna read().

MomMmMo umcnonb3oBaHMa MeTopaa update() «knacca MessageDigest o6paboTtka
X3WNpPYEMbIX AaHHbIX MOXeT OblTb OCyLlecTB/ieHa NOCpeacTBOM MeToaa read() knacca
DigestlnputStream. ®akTuyecku, 3TOT MeTo4 B 3aBUCUMMOCTUM OT crnocoba obpaboTku
OAHHbIX (CM. HWXE) BbI3blBAET COOTBETCTBYOWMWA BapuaHT o6paboTkM npu NOMOLLM
meTogna update(). Ona ocywectBneHns o6paboTKM AaHHbIX M3 UCXOAHOro 6amToBOro
MaccmMBa AaHHbIX Heob6xoauMMo co34aTb HOBbIM 06bekT TMna ByteArrayInputStream, a
3aTEM M3 HEro U Cco3naHHOro paHee 06beKkTa X3WWMPOBAHUS AAHHbLIX MONYYUTb HOBbIN

06bekT TMna DigestlnputStream:

byte[] data;
ByteArrayInputStream stream = new ByteArrayInputStream(data);

DigestInputStream digestStream = new DigestInputStream(stream, digest);

Mocne Toro, kak obbekT Tmna DigestinputStream co3gaH, obpaboTka X3aWwWMpyeMbix
OaHHbIX OCYyLLUEeCTBAsSeTCcs npu nomowm metoga read() knacca DigestlnputStream. Mpwu
3TOM, KaK W B cnydae metoaa update(), cywecTByeT 3 BapMaHTa UCMNOMb30BaHUS MeToAa
read():

1. NMocnenoBaTenbHas obpaboTka Kaxaoro 6arTta AaHHbIX (MpPY 3TOM KOIMYECTBO
BbI30OBOB MeToAa read(byte b) paBHO ANNHE MAacCMBa AAHHbIX):

2.
3. while (digestStream.available() != 0)
4. digestStream.read() ;

5. BnouyHas obpaboTka gaHHbIX (AaHHble obpabaTtbiBatoTca 6n10KaMum onpeaeneHHom
OJIMHBI, NMPWY 3TOM CUYUTaHHbIE AaHHbIE 3aNMCbIBAIOTCS B NepeaaBaeMblil pyHKUumM read()

MaccuB):
6.
7. int BLOC LEN = 1024;
8. int DATA LEN = digestStream.available();
9. // ecnu OiMHA MUCXONHHIX IAHHLEIX MEHbIIEe IJIMHBE BGJoKa
10. if(DATA_LEN/BLOC_LEN == 0) {
11. byte[] data = new byte[DATA LEN];
12. digestStream.read(data, 0, DATA LEN);
13. }
14. else {
15. // UMK 1o BJoKaMm
16. for (int i = 0; i < DATA_LEN/BLOC_LEN; i+4+) {
17. byte[] bloc = new byte[BLOC LEN];
18. digestStream.read(bloc, 0, BLOC LEN);
19. }
20.
21. // obBpaboTka ocTaTka
22. byte[] endBloc = new byte[DATA LEN % BLOC_ LEN];
23. digestStream.read(endBloc, 0, DATA LEN % BLOC LEN) ;
24, }

25. O6paboTka AaHHbIX LenKOM (Mpu 3TOM CYMTAHHbIE AaHHbIE 3anuCbIiBAOTCS B
nepenaBaemblii GyHKUUN read() maccus):

26.
27. byte[] data = new byte[digestStream.available()];
28. digestStream.read(data, 0, digestStream.available());

JonyckaeTtcd KOMBGMHMpOBaHWME NepBOro M BTOPOro BapuaHTa, o6paboTka 650kaMm
pa3fIMYHOM ASINHbBI, @ TakKXe ucnosnb3oBaHue Metoaa read(byte[]data, int offset, int len)
- 3anNUCb CUYMTaHHbIX AaHHbIX B MaccuB cO cMelleHMeM. Ho B noboMm cnydae cnegyer
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MOMHUTb, 4YTO A/ KOPPEKTHOro MnoAcYeTa X3lWa Ha >3Tane 3aBeplueHus onepauumn
X3WnMpoBaHUsa HeobxoamMmMo obpaboTaTh Bce 6anTbl MaccuBa AaHHbIX.

2.5.4.2.3aBeplwieHme onepaymm X3WMpoBaHUNA

Mocne TOro, Kak BCe JAaHHble 6binn 06paboTaHbl, cnegyeT 3aBeplwunTb OMepauuio
X3WMPOBaHUSA. 3aBeplleHue ocylecTensercs npu  nomowm Metopa digest() «knacca
MessageDigest. B pe3ynbTaTe BbIMOJIHEHUSA 3TOM (YHKUMWM MOACUYMTbIBAETCH 3HAYeHMe Xala.
MonyynTb 3TO 3HAaYEHME MOXHO ABYMSA cnocobamu:

1. Bbi3oBOM MeTOoAa 6e3 napameTpos - digest().
B aTOM cnyyae MeToA Bo3BpallaeT 6alTOBbIN MaccuB, COAEPXaLLNi 3HaUYeHne XaLwa;

2. Bbi3oBoM MeTona c napameTpamu - digest(byte[] buf, int offset, int len).
B sTOM cnyyae MeToA 3anucbiBaeT 3HAYeHWe x3la B NepeAaBaeMblii eMy MacCuB CO
CMeLLEHNEM.

MpuMepbl X3WMPOBaAHUA AaHHbIX B cooTBeTCcTBMM C anroputmMom FOCT P 34.11-94 cw.
samples/samples_src.jar/userSamples/Digest.java (BxoauTt B KOMMJIeKT nocTaBKuU
nporpammHoro obecneveHuns «Kpuntollpo JCP» Bepcusa 2.0).

2.6.0opMMpoBaHME 3/1EKTPOHHOM NOAMUCKU B COOTBETCTBUM C
anropnt™MoM MOCT P 34.10-2001 n rOCT P 34.10-2012

KpuntonpoBangep «Kpuntolpo JCP» Bepcua 2.0 ocywectBnser ¢GopMmpoBaHue
3/IEKTPOHHON MOAMMUCU AaHHbIX, cooTBeTcTBYyowen anroputmam FOCT P 34.10-2001 wnaun FOCT
P 34.10-2012, u4epe3 cTaHaapTHbii uHTepdenc IJCA npwm nomowm Knacca Signature.
®opmuposaHne 3l ana nwboro Apyroro anroputma npuv  MoMowM KpunTonposanaepa
«KpunTtollpo JCP» Bepcuga 2.0 3anpelwlaeTcs.

B kpuntonposaiigepe «Kpuntollpo JCP» Bepcus 2.0, kpome x3awa no anroputmam FOCT
P 34.11-94 vnn TOCT P 34.11-2012, MOXHO noAnucCbiBaTb HENOCPEACTBEHHO AaHHble. [JaHHas
onumsa BO3MOXHa, HauuHasa ¢ Bepcum 1.0.52. Moanucb AaHHbIX ocywecTendetr 6510k Raw-
anropuTMOB.

Mepea dopMmpoBaHMEM 3EKTPOHHOM MNOANMMCK HeobXxoAMMO OCYLLEeCTBUTb MNPOBEPKY
KJ1l04a 3/1EKTPOHHOM NOAMNMUCU, FAapPaHTUPYIOLWYO HE UCTEKLWWA CPOK AeNCTBUA Katoda. s 3Toro
ncnonbsyetcs metog valid() knacca ru.CryptoPro.reprov.x509.PrivateKeyUsageExtension.

2.6.1.Co3aaHune obbekTa dopmmposaHua Il

Ob6bekT dopmupoBaHna DI AaHHbIX CO3[AETCs  NOCPeaCTBOM  Bbi30Ba  MeToAa
getinstance() knacca Signature. 3ToT MeTOA SBNSETCS CTaTUYECKUM W BO3BpaLLAeT CCbUIKY Ha
knacc Signature, KoTopbln obecneymBaeT BbINOSIHEHME TpebyeMon onepaumu.

Ona cospaHusa obbekta dopmupoBaHus 31 B cooTsBeTcTBMM C anroputmamum [OCT P
34.10-2001 (a TouyHee, anropmtMm noanucu FOCT P 34.10-2001 c anropnTtMOM X3LWKMPOBAHUS
FOCT P 34.11-94), vunm TOCT P 34.10-2012 (256) (a To4dHee, anroputM nognucu FOCT P
34.10-2012 (256) c anroputMoMm x3wwnpoBaHusa TOCT P 34.11-2012 (256)) , wam TOCT P
34.10-2012 (512) (a To4dHee, anroputM noanucm FOCT P 34.10-2012 (512) c anroputMoMm
xawwnposaHua FOCT P 34.11-2012 (512)) metopy getinstance() HeobxoaMMO B KauyecTse
napameTpa nepeaatb UMs, naeHTuduLnpytolwee AaHHbIN anropuTM:

e "GOST3411withGOST3410EL" nnn JCP.GOST_EL_SIGN_NAME

e "CryptoProSignature" nnmn JCP.CRYPTOPRO_SIGN_NAME (ansi COBMeCTMMOCTH C
Kpuntolpo CSP)

nnn
e "GOST3411_2012_256withGOST3410_2012_256" unun JCP.GOST_SIGN_2012_256_NAME

e "CryptoProSignature_2012_256" nnn JCP.CRYPTOPRO_SIGN_2012_256_NAME (ans
coBMmectumocTtu ¢ Kpuntollpo CSP)

nnn
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e "GOST3411_2012_512withGOST3410_2012_512" nnun JCP.GOST_SIGN_2012_512_NAME

e "CryptoProSignature_2012_512" nan JCP.CRYPTOPRO_SIGN_2012_512_NAME (ans
cosMmecTumocTu ¢ Kpuntollpo CSP)

Mpn TakoM BbI30Be MeToaa getlnstance() COBMeCTHO C onpepeneHnem Tpebyemoro
anroputMa QopmuposaHmna 3l ocywecTBaseTca Takxke onpeaeneHune TpebyemMoro Tuna
kpuntonpoBanaepa («Kpuntollpo JCP» Bepcusa 2.0). Takxe cTaHAapTHbln uHTepdenc JCA
NO3BOJISIET B KayecTBe NapameTpa yHkumm getinstance() knacca Signature BMecTe C MMEHEM
anroputMa nepepasaTb MMSA KpuMTomnpoBalkgepa, MCNoNb3yeMoro A5 BbINOJHEHMS Tpebyemoi
onepauun.

TakuM obpas3oMm, co3gaHme obbekTa dopMmmpoBaHusa DI OCyLLeCcTBASeTCsS OAHMM U3
cneayrouwmx cnocobos:

Signature sig = Signature.getInstance ("GOST3411withGOST3410EL") ;
Signature sig = Signature.getInstance ("GOST3411withGOST3410EL", "JCP");

Signature sig = Signature.getInstance (JCP.GOST EL SIGN NAME,
JCP.PROVIDER NAME) ;

//nmns coBMmecTuMocTM C Kpunrollpo CSP (moAnmch MMeeT OOPAaTHHIA MOPANOK OanT)
Signature sig = Signature.getlInstance ("CryptoProSignature");
Signature sig = Signature.getlInstance ("CryptoProSignature", "JCP");

Signature sig = Signature.getInstance (JCP.CRYPTOPRO_ SIGN NAME,
JCP.PROVIDER NAME) ;

Signature sig =
Signature.getInstance ("GOST3411 2012 256withGOST3410 2012 256");

Signature sig =
Signature.getInstance ("GOST3411 2012 256withGOST3410 2012 256", "JCP");

Signature sig = Signature.getInstance (JCP.GOST SIGN 2012 256 NAME,
JCP.PROVIDER NAME) ;

//nmns coBMmecTmuMocCcTM C Kpuntollpo CSP (noanuch mMeeT OOPAaTHEHI MNOPSNOK OanT)

Signature sig Signature.getInstance ("CryptoProSignature 2012 256");

Signature sig Signature.getInstance ("CryptoProSignature 2012 256", "JCP");

Signature sig
JCP.PROVIDER NAME) ;

Signature.getInstance (JCP.CRYPTOPRO SIGN 2012 256 NAME,

Signature sig = Signature.getInstance ("GOST3411 2012 256withGOST3410 2012 256");
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Signature sig =
Signature.getInstance ("GOST3411 2012 512withGOST3410 2012 512", "JCP");

Signature sig = Signature.getInstance (JCP.GOST SIGN 2012 512 NAME,
JCP.PROVIDER NAME) ;

//nmns coBMmecTuMocTu C Kpunrollpo CSP (HOANMCH MMeeT OOPAaTHHI MOPANOK OanT)
Signature sig = Signature.getInstance ("CryptoProSignature 2012 512");
Signature sig = Signature.getInstance ("CryptoProSignature 2012 512", "JCP");

Signature sig = Signature.getInstance (JCP.CRYPTOPRO SIGN 2012 512 NAME,
JCP.PROVIDER NAME) ;

Ona co3paHus obbekta dopmmpoBaHusa Ol B cooTBeTcTBUM C anroputmamm FOCT P
34.10-2001 wnn TOCT P 34.10-2012 6e3 x3awunpoBaHuma paHHbiXx (Raw-anroputmel),
Heobxoammo mMeToay getinstance() nepepaTb nMs, naeHTUdUUMPYOLLEE AaHHbINA aNrOpUTM:

e "NONEwithGOST3410EL" nnn JCP.RAW_GOST_EL_SIGN_NAME

e "NONEwithCryptoProSignature" wnn JCP.RAW_CRYPTOPRO_SIGN_NAME (ans
cosMmecTumocTu ¢ Kpuntollpo CSP)

nnn
e "NONEwithGOST3410_2012_256" nnn JCP.RAW_GOST_SIGN_2012_256_NAME

e "NONEwithCryptoProSignature_2012_256" nnun
JCP.RAW_CRYPTOPRO_SIGN_2012_256_NAME (ans coemectumoctu ¢ Kpuntollpo CSP)

unu
e "NONEwithGOST3410_2012_512" unmn JCP.RAW_GOST_SIGN_2012_512_NAME
e "NONEwithCryptoProSignature_2012_512" nnu
JCP.RAW_CRYPTOPRO_SIGN_2012_512_NAME (ans coBmectumoctu ¢ Kpuntollpo CSP)
B naHHOM cny4yae Tak)xe MOXHO onpeaensTb U KpunTonpoBanaep:
Signature sig = Signature.getInstance ("NONEwithGOST3410EL") ;

Signature sig = Signature.getInstance ("NONEwithGOST3410EL", "JCP");

Signature sig = Signature.getInstance (JCP.RAW GOST EL SIGN NAME,
JCP.PROVIDER NAME) ;

//nna coBMecTumocTu c Kpunrollpo CSP (nmommmuch mMeeT OOPATHBIA MOPAIOK OanT)
Signature sig = Signature.getInstance ("NONEwithCryptoProSignature");
Signature sig = Signature.getInstance ("NONEwithCryptoProSignature", "JCP");

Signature sig = Signature.getInstance (JCP.RAW CRYPTOPRO SIGN NAME,
JCP.PROVIDER NAME) ;
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Signature sig = Signature.getlInstance ("NONEwithGOST3410 2012 256");
Signature sig = Signature.getInstance ("NONEwithGOST3410 2012 256", "JCP");

Signature sig = Signature.getInstance (JCP.RAW GOST SIGN 2012 256 NAME,
JCP.PROVIDER NAME) ;

//nmns coBMmecTuMocTu C Kpunrollpo CSP (HOANMCH MMeeT OOPAaTHHIA MOPANOK OanT)

Signature sig Signature.getInstance ("NONEwithCryptoProSignature 2012 256");

Signature sig Signature.getInstance ("NONEwithCryptoProSignature 2012 256",

HJCP") ;

Signature sig
JCP.PROVIDER NAME) ;

Signature.getInstance (JCP.RAW CRYPTOPRO SIGN 2012 256 NAME,

Signature sig = Signature.getInstance ("NONEwithGOST3410 2012 512");
Signature sig = Signature.getInstance ("NONEwithGOST3410 2012 512", "JCP");

Signature sig = Signature.getInstance (JCP.RAW GOST SIGN 2012 512 NAME,
JCP.PROVIDER NAME) ;

//nmns coBMmecTuMocTu C Kpunrollpo CSP (HOANMCH MMeeT OOPAaTHHIA MOPANOK OanT)
Signature sig = Signature.getInstance ("NONEwithCryptoProSignature 2012 512");

Signature sig = Signature.getInstance ("NONEwithCryptoProSignature 2012 512",
"JCPH) ,.

Signature sig = Signature.getInstance (JCP.RAW CRYPTOPRO SIGN 2012 512 NAME,
JCP.PROVIDER NAME) ;

2.6.2.Hnumanunsauymsa obvekta dopMmmposaHms Il

Mocne Toro, kak obvekt dopmupoBaHma Sl 6bin co3pgaH, HeobxoanMMO onpenenuTb
Habop napameTtpoB anropmtMoB TOCT P 34.10-2001 wnun FOCT P 34.10-2012, B COOTBETCTBUMU C
KOTOpbIMK ByAeT oCyLecTBNATbLCS onepaunsa dopmmnpoBanus Il. OnpegeneHne napameTpos 3l
OCYLLECTBASIETCS BO BpeMS MHMUMANM3auum onepaumm cosgaHus noanucm metomom initSign()
knacca Signature. B COOTBETCTBMM C mnapameTpamu kmwoda 3l1, nepeaaBaeMbiMU AaHHOMY
MeToAy. DTOT KU He TOMbKO onpeaenseT napameTpbl popMupoBaHusa II1, HO U NCNOMb3yeTCs
B npouecce ee HGOpMMPOBAHUS.

Heob6xoaMMo MOMHUTL, 4YTO KaouM IOl1, nMoaaBaeMble Ha WHUMUMaNM3auuio obbekTa
¢dopmumpoBaHmns 3l1, CO34aHHOr0 OMNMCaHHbIM Bbiwe CnocoboM, A[OMKHbI COOTBETCTBOBATb
anroputMam FOCT P 34.10-2001 vnun FOCT P 34.10-2012. Cnocob reHepaumn Takux Kawdemn
onucaH Bbiwe. Co3gaHmne nognmcm ans nobbix Apyrmx K4Yen 3anpeweHo.

Takum o06pa3oM, MHMUManuM3aums onepaumm dopmupoBaHus 3M, BO BpeMs KOTOPOM
NPOUCXOAWT onpeaeneHne napamMeTpoB NOAMNUCKU, OCYLLECTBASIETCS CNeayowmm o6pa3om:
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PrivateKey privateKey; // ofssaTenbHo kJjod C ajgropurmoM "GOST3410EL" wim
"GOST3410 2012 256" mmm "GOST3410 2012 512"

// (coorBercTBybuM anropurMy I'OCT P 34.10-2001 wmwm
TOCT P 34.10-2012)

sig.initSign (privateKey) ;

2.6.3.0npeneneHne napaMmeTpoB popMmmposaHus Il

Mocne wHuuManusaumm obbekta QopMmmpoBaHMsa 3l KAKYOM  NOAMNMCKM  MOXET
BO3HMKHYTb HEOBXOAMMOCTb M3MEHUTb NapaMeTpbl popMmnposaHms I (yCTaHOBUTb NapameTpsl,
OT/IMYHbIE OT napamMeTpoB kaw4da 3l1). W3MeHATb paspellaeTcs ToNbKO MapaMmeTpsbl
X3WMPOBaHUSA, WUCNofb3yeMble B npouecce dopMuposaHma 31, npuvyeM U3MEHeHue 3TUX
napamMeTpoB AOMNYCTUMO TONbKO A0 Hayana onepauun dopmmpoBaHua 3l1. M3MeHeHue
napamMeTpoB X3WMPOBaHUS OCYLLECTBASAETCAS Mpu nomowm MeTopda setParameter() knacca
Signature. 3ToMy MeToAy B KayecTBe napaMeTpa nepenaetca 06bekT ParamslInterface,
ABNAKOLWMINCA MHTepdEeNncoM yCTaHaBIMBaEMbIX NapaMeTpoB X3WKnpoBaHusa (cosgaHme o6beKToB
Takoro Twuna oOnucbiBaeTCa Huxke). Toraa uW3MEeHeHuMe napaMeTpoB X3WUMPOBaHUA 44
dopmupoBaHusa 3l ocyLlecTBASETCS cneaywmm obpasom:

ParamsInterface digestParams; // uHTepdelic mapaMeTpoB X3UWMUPOBAHUS

sig.setParameter (digestParams) ; // ~ycTaHOBKa IapaMeTpoB, onpeneJIeHHBIX
nHTepbericom digestParams

CneayeT MOMHUTb, YTO WCMOSIb30BAaHWE AAHHOIMO METoAa MMEET CMbIC/ TO/IbKO Moc/ie
TOro, Kak 06bekT (opMMpoBaHMA noanucyM 6bln NPOMHMUMANM3UPOBaH. Ecnn napameTpsi
X3WNPOBAHUA 6blIM  U3MeHeHbl Npu  HOPMUPOBAHMM MOAMUCK, TO OHWU AO/DKHbI  6bITb
COOTBETCTBYOLMM 06pa3oM M3MEHEHbI B NMPOLIECCE NPOBEPKM NOANUCK. TaKXe CNelyeT YUecCTb,
yTO AN Raw-anropMTMoB NoAo06HblE YCTAHOBKN HE MMEIOT CMbIC/a.

2.6.4.00pMMpoBaHMeE 3NEKTPOHHON MOAMNUCHK

Mocne Toro, kak 06bekT noanucu 6bl1 CO34aH U NPOMHUMUMANU3MPOBAH, Onepaums
¢dopMupoBaHUa noanNMCU Npou3BOAMTCS B ABa 3Tana: obpaboTka AaHHbIX W nocneayroulee
BblUMCNEHWE NOANMUCK, 3aBepLuatollee onepaunio hopmmpoaHms Ir1.

2.6.4.1.06pab6botka noanMcbiBaeMbiX AaHHbIX

O6paboTka noanMMCbIBAEMbIX AaHHbIX OCYLLECTBASETCS Mpu noMowm Metoda update()
knacca Signature. 21toT MeToh ocywecTtBaseTr o06paboTky NOAMUCBHIBAEMbIX  AaHHbIX,
npeacTtaB/ieHHbIX B BuAe 6amToBOro MaccMBa M MoJaBaeMbiX €My B KayecTBe MapameTpa.
CyuwecTtByeT 3 BapmaHTa 06paboTkm 6anTOBOro Maccmea AaHHbIX MPU MOMOLLKM 3TOro MeToaa:

1. MocnepoBaTenbHas obpaboTka kaxkaoro 6arTta gaHHbIX (MpYM 3TOM KOSIMYECTBO BbI30OBOB
MeToaa update(byte b) paBHO ANMHE MacCuBa AaHHbIX):

2.

3. byte[] data;

4. for(int 1 = 0; i < data.length; i++)

5. sig.update(datali]);

6. bBnouHas obpaboTka AaHHbIX (AaHHble obpabaTbiBatoTca 6/10KaMM onNpeaeneHHON ANNHbI):
7.

8. byte[] data;

9. int BLOC_LEN = 1024;

10.

11. // ecny ONMHaA MUCXOMOHBIX IOAaHHBIX MEeHblIe IOJMHE OJioKa

12. if (data.length/BLOC_LEN == 0)

13. sig.update[datal;

14. else {

15. // UMKJ 10 BJoKaM

16. for (int i = 0; i < data.length/BLOC LEN; i++) {
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17. byte[] bloc = new byte[BLOC LEN];

18. for(int j = 0; j < BLOC_LEN; j++) bloc[j] = datalj + i *
BLOC LEN];

19. sig.update (bloc) ;

20. }

21.

22. // oBpaborTka ocTaTka

23. byte[] endBloc = new byte[data.length % BLOC LEN];

24 . for(int j = 0; j < data.length % BLOC LEN; Jj++)

25. bloc[j] = data[j + data.length - data.length % BLOC LEN - 1];

26. sig.update (bloc) ;

27. }

28. O6paboTka AaHHbIX LEIMKOM:

29.
30. byte[] data;
31. sig.update (data) ;

Jonyckaetcs kKOMBMHMpOBaHME NEpPBOro M BTOPOro BapuaHTa, obpaboTtka 6rokamm
pasIMYHOM ASNHBI, @ TakKXXe MCnonb3oBaHUe MeToda update(byte[]data, int offset, int len) -
obpaboTka MaccmBa AaHHbIX CO cMelleHuMeM. Ho B nobom cnydae cneayetr NMOMHWUTb, 4YTO AN
KOPPEKTHOIO BbIYMCAEHUS MNOAMUCM Ha 3Tane 3aBeplieHMs onepaunuu co3daHus NoAnucCH
Heobxoammo obpaboTaTb BCe BalTbl MaccuBa AaHHbIX.

B cnyyae, ecnu BbluMCASEeTCAS noAnucb no Raw-anropmTtMmy, obulee KOANYECTBO
nepeaaHHbiXx 6anToB A0NXKHO 6bITb paBHO 32 - ANMHE 3HAaYeHUs x3wa. byayT nm oHM nepenaHsbl
3a OAMH BbI30B, WIN HECKONIbKMMW BbI30OBaMW, 3HaYEHNSA HE UMeeT.

2.6.4.2.BbiuncneHue 3HauyeHusa 3N

Mocne Toro, Kak BCe pgaHHble 6binn obpaboTaHbl, cnegyeT 3aBeplwnTb onepauuto
dopmmpoBaHma 3Sl1. 3aBeplieHMe OCyLeCcTBAsSeTCa npu noMowwm ™etoaa sign() knacca
Signature. B pe3ynbTaTe BbINOJHEHUSA 3TOM (MYHKUMM BbIYUCNSETCS 3HAYEeHMEe MNOoAMUCH.
MonyunTb 3TO 3HAYEHME MOXHO ABYMS cnocobamu:

1. Bbi3oB MeTOoaa 6e3 napameTpos - sign(). B aToM cny4dae meToz Bo3BpawaeT 6anToBbIn
MacCuB, CoOAepXalunii 3Ha4YeHne Noanucu;

2. Bbi3oB MeTona c napametpamu - sign(byte[] buf, int offset, int len). B aToM cny4yae mMeToa
3annCbIBAEeT 3HAUEHUE NOAMNUCK B NepeaBaeMblii eMy MAacCCUB CO CMELLEHUEM.

MeToabl Ana Raw-anropuTMOB MOAMUCHLIBAIOT AaHHble, rnepefaHHble MeTodaMu update,
WHTEPNpPETUPYA MX KakK 3HayeHue Xxswa. AnroputMmbl, ucnonsbsytowmne NOCT P 34.11-94 wnn
FOCT P 34.11-2012, BbIYMCAAIOT X3W NepefaHHbIX AaHHbIM, @ 3aTEM ero noAnucbIBatoT.

2.7.TlpoBepkKa 31eKTPOHHOM NoAMNUCU B COOTBETCTBUM C
anroputMamm OCT P 34.10-2001 n TOCT P 34.10-2012

Kpuntonposaiigep «Kpuntollpo JCP» Bepcusa 2.0 ocyllectBnseTr npoBepky 31 AaHHbIX,
cooTBeTcTBYtOWY0 anroputmaMm OCT P P 34.10-2001 wnam TOCT P P 34.10-2012, 4epes
cTaHpapTHbI nHtepdenc JCA npm nomowm knacca Signature.

2.7.1.Co3paHune obbekTa npoBepku Il

O6bekT npoBepkn DI AaHHbLIX CO34aeTcs NOCpeaAcCTBOM Bbi3oBa MeToaa getinstance()
Knacca Signature. 2TOT MeTo4 SBNSETCS CTaTUYECKUMM UM BO3BpallaeT CCbIIKY Ha Knacc
Signature, KoTopbIn ob6ecrneunBaeT BbINOSHEHNE TpebyeMon onepaumu.

Ons cospaHms obbekTa npoBepkm 3l B cooTBeTcTBUM C anroputmamu FOCT P 34.10-
2001 (a To4dHee, anroputm nognucm NOCT P 34.10-2001 c anroputMoM xawmnpoBaHusa MOCT P
34.11-94), vnmn FOCT P 34.10-2012 (256) (a To4Hee, anroput™m noanucm FOCT P 34.10-2012
(256) c anroputmMoM xawmpoBaHma FOCT P 34.11-2012 (256)) , nam TOCT P 34.10-2012 (512)
(a TouHee, anroput™ noanucu FOCT P 34.10-2012 (512) c anroputMom x3wmposaHusa FOCT P
34.11-2012 (512)) m™etoay getinstance() Heob6xoauMMO B KayecTBe napameTpa nepeaaTtb uMms,
naeHtTudunumpyrowee Tpebyembln  anroput™  npoBepkm Il (cM. co3gaHme obbekTa
dopmuposanua 3M; ana anroputma NOCT P 34.10-2001 - "GOST3411withGOST3410EL" nnwu
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JCP.GOST_EL_SIGN_NAME, ans asiroputMa rocT P 34.10-2012 (256) -
"GOST3411withGOST3410_2012_256" nnn JCP.GOST_SIGN_2012_256_NAME, ana anroputma
rocT P 34.10-2012 (512) - "GOST3411withGOST3410_2012_512" unu
JCP.GOST_SIGN_2012_512_NAME).

Ons co3paHusa obbekTa npoBepku 3l B cooTBeTcTBMM C anroputmamm FOCT P 34.10-
2001 wnm TOCT P 34.10-2012 6e3 noacuyeTta xawa, Mmetoay getinstance() Heobxogmmo B
KayecTBe NapaMeTpa nepenatb MMA, naeHTubuumpyowee TpebyeMmbin anroput™m nposepku M1
(cMm. cozpaHne obbekTa ddopmupoBaHua 3M; agna anroputmMa [FOCT P 34.10-2001 -
"NONEwithGOST3410EL" nnun JCP.RAW_GOST_EL_SIGN_NAME, ansa anroputMa FOCT P 34.10-
2012 (256) - "NONEwithGOST3410_2012_256" nnun JCP.RAW_GOST_SIGN_2012_256_NAME,
ans  anroputma [OCT P 34.10-2012 (512) - "NONEwithGOST3410_2012_512" wnu
JCP.RAW_GOST_SIGN_2012_512_NAME).

2.7.2.lHnumnanmnsaumsa obbvekTa nposepkun Il

MNMocne Toro, kak ob6bekT npoBepku 3l 6bin co3gaH, HeobxoaMMO onpeaennTb Habop
napaMeTpoB 3aJaHHOro npu co3gaHumn obvekta anroputma (FOCT P 34.10-2001 wnm FOCT P
34.10-2012), B COOTBETCTBUM C KOTOpPbIMMU ByaeT OCYLLeCcTBAATbCA onepauus nposepku IIl.
OnpepgeneHne napameTpos 3[1 oCyLeCTBASETCS BO BPEMSA MHULMANM3aLuMmM onepauum npoBepku
noanucu MetoaoMm initVerify() knacca Signature. B COOTBETCTBMM C NapaMeTpamMu Kiwoua
npoeepku 31, nepenaBaeMbiIMM JaHHOMY MeToAy. 3TOT KJ/HOY He TONbKO onpejenser
napameTpbl NpoBepkn 31, HO U UCNONb3YETCS B CAMOM MpoLecce NpoBepKHU.

HeobxoAMMO MNOMHUTb, 4YTO KHO4YM npoBepku 3Il1, NogaBaeMble Ha MHULUMANU3aLUIO
obbekTa npoBepku I, CO34aHHOrO OMMCAHHbLIM Bbille CrocobOM AO0/MKHbI COOTBETCTBOBATb
anroputMy 3TOoro obbekTta (cooTBeTcTBeHHO, anroputmMam OCT P 34.10-2001 wnm TOCT P
34.10-2012). Cnocob6 reHepauun knwoden ana anroputmoB FOCT P 34.10-2001 m FOCT P
34.10-2012 onucaH Bbiwe. NMoMMMO 3TOro, ANA KOppeKTHoW npoBepkun 3l Tpebyetcs, uTobbI
KNy npoeepku Il cooTBeTCcTBOBaN KAtouy OI1, HA KOTOPOM OCYLLECTBAAIOCh (popMmMpoBaHme
NnoAMNucu.

Takmm o6pa3oM, UWHMUMaANM3auus onepauumm npoeepku 3Dl1, BO BpPEMA KOTOPOW
npoMcxoauT onpeaeneHve napameTpos D1, oCyLLeCcTBASeTCs cneayowmm obpasom:

PublicKey publicKey; // anropurm I'OCT P 34.10-2001 wmym T'OCT P 34.10-2012

sig.initVerify (publicKey) ;

2.7.3.0npeneneHne napameTpos nposepku Il

Mocne nHMumManmsaunm obbekTa nposepkn 3l kNOUYOM NpoBepkn I MOXKET BO3HUKHYTb
HEO6X0AMMOCTb M3MEHUTb napaMeTpbl npoBepkn 3l (yCTaHOBWUTb MapaMeTpbl, OT/IMYHbIE OT
napameTpoB KJtoda nposepku II1). Takasa He0H6XOAMMOCTb MOXET BO3HUKHYTb B C/llyyae, Korga
napameTpbl 3 6blAM HekoTopbiM 06pa3oM u3MeHeHbl NMpu ee dopMupoBaHuu. Toraa And
KOpPEKTHON rnpoBepkn 3Toi Il Tpebyerca aHanornyHoiM 06pa3oM W3MEHWUTb MNapaMeTpsbl
obbekTa npoBepku noanucn (yCTaHOBUTb Te Xe CaMble napaMmeTpbl). MIaMeHeHuWe napaMeTpos
nposepku Il OCyLLECTBSETCS aHaJorM4YHO U3MEHEHUI0 NapamMeTpoB opMmpoBaHms Ir1.

2.7.4.TlpoBepKa 3/1eKTPOHHOW noanucu

Mocne TOro, Kak O6bLEKT MNPOBEpKM MOAMUCK Obln CO34aH UM MPOMHMLMANN3NPOBAH,
onepauus NpoBepKn NMoAanucK Npou3BOAMTCS B ABa 3Tana: 06paboTka AaHHbIX M nocnieayowas
npoBepKa NoAnucK, 3aBepLualoLLlas TEKYLLYIO onepaumio.

2.7.4.1.06paboTka noaNMCaHHbIX AAaHHbIX

O6paboTka noanMMCaHHbIX AaHHbIX OCYLLECTBASETCS Npu nomMowu MeTtoda update()
kfacca Signature M NOAHOCTbIO aHanornMyHa ob6paboTke AaHHbIX MPU CO3AaHUM MOAMMUCH.

2.7.4.2.Mposepka 3N

Mocne TOro, Kak BCe JAaHHble 6binn ob6paboTaHbl, cneayeT 3aBepWWUTb onepaunto
npoeepku 3. 3aBeplleHne oCyLeCcTBNSETCS Npu nomowm metoada verify() knacca Signature.
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OTon dyHKUMM MepenaeTcss MpoBepsieMoe 3HayeHue noAnmcn u B pe3ynbTaTte ee paboThl
BO3BpallaeTcs sormyeckoe 3HauyeHue: true - noanucb BepHa, false - noanucb He BepHa.
3HayeHune nNpoBepsieMol NOANMUCUM MOXHO NepeaaTb ABYMs cnocobamu:

e B KauecTBe banToBoro maccmBa - verify(byte[] signature);

e B KayecTBe 6aMTOBOro MaccmBa CO cMelleHuneM - verify(byte[] signature, int offset, int
length);

Mpumepsl Cco34aHuns n npoBepKMn noanucm CM.
samples/samples_src.jar/userSamples/SignAndVerify.java (BXoauT B KOMMNJEKT MNOCTaBKU
nporpamMmmHoro obecneveHuns «Kpuntollpo JCP» Bepcusa 2.0).

Mpoeepka 3l B cepTudmkate npoBepku Il oCyLLECTBNSETCA TakK Xe, Kak Mpu rnpoBepke
uenoykn ceptudukatoB. [Mpu peanusaumm npoBepkn Il AOKYMeHTa C WCMNOSIb30BaHMEM
ceptudmkaTa KJ4a MNpoOBEPKUM MOAMUCU MM, WUCKOYAETCS BO3MOXHOCTb npoBepku Il
3N1eKTPOHHOro AoKyMeHTa 6e3 npoBepkn I B cepTudukaTte Ka4ya NpoBepku nognucu nnm 6e3
HaM4mMs NOJIOXKNTENBLHOIO pe3ysibTaTa npoBepkn I B ceptudmkaTe Katoda nposepku I,

2.8.PaboTa c cepTndmnkataMm yepes CTaHaAapTHbIN UHTepdenc
JCA

Ona ocylwecTBneHna onepauuii, peanusyembix kpuntonposanaepom «Kpuntollpo JCP»
Bepcmss 2.0, 3ayacTtyo TpebyeTcs wuCnosb3oBaHMe CcTaHgapTHbix MeTogoB JCA paboTtbl C
cepTudmkaTamm. Taknmm onepauusiMn, HanpuMmep, SBASIOTCA:

e 3anucb kao4ya Il Ha HOCUTENb;

e  3aMnuCb Ha HOCUTENb cepTUdMKaTa Koya nposepku 31, B COOTBETCTBUU C XPaHALLMMCS Ha
HocuTene kno4oM I, 1 cepTudmMKaTta C HoCcuTens;

e 3anucb ceptndmKaTa B XpaHUIULLE [OBEPEHHBIX CEPTUDUKATOB U YTEHWNE cepTUdmMKaTa U3
XpaHunuwia;

e nposepka I npu NoMoLm KAoUa nposepku II, uMTaeMoro us ceptudukaTa;

e MOCTPOEHME N MpPOBeEpKa LIenoyek ceptTudmrKaTos.

Mockonbky kpuntonposaaep «Kpuntolpo JCP» Bepcua 2.0 He peann3yeT cTaHAApPTHbIE
mMeToabl paboTbl C cepTudmMkaTamu, a AuWwb obecneymBaeT WX MOAAEPXKY, TO B AAHHOM
OOKYMeHTauMn NpuBoAMTCA NUWb ONUCaHME MUCMNOSIb30BaHMUA 3TUX METOAO0B MPU BbIMOSIHEHUN
nepevYncneHHbIX Bbille onepaunii.

2.8.1.leHepaumnsa X509-cepTndmkatos

MeHepauus X509-cepTudmkaToB ocyulecTBnsieTcs npwm NOMOLLN MeTo4a
generateCertificate() knacca CertificateFactory cnegyowmnm obpasom:

InputStream inStream;

CertificateFactory cf = CertificateFactory.getInstance ("X509");
/ /unn

//CertificateFactory cf =
CertificateFactory.getInstance(JCP.CERTIFICATE_FACTORY_NAME);

Certificate cert = cf.generateCertificate (inStream);

Meton generateCertificate() nonyyaetr B KayecTBe NapaMeTpa BXOAHOM TMOTOK, B
KOTOpbIX 3anucaH 3akoaupoBaHHbIM B DER-koauposke cepTudukaT, U BoO3Bpawlaer obbekT
knacca Certificate. MHMumanmsaunio obbekrta knacca CertificateFactory cneayeTr npomssoanTb
nmeHeM "X509" nnmn JCP.CERTIFICATE_FACTORY_NAME (kak nokasaHo Bbliwe). B 3ToM cnyuyae
BblgaBaeMblii MeTonoM generateCertificate() ceptudukat 6yaetr yAoBAETBOPSATb CTaHAapTy
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X.509, a 3HauuT aBaATbCa obbekToM knacca X509Certificate (3T1OT Knacc sBnsercs
pacwunpeHuem knacca Certificate). Kpuntonpoangep <«Kpuntollpo JCP» Bepcua 2.0
nogaep>xmeaeT TosbKo cTaHgapT X.509.

leHepauunsa X509-cepTnduUKaToB MCNONb3YETCHS B TeX ornepaumsax, KOoTopble COorjacHo
cTaHaapTHoMy mHTepdency JCA TpebyloT ana ceoero BbiNosHEHUS 06bekTbl knacca Certificate.
TakMMmn onepaumsMn  gaBNAKOTCSA, HanpuMmep, 3anucb kada 31 Ha HocuTenb U 3anuch
cepTudurKaTa B XpaHuUNMLLE AOBEPEHHbIX CEPTUMMKATOB UIN HA HOCUTEND.

3akoaupoBaHHbin B DER-koaupoBke  cepTudwukar, nepegaBaeMbii  DYyHKLUMK
generateCertificate() BO BXOAHOM MNOTOKE MOXET 6bITb MOAYYEH MNpWM MOMOLLM METOA0B Kacca
GostCertificateRequest (CM. [OMNOJSIHUTESIbHbIE BO3MOXHOCTM paboTbl C cepTudukatamn).
MonyyeHne 3akoAMpOBaHHOIro ceptuduMKaTa MNpM MNOMOLWM Khacca GostCertificateRequest
ncnonb3lyeTca B Tex Ciy4yasx, korga TpebyeTrcs CooTBeTCTBMe Kioya npoBepku 3l
cepTudukata TOJMIbKO 4YTO CO3aaHHOMY katody 3l (HanpuMep, Npu OCYLLECTBEHMU 3amnucu
kntoda IO Ha HocuTenb). Ecnn xe knwod Il He usBecTteH (Hanpumep, npu nposepke 3I), nnbo
kntod 2l, KOTOpPOMY COOTBETCTBYeT Kitod npoBepkun DI ceptudukata 6bin co3gaH paHee
(HanpuMep, Npu 3anucu ceptTudmrkKaTa Ha HOCUTENb, HA KOTOPOM YXe CcylecTByeT katod II), To
B 3TOM C/lydae 3aKoAMpOBaHHbIN cepTudmkaTt, nepenaBaeMbin pyHKUnn generateCertificate(),
MoXXeT 6bITb NpoYnTaH M3 gaina.

2.8.2.KognposaHune ceptudpmkata B DER-koanposky

KooupoBaHue  cyuwlecTBylowero cepTtudukaTa (obbekTa Knacca Certificate)
ocyllecTBaseTcs npm nomowm Mmetoaa geteEncoded() knacca Certificate cneaytowmm obpasom:

Certificate cert;

byte[] encoded = cert.getEncoded();

3akoampoBaHHbin B DER-kognpoBke mMeToaoM getEncoded() ceptudukaT Bo3BpallaeTcs
B Buae 6antoBoro maccusa. CepTuduKkaT cert, A7 KOTOPOro OCYLLECTBASAETCS KOAMPOBAHUE,
MOXeT ObiTb MONy4YeH pas3nyHbIMM MeTogaaMu: reHepauwen X509-ceptudumkarta, UTeHUEM
cepTudukarta knoya nposepku Il ¢ HocuTens, NM60 YTEHUEM AOBEPEHHOro ceptudukata us
XpaHunuuwa (Bce 3T MeToabl Bo3BpaLwaloT 06bekT knacca Certificate).

Onepauusa koaupoBaHus ceptudukaTa WUCNONb3yeTca B Chyyae, kKoraa TpebyeTtcs
COXpaHuTb B halial TOMbKO 4YTO CreHepuMpoBaHHbIA WMAWM MNPOYUTAHHbIA C HocuTensa (Mnum us
XpaHunumLia) cepTudumkar. Mpumep 3anucu cepTtudmkarta B dann CM.
samples/samples_src.jar/userSamples/Certificates.java (BXxoauT B  KOMMJEKT MNOCTaBKMU
nporpammHoro obecneveHuns «Kpuntolpo JCP» Bepcusa 2.0).

2.8.3.Mony4yeHune knoya nposepkn 3l n3 ceptndunkaTa

MonydyeHne knoya npoBepku I m3 ceptudukata (obbekTa knacca Certificate)
ocyuwlecTBaseTcs npu nomowm Mmetoaa getPublicKey() knacca Certificate cneaytowmm obpa3som:

Certificate cert;

PublicKey publicKey = cert.getPublicKey();

CeptndukaTt cert, M3 KOTOPOro nonydyaetrcs KAwd npoBepku DI publicKey, MOXeT
6bITb MONYyYeH pa3/sMdYHbIMKM MeToAaMu: reHepauunen X509-ceptndukara, yTeHnem ceptudumkara
Kntova nposepkn 3l ¢ HocuTensa, nnMbo 4YTeHMEM AOBEPEHHOro cepTudukata M3 XpaHunuua
(BCce 3T MeToAabl BO3BpawatoT 06bekT knacca Certificate).

Onepauns nonayyeHus kaw4ya npoBepkn 3 m3 ceptudukata WUCMNONbL3YETCA MpU
ocylectsneHnn nposepku 3.

2.8.4.TlocTpoeHmne u NpoBepKa Lenovykn cepTmdukaTon

MNpwn BbLINOMHEHUM OMepauMM 3anucu knw4da I Ha HOCUTENb COr/lacHO CTaHAapTHOMY
nHTepdeiicy JCA BMecTe C kAw4yoM Il Ha HoOCUTENb cneayeT 3anucbiBaTb W LIENOYUKY
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cepTUdMKATOB, HauyMHalLWylocs C cepTudukaTa Kada nposepku 3OM1, COOTBETCTBYHOLLENO
kntody 3l u 3akaH4YMBAIOLWYIOCS AOBEPEHHbIM KOpPHEBbIM cepTudukaToM. Bnarogapsi aTomy
TpeboBaHMIO NoAnuUCb cepTudmkaTa Kitya nposepku I, COOTBETCTBYIOWErO 3annCbiBAEMOMY
knouy 31, Bcerga 3aBepeHa Leno4ykom ceptudmkaTos.

Llenoyka, KakK y»e roBopwusioCh Bbllle, MOXET COCTOSATb TOJIbKO M3 0A4HOro ceptudukaTa
(knoy nposBepkun 3l KOTOPOro cooTBeTCTBYET KAtody II1). Ecnm cepTudukaTt Ktoya NpoBepKU
Ol gaBnseTcsa camMonoAnmMCaHHbIM, TO MpoBepkKa MoAMNMCKM 3TOro cepTudukata He TpebyeTtcs
(ceptTndumkat 3aBepeH kato4yoM Il1, KOTOPOMY COOTBETCTBYET KJOUY npoBepku DI 3Toro
ceptudumkata). [eno obcTtont mMHade, kKoraa ceptudukaT NoanmMcaH Ha HEKOTOPOM KOPHEBOM
cepTndumkaTe ueHTpa, MMO60 Ha HEKOTOPOM MNPOMEXYTOUYHOM cepTudukaTe (KOTOpbIi B CBOK
oyepeab MOAMUCAH Ha KOPHEBOM WM Ha APYroM MPOMEXYTOYHOM cepTudukarte). Toraa Ans
obecneyeHna npoBepkM NoAMNUCU TakKoro cepTudumkata Npu ero YTeHUM, COBMECTHO C 3anucbio
cepTndumkaTa kntoda nposepkn DI Ha HOCUTENb B XpaHUAULLE AOBEPEHHbIX CepTudMKaToB
cneayet KiacTb BCHO LEMNOYKY cepTUdmMKaToB, KOTOPOM 3aBepeH 3TOT cepTmdukar.

2.8.4.1.CosMmectnmocTb ¢ KpunTtollpo YL npu npoBepke Leno4Ykun
ceptucpukaros

Ans npoBepkn ULenouykn B pexumme coBMmectumoctn ¢ Kpuntollpo YL, B cocTas
«Kpuntolpo JCP» Bepcumsa 2.0 Bxoaut npoBanaep RevCheck (JCPRevCheck.jar). Ona ero
Bbl30Ba B NpuMMepax, ONMMUCaHHbIX HUXe, cneayeT 3aMeHUTb Bbi3oB anropmtMma "PKIX" Ha Bbi30B
anroputmMa "CPPKIX"

//0Jisa NpOBEpPKM LEenodky online

System.setProperty ("com.sun.security.enableCRLDP", "true");//ecnu ucnojbzyercs
SUN JVM

i

System.setProperty ("com.ibm.security.enableCRLDP", "true");//eciu uCHnojib3yeTCs
IBM JVM

//IOJisa NOCTPOEHMS LENOUKM

CertPathBuilder builder = CertPathBuilder.getInstance ("CPPKIX");
u

/ /079 NPOBEPKU LENOUKU

CertPathValidator validator = CertPathValidator.getInstance ("CPPKIX");

B ocTanbHbix cnydasax npuMmeHeHus B JTLS (cpSSL.jar) npoueaypa npoBepku LLenoyku
cepTndmKaToB perynmpyetrcsa c nomouwbtlo naHenu «Kpuntollpo JCP» Bepcusa 2.0 (Bknagka
"HacTtpomnku cepsepa").

Mpumep MOCTpPOEeHMUS " npoBepKu LenoyKku cepTudmkaTon CM.
samples/samples_src.jar/userSamples/Certificates.java (BxoguT B KOMIMJIEKT MOCTaBKMu
nporpammHoro obecneueHus «Kpuntolpo JCP» Bepcusa 2.0).

2.8.4.2.MpoBepka Henoukn ceptudmukKaToB C ucnosibzosaHmem OCSP

HauuHas c Bepcumn java 1.5 nosiBuiacb BO3MOXXHOCTb NPOBEPATb LIENOUYKY cepTUdMKaToB
ncnonb3yss On-Line Certificate Status Protocol (OCSP). [na npoBepkM WCNONb3YHTCSH
CTaHAapTHble cpeAcTBa java-MalluHbI.

Mpumep npoBepkn cM. samples/samples_src.jar/userSamples/OCSPValidateCert.java
(BXOAUT B KOMMJIEKT NOCTaBKM nporpammHoro obecneveHuns «Kpuntollpo JCP» Bepcus 2.0).

2.9.PaboTa ¢ BpeMeHHbIM XpaHWMLLEM KIKOYEeN N cepTUdPmKaToB

Kpuntonposanaep <«Kpuntollpo IJCP» Bepcusa 2.0 pgaeT BO3MOXHOCTb paboTbl C
BPEMEHHbIM XpaHWUIULWLEM Kodel n cepTudunkaTos. JaHHOE XpaHuIuLle CyLLeCcTBYET TOSIbKO B

namsitu, ero Hesnb3s 3anucatb Ha HocUTENb.
Ana vcnosb3oBaHMSA [AHHOMO XpaHunauvwa Heob6xoauMMo o6ecneunTb HeAOCTYNHOCTb
CTOPOHHMUX nvy K java-mawmHe!

Ecnmn ectb BO3MOXHOCTb A0CTYyMa CTOPOHHUX NUL K java-mawuHe, TO UCMNOoJSIb30BaHWE AAaHHOro
TMna xpanunuwa 3AMNPELWEHO, T.K. MHaye CylwecTByeT BO3MOXHOCTb AOCTYyNa K CEKPEeTHbIM

35



KTAN.00091-01 33 01. KpunrolIpo JCP. PykoBonicTBo mporpammucta. O011ast 4acthb

KJ1to4am (kacaetcs "MemoryStoreX", CM. aanee).
OcylwiecTBneHme onepauum C XpaHUAULWLEM MNPOU3BOAUTCS 4epe3 CTaHAapTHbIN MHTepdenc
XpaHmnmwa knwdom 3N JCA  (uHTepdenic knacca KeyStore). OnpegeneHme Tuna
NCMNONb3YEeMOro XpaHunmLLa oCyLLeCcTBASETCA OAHMUM U3 CrieayoLwmnx cnocobos:

KeyStore ks = KeyStore.getInstance ("MemoryStore");
KeyStore ks = KeyStore.getInstance ("MemoryStorelO") ;
//cymecrByeTr 10 xpaHuiui OAaHHOTO Tumna: MemoryStore0-MemoryStore9
Mpu nHUumanmsaumm "MemoryStore" kKaxabli pa3 BO3BpallaeTCs HOBbIM 06bEKT, a npu

MHUumManusaumm tnna "MemoryStoreX" BO3BpalLlaeTCcs CCbl/IKa Ha paHee Co34aHHbI 06BbeKT.
[Janee paboTta aHanornyHa paboTe C KNOYEBLIMU HOCUTENSMMN.

//3arpys3ka xpaHwmma (OCYWEeCTBISEeTCS JIS MHULMAIM3AUUY CTAHOAPTHOTO OOBEeKTa
KeyStore)

ks.load(null, null);

//BaHMCb KJIDYa B XpaHWUMie

String alias; // uneHTuOUKaATOP (YHMKAJIBHOE MMS) KJOUa
PrivateKey key; // wmou B3I

char[] password; // mnapojib Ha KJIOU

Certificate[] chain; // uernouka cepTUOUKATOB

ks.setKeyEntry(alias, key, password, chain);

//Urenue kimwoua DI U3 XpaHUIMIA

String alias; // unenTuoukaTop (yHMKAJIBHOE MMS) [OJiydaeMoro kjwoua 3II,

// YCTAHOBJIEHHEIA IPM 3alMCU KJOUAa

char[] password; // TapoJib Ha KJIOYU, YCTAHOBJIEHHHI [IPY 3anucy KIoua

PrivateKey key = (PrivateKey)ks.getKey(alias, password);

//3anuce ceprudmraTa B XpPaHUIIMIE

String aliasCert; // uneHTUOUKATOP cepTubMKara

Certificate cert; // BanmuceBaeMbli cepTuduxkaT

ks.setCertificateEntry(aliasCert, cert);
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//UTenne ceprTudmraTa U3 XpPaHUIMIA

String aliasCert; // unneHTudbmMraTop cepTrdOMKATa, YCTAHOBJIEHHBIA NPV SBanuUCH
cepTudmraTa

Certificate cert = ks.getCertificate(aliasCert);
//YnaneHue
String alias; //MOeHTudrKaTop KJoYa MM CepTudurara

ks.deleteEntry(alias);

[JaHHbIN TMN XpaHunuwa npeacTtaBnsaeT cobom K3W WM MOXeT WCMoJSib30BaTbCA AN
yckopeHus paboTbl € kntoyamMn u ceptudmkatamm, ocobeHHO 3TO akTyanbHO npu pabote ¢
K1to4aMKn, Ha KOTOpPblE YCTAaHOB/IEH NApoO/ib.
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3. PaboTa c napameTpamm B Kpuntonposanaepe
«KpunTtollpo JCP» Bepcusa 2.0

3avactyto npu pabote c knw4vamu IOl BO3HMKAET Heo6XoAMMOCTb M3MEeHUTb Habop
napamMeTpoB TOr0 WAW WMHOMo anroputMa A9 BbiNOSHEHWMS Tpebyemon onepaumu. Ona 3Tux
uenem B kKpuntonposangepe <«Kpuntollpo IJCP» Bepcua 2.0 peanusoBaH uHTepdenc
ParamsInterface MapaMeTpoOB ajroputMa, SBASIOWMIACA peanm3aumen CTaHAAPTHOro Kracca
AlgorithmParameterSpec. O6bekT TunMa ParamsInterface, B 3aBMCUMMOCTU OT cnocoba ero
co3gaHus, onpegenser

e uHTepdelc Habopa NapaMeTpoB K/to4ya Noanucu;

e uHTepdenc napameTpos anroputmMa nognucu NOCT P 34.10-2001;

e uHTepdenc napameTpos anroputma nognucu NOCT P 34.10-2012;

e UHTepdelc NnapaMeTpoB anroputMa xawmpoBaHusa FOCT P 34.11-94;

e uHTepdelc NnapamMeTpoB anroputMa wndgposaHusa MOCT 28147-89.

Bo Bcex cnyyasx, wuHTepdenc napameTtpoB/Habopa napaMeTpoB ParamsInterface
NMO3BOJISAET:

e nofny4aTtb naeHTUdUKATOP TEKYLLMX NapaMeTpoB anroputMa / Habopa NnapaMeTpoB K/toua
npu nomown dyHkunm getOID();

e rofay4vatb AeHTUPMKATOP NO YMOAYaHUIO ANS NapamMeTpoB anropmtma / Habopa
rnapamMeTpoB KJto4a npu nomowm dyHkummn getDefault(OID paramSetOid);

e NpoBepsiTb NpaBa Ha U3MEHEHWE MAeHTUdUKATOpa NO YMONYaHUIO AN NapaMeTpoB
anroputMa / Habopa napaMeTpoB kJitoda npu nomowmn pyHkunm setDefaultAvailable();

e yCTaHaB/MBaTb MAEHTUMUKATOP MO YMOSYAHUIO A4S NapaMeTpoB anropuTMma / Habopa
napaMeTpoB Kjto4a npu nomowmn pyHkumnm setDefault(OID paramSetOid, OID def);

e oJy4aTb CMUCOK AOMYCTUMbIX MAeHTUHUKATOPOB A5 napaMeTpoB anroputMa / Habopa
rnapamMeTpoB KJito4a nNpu nomowmn pyHkunin getOIDs() nnv getOIDs(OID paramSetOid);

e MoJslyyaTb CANCOK CTPOKOBbIX MPeACTaBAEHUIA AONYCTUMbIX MAEHTUDUKATOPOB ANs
napameTpoB anroputMa / Habopa napamMeTpoB K/ko4a npu noMowm dyHkumn getNames();

e oJly4yaTb CTPOKOBOE npeacTasjieHne O4HOro U3 A40MNYCTUMbIX MAEHTUPUKATOPOB ANS
napameTpos anroputma / Habopa napameTpoB kJt4Ya npu nomMowm dyHkumn getNameByOID(OID
oid);

e  rosy4YyaTb OAWH M3 AOMNYCTUMbIX MAEHTU(MKATOPOB A/ NapaMeTpoB anroputMa / Habopa

napaMeTpoB KJ/ltlo4a Mo ero CTPOKOBOMY MpeACTaB/IEHUIO MPY NOMOLN DYHKLNMK
getOIDbyName(String oid).

3.1.PaboTta c HabopoM NapaMeTpoB 4SSl reHepaunm knrden Jl1

B npouecce reHepaumu Ka4eBOW napbl NOAMUCK CYLLECTBYET BO3MOXHOCTb M3MEHUTb
Habop napamMeTpoB, B COOTBETCTBMM C KOTOpbIM OyaeT co3gaHa knw4deBas napa (Kak
OMUCBLIBANOCh BbIE, MO YMOJYAHWUIO CO34aeTCs Mapa C MNapaMeTpaMu, YCTaHOBMIEHHbIMU B
KOHTPONbHOM NaHenn). B aToT Habopa napamMeTpoB BXOAAT:

e pnpeHTudmkaTop Habopa NnapaMeTpoB ANS FreHepauun K4eBolr napbi;
e napameTpbl anroputma nognmcu FOCT P 34.10-2001;
e napameTpbl anroputmMa nognucm NOCT P 34.10-2012;

e napameTpbl anroputMa xawnposaHma NOCT P 34.11-94;
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e napaMeTpbl anroputMa wudposaHus MOCT 28147-89.

N3meHeHMe Takoro Habopa napaMeTpoB OCYLUECTBASETCS MNpu noMowm WuHTepdelica
AlgIdInterface, SBASAIOLWErocs pacwmpeHneMm uHTepdenca ParamsInterface. O6bekT Tuna
AlgIdInterface npeacTtaBnseT cobon uHTepdenc ycTtaHaBAMBaeMoro Habopa napamMeTpos.
Takon o06bekT MoOxeT ObITb cO3gaH nMpuM NOMOWM Khacca AlgIdSpec, SBAAKOLWErocs
peanusaumen 3Toro nHrepdenca HeCKoIbKMMM cnocobamum:

// wunenTuduxaTop Habopa MNapaMeTpOoB mJid KJjoua [OINIMUCK, COOTBETCTBYWIETO
anropurMy I'OCT P 34.10-2001

// "1.2.643.2.2.19" mym JCP.GOST EL KEY OID
String keyOIDStr;

OID keyOid = new OID (keyOIDStr);

// MOeHTUPUKATOPH NapaMeTpPOB aJITOPUTMOB
OID sign0Oid;

OID digest0Oid;

OID cryptOid;

// mapaMeTph alTOPUTMOB
ParamsInterface signParams;
ParamsInterface digestParams;

ParamsInterface cryptParams;

/* onpemnesieHre Habopa MNaAapaMeTpPOB [0 YMOJUAHMI (YCTAHOBJIEHHOTO B KOHTPOJILHOM
naHesmu) */

AlgIdSpec keyParamsl = new AlgIdSpec(null);

/* onpemesieHye Habopa MapaMeTpPoOB [0 MUIEHTUIUKATOPY aJloOpUTMa TI'eHepauun
KJIIOYEeBOM Iapkl

(B BTOM cCJiyuae yCTaHaBJIMBaeTCs HaboOp [HapaMeTpOoB II0 YyMOJIUAHMIO, COOTBETCTBYIUUN
2TOMY

nneHTuduxaTopy) . Ha IDaHHBML MOMEHT eIOMHCTBEHHEM IOOMIYCTUMMEM MIOESHTUOMKATOPOM
Habopa napaMeTpoB

s TeHepaluun KJIO4Ya TIOOIINCH aBJigdeTcs "1.2.643.2.2.19" (v
JCP.GOST _EL KEY OID),

[IO3TOMY TakKOM CIOCOO CO3IaHMSa MIEHTUUYEH [IEePBOMY CIOCOOy*/
AlgIdSpec keyParams2 = new AlglIdSpec (keyOid);

/* omnpemeseHye Habopa MapaMeTpPoOB [0 MUIEHTUIUKATOPY aJiloOpUTMa TI'eHepauumn
KJIIOYEeBOM Iapkl

U 3alaHHBEM MISHTHMOMKATOPAM MMapaMeTpoB. [IOJlydeHMe TakKux MWISHTUOMKATOPOB OINMCAHO
Hmxe . * /

AlgIdSpec keyParams3 = new AlglIdSpec (keyOid, signOid, digest0Oid, crypt0id);

/* omnpepeseHye Habopa MapaMeTPOB [0 MISHTUOMKATOPY ajropuTMa IT'eHepaluuu
KJIIOUEeBOM I1apkl
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M 3amaHHBEIM [apaMeTpaMm aJIlOPUTMOB. [loJiydeHre TakKux [apaMeTpOB ONMCAHO Huxe.*/

AlgIdSpec keyParams4 = new AlglIdSpec(keyOid, signParams, digestParams,
cryptParams) ;

B cnywae wucnonp3oBaHus uieHTH(UKaTOpa Habopa MapaMeTpoB I KIHOYa ITOAIHUCH,
cootBeTcTBytomero anroputmy 'OCT P 34.10-2012 (256), o0bekT kinacca AlgIdSpec CO3AETCS
CJICTYIOIIUM 00pa3oM:

/* omnpenesieHre Habopa [apaMeTpOB [0 YMOJIUAHUIO (YCTAHOBJIEHHOTO B KOHTPOJILHOM
naHesu) */

AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.OID PARAMS SIG 2012 256);

B cnyuae wucnonb3oBaHus uaeHTU(UKAaTOpa Habopa mapaMeTpoB IJs KIOya MOJIKUCH,
cootBetcTBytomiero anropurmy 'OCT P 34.10-2012 (512), oObekT kinacca AlgIdSpec CO3/aeTCA
CJICTYIONMUM 00pa3oM:

/* omnpemesieHre Habopa MNAapaMeTpPOB [0 YMOJUAHMI (YCTAHOBJIEHHOTO B KOHTPOJILHOM
na”esu) */

AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.OID PARAMS SIG 2012 512);

3.2.Pabota c napameTtpamm anroputmoB nognucm FOCT P 34.10-
2001 nTOCT P 34.10-2012

S1BHO naMeHeHne napametpos anroput™ma noanucu NOCT P 34.10-2001 He BCTpe4vaeTcs
B dyHKUMSAX cTaHgapTHoro mHTepdeinca JCE, HO OHO MOXET 6biTb MCNOSIL30BAHO B Mpouecce
onpeaeneHns Habopa NapaMeTpoB ANS FeHepauMu K4deBblix Nap noanucu (cMm. Bbiwe). Ans
W3MEHEeHUs MuCnonb3yeMmblX MapaMeTpos 3l1, HeobxoaMMO B nNepBYyK o4depedb MONY4YUTb
nHTepdenc napameTpoB anroputma noanmcm TOCT P 34.10-2001 no yMos4aHuio
(yCTaHOBNEHHbIX B KOHTPO/SbHOM NaHenu). [aHHas onepauus MoxeT 6biTb BbINOJIHEHA MNpuU
nomown cratndyeckoro metoga getDefaultSignParams() knacca AlgIdSpec, BO3BpallaloLlero
CCbIJIKY Ha MHTepdenc paramsIinterface:

ParamsInterface signParams = AlgldSpec.getDefaultSignParams () ;

MonydyeHne Habopa napameTtpoB Il M ycTaHOBKa mapaMeTpoB Mo ymondaHuto (6yayT
NCMoNb30BaTbCA B AajibHeElLWeM):

/* mosiydeHye BCEX IHNONYCTUMHX MOSHTUOMKATOPOB IapaMeTpOB ajilOpuTMa OOLNucCu*/

Enumeration signOids = signParams.getOIDs (paramSetOid); // paramSetOid -
nneHTUdrKaTop Habopa HapaMeTpoB

/* noJiydeHue OOHOTO U3 UIOEHTUPMKATOPOB. OH MoOxeT OBITH IlepelaH B
COOTBETCTBYIIUN

KOHCTPYKTOp keyParams3 mnsa xyiacca AlgIdSpec*/

OID signOid = (OID)signOids.nextElement () ;
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/* w3MeHeHMe wumeHTudukaTopa mnapamMeTpoB 3SI 0O YMOJUYAHMIO. JV3MEHEHHBE TaKuM
obpasoM

napamMeTprl Ol MOT'yT OHTBH INepenaHEl B COOTBETCTBYIIOWUN

KOHCTPYKTOp keyParams4 mnsa xjiacca AlgIdSpec*/

signOids.setDefault (paramSetOid, sign0Oid);

3.3.PaboTta c napameTpamm anroput™ma xawmposaHusa MOCT P
34.11-94 n TOCT P 34.11-2012

N3MeHeHMe napamMeTpoB anropmMtMa X3WWpPoBaHUA MOXeT ObiTb MCMOMb30BAHO B _SIBHOM
BUAE B npouecce co3gaHusa DI, a Takxke B HesIBHOM BuAe B npoLlecce onpeaeneHuns Habopa
napamMeTpoB [ANna reHepauuu KA4YeBbiX nap noanucyu (cM. Bblwe). [OnS UWU3MeHeHus
NCMNONb3yeMbIX MapaMeTpPoOB X3WMPOBaHMSA, HeobxoaMMO B MepBYyl o4epeab MOJyuuTb
nHTepdenc napameTpoB anroputMa xswuposaHus [OCT P 34.11-94 no yMofa4aHuio
(yCTaHOBNEHHbIX B KOHTPO/bHOW NaHenu). [daHHas onepaumsi MOXeT 6biTb BbINOMHEHA MNpwu
nomown cratndyeckoro metoga getDefaultDigestParams() knacca AlgIdSpec, BO3Bpallatowero
CCbIJIKY Ha uHTepdenc ParamsInterface:

ParamsInterface digestParams = AlgIdSpec.getDefaultDigestParams();
MonydyeHne Habopa NapaMeTpoB X3LWNPOBAHMUSA M YCTAHOBKA NapaMeTpoB MO YMOJYaHUI
(6yayT ucnonb3oBaTbCs B AasIbHENLWEM):

/* nojsiyyeHue BCex IOONYCTUMMHX MISHTUOMKATOPOB [apaMeTpOB  ajlopUTMa
XDOWMPOBAHUAX /

Enumeration digestOids = digestParams.getOIDs (paramSetOid); // paramSetOid -
nneHTudruKaTop Habopa NapaMeTpoB

/* noJydeHMe OOHOTO U3 UINEHTUPUKATOPOB. OH MoOxeT OBITH TIIlepellaH B
COOTBETCTBYIUN

KOHCTPYKTOp keyParams3 mnsa xyiacca AlgIdSpec*/
OID digestOid = (0ID)digestOids.nextElement () ;

/* wu3MeHeHMe wuIeHTUdMKATOPA [NAPaAMETPOB XBJUMPOBAHUA I[10 YMOJIUAHUIO. J3MEeHEeHHBEe
TakuM oOpasz30oM

IIapaMeTpPrEl XSUMPOBAHMA MOIT'YT OBITH InepenaHel B COOTBeTCTByIOLLU/HZ

KOHCTPYKTOp keyParams4 nnsa kjacca AlglIdSpec. IloMMMO 3TOTO OHM MOTYT OHBTH
VICIIOJIb30BAHH

OJIsT M3BMEHEHMUS I1apaMeTpOB XBUMPOBAHMS NpM co3naHmm DII.*/

digestOids.setDefault (paramSetOid, digest0Oid) ;

3.4.PaboTta c napameTpamm anroput™ma wudposanmsa MOCT
28147-89

SIBHO M3MeHeHMe napaMeTpoB anroputma wudposaHma FOCT 28147-89 He BCTpedaeTcs
B DyHKUMSAX CTaHgapTHoro mHtepdeinca JCE, HO OHO MOXET 6biTb MCNOSIL30BAHO B Mpouecce
onpeaeneHnss Habopa napaMeTpoB A1 reHepauuum K/4YeBbiX nap noanucu (CM. Bbiwe). Ans
M3MEHEHUS WCNoNb3yeMbiX napameTpoB I, HeobxoAUMO B MepBY oO4vepedb MOAYUUTH
nHtepderic napametrpoB anroputMa wudposanma TTOCT 28147-89 no yMonuyaHuio
(ycTaHOBNEHHbIX B KOHTPOAbHON naHenu). [JaHHaa onepaums MOXeT ObiTb BbIMOSIHEHA MpwU
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nomowm cratndeckoro Mmetoga getDefaultCryptParams knacca AlgIdSpec, BO3Bpallatowwlero
CCbIJIKY Ha MHTepdenc ParamsInterface:

ParamsInterface cryptParams = AlgldSpec.getDefaultCryptParams () ;

MonydyeHne Habopa napameTpoB WKUdpPOBAHMS N yCTaHOBKA NapaMeTpoB MO YMOAYaHUIO
(6yayT Ucnonb3oBaTbCs B AaSIbHENLWEM):

/* mnoJlydeHue BCex IONYyCTUMBIX MIEHTUOMKATOPOB MapaMeTpoB ajilopuTMa wmbpoBaHms™ /

Enumeration cryptOids = cryptParams.getOIDs (paramSet0Oid); // paramSetOid -
nneHTudmkaTop Habopa napaMeTpoB

/* IoJIyuyeHme OOHOTO M3 MAOEHTUOMKATOPOB. OH MOXeT OBITH nepenaH B
COOTBETCTRBYIOUMNA

KOHCTPYKTOpP keyParams3 mna ksiacca AlgIdSpec*/
OID cryptOid = (OID)cryptOids.nextElement () ;

/* u3MeHeHMe MIOeHTUdMKaATOpa NapaMeTpPOoB WMOPOBAHMA [O YMOJYAHMIO. J3MEeHEHHHE
TakuM obpaszoMm

napameTpsl mM@poBaHMA MOTYT OBTH IIepelaHbl B COOTBETCTBYIOWUNI

KOHCTPYKTOp keyParams4 mnsa xjiacca AlgIdSpec*/

cryptOids.setDefault (paramSet0Oid, cryptOid);
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4. [lononHUTeNnbHble BO3MOXXHOCTM paboTbl C
cepTmdukaTamm

MoMnMO BO3MOXHOCTU paboThbl ¢ cepTudmkaTamm Yepes ctaHgapTHbIM MHTepdeic JCA, B
kpuntonpoBangepe «Kpuntollpo JCP» Bepcus 2.0 peanmaoBaHbl HEKOTOPbIE AOMOJIHUTENbHbIE
dyHKUMM paboTbl C cepTUdMKaTaMm:

e TCHepanus 3ampoca Ha cepTuduKar;

e OTIIpaBKa 3alpoca CEPBEPY U MOTYyYEHHE OT CEPBEPA COOTBETCTBYIOLIETO 3apoCy
ceprudukara;

L4 FeHepaHHﬂCﬁMOHOﬂHHC&HHOFOCGpTH@HKaT&

MNepeuncneHHble onepauum OCYLLECTBAAKOTCA MpuM MOMOWM CneuuanbHOro Kracca
GostCertificateRequest. JaHHbIN Knacc peanusyet reHepaumio 3anpocos n
camMonoanncaHHbIX cepTuduKaToB B COOTBETCTBMKU C anroputMamum nognucu FOCT P 34.10-2001
c anroputmMoM xawwupoBaHua TOCT P 34.11-94, TOCT P 34.10-2012 (256) c anroputmMom
xawwunpoeaHma TOCT P 34.11-2012 (256) wn TOCT P 34.10-2012 (512) c anropuTtmoMm
xawmpoBaHmsa MOCT P 34.11-2012 (512). Knwouun, B COOTBETCTBMN C KOTOPbLIMU OCYLLECTBASAETCS
reHepaumio 3anpocoB W CaMOMOAMMCaHHbIX CepTUMOMKATOB, TakKXe AO/HKHbl COOTBETCTBOBATb
anroputmMam FOCT P 34.10-2001 wvnm OCT P 34.10-2012 (cnocob reHepaumn Takumx Kitoyen
onucaH Bbiwe). Bo3MoXHa TakXxe reHepauuns 3anpocos u ceptTudmrkaTosB Ans Kaouen obmeHa.

CTpyKTypa 3anpoca nMeeT cneayowmii BUAa:

CertificationRequest ::= SEQUENCE ({

certificationRequestInfo SEQUENCE ({

version INTEGER,
subject Name,
subjectPublicKeyInfo SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING },
attributes [0] IMPLICIT SET OF Attribute },
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING}

CTpyKTypa caMonoAnucaHHoro ceptudukaTta MMeeT crieayownii Bua:

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,

signatureAlgorithm AlgorithmIdentifier,

signature BIT STRING }
TBSCertificate ::= SEQUENCE ({

version [0] Version DEFAULT vl,

serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier,

issuer Name,

validity Validity,

subject Name,

43



KTAN.00091-01 33 01. KpunrolIpo JCP. PykoBonicTBo mporpammucta. O011ast 4acthb

subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniquelD [1] IMPLICIT UniquelIdentifier OPTIONAL,

-- If present, version shall be v2 or v3
subjectUniqueID [2] IMPLICIT Uniqueldentifier OPTIONAL,

-- If present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL

-- If present, version shall be v3 -- }
Version ::= INTEGER { wv1(0), v2(1), v3(2) }
CertificateSerialNumber ::= INTEGER

Validity ::= SEQUENCE ({
notBefore Time,

notAfter Time }

Time ::= CHOICE {
utcTime UTCTime,

generalTime GeneralizedTime }
UniqueIdentifier ::= BIT STRING

SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,

subjectPublicKey BIT STRING }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension

Extension ::= SEQUENCE {
extnID OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING }

4.1."HMumnanusaums reHepaTopa 3arnpocoB 1 cepTMdUKaTos

Koroa TpebyeTcsa co3gaTb 3ampoc AW cepTudukaT cHavana Hado BOCMOJIb30BaTbCS
KOHCTPYKTOPOM:

GostCertificateRequest request = new
GostCertificateRequest (JCP.PROVIDER NAME) ;

YcTaHoBUTb Cnocob ucnosib3oBaHus kntoda keyUsage MOXHO MeTOAOM setKeyUsage (),
napamMeTpoM nepegaetcs int - 6uToBasi Macka cnocoboB MCMosib30BaHMA Ko4a. Mo yMonyaHuo
ncnonb3yerca KoMbuHauua DIGITAL SIGNATURE "umdpoBas noanucb” M NON REPUDIATION
"HeoTpekaeMocCTb" WM KOHCTaHTa SIGN DEFAULT, obbeAuHsAOWas ABa 3TW 3HadveHnsa. Ecnu Bbl

cosgaeTe 3anpoc Ans kKawya wudposaHusa (T.e. ans anroputMa "GOST3410DHEL" wnm
"GOST3410DH_2012_256" nnm "GOST3410DH_2012_512") cTouTt nobaBuTb
KEY ENCIPHERMENT "wWM@poBaHue kntoyen" n KEY AGREEMENT "corniacoBaHue kitoyein". MoxHO

BOCMOJ1b30BaTbCSA KOHCTAHTOM CRYPT DEFAULT KOTOpas obbegnHseT Bce YETbIpE 3HAYEHUA.

int keyUsage = GostCertificateRequest.DIGITAL SIGNATURE |
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GostCertificateRequest.NON REPUDIATION |
GostCertificateRequest.KEY ENCIPHERMENT |
GostCertificateRequest.KEY AGREEMENT;
request.setKeyUsage (keyUsage) ;
Job6asntb ExtendedKeyUsage "yny4weHHbIN KOY" MOXHO METOAOM addExtKeyUsage ().
MapameTp MeToAy addExtKeyUsage () MOXHO yKa3blBaTb MaccuBoMm int[]1{1, 3, 6, 1, 5, 5,

7, 3, 4} WIN  MOXHO CTpOKOM "1.3.6.1.5.5.7.3.3" unam obbekToM TMNa
ru.CryptoPro.JCP.params.OID. [10 yMONYaHMIO CMNCOK BydeT NyCcTbIM.

request.addExtKeyUsage (GostCertificateRequest.INTS PKIX EMAIL PROTECTION) ;

request.addExtKeyUsage ("1.3.6.1.5.5.7.3.2"); // "lpoBepka MNOIJMHHOCTM KJymeHTa"

Oonyctumble OIDbI ans ExtendedKeyUsage n HoMepa 6uTtoB Macku keyUsage onucaHbl B
CTaHgjapTe

B knacce GostCertificateRequest OnpeaeneHbl cneayoume KOHCTaHTbI:
public static final int[] INTS PKIX SERVER AUTH = {1, 3, 6, 1, 5, 5, 7, 3, 1};

public static final int[] INTS PKIX CLIENT AUTH = {1, 3, 6, 1, 5, 5, 7, 3, 2};

public static final int[] INTS PKIX CODE SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 3};

public static final int[] INTS PKIX EMAIL PROTECTION = {1, 3, 6, 1, 5, 5, 7, 3,
4};

public static final int[] INTS_PKIX IPSEC END SYSTEM = {1, 3, 6, 1, 5, 5, 7, 3,
5}i

public static final int[] INTS PKIX IPSEC TUNNEL = {1, 3, 6, 1, 5, 5, 7, 3, 6};

public static final int[] INTS PKIX IPSEC USER = {1, 3, 6, 1, 5, 5, 7, 3, 7};

public static final int[] INTS PKIX TIME STAMPING = {1, 3, 6, 1, 5, 5, 7, 3, 8};
public static final int[] INTS PKIX OCSP_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 9};
Mpwn HEeobXoaMMOCTU MOXHO B 3anpoc nobaBuTb cobcTBEHHOE pacwimnpeHmne, nNoMMnMo

KeyUsage n ExtendedKeyUsage. MNpumep pobaBneHus pacluMpeHns OCHOBHble OrpaHuM4yeHus
BasicConstraints B 3anpoc:

Extension ext = new Extension();

int[] extOid = {2, 5, 29, 19};

ext.extnID = new AsnlObjectIdentifier (ext0Oid) ;
ext.critical = new AsnlBoolean (true);

byte[] extValue = {48, 6, 1, 1, -1, 2, 1, 5};
ext.extnValue = new AsnlOctetString(extValue);

request.addExtension (ext) ;

Takoe paclwumpeHMe aBTOMaTMdecku pobaBnserca B cepTudukaT Mpu  reHepauum
camonognuncaHHoro ceptudmkarta (6e3 obpalleHnsa K LeHTpy cepTuduKaumn) metogamm knacca
GostCertificateRequest 3DTO pacwmpeHMe wuMeeT 3HadeHusa "Tun cybbekta = LUC",
"OrpaHunyeHune Ha AnnHy NyTM = 5" 1 9BNsSeTCa KPpUTUYECKUM.

Ucrnonb3oBaTb MeToa addExtension() AN YCTaHOBKM B 3anpoc KeyUsage w

ExtendedKeyUsage Henb3f, aona 3TOr0 Haao BOCMOJIb30BaTbCA MeTOAaMU setKeyUsage () W
addExtKeyUsage ()

Mcnonb3oBaBLWNINCS paHee and MHNUMannsauummn 06beKTOB THnNa
GostCertificateRequest MeTOj init
request.init ("GOST3410EL"); // JCP.GOST EL DEGREE NAME - mOjs KJIOYeM NOONMCH,
n
request.init ("GOST3410DHEL", isServer); // JCP.GOST EL DH NAME - mjisa KJoden
obMeHa .
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nnm

request.init ("GOST3410_ 2012 256"); // JCP.GOST_EL_ 2012 256 NAME - mjida KJjoden
MOONNCH,

n

request.init ("GOST3410DH_2012 256", isServer); // JCP.GOST DH 2012 256 NAME -
g KJjiouelr obMeHa.

nnn

request.init ("GOST3410 2012 512"); // JCP.GOST EL 2012 512 NAME - misa KJO4en
[ONNMCH,

n

request.init ("GOST3410DH 2012 512", isServer); // JCP.GOST DH 2012 512 NAME -
oJisa KJjouyer obMeHa.

HaumHasa c Bepcum 1.0.48 obbsiBneH deprecated n He peKOMeHAYeTCS K MCMOJIb30BaHMIO.
BbizoB init ("GOST3410EL") nnu init ("GOST3410 2012 256") nnm
init ("GOST3410 2012 512") 3KBMBAJIEHTEH BbI30BY

request.setKeyUsage ( GostCertificateRequest.SIGN DEFAULT) ;

Bbi30B init ("GOST3410DHEL", isServer) nnu init ("GOST3410DH 2012 256",
isServer) WIM init ("GOST3410DH 2012 512", isServer) 3KBMBAJIEHTEH ABYM Bbl30BaM

request.setKeyUsage ( GostCertificateRequest.CRYPT DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS PKIX CLIENT AUTH);

request.addExtKeyUsage (GostCertificateRequest.INTS PKIX SERVER AUTH); //
TOJIBKO IJIA CepBepa

WA TPeM, ecnv BTOPOM NapaMeTp MeToAa init () YCTaHOBJ/IEH B true.

Ncnonb3oBaBwuincs paHee dnar "lMognucbiBaHne ceptTudunkaToB" MCKAOYEH M3 CnKcKa
no yMoOJZ1l4aHWUKO, TENEPb €ro Haao yKa3biBaTb ABHO.

MpuMep reHepauum 3anpoca Ha cepTudukaT, OTNPaBKM 3anpoca LEHTPY U MNONydYeHus
ceptudukara, COOTBETCTBYIOLLETO 3anpocy oT LueHTpa CM.
samples/samples_src.jar/userSamples/Certificates.java (BXxoauT B  KOMMJEKT MNOCTaBKMU
nporpammHoro obecneueHus «Kpuntolpo JCP» Bepcusa 2.0).

4.2.eHepauuns 3anpoca Ha cepTudukaTr

[na reHepauunum 3anpoca Ha cepTuduUKaT NpM NOMOLUM KNacca GostCertificateRequest
Heo6x04MMO BbINOJHUTL CAEAYIOLY0 NOCNeA0BaTeIbHOCTL AENCTBUN:

4.2.1.0npegeneHne napaMeTpoB kito4da nposepku Il cybbekTa

Mocne TOro, Kak reHepaTtop 6bIs1 NPOMHULMANN3NPOBAH B COOTBETCTBMWU C TpebyeMbiMK
anropMTMOM KJ/tO4a M Ha3HadyeHueM cepTudumkaTta, A0 Havana HenoCpeACTBEHHO reHepauunu
3anpoca, 3ak/4arLencs B NnoannucM n KoAMpoBaHUM COAEPXMMOro Mnonen sanpoca, cnepyert
onpeaenuTb NapaMeTpbl U 3HadYeHne kntoda nposepkn Il cybbekTa, B COOTBETCTBUM C KOTOPbIM
n 6yoeT co3gaBaTbCs 3anpoC Ha cepTudukat. DTa onepaums OCyLLeCcTBAsSeTCsS Mpu MoMOoLUM
meTona setPublicKeyInfo(), KOTOpOMY B KayecTBe napamMeTpa nepefaeTcs Koda NpoBEPKU:

PublicKey publicKey;
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request.setPublicKeyInfo (publicKey) ;

Kntoy npoBepku DI publicKey A[OMKEH COOTBETCTBOBATb ajirOPUTMYy, KOTOPbIM  6bln
NpoOMHMUMANN3NpoBaH reHepaTop.

OyHKkuna setPublicKeyInfo() no3BonseT nepeycTaHaBAMBaTb 3HadeHMe W NapaMeTpbl
Kntoda npoBepku I, B COOTBETCTBMU C KOTOPbIM CO34AETCS 3amnpoc Ha cepTudukaTt. Ho Takume
N3MEHEHUs AONYCTUMbI NMNLWb A0 TeX Mop, NoKa 3anpoc He 6bl1 noanmcaH. B NnpoTMBHOM cnydae
3TOT METOZA BblIOPOCUT UCKITIOYEHME.

4.2.2.0npegeneHne nMeHn cybbvekra

Ons  ocyuwecTtBneHns  reHepauuMm  3anpoca Ha  cepTudukat obbekTy Tuna
GostCertificateRequest cneAyeT nepenatb BCO HeobxoauMmyro uHdOpMaumio 0 cybbekTe
(kntoy nposepkn M n mma). OnpepeneHne MMeHM CcybbekTa OCYLLECTBASIETCS MPU MOMOLLMK
Metoaa setSubjectinfo(), KOTOpOMy B KauyecTBe NapaMeTpa nepenaeTcsd CTPOKOBOE
npeacraBfleHne MMeHn B COOTBETCTBMM CO cTaHgapTom X.500 :

String name = "CN=Ivanov, OU=Security, O=CryptoPro, C=RU";

request.setSubjectInfo (name) ;

Mpn noBTOopHOM BbI3oBe GYHKUMKM  setSubjectInfo() ocywecTBnsieTca 3aMeHa
YCTa@HOBMIEHHOTO MNpeabiaywmMM ee BbiI30OBOM WMEHM Ha HoBoe. TakuM o6pa3oMm, MeToa
setPublicKeyInfo() no3sonsieT nepeonpenenstb MMsA cybbekTa, ANS KOTOPOro OCYLEeCTBASETCS
reHepaumsa 3anpoca Ha ceptudukaTt. Ho Takme M3MeHeHMs 4ONYCTUMbI NULWb A0 TexX Mop, Noka
3anpoc He 6bla nognucaH. B NpoTMBHOM cny4yae 3TOT METOA CreEHEPUPYET UCKITOYEHMUE.

4.2.3.KoanpoBaHune n noanucb 3anpoca

MNMocne Toro, Kak Bce HeobxoAuMble AaHHble 0 CybbekTe BHeceHbl (knto4y nposepku II1 un
UMS), OCYLLUECTBNSETCS HEenocpeACTBEHHO reHepaums 3anpoca, 3akfkualrolleecs B NOANUCHU
nepefaHHblX 06bekTy Tuna GostCertificateRequest [AaHHbIX W WX KOAMPOBaHUU. 3ITa
onepauns OocCyLecTBasieTcs npu noMowm Mmetoga encodeAndSign(), KOTOpoMy B KadecTBe
napameTpa nepegaetcsa kawod OI, Mcnonb3yeMmbl ANns noanuMcu 3anpoca Ha cepTtudukar, a
TaKXe anropuTM NOAMNuUCKU:

PrivateKey privateKey;

request.encodeAndSign (privateKey, JCP.GOST EL SIGN NAME); // B cruyuae
anropuTMa kJioda I'OCT P 34.10-2001

nnn

request.encodeAndSign (privateKey, JCP.GOST SIGN 2012 256 NAME); // B ciyuae
anropuTMa kJioda I'OCT P 34.10-2012 (256)

nnn

request.encodeAndSign (privateKey, JCP.GOST SIGN 2012 512 NAME); // B caydae
anropuTMa kiioda I'OCT P 34.10-2012 (512)

MNepepasaemMbln kNto4 3l privateKey AO/MKEH COOTBETCTBOBATb aaroputMy, KOTOpPbIM
6b1n nponHuuManmanpoBaH reHepatop. Kaxabli cozgaBaeMblil 3anpoc MOXeT 6biTb noanmcaH
NVWb oaAnH pa3. Mpu nonbiTKe BbI30Ba 3TON PYHKLUMM NOBTOPHO CrEHEPUPYETCS UCKoYeHne. B
pesynbTate Bbi30Ba @QyHKUMM encodeAndSign() 3anpoc npeacraBnserca npuobpertaer
OMMCaHHbLIN BblWe BMA, U B NaMAaTU OH XpaHuTcs B DER-koanposke.
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4.2.4.Me4vaTb NOANMCAHHOIO 3anpoca

Mocne ToOro, kKak 3anpoc 6bl1 mnognucaH W 3akoaMpoBaH (ApYrMMM  CnoBaMy,
creHepupoBaH), TpebyeTcs nonyunTtb ero Ku3 naMaTM. Knacc GostCertificateRequest
NoO3BOJIAET NoJslyyaTb 3arnpoc B TpeEX BUAaX:

PrintStream stream; // BHIXOIOHOM I[OTOK, B KOTOPHIA [NedaTaeTcs

// cOOpPMMPOBAHHEI 3anpoC

request.printToDER (stream) ; // BanmceBaeTCca B MNOTOK B DER-KOIOMPOBKE
request.printToBASE64 (stream) ; // BanmucelBaeTca B NOTOK B BASEG4-
KOIMPOBKE
byte[] encoded = request.getEncoded(); // Bo3BpamaeTcs B Buze GalTOBOTO

// maccuBa B DER-KOIMpPOBKE

Takum obpasoM, cchopMMpPOBaAHHBIM 3anpoc MoxeT 6biTb NonyyeH kak B DER-koanposke,
Tak 1 B BASE64-koampoBke. 3anpoc MoxeT 6biTb 3anucaH nubo B nMoTok, nnbo B 6anToBLIN
MacCuB.

3anuce B noTok yaobHa B Tex chaydasax, Korga 3anpoc TpebyeTcsas coxpaHuTb B
HekoTopbih dann (Metoa printToDER() coxpaHsaeT 3anpoc B DER-koampoBke, a MeTon
printToBASE64() - B BASE64-koaupoBke). Ecnu ke npeanonaraetrca AanbHeliwee
NCMosib30BaHMe pJaHHoro 3amnpoca (HanpuMmep, OTNpaBKa €ro ueHTpy ceptudukaummn), TO
yaobHee ero nonyyatb B Buae 6antoBoro maccmea npu nomowm metona getEncoded().

4.3.0TnpaBKa 3anpoca LeHTpy cepTudukaumm u nonyvyeHme
COOTBETCTBYIOLLLEro 3anpocy ceptnudukaTta oT LueHTpa

Mocne Toro, kak 3anpoc 6bla Co3A4aH, ero MOXXHO OTNpPaBUTb LEHTPY cepTudumkKaummn ans
nosy4yeHMss COOTBETCTBYIOLWEro 3anpocy cepTudukata. Knacc GostCertificateRequest
NMO3BOJISIET OCYLLECTBUTb 3Ty Oonepauuio pasnmyHbiMi cnocobamu:

4.3.1.Mony4yeHne cepTndmrkaTa HenocpenCTBEHHO NOC/e reHepaumm
3anpoca

Mocne ToOro, Kak 3anpoc 6bi1 CO34aH, MOXHO MNpeaBapuTeNbHO He COXpaHATb ero B
MacCMB WAW NOTOK, a Ccpa3y nocje reHepaumum OTNpPaBuUTb LUEHTPY cepTudukaumm Ans
nonydyeHms  3anpawmBaeMoro ceptudukaTta. Onepaumss  OTnMpaBKM  3anpoca  LEeHTpy
HEMocpeaCTBEHHO MNOC/Ae €ero reHepauMu  OCYLECTBISIETCAS Npu noMowm  yHKUMMK
getEncodedCert(), koTOpas nosy4aeT B KadecTse napameTpa http-agpec ueHTpa ceptudmkaymm
M BO3BpallaeT 3akoaupoBaHHbii B DER-koamMpoBke cepTudwukaTt, COOTBETCTBYIOLLUMN
noanucaHHoOMy 3anpocy, B Buae 6aTtoBoro Maccmea:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

byte[] encodedCert = request.getEncodedCert (httpAddress) ;

Mony4yeHHbIN TakuM obpa3oM 3akoaupoBaHHbI B DER-koanMpoBke cepTudukat MoXeT B
JanbHeNLWeM NCNoNb30BaTbCa CTaHAapTHbIMU cpeactBamu JCA (HanpuMep, dyHKUMAMKU Kriacca
CertificateFactory).

CTOWUT 3aMeTUTb, YTO MOC/e TOro, Kak ceptTudunkaT oT LeHTpa 6bis1 nosyyeH, 3anpoc no-
npexHemy MoXxeT 6biTb CoxpaHeH B TpebyemoM cdopmaTte, ogHako 60/bWOro B CMbIC/Ia B 3TOM
yXe HeT. Takxke cneayeT 3aMeTUTb, YTO OTMpaB/ieH LEHTPY cepTudMKauum MOXeT 6biTb TOIbKO
noanucaHHbIn  3anpoc. B npoTtuBHOM cnyvyae Meton getEncodedCert() creHepupyet
NCKJTIOYEHME.
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4.3.2.MNony4yeHne ceptndumnkaTta U3 3anpoca, npeacrtaBieHHOro B
DER-koaunpoBke

CoxpaHeHHbIlh B DER-KOAMPOBKE 3anpoc MOXET 6biTb OTMpaB/AeH LUEHTPY cepTudmnkaumm
ONs  nonydeHuns  3anpawmBaeMoro ceptudumkarta  npuv  NOMOLWKM  CTAaTMYECKOro MeToaa
getEncodedCertFromDER() nBymsa cnocobamu:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

InputStrean stream; // BXOINHOM NOTOK, B KOTOPBIA 3amMcaH

// 3anpoc B DER-KOIMPOBKE
byte[] encoded; // DER-3aKOIMPOBAHHLI 3anpocC

byte[] encodedCert =

GostCertificateRequest.getEncodedCertFromDER (httpAddress, stream);

byte[] encodedCert =

GostCertificateRequest.getEncodedCertFromDER (httpAddress, encoded) ;

O6a Bbi3oBa MeToma getEncodedCertFromDER() nony4alT B KayecTBe OAHOro mu3
napametpoB http-agpec ueHTpa ceptudukauMm u BO3BpaWAT 3akoaMpoBaHHbin B DER-
KOOMpOBKe CepTUduUKaT, COOTBETCTBYKOLWMI NOANMCAHHOMY 3anpocy, B Buae 6alToBOro
MaccuBa.

MonydeHHbI TaknMm obpas3oM 3akoampoBaHHbIn B DER-koamMpoBke ceptudukat MOXeT B
JanbHeNnLeM MCnonb3oBaTbCa cTaHAapTHbiMU cpeacTtBamMn JCA (HanpuMmep, QyHKUMAMK Knacca

CertificateFactory).

PasHuMua 3aknkvaetcds B TOM, 4YTO MepBOMy cnocoby Bbi3oBa  (yHKUUMK
getEncodedCertFromDER() B KkayecTBe MnapaMeTpa nepepaeTtcs BXOAHOM MOTOK, B KOTOPbIA
3anucaH 3akoampoBaHHbIi B DER-koanpoBke 3anpoc. Takon MNOTOK O6bIYHO HanpaBneH Ha
dann, copepxawun 3anpoc. 3anucb Xe 3anpoca B dann MoxeT OblTb OCyLLeCcTB/EeHa Mpwu
nomouwm Metoaa printToDER() knacca GostCertificateRequest (noapobHee cM. coxpaHeHue
3anpoca). Btopomy xe cnocoby BbizoBa ¢YyHKUMKM getEncodedCertFromDER() B KauecTBe
napameTpa nepeaaetca 6aliToBbIM MaccuB, coaepXalumn B cebe DER-3akoanpoBaHHbIN 3anpoc.
Takor MaccumB MoxeT ObITb nosydyeH npu  noMmowm Metoda getEncoded() «knacca
GostCertificateRequest (NoapobHee CM. COXpaHeHMe 3anpoca).

4.3.3.MNony4yeHne ceptndumnkaTta u3 3anpoca, npeacrtaBieHHOro B
BASE64-kogmnpoBke

CoxpaHeHHbIi B BASE64-koampoBke 3anpoC MOXeT ObiTb OTApaBneH LeHTpy
cepTudukaumMm Ans nonydeHus 3anpawnBaemMoro ceptuduikarta npu MNoMoLWM CTaTUHeCcKoro
metoaa getEncodedCertFromDER() cnegytowmm obpa3omMm:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

InputStrean stream; // BXOOHOM MOTOK, B KOTOPEIM BanucalH

// Banpoc B BASE64-KOOMPOBKE

byte[] encodedCert

GostCertificateRequest.getEncodedCertFromBASE64 (httpAddress, stream);

Meton getEncodedCertFromBASE64() nony4aeT B KadecTtBe napameTpoB http-aapec
LeHTpa ceptudumKaumMm m BXOAHOW MOTOK, B KOTOPbIM 3anmMcaH 3akoauMpoBaHHbini B BASE64-
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KOAMPOBKE 3anpoc. Takow MoTokK o6bl4HO HampasfaeH Ha dawni, coaepXxawmii 3anpoc. 3anucb
»Xe 3anpoca B ¢arin MoxeT 6bITb OCyLlecTBAeHa nNpu noMowm metoda printToBASE64() knacca
GostCertificateRequest (nogpobHee CM. COXpaHeHune 3anpoca). MeToa
getEncodedCertFromBASE64() Bo3BpallaeT 3akoampoBaHHbin B DER-kogmpoBke cepTudukar,
COOTBETCTBYHOLWMIA NOAMNCAHHOMY 3anpocy, B Buae 6antoBoro maccmsa.

MoNy4YeHHbIn TakMM o06pa3oM 3aKoAMpOBaHHbIN B DER-koaMpoBke cepTuduUKaT MOXET B
AanbHEeWLWeM MCrnonb30BaTbCs CTaHAapTHbIMK cpeacTBaMun JCA (Hanpumep, GyHKUMAMKU Knacca

CertificateFactory).

4.3.4.Tlony4yeHne KopHeBoro ceptudunkaTa ueHTpa ceptudukaymm
Mocne TOro, Kak COOTBETCTBYHOLWWMI 3anpocy cepTudukaT 6bll Mony4dyeH OT LUEHTpa,
3a4acTtyto TpebyeTcs BbINOAHUTb MOCTPOEHME LEMNOYKU CepTU(PUKATOB, HaAYMHAKOLWENCS C
KOPHEBOro ceptudukaTa UeHTpa, W 3aKaH4YMBAKOLWENCS MONYYEHHbIM OT 3TOro UeHTpa
ceptndmkatoM. Knacc GostCertificateRequest MO3BOMASET MNOJSyyYaTb KOPHEBOW cepTudukaTt
LeHTpa cepTudumkaumm npu NOMOLWM CTaTUYECKOro metoga getEncodedRootCert() cnepyrowmnm
obpasomM:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

byte[] encodedRootCert =

GostCertificateRequest.getEncodedRootCert (httpAddress) ;

dyHkumna getEncodedRootCert() nonyyaetr B KadecTtBe napametpa http-agpec ueHTpa
ceptudmkaumm mn BoO3BpallaeT 3akoaMpoBaHHbin B DER-koanpoBke kopHeBoM ceptudukar
LeHTpa B Buae bantosoro maccuaa.

Mony4deHHbIn TaknMm obpa3omM 3akoampoBaHHbIl B DER-koanpoBke KopHeBon ceptudmkart
encodedRootCert  MOXET B  AanbHenweMm 6biTb  obpabotaH  yHKUMAMKM  Kacca
CertificateFactory, n nocne MoXeT MCMoOAb30BaTbCs, HanpuMmep, AAs MNOCTPOEHMS LenoYek.
O6paboTaHHbIN Takonm cepTudukat MoxeT 6biTb fobaBNeH B XpaHWIMWE OOBEPEHHbIX
cepTnduKaTos.

MpuMep reHepauum 3anpoca Ha cepTudukaTt, OTNpPaBKM 3anpoca LEHTPY U MONyYeHUs
ceptudmukara, COOTBETCTBYHOLLErO 3anpocy oT LeHTpa CM.
samples/samples_src.jar/userSamples/Certificates.java (BXxoauT B KOMMJEKT MNOCTaBKMU
nporpammHoro obecneveHuns «Kpuntolpo JCP» Bepcusa 2.0).

4.4.eHepaumns camonoannucaHHoro ceptmdukara

Ons ocyuwecTBneHus coxpaHeHus koda O Ha HoCuTenb COBMECTHO C kiwo4om Il
Takke TpebyeTca ceptudukaT Kawya npoBepku I, cooTBeTcTBYOWEro kawody 3. Ons
reHepauum Takux ceptmdukatos yaobHO noab3oBaTbCA MeToaoM getEncodedSelfCert() knacca
GostCertificateRequest. DTa (PYyHKUMA MNOJydaeT B KayeCTBe MapaMeTpa KJ/4YeBYyk napy
cybbekTa (OH Xe msgaTtenn), a Takxke umsa cybvekta (OHO Xe uMsA magatens). lNepenasaemas
KJlo4as napa AoJKHa COOTBETCTBOBATb asirOpPUTMYy, KOTOPbIM 6bl1 NPOMHULMANM3NPOBaH
reHepaTtop. CeptudunkaTt Bo3Bpawaetrca B DER-koaupoBke B Buae 6antoBoro maccmea.

Mocne Toro, kak O6BEKT Knacca GostCertificateRequest MNPOMHULMANN3UPOBAH,
OCYLLECTBNAETCS COBCTBEHHO reHepaums ceptudukara:

KeyPair pair; // kioueBas napa cybbekTa (oHa Xe apa u3maTeis)
String name; // vMa cybbekTa (OHO Xe MMA M3maTeiid)

String signAlgorithm; // ajnropuTMm IOINMCH

byte[] encodedCert =

request.getEncodedSelfCert (pair, name, signAlgorithm);
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Mony4yeHHbIn TakuM obpa3oM 3akoauMpoBaHHbIM B DER-kogmMpoBke camonoanuCaHHbIN
cepTudukaTt encodedCert MOXET B JanbHehweM 6biTb 06paboTtaH dyHKUMSAMM Kacca
CertificateFactory, n nocne MOXeT WCNOAb30BaTbCs, HanpuMmep, AA9 3anmcm knawda 3l Ha
HOCUTENb.

Mpn reHepaumMn caMonoanucaHHoro ceptudukata (6e3 obpaleHnss K  UeHTpy
cepTuduKaumm) MeTodaMm Knacca GostCertificateRequest €My TMPOCTaBAATCA Te Xe
paclwMpeHus, 4To M MNpW reHepauum 3anpoca, a Takxke pacwupeHue basicConstraints -
OCHOBHbIE OrpaHuyeHusl. DTO pacliMpeHuMe wuMeeT 3HadeHus "Tun cybbekta = LC",
"OrpaHnyeHne Ha AnnHy NyTn = 5" 1 aBNaeTca KpUTUYECKUM.

HeobxoAMMO MOMHWUTbL, YTO reHepauus CamonoAnUCaHHbIX CepTUMUKATOB UMEET CMbICH
TONbKO ANA TecToBblX UuUenen. [Ana peanbHoM paboTbl crefyeT MONb30BaTbhbCA reHepaumen
3anpocoB AN OTMNPaBKM UX LileHTpaM cepTuduKauum.

Mpumep reHepaummu caMonoAnucaHHoro cepTudmkaTta CM.
samples/samples_src.jar/userSamples/KeyPairGen.java (BXxoAuWT B KOMMJEKT MOCTaBKMU
nporpammHoro obecneueHus «Kpuntolpo JCP» Bepcusa 2.0).
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5. JononHuTeNbHble BO3MOXXHOCTU paboThl C
ceptndukatamm ana YU 1.5

B kpuntonpoBangepe «Kpuntollpo JCP» Bepcumsa 2.0 ansa B3aumogenctemsa ¢ YL 1.5
peanm3oBaHbl cregyowme pyHKuMM paboTtsl ¢ cepTndurkaTamn:

e mony4yeHue Habopa mapaMeTpoB JJISl PETUCTPALMH MTOJIH30BATES,;
® perucTpaiws moiab30BaTelNs U MOTYYCHHE TOKEHA U MapoJs;

e [IpOBEpKa CTaTyca perucTpaiyy nojab30BaTes;

® [I0JyYeHME CIHMCKA KOPHEBBIX cepTudukaroB YLI;

® [OJY4YEeHHE CITUMCKA 3alPOCOB Ha CEPTU(UKATHI MOJIb30BATE;

e TreHepalus 3arnpoca Ha cepTUUKaT;

e OTIpaBKa 3ampoca cepBepy;

e [poBepKa craTyca cepTudukara;

® TIOJIyYCHHE OT CEpPBEPa COOTBETCTBYIONIETO 3aMpocy cepTuduKaTa.

HepeqmcneHHbm onepaunn OCyLwecTBAAKTCA MNpu noMown cneunasbHOro Kinacca
CAl5GostCertificateRequest, TMOTOMKA Kfacca GostCertificateRequest. Bce ycnoBud
dopMMpPOBaHUSA N CTPYKTYpa ONMCaHbl B COOTBETCTBYHOLLIEM pa3aesie Bbllle.

OcobeHHoCTblo DyHKUMOHaNa ABnseTcs HeobxoaMMOCTb MCNOAb30BaTbk NpoTtokos HTTPS
C npuMeHeHneMm JTLS (MOAy/Mb cpSSL.jar, CM. «MIHCTPYKUMS MO ucrnonb3oBaHuto (JTLS)»). B
3TOM CJlyyae Heob6xXx0AMMO HACTpOUTb JTLS M YyKasaTb B KOAE XpaHuAuwe [AOBEPEHHbIX
cepTndmrKaToB C KOPHEBLIM CepTU(dUKATOM cepBepa:

System.setProperty ("javax.net.ssl.trustStoreType", JCP.HD STORE NAME) ;
System.setProperty("javax.net.ssl.trustStore", "nyTe k Obalny xpanmmma");

System.setProperty("javax.net.ssl.trustStorePassword", "maposb k xpaHumumy") ;

5.1.MonyyeHne Habopa napaMeTpoB AN perncrpaumm
nonb3oBartens

Ons nonyyeHns Habopa napameTpoB (UaM nMonen) ans perncrpauum nonb3osaTtens B YL
1.5 cnepyert Bbi3BaTb CcTaTnyeckyro YHKUMIO getUserRegistrationFields Knacca CAl5User
n nepegatb en agpec YL, Hanpumep:

Vector<CAlbUserRegistrationField> userRegistrationFields =
CAl5User.getUserRegistrationFields (“https://www.cryptopro.ru:5555/ui”) ;

34ecb CAl5UserRegistrationField - KJ/lacC, OMMCbIBAKWOLWMIK Mosie Ans 3anosiHeHus
nepea perucrtpaumen nonb3oBatens. Cnmcok nosien MoxXeT 6biTb A0CTAaTOYHO 6onbWKMM U
oTnmyaTbCsa B pas3Hbix YLU. Ero — knacca - nogpobHoe onucaHme ectb B Javadoc-AOKyMeHTauum
naketa JCPRequest. /[laHHbIA Kfacc coaepXuT Habop  dyHKUMA, onpeaensiiowmx
HeobxoaMMOCTb  3amosiHeHus  nons  (mandatory), 4uTaemoe umMsa  nons  (name),
3aperncrpmpoBaHHoe wuMA (formName), MaKCUMalbHbin pa3Mep 3HadyeHus (maxlLength),
3HayeHue no ymon4yaHuio (value), TMN Nong (componentType: edit, textarea, select,
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separator) M CNUCOK AO0MYCTUMbBIX 3HaAYeHu ansa componentType:select (allowedValues)
Mpw perncrtpaunm NonbL30BaTeNs B KAYeCTBE MMEHW NONS CrieAyeT UCNoNb30BaTh formName.

MpuMep Mcnonb3oBaHMA 3TOro Knacca M MyHKUMN getUserRegistrationFields €CTb B
MNakeTe userSamples.calb MOAYNIA samples.jar WU Ha3bIBAETCHA RegisterUserExample.

5.2.Perncrpaums nonb3oBaTtesnsi, NoslydeHne TOKeEHa 1 Naposis 1
npoBepKa cTaTyca

Ona peructpaumn nonb3oBaTensd U MnosydyeHusd TOKeHa (MAEHTM¢MKaTOpa) 1M naponsa
cneayeT ncnosb3oBaTb CJ'IELJ,YI‘OLLI,VIVI KoA:

Map<String, String> fields = new HashMap<String, String>(); // cnucok mnap
KJIOU=3HaudeHMre, 3anojiHgdercs c nomoumpio formName=Value

fields.put ("RDN_CN 1", “test”); // RDN_CN 1 OwIl NOJIyYeH M3 paHee 3aTPyXeHHHOT'O
CIMcCKa I[OoJIeM IJjig 3allOoJIHEeHUS

fields.put ("RDN_C_1”, “RU”); // RDN_C_1 Obl HOJyYeH M3 PaHee 3aTrPyXeHHHOTO CIMCKa
noJjieyt AJig 3aroJIHEeHUA

CAl5User newUser = new CAl5User (fields);
CAl5UserRegisterInfoStatus userStatus =

newUser.registerUser (“https://www.cryptopro.ru:5555/ui”); // perucrpaumusd

Cnucok nonen, KOTOpoe HYXHO nepegatb B YL ansg permcrpaunmm nonb3oBaTens,
3anoJIHAETCA NapaMu «UMS NONSA»=<«3HAa4YeHMe»; MMeHa MoJsiein MoryT 6biTb MONyYeHbl 3apaHee
C nomouwblo PYHKUMN getUserRegistrationFields. B npuMepe 3anonHSAKOTCA TOMbKO ABa
nonsl, XoTs Ha CaMOM Aefle MOXEeT NoHaAobuTbcsa 3anonHUTb 6onbue nonen (B 3aBUCMMOCTU OT
cBoncTtBa mandatory nons). CnMcok nonen rnepenaeTcs B KNacc CAl5User C MNOCNEAYHOLWMM
BbI30BOM (DYHKUMWN registerUser.

Knacc CAl5UserRegisterInfoStatus MOKa3bIBAaeT pe3y/nbTaT perncrpaumm — craTtyc
CR DISP ERROR B C/lyyae owmnbku, CR DISP ISSUED — €C/M Onepauus 3aBeplueHa yCnewHo,
CR_DISP_UNDER SUBMISSION — €C/liK onepauunsa eule BHHOﬂHﬂeTCﬂ(B 3TOM C/iy4ae HeobxoamMMo
nepMoaMyYeckn MNpoBEPSTb COCTOSIHME C  MNOMOWbKD  QYHKUMM checkUserStatus Kacca
CAl5User) B Cnydae 3a4epPXKU perncrpaunn mnn ee ycnewHoro 3asepleHuna 06beKT Knacca
CAl5UserRegisterInfoStatus 6yneTcerpmaTbT0KeHb1naponb nosnb30oBaTens.

if (userStatus.getValue() == CAl5Status.CR _DISP UNDER SUBMISSION) {
Thread.sleep (30 * 1000); // xnem 30 cexkyHn

CAl15User userInfo = new CAl5User (userStatus.getTokenID(),
userStatus.getPassword());

CAl5UserRegisterStatus status = userInfo.checkUserStatus (

“https://www.cryptopro.ru:5555/ui”); // mpoBepseM cTaTyC perucTpauLuu

MoapobHoe onucaHme KnaccoB CA15User U CAl5UserRegisterInfoStatus €CTb B Javadoc-
OOKYMeHTaLMn nakeTa JCPRequest.

MpuMep MCNONb30BaHMSA 3TUX KACCOB M (YHKLUMIA eCTb B MakeTe userSamples.cal5b
MOAyNdA samples.jar W HA3bIBAETCA RegisterUserExample.
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5.3.MonyyeHne cnncka KopHeBbIX cepTudukaTos YL

An4a nosiyvyeHnda CrnnMcka KOPHEBbIX CepTM¢MKaTOB YL, CcnegyeTr Bbl3BaTb Cleayrollyhko
CTaTUYeCKY PYHKUMIO getRootCertList Kfacca CA15GostCertificateRequest:

Certificate[] rootCerts = CAl5GostCertificateRequest

.getRootCertList ("http://www.cryptopro.ru/ui") ;

ByaeT nonydeH cnmMcok cepTudunKaTos, B AaHHOM C/lydyae — no npotokony HTTP.

MpuMep ncnonb3oBaHMSA 3TOM (YHKUMM €CTb B MNaKeTe userSamples.cal5 MoAyns
samples.jar W Ha3blBaeTCad GetRootCertificateExample.

5.4.TonyyeHne crnncka 3anpocoB Ha cepTUdurKaTbl Mosib3oBaTess

Ons nonyyeHuMs cCnuMcka 3anpocoB Ha cepTuduKaTbl 3aperMcTpuMpoBaHHOro paHee
nonb3oBaTeNns cneayer MCNonb30BaTb CTaTUYecKyr GYHKUUIO getCertificateRequestList
Kfacca CA15GostCertificateRequest U KNacC CA15User:

CAl5User userInfo = new CAl5User (“token”, “password”); // 3apermMcTpUpOBAaHHEI
[IOJIb30BATEND

Map<String, CAl5CertificateRequestRecord> requestMap =
CAl5GostCertificateRequest.getCertificateRequestList (

“https://www.cryptopro.ru:5555/ui”, userInfo); // cnmucok nap
«MOeHTMOMKATOP 3alpoCa»=«ONMCaHMe 3amnpoc»

B requestMap byayt noMeLleHbl napbl «mpaeHTuduKaTop_3anpoca» =
«onucaHuwe_3anpoca». lNoapobHoe onucaHuve knacca ectb B Javadoc-AOKyMeHTauuu nakeTta
JCPRequest. Knacc CAl5CertificateRequestRecord COAEPXUT  ONUCaHue 3anpoca
Nnosb30BaTeNs, YacTHOCTU: maeHTUdUKaTop 3anpoca (requestIdentifier), AaTy OTNpPaBKM
3anpoca (sentDate), AaTy 06paboTkn (approvalDate), KOMMeHTapuih (comment), CTaTyC
06paboTkn 3anpoca (status) n cam 3anpoc B popmate PKCS10 (pkcs10).

anMep MCNOIb30BaHNA 3TUX KJ1aCCOB U ¢YHKHMM €CTb B MaKeTe userSamples.calb
MOAYyNA samples.jar M HA3blBAE€TCA GetUserCertificateRequestListExample.

5.5.eHepaumsa 3anpoca Ha cepTudmKaT, NpoBepKa cTaTyca
cepTudukaTta 1 nosydeHme COOTBETCTBYHOLLErrO 3anpocy

ceptTudumkaTa
NS BbINONHEHMS reHepauunm 3anpoca Ha cepTudukat o9 3aperncTtpMpoBaHHOrO
nonbn3oBaTtensd MOXHO cnepgoBaTtb pasaeny 4.2, HO MCMNOoJIb30BaTb Kj1acc

CAl15GostCertificateRequest, HaNMpuMep:

CAl5User userInfo = new CAl5User (“token”, “password”); // 3apermucTpUpOBAaHHLIL
[IOJIb30BATENb

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL DH NAME); //
aJITOPUTM KJIYa

KeyPair pair = kg.generateKeyPair(); // reHepauus

CAl5GostCertificateRequest req = new
CAl5GostCertificateRequest (JCP.PROVIDER NAME) ;
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req.init (JCP.GOST EL DH NAME, false);
req.setPublicKeyInfo (pair.getPublic());

reqg.setSubjectInfo (“CN=test,C=RU”); // cnmcok mnoJjsel 3ampoca (subject name) mosxeH
COBINAIAThL CO CIMCKOM, II€pemaHHBEIM paHee IJid PerucCTpaluyu I10JIb30BaTess

req.encodeAndSign (pair.getPrivate(), JCP.GOST EL SIGN NAME); // nommmce sampoca

CAl5RequestStatus requestStatus =

reqg.sendCertificateRequest (“https://www.cryptopro.ru:5555/ui”, userInfo); //
oTnpaBka 3ampoca

C nroMolwbl Khacca CAl5User 3afaeTcs 3aperncTpMpoBaHHbIM  MoJSib30BaTENb,
reHepupyeTcs Kalu4eBas Mapa Ha anroputme I'OCT P 34.10-2001 DH. 3aTeM dopMupyetcs
3anpoc ¢ nHpopmaumen o Bnagenbue (subject), NOHOCTbIO COOTBETCTBYHOLLEN CMUCKY MOJIEN,
nepefaHHOMYy TMpuW  pernuctpauuMm  aaHHoro nonb3oBaTtesns. C  noMowbio  yHKUMMK
sendCertificateRequest KNacca CAl5GostCertificateRequest 3anpoc nepenaetca B YL.
MHdopMauma co cratycoM o06paboTkM onepaumm nomewaercas B 06bekT  Kjacc
CAl5RequestStatus.

MoopobHoe onucaHMe kNacca CAl5RequestStatus €CTb B Javadoc-AOKyMeHTauuu
naketa JCPRequest. OH MNO3BONISIET y3HaTb WMAEHTUMMKATOP 3anpoca U cTaTyc ob6paboTku:
CR DISP ERROR B Cfyyae owunbkn, CR DISP ISSUED B C/lyyae YycrewHon o6paboTku,
CR_DISP UNDER SUBMISSION B C/yyae npogonxatwouwenca o6paboTkn, CR DISP DENIED B
cny4ae oTkasa B o6paboTtke.

YTob6bl y3HaTb cTaTyc 06paboTkm M ycTaHOBUTH DaKT BbiNycka cepTtudukaTta, cneayer
BbINOIHUTb NPOBEPKY:

CAl5RequestStatus certStatus = CAl5GostCertificateRequest.checkCertificateStatus (
“https://www.cryptopro.ru:5555/ui”, userInfo,

requestStatus.getRequestIdentifier()); // wucnombsyeM MIOSHTUOMKATOP 3anpoca
OJig NPOBEPKM, BHIIYUEH JIM cepTudmuxarT

O6bekT certStatus Takxe MOXET BEepHYTb OAWH W3 CTATyCOB, NEPEYUCTIEHHbIX BblLE.
Ecnn 6b1n nonyyeH CR DISP ISSUED, TO MOXHO 3arpysuTb ceptudukar B DER-koaupoBke c

NMOMOLLbIO CTaTUYeCcKomn dyHKUNM getCertificateByRequestId Kfacca
CAl5GostCertificateRequest:

byte[] certificateEncoded =
CAl5GostCertificateRequest.getCertificateByRequestId (
“https://www.cryptopro.ru:5555/ui”, userInfo,

requestStatus.getRequestIdentifier()); // wucnombsyem mumeHTUOMUKATOP 3amnpoca

Ecnn B certStatus 6bI1 MoOAy4YyeH cTaTyC CR DISP UNDER SUBMISSION, TO MOXHO
BbIMO/IHUTL MPOBEPKY CTaTyCa C MOMOLWbI checkCertificateStatus MO3XE W MNOBTOPHO
06paTnUTbCA K getCertificateByRequestId.

MpeobpasoBaTb NOAYYEHHbI Maccne 6aiiToB, coaepXalnn cepTndunKaT, MOXHO Tak:

X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance ("X.509")

.generateCertificate (new ByteArrayInputStream(certificateEncoded)) ;
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MpuMmep MCNOMb30BaHUA 3TUX KIAacCoB U (PYHKUWIA €eCTb B MNakeTe userSamples.cal5b
MOAYyNA samples.jar M Ha3blBAeTCA SendRequestAndGetCertificateExample.
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6. [JononHnTENbHbIE BO3MOXHOCTU paboTbl C
ceptndukatamm ana YU 2.0

B kpuntonpoBangepe «Kpuntollpo JCP» Bepcmsa 2.0 ansa B3aumopenctemsa ¢ YL 2.0
peanm3oBaHbl cregyowme pyHKuMM paboTtsl ¢ cepTndurkaTamn:

e mony4yeHue Habopa mapameTpoB AJIsl perucTpanuu noaszoBarens B Y1 2.0;
® perucrtpanus moJb30BaTCIId U MOJIYYCHHUC TOKCHA U TTapOJId;

® MpOBEpKa CTaTyca PerUCTPalliy MOIb30BATENS;

® [OJYy4YeHHE CIIUCKa KOPHEBBIX cepTudukaros Y1 2.0;

® [OJyYCHHE CIHCKA 3alPOCOB HAa CEPTU(UKATHI MOJIH30BATEIIS;

e MOJTBEpXkJIEeHUE (PaKTa yCTAHOBKH CEPTUPHUKATA MOJIL30BATEIIS;

e  aBTOpH3AIMS MTOJB30BATENIS 110 TOKEHY U MapOJIIO0 WIH CEPTUDHUKATY;
® [OJyYCHHE CIHCKA 3alPOCOB HA OT3bIB CEPTU(UKATOB;

e TIOJyYEHHE crHcKa mabmoHoB ceprudukaron Y1 2.0;

e TeHepanus 3ampoca Ha cepTu(duKar;

e OTIIpaBKa 3ampoca cepBepy;

® [IpoBepKa craryca cepTuuKara,

® TIOJIyYCHHE OT CepBEpa COOTBETCTBYIOLIETO 3apOCy cepTuduKaTa.

nepeLIVIC}'IeHHbIe onepauunn OCyLWeCcTBAAKTCA MNOpuv noMmown cneunasbHOro Knacca
CA20GostCertificateRequest, TMOTOMKA Kfacca GostCertificateRequest. Bce ycnosus
dbopMMpoBaHNS W CTPYKTypa OMUCaHbl B COOTBETCTBYKOLWEM pasgene Bblwe. BoAbLMHCTBO
METOAOB KJIaCCOB CA20GostCertificateRequest m CA20User ACUHXPOHHbIE.

B API gna YL 2.0 nonb3oBatenb YL obnagaet ewe ogHUM AOMNOSHUTENbHBIM NapaMeTpoM
— rarka noJib3oBaTens, B KOTOpon oH 6yaeT 3aperncTtpmpoBaH.

OcobeHHOCTbIO QyHKUMOHaNa sBAsieTcs HeobxoaMMOCTb MUCMOb30BaTh NpoTtokon HTTPS
C npuMeHeHneM JTLS (MoAy/nb cpSSL.jar, CM. «MIHCTPYKUMS MO ucrnosb3oBaHuto (JTLS)»). B
3TOM C/lyyae HeobxXoAMMO HacTpouUTb JTLS M YKa3aTb B KOAE XPaHWIULLE [OBEPEHHbIX
cepTndmrKaToB C KOPHEBLIM CepTUdUKATOM cepBepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT STORE NAME) ;
System.setProperty("javax.net.ssl.trustStore", "myTe k odaltny xpanmmuma");

System.setProperty ("javax.net.ssl.trustStorePassword", "maposb Kk xpaHusumy") ;

B cutyauumn, koraa TpebyeTtcs aBTopmM3auns no ceptudukaTy Nonb3oBaTeNs, MOXeET
noTpeboBaTb yKasaHWe TUMNa KOHTEHepa Nosb30BaTENS M Naposis K HEMY:

System.setProperty("javax.net.ssl.keyStoreType", JCP.HD STORE NAME) ;

System.setProperty("javax.net.ssl.keyStorePassword", "maposb k KOHTelHepy");
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6.1.lMonyyeHne Habopa NapamMeTpoB A1 perncrpaumnm
rnosib3osatens B YU 2.0

Ona nonydeHus Habopa napameTpoB (Unn nonen) Ans pernctpauum nonb3osatens B YL
2.0 cnepyet BbI3BaTb CTAaTUYECKYl (PYHKUWUIO getUserRegistrationFields k/facca CA20User
n nepeaatb en agpec YU, Hanpumep:

Vector<CA20UserRegistrationField> userRegistrationFields =
CA20User.getUserRegistrationFields (“https://www.cryptopro.ru/ui”, «namnka MOJb30BaTEJIA») ;

3pecb «nanka nosbszoBarTens® - MNanka B KOTOPOW npeanofiaraeTcs 3aperucrpuposaTtb
nonb3oBaTens. CA20UserRegistrationField - KNacc, ONMUCbIBALWMIA None ANna 3anoHeHus
nepea perncrpaumen nonb3oBartens. CNMcok nosier MoxeT 6biTb AOCTaToyHO 6onblwinM. Ero -
Knacca - nogpobHoe onucaHue ecTb B Javadoc-AOKYMeHTauuun naketa JCPRequest. [aHHbIN
Knacc coaepxut Habop dyHkumi, onpeaensowmx OID 3neMeHTa YUYETHOW  3arucu
nono3osatens (oid), umMmsa sneMmeHTa (name), NIOKanM3oBaHHoOe MMS (localizedName), CAMCOK
BO3MOXHbIX 3HAYEHUIN 3neMeHTa (settingsValues), 3HAYEHME NO YMONYAHUIO (defaultValue)
N elle Heckonbko dnaros. MNpun perncrtpaumm nonb3oBatens B kadectse OID'a nons cneapyet
ncnonb3osaTtb OID anemeHTa.

MpuMep Mcnonb3oBaHMA 3TOro knacca n MyHKUMN getUserRegistrationFields €CTb B
NakeTe userSamples.caz20 MOAYNIA samples.jar WU Ha3bIBAETCA CA20StepByStepExample.

6.2.Perncrpaumsa nonbL30BaTess, nosyyeHme ToKeHa 1 napons v
npoBepKa CTaTyca

Ons perncrtpaumm nonb3oBaTens U NoaydYeHMs TOKEHa M Mapons cneayeTt MCrnonb3oBaTtb
cnepyowmnn Koa:

Map<String, String> fields = new HashMap<String, String>(); // cnomcok map
KJIOU=3HaueHMe, 3aloJiIHgeTCcsa Cc nomombio OID=Value

fields.put(“2.5.4.3”, “test”); // 2.5.4.3 ObUl HOJNYyYEeH M3 pPaHee 3aTPyXEeHHHOTO
COMCcKa MnoJielt OJd 3aroJHEeHUS

fields.put(*2.5.4.6”, “RU”); // 2.5.4.6 ObUl NOJIydeH U3 paHee 3aIPyXEHHHOTO CHIMCKAa
noJiey IOJjiga SalloJIHEeHUS

CA20User newUser = new CA20User (fields, “manka nojb3oBarena”);

CA20AuxiliaryUserInfo userInfo = new CA20AuxiliaryUserInfo ("comment",
"description", "test@cryptopro.ru", "key phrase"); // monosHuTesbHad MHOOpMALMSA O
[IoJIb30BaTEJIe

CA20UserRegisterInfoStatus userStatus =

newUser.registerUser (“https://www.cryptopro.ru/ui”); // perucrpauus

Cnucok nonen, KOTOpOE HYXHO nepegatb B YL ansa perucrpaunmm nonb3oBaTens,
3anoJIHAeTCa NapaMu «oidw=«s3Hauenue»; OID'bl nonen MoryTt O6bITb MoJlydeHbl 3apaHee C
noMoLblo PYHKUMN getUserRegistrationFields. B npuMepe 3anofHAOTCS TOALKO ABa Moss,
XOTS KOJIMYECTBO nonei MoxeT 6bITb MHbIM.

Hdanee  3anonHseTcs  co3gaeTcs  0O6beKT  Kfacca  CA20AuxiliaryUserInfo C
AONOSHUTENbHOM nHdopMaumen o nonblosartene. CNMCoOK Nonen nepegaeTcsa B Knacc CA20User
C nocneaylowmnM BbI30BOM PYHKUMN registerUser.
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Knacc CA20UserRegisterInfoStatus MOKa3blBaeT pe3ynbTaT perncrpaumm - craTyC E
B C/lyyae ownbkmn, C — eciv onepauus 3aBeplueHa YCreLwHo, A — €C/In 3anpoc NPUHAT, O - eCnu
onepauusi ewe BbINoOAHAETCS (HEO6XOAMMO MEpPUOANYECKU MPOBEPSITb COCTOSIHUE C MOMOLbIO
dYHKUMMN checkUserStatus Kjacca CA20User). B cnydyae 3aaepxku perucrpaumm unm ee
YyCMNEeLWHOoro 3aBeplieHnss ob6bekT Khacca CA20UserRegisterInfoStatus OyAeT coaepxaTtb
TOKEH M Naponb Nonb30BaTeNns u AeHTUdUKaToOp 3anpoca perncTpaumm noib3osBaTens:

if (l!userStatus..getStatus().equalsIgnoreCase (CA20Status.STATUS REQUEST C)) {
Thread.sleep (30 * 1000); // xmem 30 cexyHn

CA20User userInfo = new CA20User (userStatus.getTokenID(),
userStatus.getPassword (), “nanka nojp3oBaTena’);

CA20Status status = userInfo.checkUserStatus (

“https://www.cryptopro.ru/ui”); // npoeepseM CTaTyC pPermcCTpaumm

Knacc  Ca20Status — 6a30Bbli KNacC C OMMWCAaHMEM BCEX OCHOBHbIX CTaTyCoOB,
BO3BpallaeMblX BCEMW MeToAaMM KnaccoB naketa ca20.

MogpobHoe ommcaHme KNaccoB CA20User, CA20Status WM CA20UserRegisterInfoStatus
ecTb B Javadoc-A0KYMEHTaUMKN NakeTa JCPRequest.

MpuMep MCNonb30BaHUA 3TUX KIaccoB U (PYHKUWIA eCTb B MNaKeTe userSamples.ca20
MOAYyNA samples.jar M Ha3blBAeTCA CA20StepByStepExample.

6.3.lony4yeHne cnncka KopHesbix ceptudukaTos YL, 2.0

0ns nonyyeHums Cnmcka KOpHeBbiIX cepTudukaToB YL cnefyeT Bbi3BaTb ClenyloLLYHO
cTaTnyeckyto MYHKUMIO getRootCertList Kacca CA20GostCertificateRequest:

Certificate[] rootCerts = CA20GostCertificateRequest

.getRootCertList ("https://www.cryptopro.ru/ui");

ByaeTt nonyyeH CNMCOK KOPHEBLIX cepTudukaTos YL, B 4aHHOM cny4dae — No NpoOTOKOy
HTTPS.

Mpumep ncnonb3oBaHusA 3TOM (YHKUMM €eCTb B MNaKeTe userSamples.ca20 MOAyNS
samples.jar W Ha3blBaeTCad GetCA20RootCertificatekExample.

6.4.I'IonyL|eHme CrncCKa 3aripocoB Ha CepTVICbVIKaTbI MoJ1ib30BaTeENA

Ons nonyyeHuMs cCnucka 3anpoCoB Ha cepTuduKaTbl 3aperMcTpMpoBaHHOro paHee
nonb3oBaTtena cneayetr WUCnosb3oBaTb CTAaTUYECKYH CDYHKHMK) getCertificateRequestlList
Kflacca CA20GostCertificateRequest U Knacc CA20User:

CA20User userInfo = new CA20User (“token”, “password”, “manka nosssosarens”); //
3aPEeTUCTPUPOBAHHEI I[I0JIL30BATEJb

Vector<CA20CertificateRequestRecord> requests =
CA20GostCertificateRequest.getCertificateRequestList (

“https://www.cryptopro.ru/ui”, userInfo); // cOomMcok mnap 3amnpocoB
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B requests 6yayT nomeuleHbl 3anpocbl Ha cepTudukaTbl. NMogpobHoe onmncaHue kacca
ecTb B Javadoc-AOKyMeHTaumum nakeTa JCPRequest. Knacc CA20CertificateRequestRecord
COAEPXUT OMMCaHue 3anpoca MNonb30BaTeNs, 4YacCTHOCTM: uAeHTMdUKATOp 3anpoca
(certRequestId), uaeHTudwunkatop nonb3oBartensa (userId) U CMUCOK APYTrUX MOJEN.

Mpn nepepade B QYHKUMIO  getCertificateRequestList O6bekTa Monb3oBaTens c
yKa3aHWeM TOKeHa W napons aBTopusauus 6yaeT npoucxoamTb MO TOKeHYy M napont. OgHako
€Cnn Nonb3oBaTeNb OTNPaBUA NOATBEPXAEHMNE YCTaHOBKKN cepTuduKaTa Ha cepBep, Nocne Toro,
Kak OH ero — ceptudumkatr - nonyudwmn, To notpebyercsas asTopm3aumsa no ceptudukarty
nonb3oBaTtensia. Ee MOXHO BbINOAHUTbL HECKOSbKUMW CHOCOﬁaMM, OMMCaHHbIMMN B CNeAYOLEM
pasgene.

MpuMep MCNoNb30BaHUA 3TUX KACCOB U PYHKUMM €CTb B MakeTe userSamples.ca20
MOAyNnd samples.jar W HA3blBAeTCA CA20StepByStepExample.

6.5.lMoaTBepxaeHne dakTa YCTaHOBKU cepTudmKaTa
NoNb30BaTeNst U aBToOpU3auUns Mo TOKEHY U Maposo Unu
cepTuduKaTy rnonb3oBaTens

Mocne Toro, Kak nMofb3oBaTeNlb MNonyyYnun ceptudukat (cM. pasaensl aanee),

pEeKOMEeHAYETCA OTMpPaBUTb MNOATBEPXKAEHME O TOM, UYTO AaHHbLIN CepTUPUKAT YCTaHOBNEH B
KI0OUEBOM KOHTEMHep:

CA20User userInfo = new CA20User (“token”, “password”, “mankxa nosssosarens”); //
3apPEeTUCTPUPOBAHHLI [OJIb30BATENb

CA20RequestStatus status = CA20GostCertificateRequest.

markCertificateInstalled (“https://www.cryptopro.ru/ui”, userInfo,
«MOSHTNQMKATOP 3anpoca Ha cepTudmrarT») ;

Monb3oBaTeslb MMEET Ha MOMEHT OTMNpaBKW yBEAOMJIEHMSI TOKEH W napoib MU
aBTOpM3yeTca C ux nomowblo. Mocne oTpaboTkm 3anpoca B none status OyaeT copepxatbCs
nHpopmauns o6 obpaboTtaHHOM 3anpoce M cTaTyc K. [Mpu nocneaywowmx obpaweHuax K YL
noTpebyeTcs aBTOpM3auusa No ceptudukaTy nosb3oBaTens.

Ecnu yBegomneHue 06 ycTaHOBKe cepTudukKaTa He 6bisIo OTMpPaB/IEHO, TO MOXHO MpPOAO/IXaTb
aBTOPU30BATLCS MO TOKEHY M MaposIio.

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME);

trustStore.load(new FileInputStream («nyTb K XPaHMIMIY IOBEPEHHEX CepPTMUOMKATOB»),
«IapoJib_K_XPaHWJIMIY») ;

KeyStore keyStore = KeyStore.getInstance (JCP.HD STORE NAME) ;
keyStore.load(null, null);
CA20CertAuthUser userInfo = new CA20CertAuthUser (keyStore,

«IapoJib_K_ KOHTEMHEepy MOoJib30BaTesa», trustStore, «mnamnka IOJb30BATEIA») ; //
noJib30BaTENb Y1, aAaBTOPUBYOUMUNMCS 10 CepTudmraTy

Tenepb, Npy nepefaye userInfo, HANPUMEpP, B GYHKUUIO NOyYEHUS CMCKa 3anpocoB

Ha cepTudukaTtbl (CM. NpeablAyLLNIA NYHKT), aBTopu3aunsa 6yaeT BbINOSHATLCA MO cepTuduUKaTy
Nnosib30BaTeNs, @ He TOKEHY W Naponio.

Lpyron BapmaHT aBTopm3aumm No ceptndurkaTy — 3TO UCMOJIb30BaHME
System.setProperty, HAanpumep, Tak:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT STORE NAME) ;
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System.setProperty("javax.net.ssl.trustStore", "mnyTe k Obalny xpanmmmma");
System.setProperty("javax.net.ssl.trustStorePassword", "mapone K xpaHuammy") ;
System.setProperty("javax.net.ssl.keyStoreType", JCP.HD STORE NAME) ;

System.setProperty ("javax.net.ssl.keyStorePassword",
"mapoJib_K_KOHTeMHepy MoJib30oBarenda");

CA20CertAuthUser userInfo = new CA20CertAuthUser («manka nojb30BaTensa»); //
nosib3oBaTenb Y1, apTopuayommiica no ceprmbpmkaTy, M Hocjenymnuee MCHOJb30BaHMe userInfo

MpuMep ncnonb3oBaHUS 3TUX KNAccoB U PYHKUMI eCcTb B nakeTte userSamples.ca20
mMoayns samples.jar v Ha3biBaeTCcs CA20StepByStepExample.

6.6.eHepauma 3anpoca Ha cepTUdmKaT, NpoBepKa cTaTyca
cepTudukaTta 1 nostydeHme COOTBETCTBYHOLLEro 3anpocy
cepTudumkaTa

Ons BbINONHEHMS reHepauunm 3anpoca Ha cepTudukat o9 3aperncTtpMpoBaHHOrO
nonb3oBaTens MO>XHO cnepoBaTb pasaneny 4.2, HO MCMNoJib30BaTb Kj1acc
CA20GostCertificateRequest, HAaNpuMep:

CA20User userInfo = new CA20User (“token”, “password”, «mnamnka nojs3oBaTensa»); //
3aPEeTUCTPUPOBAHHEI [10JIb30BATEND

KeyPairGenerator kg = KeyPairGenerator.getInstance (JCP.GOST EL DH NAME); //
aJITOPUTM KJI4da

KeyPair pair = kg.generateKeyPair(); // reHepauusa

CAl5GostCertificateRequest req = new
CAl5GostCertificateRequest (JCP.PROVIDER NAME) ;

req.init (JCP.GOST EL DH NAME, false);
req.setPublicKeyInfo (pair.getPublic());

req.setSubjectInfo(“2.5.4.3=test,2.5.4.6=RU”); // cnucok mnojer 3amnpoca (subject
name) OOJDKEH COBIanaThb CO CIMCKOM, I[ePellaHHEIM paHee OJjid perucTpaluy MoJIb30BaTelid

// IHoGasiyeHue OID'a mabioHa cepTudmKaTa

final String szOID CERTIFICATE TEMPLATE = "1.3.6.1.4.1.311.21.7"; // OID
pacumMpeHyuss B 3ampoce

OID OID CERTIFICATE TEMPLATE = new OID(szOID CERTIFICATE TEMPLATE);

OID selectedTemplateOid = new OID(template.getOid());

// ®opmaT: mabjoH, 1, O.
CertificateTemplate certificateTemplate = new CertificateTemplate (
new AsnlObjectIdentifier (selectedTemplateOid.value),

new AsnlInteger(l), new AsnlInteger (0));

AsnlDerEncodeBuffer buffer = new AsnlDerEncodeBuffer();

certificateTemplate.encode (buffer);

byte[] encodedCertificateTemplate = buffer.getMsgCopy ()
AsnlOctetString certificateTemplateValue = new

AsnlOctetString (encodedCertificateTemplate) ;

61



KTAN.00091-01 33 01. KpunrolIpo JCP. PykoBonicTBo mporpammucta. O011ast 4acthb

Extension templateExtension = new Extension (new AsnlObjectIdentifier (

OID CERTIFICATE TEMPLATE.value), certificateTemplateValue);
req.addExtension (templateExtension) ;
req.encodeAndSign (pair.getPrivate(), JCP.GOST EL SIGN NAME); // nommmch sampoca

CA20RequestStatus requestStatus =

reqg.sendCertificateRequest (“https://www.cryptopro.ru/ui”, userInfo); // oropaBka
3amnpoca

C noMowbk Khacca CA20User 3ajaeTca 3aperncTpMpoBaHHbIA  MOJIb30BaTENb,
reHepupyeTcs Kalu4eBas napa Ha anroputme I'OCT P 34.10-2001 DH. 3aTeM dopMupyetcs
3anpoc ¢ nHdopmaumen o Bnagenoue (subject), NOHOCTEIO COOTBETCTBYHOLLEN CMUCKY MOJSIEN,
nepefaHHOMY npu perucrpaumMu [aHHoOro nofb3oBatens. B Teno 3anpoca pobasnsertcs
HEeKpuUTUYeckoe pclunpeHne 1.3.6.1.4.1.311.21.7", coaepxawee wuHdopmaumio 06
Ncnonb3yemMoM wabsioHe (0 TOM, Kak NoMy4YuTb WabnoHbl, onucaHo B creaywoweM pasgene). C
NoMOLWbI0 PYHKUUM sendCertificateRequest KNacca CA20GostCertificateRequest 3anpoc

nepenaetcs B YL. MHdopMauums co ctatycom o6paboTkm onepaumm NoMellaeTcss B 06beKT Knacc
CA20RequestStatus.

MoapobHoe onucaHme knacca CA20RequestStatus eCcTb B Javadoc-AoOKyMeHTauuu
nakeTa JCPRequest. OH MO3BOMISIET Y3HaTb MAEHTUdMKATOP 3anpoca n ctatyc ob6paboTku: E B
cny4yae owunbkn, C B cny4dae ycnewHom obpaboTkn, A — ecam sanpoc nOpuHAT, Q B Cilydae
npogoskatwencs o6pabotku, D B cyyae oTkasa B obpaboTtke.

UTobbl y3HaTb cTaTyc 06paboTKnm M yCTaHOBUTb DaKT BbiNycka cepTudukaTta, cneayer
BbIMNO/IHUTb MPOBEPKY :

CA20RequestStatus certStatus = CA20GostCertificateRequest.checkCertificateStatus (
“https://www.cryptopro.ru/ui”, userInfo,

requestStatus.getCertRequestId()); // wucnosbsyeM uIeHTUOMKATOP 3amnpoca InJjs
[IPOBEPKM, BHIIYUWEH JU CepTUbOMUKaAT

O6beKT certStatus TaKXe MOXET BEpPHYTb OAMH W3 CTATyCOB, MEPEYUCEHHbIX Bbille.
Ecnn 6bin nonydeH C, TO MOXHO 3arpy3mTb cepTudukat B DER-koAMpoOBKE C MNOMOLLbIO
CTaTUUYECKON PYHKUMU getCertificateByRequestId Knacca CA20GostCertificateRequest:

byte[] certificateEncoded =
CA20GostCertificateRequest.getCertificateByRequestId (
“https://www.cryptopro.ru/ui”, userInfo,

requestStatus.getCertRequestId ()); // wucnombpsyeM mmeHTUIUKATOP 3amnpoca

Ecnn B certStatus 6bl1 MmonyyeH crtatyc A wmmm Q, TO MOXHO BbIMNO/HUTb MPOBEPKY
ctatyca C MOMOWbK checkCertificateStatus MO3Xe U MNOBTOPHO o06paTuTbCa K
getCertificateByRequestId.

MpeobpazoBaTb NOSYYEHHbIN MaccmB 6aNTOB, coaepXallnMn cepTudukaT, MOXHO TakK:

X509Certificate certificate =
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(X509Certificate) CertificateFactory.getInstance ("X.509")

.generateCertificate (new ByteArrayInputStream(certificateEncoded)) ;

[IpyiMep MCHOOJIb30BAHMSA BTUX KJACCOB M byHkumy €CTb B MNAKETe userSamples.ca20
MOoAyNnda samples.jar W HA3blBAeTCA CA20StepByStepExample.

6.7.Mony4yeHne cnucka wabnoHoB ceptudukartos YL, 2.0

C nomowbl @QYHKUMU getUserCertificateTemplates Kjacca CA20User MOXHO
nonyynTb CNUCOK Wab/ioHOB CepTMCbMKaTOB nanku, B KOTODOM 3aperncTtpmnpoBaH Nosb3oBaTesib:

CA20User userInfo = new CA20User (“token”, “password”, «namnka noje3oBaTens»); //
3aPEeTUCTPUPOBAHHLEI [IOJIb30BATENb

Vector<CA20GostTemplateField> templates =
userInfo.getUserCertificateTemplates (“https://www.cryptopro.ru/ui”);

Cnucok templates 6yaeTt cogepxaTb nepedncneHue wabnoHos B Buae o6bekToB Knacca
CA20GostTemplateField U MO3BOJIUT YCTAHOBWUTb MoAAepXuBaembin Tun knwden (keySpec),
nMs wabnoHa (name), NokanmMsoBaHHoOe MMS wabnoHa (localizedName), OID wabnoHa (ocid) u
¢dnar npaBa aBTOMATMYECKM BbINYCTUTb cepTudukaTt (authApproval). MNogpobHoe onucaHume
Kflacca CA20GostTemplateField ecTb B Javadoc-A0OKyMeHTaUMN NakeTa JCPRequest.

[IpyMep MCIIOJIE30BaHMUA BTUX KJIACCOB M OQyHKUMM €CTb B MaKEeTe userSamples.caz0
MOAYyNA samples.jar M Ha3blBaeTCAd CA20StepByStepExample.

6.8.lonyyeHre cnncka 3anpocoB Ha OT3blB CepTUDMKATOB

C MOMOLLbIO cTaTn4yeckon dyHKUMN getRequestRevocationList Knacca
CA20GostCertificateRequest MOXHO TOJIly4UTb CMNMCOK 3anpocoB OT3blBa CepPTUPUKATOB
nonb30BaTens:

CA20User userInfo = new CA20User (“token”, “password”, «mnamnka Inojbs3oBaTess»); //
3apPeTMCTPUPOBAHHLEI [TOJIE30BATENb

Vector<CA20RevocationRecord> revocations = CA20GostCertificateRequest.
getRequestRevocationList (“https://www.cryptopro.ru/ui”, userInfo);

Cnucok  revocations 6yaeT coaepxaTb nepeducrieHne wabnoHoB B BuAe 06beKTOB
Knacca CA20RevocationRecord W MNO3BOMUT Y3HaTb waeHTMdMKATOp 3anpoca OT3blBa
(revRequestId) W gpyrme napameTpbl (uaeHTudukaTtop 3anpoca Ha cepTudukar,
naeHTudmkaTop nonb3osartens u 1.4.). NoapobHoe onucaHne kKnacca CA20GostTemplateField
ecTb B Javadoc-AoKyMeHTaumMn nakeTa JCPRequest.

[IpyMep MCIOJIb30BAHMSA DTMX KJIACCOB M byHkumy €CTb B MNAKETE userSamples.ca20
MOAyNnda samples.jar W HA3blBAeTCA CA20StepByStepExample.
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7.PaboTa c anekTpoHHOW noanucbto Anst XML-AOKYMEHTOB

Kpuntonposanagep <«Kpuntollpo JCP» Bepcus 2.0 obecneumBaeT QopMMpoBaHue u
nposepky 31 B cootBeTcTBMM C anropntMoM TOCT P 34.10-2001 nnun FOCT P 34.10-2012 ans
oTaenbHoro obbekta XML-gokyMeHTa, ana Bcero XML-gokyMeHTa, a TaKxe Ansa ABYX
He3aBUCUMbIX nognucen scero XML-gokyMmeHTa.

Kpuntonposanaep «Kpuntollpo JCP» Bepcus 2.0 no3BonsfeT  OCyWeCTBAATb
dopMmpoBaHme U MpPOBEPKY 3AeKTPOHHOW noanucu XML-goKyMeHTa B COOTBETCTBUM C
anroputMoMm TOCT P 34.10-2001 wnm TOCT P 34.10-2012. lpum 3TOM KpunTonpoBangep
«Kpuntolpo JCP» Bepcua 2.0 ncnonb3yeT 4eTbipe 6mubnnotekn, obecneumsatowme paboty C
3/1eKTPOHHOM Noanucbto XML-AOKYMEHTOB:

commons-logging.jar
serializer.jar
xalan.jar

xmlsec.jar

[nsa KoppekTHOM paboTbl KpunTonpoBanaepa Bce 3TN 6GMB6AMOTEKN A0MKHbBI BblTb CKayeHbl C canTa
http://www.apache.org. PekomeHayeTcs BOCMOSb30BaTbCs ccbinkoh http://xml.apache.org/mirrors.cgi,
BbIOMpas NOCNeAHIO BEPCUIO MPOAYKTA.

OcHOBHble onepauuu OCYLUECTBAKTCS MpU MOMOLLN ¢YHKHMM cneayruwmnx KraccoB:

org.apache.xml.security.algorithms, org.apache.xml.security.exceptions,
org.apache.xml.security.keys, org.apache.xml.security.signature,
org.apache.xml.security.transforms, org.apache.xml.security.utils. lMockonbKy

kpuntonpoBanaep «Kpuntollpo JCP» Bepcus 2.0 He peannsyeT MeToAbl NMepeYnNC/IEHHbIX Bblille
nakeToB, a NuWb obecneunBaeT MX NOAAEPXKY ANns anroputMa noanucm FOCT P 34.10-2001
mnn FTOCT P 34.10-2012, To B AaHHOW AOKYMeHTauumum nogpobHoe onmcaHme 3TUX METOAO0B He
NpUBOANTCS.

Mepen HadanoM WCNOAb30BaHWS KjaccoB M3 b6ubnmotekm XML Security Heobxoammo
3apeructpuposaTtb FOCT anroputmbl. Caenatb 3TO MOXHO ABYMS cnocobamu:

Bo-nepBbiX, BbI30OBOM MeToAda ru.CryptoPro.JCPxml.XmlInit.init () (CTapbli MeTOoA
ru.CryptoPro.JCPxml.xmldsig.JCPXMLDSigInit.init () TOXe NOAAEPXKNBAETCS).

Bo-BTOpbIX, BbI30OBOM CTaHAapTHOro WHUUnanusaTopa
org.apache.xml.security.Init.init (), KOTOpbIn ob6a3ateneH npu paborte c GubAmMoTekui
XML Security, HO C npeaBapuTesbHO YCTaHOBNEHHbIM CBOWCTBOM

System.setProperty ("org.apache.xml.security.resource.config",

"resource/jcp.xml") WAN yKasblBasa 3TO CBOWCTBO MNpM 3anycke Java-MaluHbl Cneayowmm
obpa3oM: java -Dorg.apache.xml.security.resource.config=resource/jcp.xml. TakKumm
obpasom, peructpauma [OCT anroputmMoB He TpebyeT NEepekoMnuaaunM MNpPUIIOXKEHUS.
CooTBeTCTBYIOLWME KOHCTaHThblI onpegeneHbl B panne ru.CryptoPro.JCPxml.Consts

/**
* yMsa Property HaCTPOMKM KOHQUIypaLMM.
*/
public static final String PROPERTY NAME =

"org.apache.xml.security.resource.config";

/**
* UMsa pecypca KOHOUIypaumm.
*/
public static final String CONFIG = "resource/jcp.xml";
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/**
* anropurMm nomnucu (I'OCT P 34.10-2001)
*/
public static final String URI_GOST SIGN = "http://www.w3.0rg/2001/04/xmldsig-

more#gostr34102001-gostr3411";

/**
* aJITOPUTM X3UWMPOBAHMSA, MCIOJb3yeMblt npu nopnucu (I'OCT P 34.11-94)
*/
public static final String URI_GOST DIGEST = "http://www.w3.0rg/2001/04/xmldsig-

more#gostr3411";

/**
* anropurMm nomnucu (I'OCT P 34.10-2001) no HOBOMY CTaHIOapTy
*/
public static final String URN_ GOST SIGN =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411";

/**
* anropuTMm xsumpoBaHmsa, I'OCT P 34.11-94 1o HOBOMY CTaHIApPTY
*/
Public static final String URN GOST DIGEST =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411";

/**
* URI ajropmuTMa IOIANMUCU 10 CTapoMy CTaHIAPTY .
*/
public static final String URI GOST HMAC GOSTR3411 =

"http://www.w3.0rg/2001/04/xmldsig-more#hmac-gostr3411";

/xx
* URN ajropmuTMa IOIANMUCU I[1I0 HOBOMY CTAaHIAPTY
* http://tools.ietf.org/html/draft-chudov-cryptopro-cpxmldsig-07
*/

public static final String URN _GOST HMAC GOSTR3411 =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411";

/**
* anropurMm nomnucu (I'OCT P 34.10-2012? 256)
*/
public static final String URN GOST SIGN 2012 256 =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-256";

/**
* anropuTMm xsmmpoBaHms, I['OCT P 34.11-2012 (256)
*/
public static final String URN_GOST DIGEST 2012 256 =
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"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256";

/**
* anropurMm nomnucu (I'OCT P 34.10-2012? 512)
*/
public static final String URN GOST SIGN 2012 512 =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-512";

/**
* anropuTMm xsumpoBaHmsa, I'OCT P 34.11-2012 (512)
*/
public static final String URN GOST DIGEST 2012 512 =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512";

Ons mpeHTMdunkaumm pocCUMCKUX anroOpUMTMOB MOAMNUCKM U X3WKMpPOoBaHMs BHyTpu XML B
Kpuntollpo CSP 2.0, 3.0, 3.6 un paHHuUXx Bepcusax <«Kpuntollpo IJCP» wucnonb3oBanmcb
cneayrouwme rnpocTpaHcTea UMeH: [ng anropMtMa X3WMpoBaHUSA UCMOIb30BasoCh NMPOCTPAHCTBO
MUMEeH http://www.w3.0rg/2001/04/xmldsig-morefgostr3411l, a ANAA anroputMa noanucu
http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-gostr3411. IDTW MpPOCTPaAHCTBA
MMEH MCMoNb30BaTb He peKoMeHAyeTcs, XOTS paboTocnocobHOCTb MOSIHOCTBIO COXpaHeHa A
coBMecTuMoCTU. C NosAB/IEHMEM HOBOrO MpoOeKTa cTaHAapTa peKOMeHAYeTCs MCMNosib30BaTb AN
anropuTMa noanucu urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-
gostr3411 7 ans anroputMa X3WMNPOBaHUS
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411.

Ha ocHoBe MeTOAOB MepeyncneHHbiX Bblwe nakeToB Kpuntonposangep <«Kpunrtollpo
JCP» Bepcus 2.0 no3BonseT oCyLwwecTBnsaTb (OpPMUPOBAHME MOAMUCUA KaK OTAesIbHOro obbekTa
XML-goKyMeHTa, Tak W Bcero coaepxumoro XML-gokyMeHTa (COOTBETCTBEHHO, MpPOBEPKY
noanMcn Kak obbekTa, Tak M BCEro COAEPXWUMOro AokyMmeHTa). [MOMMMO 3TOro CyllecTByeT
BO3MOXHOCTb (OpPMMPOBaAHUS W MNPOBEPKM [ABYX He3aBUCUMbIX noanucen opgHoro XML-
OOKyMeHTa. Bce nepeuyuncneHHble cnocobbl cO34aHMsa M MPOBEPKU 3NEKTPOHHOM nognucn XML-
AokymeHTa anga anroputma NOCT P 34.10-2001 nogpobHO onuckiBaKOTCS B NpuMepax, KoTopble
BXOAST B KOMIJIEKT MOCTaBKM NporpaMMHoro obecneuenuss «Kpuntollpo JCP» Bepcus 2.0
(samples/samples src.jar/xmlSign/).

BHuMaHue! Bubnnoreka JCPxml.jar gonxHa HaxoaUTbCA BMecTe c 6ubanorexkon
xmlsec.jar, Tak ytobbl ClassLoader npwu 3arpy3ke knacca, peanuaytouwero anropmtm OCT u3
6mnbnmnotekn JCPxml.jar, umen goctyn kK 6a30BOMYy KaccCy, KOTOPbIA HaxoauTca B bubnmoTteke
xmlsec.jar. Hanpumep, ecnu cepsBepHOe MNpUIOXKEHME, KOTOPOE AO/HKHO NpoBepsATb MOAMNMUCH,
3anyweHo Ha cepsepe J2EE wn Bknwuaer B ceba 6ubnuoteky xmlsec.jar, a JCPxml.jar
yctaHoBneHa B lib/ext, noaBuTCaS  KOHMAWKT, KOTOPbIN  cAenaeTr  HEBO3MOXHOM
noanucb/npoeepky. CucrtemHbln ExtClassLoader, KoTOpbin ocylwiecTBnsieT 3arpy3sky m3 lib/ext,
He 6yaeT MMeTb A0CTyn K 6a30BOMY K/lacCy M HE CMOXET 3arpy3uTb knaccbl u3 JCPxml.jar. B
ceBoto ouepeab ClassLoader npunoxenHus (WebappClassLoader) He 6yaeTr mMmeTb A0CTyn K
knaccam w3 JCPxml.jar. [Ons ycTpaHeHus KOHMAMKTA MOXHO Mnepenoxute 6ubnnorteky
JCPxml.jar B npunoxeHne Kk 6nbnunoteke xmisec.jar.
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8. «KpunTtollpo JCP» Bepcus 2.0 un Cryptographic Message
Syntax (CMS)

Kpuntonposarigep «Kpuntollpo JCP» Bepcua 2.0 no3BOMSIET  OCYLLECTBUTb
dopmmpoBaHmne n npoeepky Il B cooTBeTCTBMK C anroputMamm nognucm FOCT P 34.10-2001 n
FOCT P 34.10-2012 n anroputMoM xawmnpoBaHusa FOCT P 34.11-9 n TOCT P 34.11-2012 gns

coobueHunn, co3gaHHbIX Ha ocHoBe Cryptographic Message Syntax (CMS).

MpumMepbl co3gaHusa n nognucu coobweHnn CMS, a Takxe NpoBEPKM MNOAMUCU BXOAST B
KOMMJIEKT NOCTaBkM nporpamMMmHoro obecnedeHns  «Kpuntollpo JCP» Bepcusa 2.0
(samples/samples src.jar/CMS samples/). B coorBeTcTBMM C Cryptographic Message Syntax
noANMCb MOXeT 6biTb 2X BUAOB: NMOAMNMCb Ha AAHHbIE M MOAMUCH Ha NoanucbiBaeMble aTpubyTol
noanucu (ecnu oHu cywecteytoT (cM. CMS)), 4To M peann3oBaHo B NpMMepax.

8.1.0cobeHHOCTM BCTpevHoW paboTbl Npy NCNONb30BaHMN
CAPICOM wu Java Script

MNpn ncnonb3oBaHWMM CKpUNTa samples/samples src.jar/CMS samples/CSignData.js
(vnn aHanorn4yHoro Ha VBS un3 npumepoB k CSP) ansa co3gaHusa OTAENEHHOW moanucu cnegyer
NMOMHWUTb, YTO CKPUNT MpU YTEHUW AaHHbIX KoaupyeT nx B UTF-16LE koauposky. MNosTomy ans
npoBepKu Takoh noanucu m3 java (CM. npumepbl) cneayeTt AaHHble (content) 3akoamposaTb B
UTF-16LE. COOTBETCTBEHHO ANA MNPOBEPKU OTAENEHHOW MNOAMWUCK CreHEpUMpPOBAHHOM B java C
NOMOLbIO CKpunTa Heobxoammo, uTobbl MNoanucbk 6bina Ha 3akoaupoBaHHble B UTF-16LE
KOAMPOBKY AaHHble (CM. samples/samples src.jar/CMS samples/CSignDataUse.java).

67


ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt

KTAAM.00091-01 33 01. KpuniroIIpo JCP. PykoBoacTeo nporpammucta. O0mias 4acTh

9. Ucnonb3oBaHue bnbnunotekn CAdES.jar ana cosnaHms,
NPOBEPKU M YCOBEPLLUEHCTBOBAHMS noannucu dpopmarta
CAdES-BES, CAdES-T n CAdES-X Long Type 1

B coctaB amctpubytusa «Kpuntollpo JCP» Bepcusa 2.0 Bxoant 6bmubnmnoteka CAdES.jar.
Ee Ha3sHayeHne — co3gaHme, NpoBepKa M ycoBeplueHcTBoBaHMe noanuncm dopmata CAJES-BES,
CAdES-T n CAdES-X Long Type 1.

CAdES (CMS Advanced Electronic Signatures) — 3To cTtaHgapT 3N1€KTPOHHOM MoANuUCH,
paclwmpsloWwmnii  Bepcuto CtaHpgapTa 3/eKkTpoHHor noganucu CMS wmn paspaboTaHHbii ETSI.
[NaBHbIM AOKYMEHTOM, KOTOpbI OMUCbIBaeT AaHHbIM cTaHaapT, asnsetca ETSI TS 101 733
Electronic  Signature and  Infrastructure  (ESI) (https://tools.ietf.org/html/rfc5126,
https://www.etsi.org/deliver/etsi_ts/101700 101799/101733/01.08.01_60/ts_101733v01080

1p.pdf).

CAdES-BES (Basic Electronic Signature) - OCHOBHOM UM npocTedwnnn dopmart
3M1EKTPOHHOM Mnoanucu, onucbiBaemblh B cTaHaapte CAdES. OH obecneuymBaeTr 6a30Byto
NpoBepKY MNOAMMHHOCTU AAHHbIX M 3aWUTY UX LESIOCTHOCTU. BkNoyeHHble B Hero aTpubyThl
OOMXKHbI NpucyTcTBoBath U B Apyrux ¢dopmatax CadES. CAdES-BES cogepxuT cnegywowme
aTpubyThI:

*Habop ob6s3aTenbHbIXx noanucbiBaembix aTpnbytoB (onpegeneHo B CAdES). ATpubyThl
Ha3blBAlOTCA MOAMUCAHHbIMW, €CN FeHepauusi MoAnMMCU MPOUCXOAUT OT COBOKYMHOCTU 3TUX
aTpubyToOB N AaHHbIX NOAb30BaTeNs;

*3Ha4YeHne Ll,MCprBOVI noanncu, BblMMNCNEHHOE AONA AaHHbIX  MOJIb30BaTENA ]
noanncCbliBaeMbIX anVI6YTOB. Ona  BblUMCNEHMA 3TOro 3HadeHus o0b6bIYHO MCNONIb3YOTCA
anropuTMbl reHepaunn Ll,MCprBOl\;I noanmncu.

Takxe CAdES-BES moxeT cogepxaTb:
*Habop AOMNOSIHUTENbHbLIX aTPNBYTOB;
*Habop HeobaA3aTeNnbHbIX NOAMUCBIBAaEMbIX aTpnbYTOB.

MoxeT coaepXaTb MoAMNUCbIBAaEMble JAaHHble Mo/b30BaTens, no4 KOTOPbIMM MOHUMaeTCs
AOKYMEHT UNn coobuieHne nognucbiBaroLemn CTOPOHHbI.

MomMnumo nopnucbiBaeMmbix aTtpmbytoB, B CAdES-BES M™MoxeT 6biTb  BKJOYEH
HenoanucbiBaeMbln aTpubyT counter-signature. OH onpegenser ¢akKT MHOMOKpaTHOro
NOAMNMUCbIBAHUS COOBLLEHMS.

CAdES-T (Timestamp) - 310 dopMaT 3N1EKTPOHHOM MOAMUCU C AOBEPEHHbIM BPEMEHEM.
[loBepeHHOe BpeMsl MOXET ObITb YKa3aHo creayowmmm cnocobamm:

*C MOMOWbK HenognucbiBaeMoro aTtpubyrta signature-time-stamp, BkA4YeHHOro B
3/1eKTPOHHYIO NOAMNUCH;

*C MOMOLLbD OTMETKM BPEMEHM, MNPEACTABMAEHHON MOCTABLUMKOM [AOBEPEHHbIX YCAYr
(Trusted Service Provider).

MHorga BO3HMKAET CUTyauusi, B KOTOPOW WCMNOSb30BaHHble cepTudukKaTbl, 6yayun
NENCTBUTENBHLIMM Ha MOMEHT reHepauuu noanucu, 6biiv 0To3BaHbl Nocse 3Toro. MosToMy And
[lOKa3aTeNbCTBa TOro, YTO JaHHble 6blM noAnucaHbl A0 OT3biBa CepTUDOUKATOB, U 4YTO 3TU
[laHHble CYLLEeCTBOBa/IM Ha OMNpeAesieHHbIii MOMEHT BPEMEHMW, UCMOMNb3YHOTCS LITaMMbl BPEMEHW.

CAdES-X Long Type 1 npeactasnset cobor noanucb dopmata CAdES-T, B KOTOpylo
nobaeneHbl HenoanucbiBaemble aTtpubyTbl complete-certificate-references w©n complete-
revocation-references, certificate-values n revocation-values n wramn sBpemeHn CAdES-C-time-
stamp. complete-certificate-references cogepxut wnaeHTUdUKATOPbl BCeX CepTUHUKATOB,
NCNONb3YILWNXCA MNpu  nNpoBepke noanucu. complete-revocation-references coaepxut
naeHTnduKaTopbl ceptTuduUKaToB M3 Cnucka oT3biBa ceptudumkatoB (Certificate Revocation
Lists, CRL) n/unmn oTBeTbl NpOTOKOSI@ yCTaHOBNEHMs ctatyca ceptudukatoB (Online Certificate
Status Protocol, OCSP), koTopbie Mcnoab3ywTca ana nposepku noanucu. Atpubyt CAdES-C-
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time-stamp cogepxuT wWTamMn BpeMeHn Ha Bcen noanmcm (buHapHoM nognucK n ee atpnbyTos).
310 obecneumBaeT LUENOCTHOCTb M HanuMume [OBEPEHHOrO0 BPEMEHM BO BCEX 3fIeMeHTax
nognucn. TeM cambiM, 3TOT aTpMbBYT MO3BOJSIET 3alUUTUTb CepTUdMKaTbl, CAUCKM OT3biBa
cepTndumKaToB M OTBETbl MPOTOKONA YCTaHOBNEHUS CTaTyca cepTudukatoB, MHdbopMaumsa o
KOTOpbIX 3anuMcaHa B MNoAMWUCK, MPW KOMMPOMETauuMm Ki4da ueHTpa cepTudukaummn, Kioda
n3gatens Crnucka OT3blBa CEpPTUMMKATOB WM K/4Ya u3gaTens npoTokosa YCTaHOBAEHMS
cTtaTtyca ceptudukaTtoB. ATpmbyThl certificate-values n revocation-values npeacrasnatoT coboi
NoJIHble AaHHbIE CEPTUMMKATOB M CNUCKN OT3blBa CEPTUDMKATOB. DTUM obecrneunBaeTcs 4OCTynN
Ko Bcen uHdbopMaumm o ceptudumkatax M O0T3biBaxX, HeobxoaMMbIX A7 NPOBEPKU MNOAMUCK
(Baxe ecnm MX UCXOAHbIA WUCTOYHWUK HepZoCTyrneH), W npeaoTBpallaeTcsi BO3MOXHOCTb yTepu
3TOM WHdOpMaumu. BHyTpeHHWMI wWwTaMn BpeMeHWM Ha noanucb signature-timestamp Takxke
pononHsietca aTtpubytamm  complete-certificate-references, complete-revocation-references,
certificate-values un revocation-values.

Bubnunoteka CAdES.jar umeeT HECKONbKO 3aBUCUMOCTEN:
sycTaHoBneHHbIt «KpunTtolpo JCP» Bepcusa 2.0;

*3aBUCMMOCTb OT 6ubnmotek bouncycastle Bepcun jdkl150n-1.50: bcpkix-jdk150n-
1.50.jar v bcprov-jdk150n-1.50.jar;

*3aBUCMMOCTb OT 6ubnunotekmn AdES-core.jar.

MNepen ycraHoBkoih CAdES.jar pekoMeHayeTcsa CcKonMMpoBaTb B  Manky, Kyaa
Nnpon3BOAMTCA YyCTaHoBKa, 6ubnuotekn bouncycastle n AdES-core.jar, y6eauBlwnucb, 4TO
«Kpuntolpo JCP» Bepcua 2.0 yctaHoBneH. YctaHoBuTb CAdES MOXHO HECKOSbKUMU
cnocobamu:

«Cc noMoulbto setup.exe (B OC Windows) - B rpynne "CAdES, XAdES";
*C noMoubto setup_console - B rpynne “CAdES, XAdES”;

*C MOMOLWbK KOMAHAHOM CTPOKW, NyTEM MOCNefoBaTeNlbHOMO Bbi30Ba KJ/1aCCOB-
YCTaHOBLUMKOB cHa4yana moaynsa AdES-core (java -jar AdES-core.jar), 3aTeM — yCTaHOBLLMKA
moayns CAdES.jar (java -jar CAdES.jar);

*MPOCTbIM KONMpoBaHueM darnos, Hanpumep, B nanky JRE/lib/ext.

OokymeHTauma CAdES, Bknouatolwas onvcaHuMe KnaccoB M MeTOAO0B, @ TakXe NnpuMepsbl
paboTbl, HaxoguTcsa B nanke Doc auctpubyTtmea B danne CAdES-javadoc.jar. MNonHble TEKCTbI
NpMMepoB CO34aHMS, NPOBEPKM, YCOBEPLLUEHCTBOBAHMWS, 3aBEPEHMS U T. 4. HAXOASATCS B MakeTe
CAdES ¢amnna samples-sources.jar.

CAdES npepocTtaBnser Heckonbko knaccoB: CAdESSigner, CAdESSignature wu
EnvelopedSignature.

MopaepxusaeTtcsa co3gaHune nognmcen dopMarta:
*CAdES-BES

*CAdES-T

*CAdES-X Long Type 1

MoapepxuBaeTcs yCoBepLIEHCTBOBaHMe noanucen dopMarta:
*CAdES-BES po CAdES-T

*CAdES-BES o CAdES-X Long Type 1

*CAdES-T po CAdES-X Long Type 1
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Mpumep co3ganmsa CAJES-BES n CAdES-X Long Type 1 nognucen.

System.setProperty ("com.sun.security.enableCRLDP", "true");

System.setProperty ("com.ibm.security.enableCRLDP", "true");

// BaKPLITHEI KJIHOU [TOINUCK .

PrivateKey privateKey = ...;

// lenouka cepTudrKaTOB MOINMUCH.

List<X509Certificate> chain = ...;

// Cospmaem CAJES noOnmcho.

CAdESSignature cadesSignature = new CAdESSignature (false);

// IDobasnsgem CAJES-BES nonmmch N1.
cadesSignature.addSigner (JCP.PROVIDER NAME, JCP.GOST DIGEST OID,

JCP.GOST EL KEY OID, privateKey, chain, CAdESType.CAdES BES, null, false);

// DoGamnsem CAJES-X Long Type 1 mommmuch M2.
cadesSignature.addSigner (JCP.PROVIDER NAME, JCP.GOST DIGEST OID,
JCP.GOST EL KEY OID, privateKey, chain, CAdESType.CAdES X Long Type 1,

"http://www.cryptopro.ru:80/tsp/", false);

// IlaHHbe 10J4 HNOAONMUCKY B BUIE MacCCUBE.

byte[] data = ...;

// Bynyuwas MNOIONMCH B BUIE MacCHUBA.

ByteArrayOutputStream signatureStream = new ByteArrayOutputStream() ;

cadesSignature.open (signatureStream); // mooroToBka KOHTEKCTA

cadesSignature.update (data); // xemmpoBaHue

cadesSignature.close(); // cosmaHuMe MNOONMMCKM C BEIBOOOM B SignatureStream

signatureStream.close () ;

// I[TonmyuaeM nomnmMchb C IOBYyMA NOONMCAHTaMM B BUIOE MAaCCHUBE.

byte[] cadesCms = signatureStream.toByteArray();

Mpumep nposepkun noanucn CAJES-BES.

// VicxomHasa CAdES-BES nomnuchk B BuUIE [NOTOKa 6GalToB U3 dalia.

FileInputStream cadesCms = new FileInputStream("signature.file");
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// llenouka CepTUOMKATOB MONNMCHA.
List<X509Certificate> chain = ...;
// CepTudmkaTe OJig NPOBEPKM MONMUCHK.
Set<X509Certificate> certs = ...;

// CRL mjs NpOBEPKM [IOLNUCH.

Set<X509CRL> cRLs = ...;

// DexomupyeMm ¥ npoBepsaeM coBMemeHHyio CAJES-BES monnmce.
CAdESSignature cadesSignature = new CAdESSignature (cadesCms, null,

CAdESType.CAdES BES); // mexommpoBaHue c tunom CAJESType.CAdES BES

cadesSignature.verify (certs, cRLs); // npoBepka, eciu Heobxomymma

cadesCms.close () ;

Ecnn cnmncok CRL oTcyTCTBYET, TO MOXHO BK/OUYMTb MPOBEPKY LENno4YKn cepTudurkaTos
OHNamnH c obpaweHnem k CRL no cetu:

System.setProperty ("com.sun.security.enableCRLDP", "true");

System.setProperty ("com.ibm.security.enableCRLDP", "true");

// VicxomHasa CAdES-BES nomnmuchk B BuUIE [NOTOKa 6GalToB U3 dalia.

FileInputStream cadesCms = new FileInputStream("signature.file");

// llenouka CepTUOMKATOB MONNMCHU.
List<X509Certificate> chain = ...;
// CepTuduKaTE 1OJ49 NPOBEPKU MONNMCHU.

Set<X509Certificate> certs = ...;

// DexomupyeMm ¥ mnpoBepsaeM coBMemeHHyio CAJES-BES monnmce.
CAdESSignature cadesSignature = new CAdESSignature (cadesCms, null,

CAdESType.CAdES BES); // mexommpoBaHue c tunom CAJESType.CAdES BES

cadesSignature.verify(certs); // mpoBepkxa, ecam HeoOxoImMMa

cadesCms.close () ;

Mpoeepka noanucu dopmata CAdES-X Long Type 1, Haxoasuwenm Ha nepBoM MecTe B
CrnuMcKe NMoAnMCaHToB.

// WcxomHas MOANMCH B BUIE IIOTOKa OalToB M3 danina.

FileInputStream cadesCms = new FileInputStream("signature.file");

// IexomMpyeM COBMEIEHHYI MNONIMUCH C aBTOONPEeNesIeHUMEM TUIOB.

CAdESSignature cadesSignature = new CAdESSignature (cadesCms, null, null);
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// Tomnmucaut ¢ Tunom CadES-X Long Type 1.

CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// TlpoBepka MONONNMCHU.

signer.verify(null);

Mpumep ycoBepeHcTBOBaHMa noanmcn popmata CAdES-BES no CAdES-X Long Type 1.

// Wcxomuas CAdES-BES nommmchk B BUIE NOTOKA 0OamToB M3 daiia.

FileInputStream cadesCms = new FileInputStream("signature.file");

// lenouka cepTudrKaATOB MOINMUCH.

List<X509Certificate> chain = ...;

// IexomupyeM COBMEIEHHYI MMONNMUCH C aBTOONpPEeNesIeHUEM TUIOB.
// B 3TOM MNOANMUCK TOJIBKO OOWH MNOINUCAHT !

CAdESSignature cadesSignature = new CAdESSignature (cadesCms, null, null);

// TomnmucaHT ¢ TunoMm CadES-BES.

CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// YCOBepleHCTBYeM MOINMCH HaHHOTO nonmmucaHra no CAJES-X Long Type 1.
// TommmucaHT HOBOTO kjlacca OymeT BO3BpaumeH QyHKLUMEelH.
signer = signer.enhance (JCP.PROVIDER NAME, JCP.GOST DIGEST OID, chain,

"http://www.cryptopro.ru:80/tsp/", CAdESType.CAdES X Long Type 1);

// TloslyuaeM yCOBEPUEHCTBOBAHHYK MMONNNUCE .

SignerInformation enhSigner = signer.getSignerInfo();

// CocTaBiisieM HOBHIM CIMCOK, YTOOH BaMEHUTHL MNOANMCAHTA.
// B 5TOM HOONMCHK TOJIBKO OIMH IIOONMCAHT!
SignerInformationStore dstSignerInfoStore =

new SignerInformationStore(Collections.singletonList (enhSigner));

// WcxomHas MNOONMCH B danie.

FileInputStream srcSignedData = new FileInputStream("signature.file");

// BymOymas yCOBEpUWEeHCTBOBaHHASA MONNMUCH B dane.

FileOutputStream dstSignedData = new FileOutputStream("enhanced signature.file");

// B wmcxomuHoy momnmucu srcSignedData BameHseM NOONMCAHTA Ha HOBOTO.
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CAdESSignature.replaceSigners (srcSignedData, dstSignerInfoStore, dstSignedData);

srcSignedData.close() ;

dstSignedData.close () ;

Mpumep 3awmngpoBaHns coobLeHNs B agpec nony4dartens.

// Bybep mis coxpaHeumsa nomnucu Enveloped CMS

ByteArrayOutputStream envelopedByteArrayOutStream = new ByteArrayOutputStream() ;

// Cosmaume ofbexTa Enveloped CMS

EnvelopedSignature signature = new EnvelopedSignature();

// DoGamiyenmue nojydaressa (ceprtubémuxar). [Ipu pacumdpoBaHMM MMOJIyUaTEIb
// BymeT MCHNOJIb30BATH BAKPHITHI KJIOU, COOTBETCTBYWOIMM HAaHHOMY CcepTubmxaTy

signature.addKeyTransRecipient (recipientCertificate); // crpyxrypa key trans,
OONyCKAaeTCs TOJIBKO KJIOY OOMeHa

// wnu

// signature.addKeyAgreeRecipient (recipientCertificate); // crpykrypa key agree

// VHuumanmuszsauusa Enveloped CMS BybepoM njig COXpaHEHWUS [IOIANUCK

signature.open (envelopedByteArrayOutStream) ;
// TIOOTOTOBJIEHHHE NaHHHE IJIs 3amndpPoOBaHMS — CTPOKA MM NOINNUCH,
// mnosyuenHasa c nomombio CMSSign (samples.jar) wmiam CAJES API

byte[] data =

// BaumbpoBaHMe maHHEIX data

signature.update (data, 0, data.length);

// dopMmmpoBaHme nonmnmucu Enveloped CMS

signature.close();

// ToanyueHme nommnucu B dopmaTe Enveloped CMS B Oybep

byte[] envelopedByteData = envelopedByteArrayOutStream.toByteArray();

Mpumep pacwndpoBaHms coobeHns nonydyaTenem.

// Bybep Iia COXpaHeHMHA PacuiMOpOBAHHBIX HaHHBIX

ByteArrayOutputStream decryptedByteDataStream = new ByteArrayOutputStream();

// TpoumraHHoe B Oybep coobumenue dopmaTa Enveloped CMS

byte[] envelopedByteData =

// CozmaHue obwekTa Enveloped CMS c mnepemauein emy Oybepa nomnmucu njisg pacumbpoBaHus
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signature = new EnvelopedSignature (new ByteArrayInputStream(envelopedByteData))

// PacumbpoBaHMe NOMANMCU HA SBAKPEITOM KJOUE [0JIydaTesis C 3alMUcChbio
// pacumbpoBaHHEIX NaHHEIX B Oybep decryptedByteDataStream

signature.decrypt (recipientCertificate, recipientPrivateKey,
decryptedByteDataStream) ;

// TonydyeHue pacumMdpOBAHHEIX NAHHEIX — CTPOKM MIM MOIANMUCH, KOTOPYK MOXHO
// namnee npoBepuTb C nomoumeilo CMSVerify (samples.jar) wmnm CAdES.jar

byte[] decryptedByteData = decryptedByteDataStream.toByteArray();

Knacc CadESSignature ucnonb3yerca gna gekoamposaHus nognucm cdopmata CAdES
nepes nNpoBepKON WM Ansd NOArOTOBKWM MOAMWCKM MNpuU ee co3gaHuu. [JaHHble noAnucu MoryT
6bITb NepeaaHbl B Buae BxogHoro notoka InputStream. Mpu npoBepke noanmcb MoxeT 6biTb
AeKoAMpoBaHa Kak C aBTOMaTM4eCcKMM onpeaeneHmeM Tuna, Tak U € 3agaHHbIM TMNoM. Noanuce
dopmaTta CAdES-X Long Type 1 MoxeT 6biTb nposepeHa, Hanpumep, kak CAdES-BES wnm
CAdES-T, ecnu npu gekogmpoBaHumM nognucu nepenatb B KOHCTPYKTOP COOTBETCTBYOLWMIA TUM.

Knacc CAdESSigner ncnonb3syetca Ans npeacraBieHUs AeKOANMPOBAHHOMO MOAMUCAHTA,
N 06BbEKTbl 3TOM0 TWUMNA AOCTYMHbI TOSIbLKO MNpW NpoBepke noanucu. B nognucaHHoM coobuieHnmn
nX MoOXeT b6bITb Heckonbko. NHTepdericbl CAdESSignerT n CAdESSignerXLT1 npepocTtaBnsitoT
OONONHUTENbHbIE  GYHKUMW AN MNONyYeHUs PpasfiMuHbIX  CBeAeHuli o noanucu. Knacc
CAdESSigner cogepxut dyHkumto verify(), koTopasa Takxe, kak u1 CAdESSignature, nossonser
yKaszaTb, C KakuM TUMOM MpoOBepuTb MNOANUCb. Tak, HanpuMmep, O06bEKT Kfacca
CAdESSignerTImpl, T. e. nognuce ¢opmata CAdES-T, MoxeT 6bITb NpoBepeHa, kak CAdES-BES,
ecnn B dyHkuuto verify() nognucaHTa nepegatb Tpebyemblii TuM.

Knacc EnvelopedSignature wncnonb3yetcs Ans co3gaHusa 3awundpoBaHHOro coobuieHuns
Tuna Enveloped CMS unnu ero pacwundpoBaHusl. B kauectBe BXOAHbIX AaHHbIX MOXET BbICTyNnaTb
kak noganucb dopmaTta CAdES nnn CMS, Tak u gaHHble nwoboro gpyroro dopmarta (310 cnegyer
YYnTbIBaTb npu pacwmndposaHum coobueHuns agpecaTom). Wndppyembie nnm
pacwmndpoBbiBaeMble AaHHble MOTyT 6bITb NepeaaHbl B BUAe BXoaHoro notoka InputStream.
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10.Ncnonb3oBaHune bubnuotekn XAdES.jar gna cozpgaHus
n nposepkun noanmcn popmata XAdES-BES n XAdES-T

B coctaB amctpubytusa «Kpuntollpo JCP» Bepcusa 2.0 Bxoant 6bmubnmnoteka XAdES.jar.
Ee Ha3HaueHne — co3gaHue n nposepka noanmcm popmata XAdES-BES n XAdES-T.

XAdES (XMLDSig Advanced Electronic Signatures) — 3T0 cTaHZapT 3/1€KTPOHHOM
noanmcuy, pacLNpPSOLLMIA BEpCUIO CTaHAapTa 3NEKTPOHHOM noanucu XMLDSig
(https://www.etsi.org/deliver/etsi_ts/101900 101999/101903/01.03.02_60/ts_101903v01030

2p.pdf).

®opmaTtbl XAdES BO MHorom cosnagatoT ¢ dopmatamm CAdES, HO odopmieHbl B
COOTBETCTBUM CcO cTaHaapToMm XMLDSig.

Bubnnoteka XAdES.jar nmeeT HECKO/IbKO 3aBUCUMOCTEN:
syCcTaHoBneHHbIn «KpunTtollpo JCP» Bepcusa 2.0;

*3aBNCMMOCTb OT 6ubnnotek bouncycastle Bepcum jdkl50n-1.50: bcpkix-jdk150n-
1.50.jar u bcprov-jdk150n-1.50.jar;

*3aBUCUMOCTb OT 6ubnmnotek AJES-core.jar n CAdES.jar.

Mepea ycrtaHoBkoh XAdES.jar pekoMeHAyeTcss CKonupoBaTb B Manky, Kyaa
npomM3BoAMTCS yCTaHoBKa, 6ubnunotekn bouncycastle n ycraHosutb/ckonuposatb AdES-core.jar
n CAdES.jar, y6eamsBwunco, uto «Kpuntolpo JCP» Bepcus 2.0 yctaHoBfeH. YcraHoBuTb XAdES
MOXHO, kak n CAdES.jar, HeckonbknmMm cnocobamu:

«c nomoubto setup.exe (B OC Windows) — B rpynne “CAdES, XAdES”;
*C noMoulblo setup_console — B rpynne “XAdES, XAdES”;

°C nomMmouwbHro KOMaHAHOﬁ CTPOKMU, nyTem nocneaoBaTtesibHOro BbI30OBa KJj1aCCcoB-
YCTaHOBLUMKOB CcHavana moayns AdES-core (java -jar AdES-core.jar), 3ateM — ycCTaHOBLUMKA
moayns CAdES.jar (java -jar CAdES.jar), u XAdES.jar (java -jar XAdES.jar);

*MpOCTbIM KONMpoBaHWeM dannos, Hanpumep, B nanky JRE/lib/ext.

JokyMeHnTauma XAdES, Bktovarowas onnucaHue KNaccoB M METOAO0B, @ TakxXe npumepsl
paboTbl, HaxoauTcsa B nanke Doc amctpmbytuea B darine XAdES-javadoc.jar. MNonHble TEKCThI
NMpUMEpPOB CO34aHMS U NPOBEPKKN HaxoasTcs B nakeTe xades danna samples-sources.jar.

XAdES npegpoctaBnser XAdES API, B koTopbin BXoaaT knaccel XAdESSignature u
XAdESSigner.

MoanepxvBaeTcs co3haHve noanucei dopmara:
*XAdES-BES
XAdES-T

Mpumep co3ganma XAdES-BES noanucw.

System.setProperty ("com.sun.security.enableCRLDP", "true");

System.setProperty ("com.ibm.security.enableCRLDP", "true");

String documentContext =
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"<?xml version=\"1.0\"?2>\n" +

"<PatientRecord> \n" +

" <Name>John Doe</Name> \n" +

" <Account Id=\"acct\">123456</Account> \n" +

" <BankInfo Id=\"bank\">HomeBank</BankInfo> \n" +

" <Visit date=\"10pm March 10, 2002\"> \n" +

" <Diagnosis>Broken second metacarpal</Diagnosis> \n" +

" </Visit>\n" +

"</PatientRecord>";

String ref acct = "acct"; // cchyika Ha NOONMCHBAEMEI y3el

// mexomupoBaHME NOKYMEHTa

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newlInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse (

new ByteArrayInputStream(documentContext.getBytes())):

XPathFactory factory = XPathFactory.newInstance();

XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile(String.format ("//*[@Id="'%s']", ref acct));
NodeList nodes = (NodeList) expr.evaluate (document, XPathConstants.NODESET) ;
Node node = nodes.item(0) ;

String referenceURI = "#" + ref acct;

// TomnmuceBaeMas CCBUJIKA .
DataObjects dataObjects = new DataObjects (Arrays.asList (referenceURI))

dataObjects.addTransform(new EnvelopedTransform());

PrivateKey privateKey = ... // KJOY OOONMCH

List<X509Certificate> chain = ... // uenouka cepTuUdMKATOB MNOOIUCK

XAdESSignature xAdESSignature = new XAdESSignature();

// nobamnsaem nonmmucanTta dopmara XAJES-BES

xAdESSignature.addSigner (JCP.PROVIDER NAME, null, privateKey, chain,
XAdJESType.XAdES BES, null);

FileOutputStream fileOutputStream = new FileOutputStream("signed.xml");

xAdESSignature.open (fileOutputStream) ;

// TomnmcaHme .
xAdESSignature.update ( (Element) node, dataObjects);

xAdESSignature.close () ;
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Mpumep npoBepkun Bcex noanucen popmata XAdES B XML gokymeHTe.

// ImexomyMpoBaHMEe NOKYMEHTa C MNOANMUCHIO
DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newlnstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse (new
FileInputStream("signed.xml")) ;

Set<X509Certificate> certs = ... // HOONONHUTEJIbHEIE CEPTUOMKATE IOJig NOCTPOEHUS
LENOYKNU
Set<X509CRL> cRLs = ... // CRL mjs HOPOBEPKM LENOUKM CepTudrraTosB

XAdESSignature xAdESSignature = new
XAdESSignature (document.getDocumentElement (), XAdESType.XAdES BES);

xAdESSignature.verify (certs, cRLs);

Ecnmn cnmncok CRL oTCyTCTBYET, TO MOXHO BK/OUUTb MPOBEPKY LENnoYku cepTudukaTos
OHNanH c obpaweHnem k CRL no cetu:

System.setProperty ("com.sun.security.enableCRLDP", "true");

System.setProperty ("com.ibm.security.enableCRLDP", "true");

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newlInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse (new
FileInputStream("signed.xml")) ;

Set<X509Certificate> certs = ... // IONOJHUTEJNbHHE CEPTUOUKATH IS [NOCTPOSHUS
LIeIOYKM

XAdESSignature xAdESSignature = new
XAdESSignature (document.getDocumentElement (), XAdESType.XAdES BES);

xAdESSignature.verify (certs);

Mpumep npoBepku otaenbHon nognucm XAdES-BES B XML gokymeHTe.

// mexomMpoBaHME NOKYMEHTa C I[IOANNMCHIO
DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newlInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse (new
FileInputStream("signed.xml")) ;

Set<X509Certificate> certs = ... // I»OHOJHUTEJIbLHEHE CepTUOMKATE IJsS [NOCTPOEHUsS
LIENOYKHU

Set<X509CRL> cRLs = ... // CRL mjs HOPOBEPKM LENOUKM cepTudrraTon

XAdESSignature xAdESSignature = new XAdESSignature (document.getDocumentElement (),

XadESType.XAdES BES); // mexonmuposaHme c tunom XAJES-BES
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XAdESSigner xAdESSigner = xAdESSignature.getXAdESSignerInfo (0);

// TlpoBepka OTIEJIbHOM MNOANMCHY C MNOPAAKOBHM HoMepom 0

xAdESSigner.verify (certs, cRLs);

Knacc XAdESSignature wucnonb3yetca ana pekoauposaHusa noanucm dopmaTta XAdES
nepeg NpoBepKOW WAW AN NOArOTOBKM MOAMMCK Mpu ee co3gaHuu. MNpu nposepke NoanuCb
MOXET ObITb AeKoAMpOBaHa KakK C aBTOMaTUYECKUM onpeaeneHmeMm Tuna, Tak U C 3a4aHHbIM
Tnnom. Moanuce opmata XAdES-T moxeT 6biTb NpoBepeHa, HanpuMmep, kak XAdES-BES, ecnu
npu AeKoANPOBaHMM NOAMUCKU NMepenaTb B KOHCTPYKTOP COOTBETCTBYHOLWMM TUM.

Knacc XAdESSigner mncnonb3yetca Ans npeactaBieHUs AeKOAWPOBAHHOMO NoAMNUCaHTa,
N 06BbEKTbl 3TOrM0 TWUMNA AOCTYMHbI TOSIbLKO MpW NpoBepke noanucu. B nognucaHHoM coobuieHnmn
nx MoxeT O6bITb Heckonbko. WHTepdenc XAdESSignerT npepoctaBnser AOMOJSIHUTENbHbIE
GYyHKUMN ANa NOMyYeHUs PpasnuUHbIX cBeaeHuin o noanucu. Knacc XAdESSigner coaepxut
dyHkuuto verify(), koTopas Takxe, kak n XAdESSignature, no3sonseTr ykasaTb, C KakKuMm TUMOM
npoeepuTb Mnoanucb. Tak, HanpuMmep, o06bekT knacca XAdESSignerTImpl, T.e. noanucb
dopmaTta XAdES-T, moxeT 6biITb npoBepeHa, kak XAdES-BES, ecnu B dyHkumio verify()
nognucaHTa nepeaaTtb Tpebyemblii TUN.
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11.cnonb3oBaHune ytunmthbl keytool

Mpwn paboTte kpuntonposangepom «Kpuntollpo JCP» Bepcus 2.0 onepauumn

e reHepauuun kmoya M ¢ anroputMoM FOCT P 34.10-2001 nnm TOCT P 34.10-2012 un
COOTBETCTBYIOLLEro eMy CamMonoAnnucaHHOro cepTudurkaTa € 3anmcblo UX Ha OAUH U3 HOCUTenen;

e reHepauumu 3anpoca Ha cepTudukaTt Kar4a nposepku 3l B COOTBETCTBUU C XPaHSALWMMCS
Ha HocuTene knw4yom Jl1;

e reHepauuu camonoAnuUCcaHHoOro ceptudukarta katoda nposepku 3 B COOTBETCTBUU C
XPaHAWMMCS Ha HocuTese kYoM DM 1 3annck ceptTudmrKaTa Ha HOCUTENb;

e yTeHue cepTudukarta Knwda nposepku 3l ¢ HoCUTeENnsa n 3anuck ero B dann;

e yTeHue cepTUdMKaTa Koua nposepku I U3 daitna n 3anucb ero Ha HOCUTENb B
COOTBETCTBMM C XPaHALIMMCA Ha HocuTesne Kovom II;

. 4YTEHNE NOBEPEHHOIO CepTMq)MKaTa N3 XpaHunuilda “ 3anncb €ro B cbaﬁn;

o 4YTEHNE AOBEPEHHOIO cemed)MKaTa n3 d)aﬁna 1 3anncb €ro B XpaHmnuiuie
MOryT OCYLECTBAATbCS HE TONIbKO 4Yepe3d CTaHAapTHbI uHTepdeic JCA, HO Takxe npu
noMoLn ytunutbl keytool.

Mpn reHepauuMm camMonoAmnMCaHHOro cepTudukaTta npuv nomMowmM yTunauTbl keytool
HUKaKue paclmnpeHns ceptudukaty He npocTtasnsTca. [Onsa reHepaumm ceptudmnKaToB C
paclwmMpeHuaMun cnegyet BOCMOSb30BaTbCs MeTOAaMM Kfacca GostCertificateRequest (CM.
Bbille).

Huxxe npumBoasiTCS NpuMepbl OCYLIECTB/IEHUS MEepPeYUCNeHHbIX ornepauuin npu rnomMoLun
OAHHOW YyTUAUTBI.

11.1.T1poCcMOTp COAEPXXMMOIO K/IHOUEBOIrO HOCUTENS U
COOTBETCTBYIOLLEN0 eMY XpaHUIULLA AOBEPEHHbIX CepTUMOMKATOB

B JaHHOM npuMepe OCyLLeCTBASETCA MPOCMOTP COAEPXUMOro KJ/OYEBOro HOCUTENS
(>KecTkui ANCK) U NPONHNLNANMN3NPOBAHHOIO MMEHEM 3TOIM0 HOCUTENS XPaHWNLA AOBEPEHHbIX
cepTndmnKaToB.

MpOCMOTP COAEPXMMOr0 OCYLUECTBASIETCA MPWM MOMOLIM KOMaHAbl -list, KOTOpOW B
KayecTBe NapaMeTpoB NepeaarTcs:

e Tun nposangepa («Kpuntolpo JCP» Bepcus 2.0): -provider ru.CryptoPro.JCP.JCP
®  VMS KNOYEBOro HocuTensa (XKecTkun Anck): —storetype HDImageStore

® NyTb K XpaHUNMULLY AOBEPEHHbIX CEPTUDUNKATOB, MPONHULMANIN3UPOBAHHOMY MMEHEM HOCUTENSA:
-keystore c:\.keystore

e NapoJib HA XpaHWUULLE AOBEPEHHbIX CEPTUPUKATOB: ~storepass 123456
Takmm o06pasoM, NPOCMOTP COAEPXMMOro HOCUTENS W COOTBETCTBYIOLWErO0 €My
XpaHuAuLLa OBEPEHHbIX cepTUdUKATOB OCYLLEeCTBASETCS:

keytool -list -provider ru.CryptoPro.JCP.JCP -storetype HDImageStore -keystore
c:\.keystore -v -storepass 123456
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11.2.[eHepauma Kno4Ya M COOTBETCTBYIOLLIErO eMy
camMonoanucaHHoOro ceptudgukaTta mn 3anmcb UX Ha HOCUTESb

B OaHHOM NpuMepe OoCYyLLecTBAseTCca reHepauus knwda 2Ol M COOTBETCTBYHOLWEro eMy
camMonoanncaHHoro ceptudukata B cooTsetcTBum ¢ anroputmom MOCT P 34.10-2001 nnm NOCT
P 34.10-2012 » 3anncb Nx Ha HoCUTENb.

FeHepauMﬂ N 3anmMcCb KJ/KO4Ya U CepTM¢MKaTa ocyuwiecrBndercda npm nomouwm KoOMaHAb
-genkey, KOTOPOI B KayecTBE NapaMeTpoB nepeaalTcs:

® YHWKaNbHOE UMS CO34aBaeMOro Kito4ya U COOTBETCTBYIOWEro eMy cepTudukaTta: —alias
myKey

e [A/IMHa co34aBaeMoro kntda (B cootseTcTBum ¢ anropmtmom NOCT P 34.10.2001):
-keysize 512

e TuN npoBangepa («Kpuntollpo JCP» Bepcusa 2.0): —-provider ru.CryptoPro.JCP.JCP
e Mapofb Ha 3anucbiBaeMblii kNo4: -keypass 11111111
e MMS K/IOUEBOro HoCUTEeNsa (KeCTKMM ANCK): —storetype HDImageStore

e M4 co3gaBaeMoro ceptudukarta no craHaapTty X.500: ~dname
CN=myKey, O=CryptoPro, C=RU

e MyTb K XpaHUNULLY AOBEPEHHbIX CepTUdUKATOB, NMPONHNLNANN3UPOBAHHOMY UMEHEM
HocuTensa: -keystore c:\.keystore

e Maposib Ha XpaHWUNLLE AOBEPEHHbIX CEPTUPUKATOB: -storepass 123456
e anroputm reHepauunm kntoda 3M (FTOCT P 34.10-2001): -keyalg GOST3410EL

e anropuTtm noanucu ceptudukata (FTOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

Taknm obpasoM, reHepauusa knwoda Ol M COOTBETCTBYHOLWEro €My CaMonoanucaHHOro
cepTndumKaTa 1 3anNnUcCb MX HA HOCUTENb OCYLLECTBASIETCS:

keytool -genkey -alias myKey -keysize 512 -provider ru.CryptoPro.JCP.JCP
-keypass 11111111 -storetype HDImageStore -dname CN=myKey,O=CryptoPro,C=RU -keystore
c:\.keystore -storepass 123456 -keyalg GOST3410EL -sigalg GOST3411withGOST3410EL

11.3.leHepauua KI4YeBon Napbl 3anncb ee Ha HoCUTe b

B faHHOM npuMepe OCyLLeCcTBMSeTCA reHepaumsa K4YeBOM Mapbl B COOTBETCTBUM C
anroputMoM FOCT P 34.10-2001 nnan TOCT P 34.10-2012 »n 3anMcb ee Ha HOCUTESb.

FeHepaumMsi M 3anucb KOYEBOW Mapbl OCYLECTBASETCA Mpu MOMOLIM KOMaHAbI
-genkeypair, KOTOpPOI B KayecTBe napaMeTpoB nepeaatoTcs:

®  YHMKaNbHOE MMS CO34aBaEeMOro K/4va M COOTBETCTBYIOLEro emy ceptudukaTa: —alias
myKey

e [/IMHa co34aBaeMoro kJtda (B cooTBeTCcTBUM C anropmtmom NOCT P 34.10.2001):
-keysize 512

e umMsa nposangepa («Kpuntollpo JCP» Bepcusa 2.0): —-providername JCP
®  1MS K/OYEBOro HocuTensa (KeCcTkMn Anck): —storetype HDImageStore
e anropuTtm reHepaumm kntoda M (FTOCT P 34.10-2001): -keyalg GOST3410EL

e anroput™m noanucu ceptudukata (FOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL
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TakuM 06pa3oM, reHepaums KYeBOW Napbl U 3anNucb ee Ha HOCUTENb OCYLLLECTBNSIETCS:

keytool -genkeypair -alias myKey -keysize 512 -providername JCP -storetype
HDImageStore -keyalg GOST3410EL -sigalg GOST3411withGOST3410EL
11.4.eHepaumnsa 3anpoca Ha cepTudukaT Koda npoeepkn Il B
COOTBETCTBUM C XPaHALLMMCA Ha HOocuTene Kto4voM 3l 1 3anmchb
3anpoca B ann

B paHHOM npuMepe OCYyLWEeCTBASETCS reHepaums 3anpoca Ha cepTudukaT Kiwoda
nposepkn DIl B COOTBETCTBMM C XPaHALWMMCA Ha HocuTesne knw4yom Il n 3anmcb 3arnpoca B
dann.

FeHepauus 1 3annck B dalin 3anpoca OCYLLECTBAAETCA NPU MOMOLIN KOMaHbl -certreq,
KOTOPOM B KayecTse NapamMeTpoB nepeaarTcs:

e  YHUKaNbHOe M4 Kato4da 3l Ha HocuTene, B COOTBETCTBUM C KOTOPbIM OCYLLECTBASETCS
reHepaumsa 3anpoca Ha ceptudumkaTt: —alias myKey

e TuN npoangepa («Kpuntollpo JCP» Bepcusa 2.0): -provider ru.CryptoPro.JCP.JCP
e naposb Ha Koy 3M: -keypass 11111111
®  NMSA KNHOYEBOro HocuTens (OKeCTKMM AUCK): -storetype HDImageStore

e MyTb K XpPaHUULLY AOBEPEHHbIX CEPTUPUKATOB, NMPONHNLNANN3NPOBAHHOMY UMEHEM
HocuTensa: -keystore c:\.keystore

e aposib Ha XpaHwWnuLLe AOBEPEHHbIX cepTudmnKaToB: —storepass 123456

e anropuTM Noanucu 3anpoca Ha ceptudwukaTt (FTOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

° " : -file c:\request.bin
nyTb K danny Anas 3anMcu B Hero 3anpoca: -£fil \req t.b

TakuM o06pa3oM, reHepaums 3anpoca Ha cepTudukaT kawya npoBepku 21 B
COOTBETCTBUM C XpaHAWMMCA Ha HocuTene kaw4voM DIl M 3anmcb 3anpoca B dann
OCyLLecTBAsSEeTCA:

keytool -certreq -alias myKey -provider ru.CryptoPro.JCP.JCP -keypass 11111111
-storetype HDImageStore -keystore c:\.keystore -storepass 123456 -sigalg
GOST3411withGOST3410EL -file c:\request.bin

11.5.MeHepaumsa camonoanmMcaHHoro ceptudukaTa Koya
nposepkn 3l B COOTBETCTBUM C XPAHALLMMCS Ha HOCUTENE KITHOHOM
3l 1 3anncb cepTUdUKaTa Ha HoCUTENb

B naHHOM npuMepe OCYyLWEeCTBNAETCA reHepauus camonognucaHHoro ceptudukarta
Knwoya npoeepkn DI B COOTBETCTBUMM C XPaHSALWMMCS Ha HocuTene kaw4voM 3l M 3anuchb
cepTndmkaTa Ha HocuTenb. Ecnu Ha HocuTene yxe cyuwecTByeT CcepTUdUKAT K/toda NpPoBEpPKM
31, cooTBETCTBYOLWNIA gaHHOMY katody DI, To OH ByaeT nepesanuncaH.

FeHepauMs M 3annCb Ha HOCUTENb CaMOMOAMNMCAHHOIO cepTUdKuKaTa OCYLLECTBAAETCA
Npu MOMOLLM KOMaHAbl -~selfcert, KOTOPOI B KAYeCcTBe NapaMeTpoB NnepeaanTcs:

®  YyHMKanbHoOe nMA Kto4ya 3l Ha HocuTesne, B COOTBETCTBUM C KOTOPbIM OCYLLLECTBIAETCS
reHepaums camonoAnucaHHoro ceptudukara: —alias myKey

e TuN npoBangepa («Kpuntollpo JCP» Bepcus 2.0): -provider ru.CryptoPro.JCP.JCP

e raposb Ha koY 3MM: -keypass 11111111
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®  1MS KOYEBOro HocuTensa (KecTkMnm Anck): —storetype HDImageStore

e MyTb K XPaHW/MLLY JOBEPEHHbIX CEPTUDUNKATOB, MPONHULMNAIUZMPOBAHHOMY UMEHEM
HocuTens: -keystore c:\.keystore

e aposib Ha XpaHwunuLle AOBEPEHHbIX cepTudmnKaToB: —storepass 123456

e anroput™m noanucu ceptudukata (FOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

e 1MSA co3gaBaeMoro ceptudukarta no craHaapty X.500: -dname
CN=myKey, O=CryptoPro, C=RU

TakuMm o06pa3oM, reHepauuMs caMonoAnucaHHoro cepTudukarta kawova nposepkn DM B
COOTBETCTBMM C XpaHAWUMMCS Ha HocuTene kmwodoM 3Ol M 3anmMcb ceptudukata Ha HOCUTENb
OCYLLECTBNAETCS:

keytool -selfcert -alias myKey -provider ru.CryptoPro.JCP.JCP -keypass 11111111
-storetype HDImageStore -keystore c:\.keystore -storepass 123456 -sigalg
GOST3411withGOST3410EL -dname CN=myKey,O=CryptoPro,C=RU

11.6.4YT1eHne cepTmdmKkaTa Kodva nposepkn Il ¢ HocuTensa m
3anucb ero B amnn

B fnaHHOM npuMmepe OCYLEeCTBASETCA JTeHue cepTudukaTta kawda nposepku DI ¢
HoCUTens M 3anucb ceptTudukarta B dann.

YTeHne ceptudukata kaw4ya nposepkn DI1 ¢ HocuTensd wu 3anmcb ero B dann
OCyLlLlecTBASeTCqd npuv NOMOWWM KOMaHAbl -export, KOTOpPOM B KadecTBe MapaMeTpoB
nepegarTcs:

®  YHWKaNbHOE UMS YMTaAeMOoro C HocuTens cepTudukaTa knoya nposepkn 3MM: -alias
myKey

e Tun npoBangepa («Kpuntolpo JCP» Bepcusa 2.0): -provider ru.CryptoPro.JCP.JCP
®  NMS KOYEBOro HocuTens (OKeCTKMM AUCK): —storetype HDImageStore

e NyTb K XpaHUNULLY [JOBEPEHHbIX CEPTUDUNKATOB, MPONHULNANIN3NPOBAHHOMY MMEHEM
HocuTensa: —keystore c:\.keystore

e MapoJib HAa XpaHWUIULLE AOBEPEHHbIX CEPTUPUKATOB: ~storepass 123456

e nyTb K paniny ans 3anucm B Hero ceptudunkaTa: -file c:\myKeyCert.cer
Taknm o6pa3oM, uteHne ceptudumkaTa Kawya npoBepkn DI c HocuTeEns U 3anucb
cepTndmkaTa B alia oCyLeCcTBNaAeTCs:

keytool -export -alias myKey -provider ru.CryptoPro.JCP.JCP -storetype
HDImageStore -keystore c:\.keystore -storepass 123456 -file c:\myKeyCert.cer

11.7.4YTeHne cepTndumkaTa Kova nposepkn Il n3 ganna v
3aMnucCb ero Ha HocuTeNb B COOTBETCTBUM C XPaHALIMMCS Ha
HocuTene kYoM Il

B pnaHHOM npuMmepe ocCyLecTBAseTCa JYTeHue cepTudukata Kawouda nposepkm Il u3
darna n 3anncb ero Ha HoCUTeslb B COOTBETCTBMM C XPAHALLMMCS Ha HocuTesne ktodom I,

UteHne ceptudukaTta kaoua npoeepku Il m3 dana M 3anmMcb €ro Ha HOCUTESNb
OCYLLEeCTBASETCS Npuv MNOMOLWMKM KOMaHAbl -import, KOTOPOM B KadecTBe MNapaMeTpoB
nepegarTcs:

e YHMKanbHOe uMma kno4da Il Ha HocuTene, B COOTBETCTBMU C KOTOPbLIM Ha HOCUTENb
3anuceiBaeTcs ceptudukaT: —alias myKey
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e TuN npoBangepa («Kpuntollpo JCP» Bepcus 2.0): -provider ru.CryptoPro.JCP.JCP

e raposib Ha koY 3MM: -keypass 11111111
®  1MS KNOYEBOro HocuTensa (KecTkMn Anck): -storetype HDImageStore

e NyTb K XpaHUNULLY JOBEPEHHbIX CEPTUDUNKATOB, MPONHULNANIN3NPOBAHHOMY NMEHEM
HocuTensa: -keystore c:\.keystore

® apofib Ha XpaHunuLle AOBEPEHHbIX cepTudmnKaToB: —storepass 123456

® nyTb K paniny ans uteHmnsa us Hero ceptudukarta: —-file c:\myKeyCert.cer

Takum ob6pasoM, uyTeHne cepTudukaTta Kwda nposepku Il n3 danna v 3anucb ero Ha
HOCUTENb B COOTBETCTBUM C XPaHSALMMCS Ha HOCUTene KntodoM Il oCyLLEeCTBNSETCS

keytool -import -alias myKey -provider ru.CryptoPro.JCP.JCP -keypass 11111111
-storetype HDImageStore -keystore c:\.keystore -storepass 123456 -file c:\myKeyCert.cer

11.8.4YTeHne goBepeHHOro ceptudukaTa n3 XpaHuimuwa n 3anmcb
ero B hansn

B paHHOM NpuMepe oCyLLeCcTBASETCS YTEHUE AOBEPEHHOro ceptuduKata M3 xpaHunmuwia
n 3anuce ceptudukaTa B dann.

UTeHne [oBepeHHOro ceptudukata U3 XpaHuauwa wn  3anmcb ero B dann
OCYLLEeCTBASIETCS MNpuM TMOMOLIM KOMaHAbl -export, KOTOPOW B KayecTBe MapaMeTpoB
nepegatorcs:

. YHUKaNbHOE UMA YUNTAEMOIo U3 XpaHuaunula AOBEPEHHOIO cemechKaTa (npe/:l,nonaraeTc;l,
4YTO Ha HOCUTENIE HET K/ko4Ya C TEM Xe VIMEHEM)I -alias myCert

e Tun nposangepa («Kpuntollpo JCP» Bepcusa 2.0): -provider ru.CryptoPro.JCP.JCP
®  NMS KNIOYEBOro HocuTens (OKeCTKMM AUCK): —storetype HDImageStore

e NyTb K XpaHUNULLY AOBEPEHHbIX CEPTUDNKATOB, MPONHULNANIN3UPOBAHHOMY MMEHEM
HocuTensa: -keystore c:\.keystore

e MapoJib HAa XpaHWUIULLE AOBEPEHHbIX CEPTUPUKATOB: —storepass 123456

* nyTb K paniny ans 3anucm B Hero ceptudunkaTa: -file c:\myCert.cer

Takum obpasoM, UTEHME AOBEPEHHOrO cepTudmKaTa U3 XpaHuamua u 3anucb ceptudukaTa B dann
ocyliecTsnsieTcs:

keytool -export -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype
HDImageStore -keystore c:\.keystore -storepass 123456 -file c:\myCert.cer

11.9.4YTeHne noBepeHHOro ceptnudukaTta u3 gannia v 3anncb ero
B XpaHunuLie

B maHHOM npuMepe OCyLLeCcTBASETCS 4YTEeHMe AO0BepeHHoro ceptudukata m3 danna um
3anncb ero B XpaHuauuie.

YTeHne AoBepeHHOoro ceptudukaTa M 3anucb €ro B XPaHWULLE OCYLLECTBAAETCS MNpu
NMOMOLLM KOMaHAbl -import, KOTOPOW B Ka4yecTBe NapaMeTpoB NepeaalTcs:

® YyHMKaNbHOE 3anucbiBaeMoro ceptudukarta (npegnonaraeTcs, YTO HA HOCUTESNIE HET KJt4a
C TEM Xe uMeHeM): -—alias myCert

e TuN npoBangepa («Kpuntollpo JCP» Bepcusa 2.0): —-provider ru.CryptoPro.JCP.JCP
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®  1MS KOYEBOro HocuTensa (KecTkMnm Anck): —storetype HDImageStore

e MyTb K XPaHW/MLLY JOBEPEHHbIX CEPTUDUNKATOB, MPONHULMNAIUZMPOBAHHOMY UMEHEM
HocuTens: -keystore c:\.keystore

e aposib Ha XpaHwunuLle AOBEPEHHbIX cepTudmnKaToB: —storepass 123456

e nNyTb K anny ans uyteHus u3 Hero ceptudukarta: —file c:\myCert.cer

Takum 06pa3omM, UTeHne cepTudukaTta kitoda npoepku M 13 daiina 1 3anucb ero Ha HoCUTeNb B
COOTBETCTBUM C XPAHSLLUMMCS Ha HocuTene kYoM I ocyulecTBnseTcs:

keytool -import -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype
HDImageStore -keystore c:\.keystore -storepass 123456 -file c:\myCert.cer
11.10.YoaneHue ko4va 1 COOTBETCTBYHOLLErO eMy

camMonoarimcaHHoro CepTVICI)l/lKaTa C HocUuTen4d

B naHHOM npuMepe OCyLWecTBAdeTCs yaaneHume knwda 3l M COOTBETCTBYHOLWEro emy
caMonoAnncaHHoro ceptudmnkaTa c HocmTens.

YaaneHue Kknw4a W COOTBETCTBYHOLIEr0O €My CaMoMnoArnucaHHOro ceptudukaTa C
HOCUTENSA OCYLLECTBNSIETCS MpW MOMOLIM KOMaHAbl -delete, KOTOpPOW B Ka4yecTBe MapaMeTpoB
nepeaatoTcs:

® YyHWKaNbHOE UMSA yAanseMmoro knw4a: —alias myKey
e Tun nposagepa («Kpuntolpo JCP» Bepcusa 2.0): —-provider ru.CryptoPro.JCP.JCP
®  NMSA KNHOYEBOro HocuTens (OKeCTKUM AUCK): —storetype HDImageStore

® NyTb K XpPaHWIULLY JOBEPEHHbIX CEPTUDUNKATOB, MPOUHULNAIUZNPOBAHHOMY UMEHEM
HocuTensa: -keystore c:\.keystore

e Maposib Ha XpaHWUULLE LOBEPEHHbIX CEPTUDUKATOB: —~storepass 123456

Taknm obpasoMm, yganeHume knaw4da 31 M COOTBETCTBYHOLWErO0 €My CaMonoanucaHHOro
cepTudmKaTa C HOCUTENS OCYLLECTBNAETCS:

keytool -delete =-alias myKey -provider ru.CryptoPro.JCP.JCP -storetype
HDImageStore -keystore c:\.keystore -v -storepass 123456

MNpwn yaaneHun knat4a ¢ HocuTens, Tpebylowero napons AOCTyna K KAl4vy Ha HocuTene
npu yaaneHun (Hanpumep, cMapT-kapte Ockap) B KayecTBe MMeHM HeobxoaAuMo nepenaTb
CTPOKY COCTOSILLYI0 M3 MMEHU, 4 CMMBOJIOB [ABOETOYMS, M Mapons AOCTyna K Kiwdy. Takum
obpasoM, yaaneHue knto4va S U COOTBETCTBYIOWEr0 €My CaMOMoAMNMCaHHOro cepTudukata co
cMapT-kapTbl Ockap OCyLlecTBAeTCs:

keytool -delete -alias myKey::::12345678 -provider ru.CryptoPro.JCP.JCP
-storetype OCFStore -keystore c:\.keystore -v -storepass 123456

11.11.YnaneHue aoBepeHHOro ceptndukaTa n3 XxpaHmnumua

B LOaHHOM npuMepe OCYLIECTBASETCS YyaalleHne [AOBepeHHoro cepTudukata us
XpaHunuuia.

YaaneHve [OBEpPEHHOro cepTuduKata M3 XpaHUAWULA OCYLLUECTBASAETCAS MNpU MOMOLLM
KOMaHAbl -delete, KOTOPOW B KauecTBe NMapaMeTpoB MepeaarTcs:

® YHMKaNbHOE UMSA yaanseMoro ceptudukaTta (NpeanonaraeTcs, YTO HA HOCUTENe HET KitoYa
C TEM Xe uMeHeM): -—alias myCert

e TuN npoBangepa («Kpuntollpo JCP» Bepcusa 2.0): -provider ru.CryptoPro.JCP.JCP
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®  1MS KOYEBOro HocuTensa (KecTkMnm Anck): —storetype HDImageStore

e MyTb K XPaHW/MLLY JOBEPEHHbIX CEPTUDUNKATOB, MPONHULMNAIUZMPOBAHHOMY UMEHEM
HocuTens: -keystore c:\.keystore

e aposib Ha XpaHwunuLle AOBEPEHHbIX cepTudmnKaToB: —storepass 123456

Takum 06pasoM, yaaneHne 4OBEPEeHHOro ceptTudukaTa U3 XpaHunumila oCcyLecTBNAeTCs:

keytool -delete -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype
HDImageStore -keystore c:\.keystore -v -storepass 123456
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12.cnonb3oBaHue ytunutbl ComLine

Tak)xe MOXHO BOCMONb30BaTbCA rOTOBbIMM KfnaccamMu naketa ComLine n3 mMoayns
Samples, Bxogsuwero B coctaB «Kpuntolpo JCP» Bepcua 2.0. 3anyctute ComLine c BbI30BOM
HY>XHOro Kjlacca nmbo caM Knacc, UCnosib3ys cneaylwme napamMmeTpbl KOMaHAHOW CTPOKMU:

java ComLine NameofClass args WM java NameofClass args
Hanpumep:

java ComLine KeyPairGen -alias name of key -dname
CN=autor, OU=Security, O=CryptoPro,C=RU -reqCertpath C:/req.txt

nnn

java KeyPairGen -alias name of key -dname CN=autor,OU=Security,O=CryptoPro,C=RU
-reqgCertpath C:/req.txt

12.1.MMpoBepkKa yCTaHOBKU M HACTPOEK NMpoBanaepos.

MNpoBepKy YCTAHOBKM M OCHOBHbIX HacCTpOeK MpoBaigepa MOXHO OCYLIECTBUTb
3anycKomM:

CheckConf (6es3 napaMeTpoB)

12.2.MNpoBepka paboTocnocobHOCTM NpoBanaepoB.
3anyckom:
CheckConfFull [-servDir C:/*.*]
-servDir
paboyas gupekTopus
(no ymon4yaHuio TekyLas)

MOXHO NpoBepuUTb paboToCnocobHOCTL NPOBanaAepoB.

BbINONHAOTCA TECTbl Ha reHepaumilo K4Yen, reHepaumio U NpoBeEpPKY NMOAMNUCK, a TakxXe
TecTbl Ha co3gaHue ssl-coeanHeHusa (ecnmn yctaHoBneH <«Kpuntollpo JTLS» Bepcus 2.0).
(3anyck Bo3MOxeH npu ycnosuu, 4to «Kpuntollpo JCP» Bepcma 2.0 6bin yCTaHOB/EH
yCneLwHo).

12.3.PaboTa c knouyamu u ceptndurkaTamu

12.3.1.feHepaumsa KAKYEBOW Napbl U COOTBETCTBYOLWENO el
caMmonognucaHHoro ceptmdukaTa. 3annucb X Ha HOCUTENb.
feHepaumsa 3anpoca Ha cepTuduKaT 1 3anncb ero B gann.

FeHepauMsa KAOYEBOW Mapbl OCYLECTBASETCS B COOTBETCTBUM C anropumtMamm obmeHa
Onddu-Xenmana n noanucu NOCT P 34.10-2001.

KeyPairGen -alias name of key [-alg GOST3410EL] [-storetype HDImageStore] [-
storepath null] [-storepass null] [-keypass password] [-isServer true] -dname
CN=autor, OU=Security, O=CryptoPro,C=RU -reqCertpath C:/*.* -encoding der

-alias

YHVKanbHOE MMS 3anucbiBAaeMOro Koua
-alg

anropuTM A8 reHepaumm

(no ymon4yanuio GOST3410EL)
-storetype

nMsa kaoyeBoro Hocutens HDImageStore (okectkuii amck), FloppyStore (amcketa), OCFStore nnm
J6CFStore (kapToukmn)
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(no ymonuaHuio HDImageStore)

-storepath

NyTb K XpaHWIULLY AOBEpPeHHbIX cepTudunKaToB

(no ymonyaHwuio null)

-storepass

naposib Ha XpaHWnulie AOBEPEHHbIX CEPTUPUNKATOB

(no ymonyaHwuio null)

-keypass

napoJsib Ha 3anMuCbIBAaEMbIN K04

(no ymon4anuio null)

-isServer

€C/N KJII0Y CepBepHbIli, TO 3HadeHue true

(no ymonuaHwuio false)

-dname

uMsa cybbekTa Ans reHepaumm camonoAnncaHHoOro ceptudukarta

-encoding

koampoBka (DER/BASE64)

(no ymonuyanuio DER)

-reqCertpath

nyTb ANS 3anMcu 3anpoca

MonydeHHble TakMM 06pa3oM KOUM MOXHO MCMONb30BaTh Kak Ans reHepauum IM, Tak 1
ans obmeHa.

12.3.2.Mony4yeHune ceptTmdukaTa n3 3anpoca. 3anncb ceptudukaTa
B XpaHunuwie n B dann.
getCert -alias name of key [-storetype HDImageStore] [-storepath null]

[-storepass null] -http http://www.cryptopro.ru/certsrv/ -certpath C:/*.cer
-reqgCertpath C:/*.*

-alias
YHUKaNbHOE NUMS Kito4da
-storetype

uMsa knyesoro Hocutens HDImageStore (kecTtkmin anck), FloppyStore (auckerta), OCFStore nam
J6CFStore (kapToukun)

(no ymonyaHuio HDImageStore)

-storepath

NyTb K XpaHWIULLY JOBEPEHHbIX cepTndunKaTos
(no ymonyaHwutio null)

-storepass

napoJsib Ha XpaHwWIuLLe AOBepeHHbIX cepTudukaTos
(no ymonuanuio null)

-http

nyTb K LEHTpYy cepTudukauymm

-reqCertpath

nyTb K dhanny c 3anpocom

-encoding
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Kogmposka 3anpoca (DER/BASE64)

(no ymouaHuto DER)
-certpath

nyTb K panny Ansa 3anucm ceptudunkaTta

12.3.3.MocTpoeHune Luenovykn cepTmduKaTos.

Certs -alias name of key [-storetype HDImageStore] [-storepath null] [-storepass
null] [keypass password] -certs C:/my.cer,C:/*.cer,...,C:/root.cer
-alias

YHUKaNbHOE UMS Ktoua
-keypass

napoJsb Ha KoY

(no ymonyanwuio null)
-storetype

nMsa kaoyeBoro Hocutens HDImageStore (kectkun auck), FloppyStore (amckerta), OCFStore wnm
J6CFStore (kapTo4ku)

(no ymonuyaHuto HDImageStore)

-storepath

NyTb K XpaHWIULLY AOBEpPeHHbIX cepTudmkaTos
(no ymonuanwuio null)

-storepass

naposb Ha XpaHWnuLie AOBEPEHHbIX CEPTUPUNKATOB
(no ymonyanuio null)

-certs

nyT1 K ceptudmrkaTam

12.3.4.0opMmnpoBaHme 3N1eKTPOHHOW NOAMUCH.

dopMMpoBaHNE 3NEKTPOHHOM MOAMUCK OCYLLECTB/ISIETCA B COOTBETCTBUM C ajJrOPUTMOM
FOCT P 34.10-2001.

Signature -alias name of key [-storetype HDImageStore] [-storepath null] [-
storepass null] [-keypass password] -signpath C:/*.* -filepath C:/*.*
-alias

YHUKaNbHOE UMS KtoYa
-keypass

napoJsib Ha 3anuCbIBAEMbI K04
(no ymon4anuio null)
-storetype

nMsa knyesoro Hocutens HDImageStore (kectkmin amck), FloppyStore (ancketa), OCFStore unm
J6CFStore (kapToukmn)

(no ymonyaHuio HDImageStore)

-storepath

NyTb K XPaHUMULLY AOBEPEHHbIX CepTUDUKATOB
(no ymonyaHwutio null)

-storepass

naposb Ha XpaHwunuwie A0BEPEHHbIX CEPTUPUNKATOB
(no ymonuanuio null)

-signpath
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nyTb K danay noanmcu
-filepath

nyTb K noanuceiBaemMomy canny

12.3.5.lpoBepKa 31eKTPOHHOM NOAMNUCHK.

MpoBepKa 3/1EKTPOHHON NOAMUCK OCYLLECTBIAETCA B COOTBETCTBUM C anroputmamm FOCT
P IOCT P 34.10-2001.

SignatureVerif -alias name of key [-storetype HDImageStore] [-storepath null] [-
storepass null] -signpath C:/*.* -filepath C:/*.*

-alias

YHUKaNbHOE UMS Ktoua
-keypass

napoJsib Ha 3anMUCbIBAEMbI K04
(no ymonyanuio null)
-storetype

umsa knoyesoro Hocutens HDImageStore (kectkmin amck), FloppyStore (amcketa), OCFStore unm
J6CFStore (kapToukmn)

(no ymonyaHuio HDImageStore)

-storepath

NyTb K XPaHUMLLY AOBEPEHHbIX CepTUDUKATOB
(no ymonuaHwuio null)

-storepass

naposb Ha XpaHunulie A0BEPEHHbIX CEPTUPUNKATOB
(no ymonuanuio null)

-signpath

nyTb K danay noanmcu

-filepath

nyTb K NnpoBepsieMoMy daiiny

12.4.Ncnonb3oBaHue Kpuntollpo JTLS

12.4.1.3anyck cepsepa M3 KOMaHAHOW CTPOKMU.

Server [-port port] [-auth true] [-keyStoreType HDImageStore] [-trustStoreType
HDImageStore] -trustStorePath Ce/*.* —-trustStorePassword trust pass
-keyStorePassword key pass

-port

nopT cepsepa

(no ymonuanuio 443)

-auth

HY>XHa 1 ayTeHTUdUKauns KIneHTa
(no ymonuaHuio false)
-keyStoreType

TMN kn4veBoro Hocutenss HDImageStore (kectkuii amck), FloppyStore (amckerta), OCFStore nnu
J6CFStore (kapTouku)

(no ymonuyaHuto HDImageStore)
-trustStoreType

TUN HOCUTENs ANa XpaHunuwa [OBepeHHbiX cepTudukatos HDImageStore (kecTkmin Auck),
FloppyStore (anckera)
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(no ymonuaHuio HDImageStore)

-trustStorePath

NyTb K XpaHWIULLY [OBEpPEHHbIX cepTnudnkaTos
-trustStorePassword

naposib Ha XpaHunuile A0BepeHHbIX cepTudukaTos
-keyStorePassword

napoJsib Ha KoY

-servDir

paboyas aupekTopus cepsepa

(no ymon4yaHuio Tekywas)

MNpwn 3anpoce pecypca shutdown CepBeEp OCTaHaBNMBAETCH, NpeaBapuUTeNbHO MOCnaB
KJIMEHTY OTBET, KOTOPbIN COAEPXUT coobLleHME 06 OCTaHOBKE cepBepa Mo OKOHYaHUM CECCUN.

12.4.2.3anycK KnmMeHTa U3 KOMaHAHOM CTPOKMW.

Client [-port port] [-server serverName] [-keyStoreType HDImageStore] [-
trustStoreType HDImageStore] -trustStorePath C:/*.* -trustStorePassword trust pass
-keyStorePassword key pass [-fileget gettingFileName] [-fileout outputFilePath]
-port

nopT cepeepa

(no ymonuaHuio 443)
-server

nuMs cepsepa

(no ymonuaHuto localhost)
-keyStoreType

TMN kno4veBoro Hocutens HDImageStore (kectkuii anck), FloppyStore (amckerta), OCFStore nnu
J6CFStore (kapToukm)

(no ymonuaHuio HDImageStore)
-trustStoreType

TUN HOCUTENa ANs XpaHuauwa J[AoBepeHHbix cepTudukatoB HDImageStore (KeCcTkuii Auck),
FloppyStore (anckeTta)

(no ymonuyanuio HDImageStore)
-trustStorePath

NyTb K XPaHUMMULLY AOBEPEHHbIX CepTUDUKATOB
-trustStorePassword

naposib Ha XpaHunulie AOBEPEHHbIX CEPTUPUNKATOB
-keyStorePassword

napoJsib Ha KoY

-fileget

uMs pecypca

(no ymonyanuio index.html)

-fileout

nyTb K aliny BbiBOAA

(no ymon4anumio out.html)
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12.4.3.3anycK K/IMeHTa Harpy3o4Horo npuMepa n3 KoMaHaHou
cTpoku (samples.jar/JTLS_samples/HighLoadExample).

JTLS samples.HighLoadExample -client [-port hostPort] [-host hostName]

[-get

sourcePage] [-t T] [-n N] -source sourceDir -store tempDir -trustStorePath C:/*.*
[-trustStoreType trust type] -trustStorePassword trust pass [-keyStoreType
keystoreType] [-keyStorePassword key pass] [-ct X] [-external] [-apache4] [-trace]

[-help]

Mpn  BbLIMNONIHEHMM  KOMaHAbl, BO3MOXHO, noTpebyeTrca ykasaTb MNapaMeTpbl
-Dcom.sun.security.enableCRLDP=true -Dcom.ibm.security.enableCRLDP=true pans

OCYyLLEeCTB/IEHMS NPOBEPKM Leno4Ykn ceptndukaTos online.
-port
nopT cepeepa
(no ymonuaHuio 443)
-host
uMsa cepsepa
(no ymon4anuio 127.0.0.1)
-get
UMS 3arpy>aemoro pecypca
(no ymonyanuto default.htm)
-t
KOJINYECTBO NMOTOKOB (MOAK/IOHEHNI)
(no ymon4yaHuio 2)
-n
KOJINYECTBO 3anpoCoB Ha NMOTOK (MOAK/IOUYEHME)
(no ymon4yanuio 2)
-source
narnka c pecypcamu ans nepegaym cepBepoM KIMeHTy (MoKa He Ucnonb3lyeTcs)
-store
nanka Ans COXpaHeHus 3arpyxaeMmoro pecypca
-trustStorePath
NyTb K XPaHUMMLLY AOBEPEHHbIX CepTUDUKATOB

-trustStoreType

TUN HOCMTENs ANns XpaHunvuwa AoBepeHHbix cepTudukatoB HDImageStore (kecTkuii Auck),

FloppyStore (auckeTa)

(no ymonuyaHuto HDImageStore)
-trustStorePassword

naposib Ha XpaHunuiLe AOBEpPeHHbIX cepTudukaTos

-keyStoreType

TMN kno4veBoro Hocutens HDImageStore (kectkuii anck), FloppyStore (amckerta), OCFStore nnu

J6CFStore (kapTo4ku)

(no ymonyanumio HDImageStore)
-keyStorePassword

napoJsib Ha KoY

-ct

TavmayT paboTbl NOTOKa KAMEHTa (ceK.)

(no ymon4yaHuio 5 MuH.)
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-external
O3Ha4aeT NoAkKJItoYeHme K "BHelwHeMy" (He co3aaHHOMY B 3TOM Xe NpUMepe) cepBepy
-apache4

03HayaeT ucnonb3oBaHue apache http client 4.x BMecTto BHyTpeHHero knacca Client. bubnuortekn
apache pomxHbl 6bITb B KaTanore lib/ext

-trace
O3Ha4aeT NoApo6HbIN BbIBOA B KOHCO/b
-help

VIHCbOpMaLI,VIﬂ O TOM, Kakne KoOMaHAbl MOXXHO UCMNOJZIb30BaTb

12.4.4.3anycK KnmeHTa Ha ocHoBe apache http client 4.x u3
KOMaHAHOM CTPOKM
(samples.jar/JTLS_samples/ApacheHttpClient4XExample).

JTLS samples.ApacheHttpClient4XExample [-port hostPort] [-host hostName] [-get
sourcePage] [-allow] [-auth] [-save path] -trustStorePath C:/*.* [-trustStoreType
trust type] -trustStorePassword trust pass [-keyStoreType keystoreType] [-
keyStorePassword key pass] [-help]

MNpn  BBbINOJIHEHWMM  KOMaHAbl, BO3MOXHO, noTpebyeTrcs  ykasaTb MapaMeTpbl
-Dcom.sun.security.enableCRLDP=true -Dcom.ibm.security.enableCRLDP=true ans
OCYLLeCTB/IEHUS NPOBEPKU Lenoyku ceptudukaTtos online.

-port

nopT cepeepa

(no ymonuaHuio 443)

-host

uMs cepsepa

(no ymonyanumio 127.0.0.1)

-get

UMS 3arpy>aeMoro pecypca

(no ymonuanwutio default.htm)

-save

NOMHbIN NYTb AN COXPAaHEHUSs 3arpyXXeHHOro pecypca
-allow

[ANS OTK/IIOYEHMS MPOBEpPKM COOTBETCTBUSA aapeca pecypca n CN cepBepHoro ceptudukaTa
-auth

YyKa3bIBaeT Ha HEOH6XOANMOCTb KJIMEHTCKON ayTeHTUdMKaumm
-trustStorePath

NyTb K XPaHUMMULLY AOBEPEHHbIX CepTUDUKATOB
-trustStoreType

TUN HOCUTens ANns XpaHunuuwa AOBepeHHbix cepTudukatoB HDImageStore (kecTkmin auck),
FloppyStore (auckeTa)

(no ymonyanuio HDImageStore)
-trustStorePassword

naposb Ha XpaHWnulie AOBEPEHHbIX CEPTUPUNKATOB
-keyStoreType

TMN kno4veBoro Hocutens HDImageStore (kectkuii anck), FloppyStore (amckerta), OCFStore nnu
J6CFStore (kapToukm)

(no ymonuaHuio HDImageStore)
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-keyStorePassword

naposb Ha KoY
-help

VIHCbOpMaLI,VIﬂ O TOM, Kakne KoMaHAbl MOXXHO UCMNOJIb30BaTb
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