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© 000 "Kpunto-MNpo", 2000-2016. Bce npaBa 3awjmLieHbl.

ABTOpCKME npaBa Ha CpeAcTBo Kpuntorpaduyeckon 3awmuTbl WHOOpMauUnm
«Kpuntollpo JCP» Bepcna 2.0 M 3KCMAyaTauuMOHHYK  AOKYMEHTauuio
3aperncrtpmpoBaHbl B POCCMIACKOM areHTCTBe MO MaTeHTaM W TOBapHbIM 3HaKaM
(PocnaTteHT).

JOKYMEeHT BXOAMT B KOMMJIEKT MOCTaBKM MporpaMMHoro obecnedyenuns CK3U
«Kpuntollpo JCP» Bepcus 2.0, Ha Hero pacnpoCcTpaHsTCsa BCe YC0BMS
NVNLEH3UOHHOro cornawenuns. bes cneuymanbHOro NMCbMeHHOro paspeweHus 000
"KPUNTO-MPO" AOKYMEHT MM €ro 4acTb B 3/1IEKTPOHHOM MM MedyaTHOM BUAE HE
MOryT 6bITb CKONMpPOBaHbI N NepeAaHbl TPETbUM NiMLAM C KOMMEPYECKOMN Lenblo.
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1. BBeneHune

«Kpuntollpo JTLS» Bepcua 2.0 4aBnsetca NporpaMMHbIM  KOMMJIEKCOM  3alUUThI
nHdopMaunm, paspaboTtaHHbIM Ha ocHoBe «Kpuntollpo JCP» Bepcusa 2.0 n peanusyrolinm
npoTokosibl SSL n TLS B COOTBETCTBMU C POCCUNCKMMN KPUNTOrpadmnyecKnmMm anropmtmamu.

OcHoBHble dyHKUMK, peannsyemble «Kpuntollpo JTLS» Bepcusa 2.0:
e [1Be cxeMbl ayTeHTUDUKALUNM C UCMOJIb30BaHMEM 0b6MeHa K/lOUEen Mo anroputmy
Onddu-XannmaHa v xawmnposBaHus B cootBeTcTBumM ¢ TOCT P 34.11-94.
o OAHOCTOPOHHSAS - @HOHUMHbIN K/IMEHT, ayTEHTUMULMPYEMBI CEPBEP;
o [OBYXCTOPOHHSASA - ayTeHTUDUUMPYEMbIE KITMEHT N CcepBep.
B cnydae ayTteHTUdMKauMm KAMEHTA Ha KJlOYE MOAMUCK MPUMEHSAIOTCH asropuTMbl
BblpaboTKN 3NeKTPOHHOM noanucm B cootBeTcTBum ¢ NOCT P 34.10-2001 wnm FOCT P
34.10-2012 v npoBepku B cooTBeTcTBUM € TOCT P 34.10-2001 nan TOCT P 34.10-2012.
e WndpoBaHue coeanHeHnsa B cootTsetcTeum ¢ FOCT 28147-89;
e MMMUTO3ALLMTA NepefaBaeMblX AaHHbIX B cooTBeTCcTBUM ¢ TOCT 28147-89.
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2. KoHTponbHada naHesnb

OcHoBHOM Habop 3aknagok KOHTPosbHOM naHenu «Kpuntolpo JCP» Bepcusa 2.0 onucaH
B «PykoBoacTtBe agMmHuUcTpaTopa». locne ycraHoBkun moaynsa «Kpuntollpo JTLS» Bepcus 2.0
Ha KOHTPO/IbHOW MaHenNu NosSBATCSA COOTBETCTBYIOLWME 3aKNaaKM.

2.1.3aknagka "Cepsep JTLS"

| £:| Hactpoiikm Kpuntollpe JCP

Oume i ANropHTHBE i ORopyaosaHue __j______ﬂqnnuum‘[enhm E OKpyHEHHE
KPEHANHLLE KAKYEH M CepTUDMKETOS ! Cepeep JTLS | HacTpolik cepeepa

Kpuntollpo JTLS v.2.0, rel.2.0.26921
(c) KpunTo-Mpo, 2005-2013, sce npasa 3alMLLEHbI

Muuenzua

! Bepcua: 2.0
CepuitHeIi HoMEp: CT109-HO030-00UC 1-PP
Bnagenew; He ycTaHoBneH
OpraH1zauma; He ycTaHoBneHa
Tan: CepsepHan
JonycTHMOE KONWYECTEO CECCHi: HeorpaHu4eHHoe
Bpema nefcTEMA: Ao 03.11.2013
[Jata nepeoil yCTaHoBKM: 05.08.2013

EBBoA NHUEH3MK

[ oK ] [ OTMeHa ] MpMeHuTE

PucyHok 1. BHewHuit Bup naHenu "JimueHsusa" (BpeMeHHasi IMLeH3un)

JaHHas naHenb copepXuT uHdopMauuto o cepBepHon nuueHsnm «Kpuntollpo JTLS»
Bepcusa 2.0. PaboTa c gaHHOWM MaHenbk aHanornyHa pabote c 3aknagkonm "O6wwme" (nNaHenb
"NMnueHsunsa").
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2.2.3aknagka "Hactponkun cepsepa”

| £5| Hacrpoiiku Kpuntollpo JICP —— — ‘ - = o o | | .

HacTpoiikn cepeepa

AYTEHTHMDHKSLMA KNMEHTA He TpedyeTcA
PasMep K3wWwa cecouit 20
BpemMA XpaHEHWA CECoMIA B Kalwe (4) 2415

V| NpoBepATE CepTUMKATE! LENOUKM HE OT36IE
/| 3arpysate CRL no CRLDP cepTudwicata (no ymonuyaHmio)

| 3arpy#ate CRL 13 nankm

Renegotiation indication

"1 PazpewnTe HebesonacHoe so306HOBNEHME CecoMM W HeCOOTBETCTEWE RFC 5746
@ 3anpeTTh HebesonacHoe Bos0PHOBNEHME CECOMM, PASPELMTE HECOOTEETCTEME RFC 5746

") TpebosaTh Hanuqme RI v cTporoe cooTeeTcTEMe RFC 5746

| OK | l OTMeHa MpMMEHKTE

PucyHok 2. BHewHuii Bua naHenu "Hacrtpoiiku cepBepa"”

[laHHas naHesb COAEPXUT HACTPOWKM cepBepa:

e AyTeHTMdMKaUNSA KNMEHTA:

o He TpebyeTcsa (N0 yMOJIUAHMUIO)
o KenaTefnbHa
o TpebyeTcs

e Pasmep kawa ceccui (KONMYECTBO CECCMn; No yMon4vaHuio O - HeorpaHn4YeHHoe)

e Bpema XpaHeHus ceccuin B kaLwe (Mo yMonyaHuio 24 yaca; ecnu pasmep Kawa
ceccuin He 3agaH (=0), To "cTapble" ceccnmn yaansaTbcs He 6yayT).

e B0O3MOXHOCTb MOJSIHOrO OTKAOYEHUS NPOBEPKU LIENOUKN cepTUdUKATOB Ha OT3bIB,
BKJIlOUEHMe npoBepku € ycnosmeM 3arpy3km COC n3s cetn no CRLDP ceptudukara,
BKJTlOUEHME NMpoBepkun C ycnosmnem 3arpyskm COC 13 nanku (3agaeTtcs abContoTHbIA MyTb
K nanke ¢ COC).

e OTKIOYEeHMEe, BKIOYEHUE 1 TpeboBaHWe noaaepxKu pacwmpeHnsa Renegotiation
Indication (RFC 5746). 3agaHne AaHHbIX HAaCTPOEK C MOMOLLbI NapaMeTpoB
-Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
-Dru.CryptoPro.ssl.allowLegacyHelloMessages=<value> B NpunoxeHnn nMeet
NPUOPUTET BbIlLE U NnepeonpeaenseT HacTponku JTLS. Mapbl yKa3aHHbIX CBONCTB
obpa3yloT cneaywwme rpynnbl;

Allow Legacy Hello Allow Unsafe AHanorusa c CSP TLS
Pexxum .
Messages Renegotiation
Crporuit (strict) false false Tpebyem RFC 5746: Hanuume RI obssartenbHo,

npoBepKa BbINOJIHAETCS

Be3onacHbIi
(interoperable)

MopanepxuBaem RFC 5746(no yMmonuaHuio B
true (SUN default) false CryptoPro CSP 4.0): Hanuuue RI Heobsa3aTenbHoO,
npoBepka MOXEeT BbINONHATLCS

Hebe3onacHbin true true He nopaepxuBaem RFC 5746 (no yMonyaHuio B
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(insecure)

CryptoPro CSP): Hanuume RI
NnpoBepKa He BbINOJIHAETCA

Heobs3aTeNnbHO,
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