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1. OBWWIMNE YKASAHWNA

1.1 ®opmynap Ha wusgenne - Cpeacrtso kKpunrtorpaduydeckon 3awmtbl uHpopmaumm (CK3UN)
«Kpuntolpo JCP» Bepcusa 2.0 - aBAsSETCA AOKYMEHTOM, YZAOCTOBEPSOLWMM rapaHTUPOBaHHbIE
npeanpusaTUeEM-mn3roToBMTeNeM OCHOBHble Xxapaktepuctmkm CK3U, onpepensowmMm  KOMMAeKT
NOCTaBKM, OTpaxkalolWMM CBeAEHUS O NMPOU3BOAMMbBIX U3MEHEHMUSAX B KOMMJIEKTe MOCTaBKW U Apyrue
JaHHble 3a BeCb Nepuog aKcnayataumu.

1.2 OkcnnyaTtaumsa CK3U «Kpuntollpo JCP» Bepcusa 2.0 pomkHa NpoBOAUTBCS B COOTBETCTBUM C
3KCNayaTauMOHHOW AOKYMeHTaumen, npeayCMOTPpEHHON HacToawmM ®opMynsapoMm, U B COOTBETCTBUM
c pasgenom V «MNonoxeHnsa o pa3paboTke, NpoOM3BOACTBE, peanu3auumM U 3KCrayatauum
wudpoBanbHbIX (KpunTorpadunueckmx) cpeacts 3awmnTbl MHPopMmaumn (MonoxeHne-2005)».

1.3 Nopspok obecneveHnss nHbopMaunmoHHOM 6e3onacHOCTU nNpu ucnonb3oBaHum CK3U «Kpuntollpo
JCP» Bepcmsa 2.0 onpepensieTcs pyKoOBOAUTENEM 3KCMJlyaTUpYlOWen opraHusaummM Ha OCHOBe
TpeboBaHMN MO OpraHM3auMOHHO-TEXHMYECKMM MepaM 3alunTbl, U310XEHHbIM B 3KCMNJyaTauNOHHOM
AoKyMeHTaumm Ha CK3U.

1.4 OAng skcnnyaTtaumn CK3U HeobxoamMMo BbINOAHUTL TpeboBaHus no pasmelweHnto CK3U:

1. B cnyyae nnaHuvpoBaHusa pa3MmeweHns CK3M B noMmewleHunax, B KOTOPbIX MPUCYTCTBYET
pedyeBas akKycTMyeckas W Bu3yanbHasa WHQoOpMauusa, coaepxawas CBeAeHus, CcocTaBasiowme
rocyfapCTBeHHY TaWHy, n (unn) yctaHoBneHbl AC M cucTeMbl npuema, nepepaydu, obpabotku,
XpaHeHus n otobpaxkeHnsa mHdopMauunm, coaepxallen CBeAeHUs, COCTaBsLWLmMe roCyAapCTBEHHYIO
TaiHy, AC WHOCTpaHHOro npoum3BOACTBa, Ha KOTOpbiX GYyHKUMoHMpyeT CK3W, p[onxHbl O6biTb
NnoABEPrHyTbl MPOBEPKaM MO BbISABAEHUIO YCTPOUCTB, NpeAHa3Ha4vYeHHbIX ANS HerfacHoro nosayyeHus
MHdopMaunm;

2. B cnyyae nnaHupoaHusa pasmeweHus CK3UW B nomeweHuax, B KOTOPbIX OTCYTCTBYET
pedyeBas akKycTMyeckas W Bu3yanbHasa WHQOpMauus, cogepxalwas CBeAeHUs, CcocTasnsiowme
rocyAapCTBEHHYH TalHy, W He YycTaHoBreHbl AC UM cucTeMbl npueMa, nepegaym, ob6bpaboTtku,
XpaHeHus n otobpaxeHns uHdbopmauuu, cogepxalleirt CBeAeHUs, COCTaBnsloWwme rocyaapCTBEHHYIO
TaHy, peweHne O npoBedeHuUn npoBepok AC WMHOCTPAHHOrO MNPOM3BOACTBA, Ha KOTOPbIX
dyHkunoHupyetr CK3WN, npuHumaeTca opraHusauunen, obecrneduBaroLllen 3KCrayaTaumio AaHHbIX
CK3W.

1.5 cnonb3oBaHne CK3W pgns 3awunTbl peyeBo WHdopMauum 3anpeweHo 6e3 npoBeaeHus
COOTBETCTBYOLWMX AONOAHUTENbHbBIX UCCef0BaHUN.

1.6 MNopsgok obecnedyeHns uMHPOpMaUMOHHONM  6e3omacHOCTM  nNpu ucnonb3oBaHunm  CK3U
onpefensieTcd pyKoOBOAUTENEM 3KCryaTupylowen opraHusaummM Ha OCHOBE OpraHuM3auuoHHO-
TEXHUYECKNX Mep 3alUnTbl, U30XEHHbIX B 3KCM/yaTauMoHHOM AokyMeHTaumun Ha CK3N.

1.7 Npwn akcnnyaTtauum CK3U «Kpuntollpo JCP» Bepcus 2.0 AO/MKHbI UCMOMb30BaTbCs cepTUDMKATI
OTKpPbITbIX KJlOYeNn, BbiNyLWEHHble YAOCTOBEPSOWNM LEHTPOM, CepTUdMUMPOBaHHbIM MO Kaaccy
3aWnTbl HE HMXeE K/acca 3awmTbl ucrnosbsyemoro CK3U.

1.8 MNpwu BcTpamBaHun CK3UN «Kpuntollpo JCP» Bepcusa 2.0 B npukiagHbie cUCTeMbl HEO6X0AMMO MO
TexHunyeckoMy 3apaHuio, cornacosaHHoMy ¢ ®CB Poccun, npoBOAUTbH OLEHKY BIWAHUA cpenbl
dyHKUMOHMpoBaHua CK3U Ha BbiNnonHeHMe npeabsaBneHHbiX kK CK3U TpeboBaHuin B cnyyasx:

— ecnu VIHCbOpMaLl,VIﬂ KOHCbVI,CI,eHLl,VIa}'IbHOFO XapaKTtepa noanexwuT 3alunTte B COOTBETCTBMU C
3aKoHoAaTeNnbCTBOM Poccuinckom CDep.epauMM;

—Mpu opraHusaumum Kpuntorpaduyeckon 3awunTbl MHGOpPMauMnM  KoHbDMAEHUMANBHOIO
xapaktepa B denepanbHblX opraHax WCNOAHUTENbHON BAcCTU, OpraHax WMCAOMHUTENbHON BRACTU
cybbekToB Poccuiickon ®epepaunn (ganee - rocyaapCTBEHHbIe OpraHbl);

—npu opraHusaumuM kKpuntorpadmnyeckon 3awuntbl MHIOpPMaLUMM  KOHDUMAEHUMANBHOIO
XapakTepa B OpraHusaumsax He3aBUCUMMO OT WX OpraHuM3auMoHHO-MNPaBoBOM @OpPMbl U  DOPMbI
CO6CTBEHHOCTU NpW BbINOSIHEHUM UMW 3aKa30B Ha MNOCTaBKYy TOBapoOB, BbINOSHEHMe paboT wau
OKasaHume ycnyr Ana  rocyaapcTBeHHbIX  HyxXAa (danee -  opraHm3auuum,  BbIMOJHSAOWME
rocyAapCTBEHHblE 3aKasbl);

—ecnn o6s3aTeNbHOCTb 3aWMTbl MHpOPMauMM KoHbDMAEHUMANbHOrO0 XapakTtepa BO3/araercs
3aKoHoAaTenbCTBOM Poccuickon degepaumm Ha UL, UMEKOWMX AOCTYN K 3TOW MHGOpMauun mnum
HaAENEHHbIX MOJIHOMOYMAMM MO  PaACNOPSHKEHUK CBEAEHUSMW, COAepXalwuMucs B AaHHOM
nHdbopmaunm;

—npn obpabaTbiBaHUM MHPOpMaunmM KOHDUAEHUNANBLHOIO Xapakrtepa, obnagatenemMm KoTopomn
ABNSAKTCSA rOCyAapCTBEHHbIe OpraHbl UK OpraHM3aunu, BbIMOJIHSAOWME rOCyAapCTBEHHbIE 3aKasbl, B



c/lyyae MpUHSATMS MMKM Mep MO OXpaHe ee KOHdMAeHUManbHOCTM MYyTEM MCMONb30BaHMSA CpPeacTB
KpunTorpadmMyeckon 3awmTbl;

- npu obpabaTtbiBaHMM MHbDOPMaUMM KOHMUAEHUMANbHOIO XapakTepa B rOCyAapCTBEHHbIX
opraHax W B OpraHu3auumsax, BbIMOAHAWMX roCyAapCTBEHHbIEe 3akasbl, obnagatenb KOTOPOWA
NpUHNUMAET Mepbl K OXpaHe ee KOHPMAEHUMANbHOCTM MyTeM YCTaAHOB/IEHUS HeobXxoAMMOCTHU
KpunTorpadmMyeckon 3awmTbl AaHHOM wHMOpMaumu. B ocCTanbHbIX Cllydasx peKoMeHAayeTcs
MPOBOAUTbL YCTAHOB/IEHHbIM MOPSAKOM MNPOBEPKY KOPPEKTHOCTM BCTpamBaHua CK3UN «Kpuntollpo
JCP» Bepcus 2.0 B npukNagHble CUCTEMbI C Liebl0 OueHKM 0H60CHOBAaHHOCTM M AOCTATOYHOCTU Mep,
MPUHATBIX 414 3awnTbl MHPopMaumu, obpabaTtsiBaemon CK3U.

MpoBeaeHne oUEHKN BAUSIHUS MPUIOXEHUIN, BXOASLWMX B COCTAB ONEPaUMNOHHbIX CUCTEM, He
TpebyeTtcs.

B ocCTanbHbIX CAy4dasax peKkoMeHAYeTCs NpOoBOAMTb YCTAHOBAEHHbIM MOPSAKOM MPOBEPKY
KOppPEeKTHOCTM BcTpauBaHus CK3W B npuknagHble CUCTEMbl C UENbl OueHKM 060CHOBAHHOCTU W
AOCTaTOYHOCTWN Mep, NPUHATLIX AN 3awmTbl nHbopMaunm, obpabaTtbiBaemort CK3N.

B cnyyae ncnonb3oBaHUs BbI30OBOB, HE BXOAAWMX B nepedveHb n. 10 gokyMeHTa XTAW.00091-
01 92 01. MpaBwuna nonb3oBaHusl, He06xoaAMMO Npou3BoAMTb pa3paboTky otaenbHoro CK3U Ha 6asze
«KpunTtolpo JCP» Bepcusa 2.0 B COOTBETCTBUU C AENCTBYOWEN HOpMATUBHOM 6a30i (B 4aCTHOCTH, C
MoctaHoBneHnem T[lpaButenbctBa Poccuiickon ®epepaumm ot 16 anpena 2012 r. N9313 wu
MonoxeHnem o pa3paboTke, MNpPOM3BOACTBE, peanmMsauum U 3IKCNJyaTtaumm  WngpoBanbHbIX
(kpunTorpadmueckmx) cpeacts 3awmnTtbl nHpopmauum (MonoxeHune MK3-2005)).

1.9 CK3U cooTBeTcTBYET «TpeboBaHWAM K cpeacTBaM 37eKTpoHHOW noanucm» (MpunoxeHne 1 K
Mpukaszy ®Cb PO ot 27 pekabps 2011 r. N2 796 «O6 yrtBepxaeHunm TpeboBaHWM K cCpencTBaM
3NEeKTPOHHOM nognmcm n TpeboBaHMM K CpeacTBaM yAOCTOBEPSAIOLWEro LEHTpa») Npu UCrNosb30BaHMK
B CMCTeMax C aBTOMaTU4YeCcKuM co3gaHueMm wu (Mamn) aBTOMATUYECKOW MPOBEPKON ISNEKTPOHHOM
noAnucwu.

1.10 ®opmyngap BxoaumT B KomnnekT noctasku CK3UM «Kpuntollpo JCP» Bepcusa 2.0 U gonxeH
MOCTOSAHHO XpaHUTbCS B opraHe (moapasaeneHnm), OTBETCTBEHHOM 3a 3KcrnlyaTaumio CK3U.

1.11 Bce 3anuncu, BHOCMMble B (opMynsap, AO/KHbI ObiTb 3aBEpPEHbl IMLAMW, OTBETCTBEHHbLIMWU 3a
akcnnyaTtaumio CK3N.



2. TPEBOBAHUA K SKCIIJTYATALUNN CK3U

Mpn skcnnyataumn CK3UN «Kpuntollpo JCP» Bepcua 2.0 AomKHbI BbIMOMHATLCA cneayowme
TpeboBaHus:

1. CpeactBammn CK3M He gonyckaeTtcs o6pabaTbiBaTb MHMOPMALINIO, COAEPXKALLYIO CBEAEHUS,
COCTaB/ALINE rOCYAAPCTBEHHYIO TalHY.

2. lonyckaeTcs wucnonb3oBaHne CK3W ana kpuntorpaduyeckoi 3aluTbl MNepCoHasbHbIX
[AaHHbIX.

3. KnoueBas MHdopMauma ABNSETCS KOH(pUAEHUNANbHOMN.

4. Cpok pencreus ktoda nposepku 3l- He 6onee 15 neT nocne oKOHYaHUS CpokKa AenCTBuUS
cooTBeTCcTBYIoLWero kato4da JI1.

5. BHewHAs ramma, ucnonb3yemas Ansa MHULMANM3auMuM COCTOssHMS nporpammHoro [CH,
ABNAETCS KOH(PUAESHLNANIbHOMN.

6. CK3U1 OOJIKHO MCNOS1b30BaTbCA co cpeacresamm QHTUBMPYCHOM 3alUnThl,
ceptudmumposaHHbiMn  ®CB Poccun. Knacc aHTMBUPYCHbIX CpPeacTB  3alnTbl  onpeaensercd
ycnosusamMun skcnnyataumn CK3W B aBTOMaTM3MpOBaHHbLIX cuctemMax. B cnydyae ux oOTCyTCTBUSA
peKoOMeHAYeTCs N0 BO3MOXHOCTU MUCMOJIb30BaThb CYLECTBYOLWME aHTUBUPYCHbIE CPeACTBa 3alluThl.

7. PasmeweHne CK3M B nomeweHunsix, B KOTOPbIX ocyuwlecTBnsetrcs obpabotka mHdopmaumu,
coAep)allen cBeAeHusl, COCTaBMSALWME FOCYAAPCTBEHHYO TaWHy, OCYLLECTBNSETCS YCTaHOB/IEHHbIM
MnopaaKOM.

8. Mpwn akcnnyatauum CK3U «Kpuntolpo JCP» Bepcmsa 2.0 HEO6X0AMMO pPYKOBOACTBOBATHLCS
MK3-2005.

9. Mpn 3kcnayataumm CK3UM «Kpuntollpo IJCP» Bepcus 2.0 HeobxoamMMO BbIMOSIHEHME
aencteytowmx B Poccuiickon ®depepaumm TpeboBaHUMi Mo 3awmTe MHGOpPMaUMM OT YTEYKM 1o
TEXHUYECKUM KaHanaMm, B TOM yucne, no kaHany ceasun (Hanpumep, CTP-K).

10. YctaHoBka CK3W Ha pabouvee MecTo nosb30oBaTesNisi MOXET ObiTb OCyLlEeCTB/IEHA TONbLKO B
clyyae  noATBEPXAEHUS  LENOCTHOCTM  MOJIYYEHHbIX  YCTaHOBOWYHbIX  Moaynen CK3UN  wu
3KCMn/lyaTaumMoHHOM paokyMeHTaumm (n. 5 XTAW.91-01 90 01. Kpuntollpo JCP. PykoBOACTBO
aaMunHuUcTpaTtopa 6e3onacHocTu).



3. ObWNME CBEAEHNA N OCHOBHbBIE XAPAKTEPUCTUKWN CK3U

3.1 CK3UN «Kpuntolpo JCP Bepcusa 2.0 npegHasHayeHO ANS 3awWuTbl OTKPbITOM MHMOpMauum B
MHMOPMALMOHHBLIX cucTeMax obuwiero nosb3oBaHua (BblYMCNEHUE/MPOBEPKA 3NEKTPOHHOM Moanucn)
obecneyeHns 3aWnTbl KOHOUAEHUMANBHOM MHPOPMALMK, HE coaepXXallen CBeAeHUN, COCTaBASOWMX
rocyapCTBEHHYIO TaliHy, B KOPMOPaTUBHbLIX MH(POPMALMOHHbBIX CUCTEMAX C BbIMOSIHEHUEM (PYHKLUMIA:

1) dopMmMpoBaHMe CECCUOHHbBIX KJOUYEN, Kto4ven obMeHa n kao4ven cosgaHus/nposepku II1, ux
MMMNOPT/3KCNOPT N3/B KJIIOYEBON KOHTENHEDP;

2) 3alMLEeHHOE XpaHEeHNE MOJIb30BaTENbCKUX K/IIOUEN B K/TIOYEBOM KOHTEWHEPE C UCMOJ/Ib30BaAHMEM
LWMDPOBAHNSA, UMUTO3ALLUUTBI U ayTEHTUDUKALMN AOCTYNA;

3) xawmnpoBaHue, GopMrUpoBaHmne/NMpoBepKa 3/IEKTPOHHON NOoANUCK AaHHbLIX B 061acTsaX naMaTu;
4) naeHTndukaums, ayteHTudukaums, wmdposaHne n ummntosawmnTta TLS-coeanHeHnit;

5) wudpoBaHne/paclungpoBaHme AaHHbIX, BbluMCNEHNE UMUTOBCTABKM B 061acCTAX NaMaATU.

3.2 UcnonHernnss 1 un 2 CK3WN «Kpuntollpo JCP» Bepcus 2.0, DdYHKUMOHUPYET Mo YyrnpaBlleHUEM
cnepyrwmx Java-mMalluvH:

e Java-mawwuHa npowusBoactBa Oracle «Java(TM) 2 Runtime Environment, Standard Edition
Bepcun 1.6 u Bbllwe Ha 32-6uTHOM 1 64-6uTHOM nnaTtdopme.

e Java-mawwuHbl J9VM npoussoactea IBM «Java(TM) 2 Runtime Environment, Standard Edition»
Bepcun 1.6 1 Bbiwe Ha 32-6UTHOM N 64-6MTHOM NnaTdopmMe.

MopsaoK M CpoOKM 3KCryaTauunm BUPTYasbHbIX MalWH, B CpefAe KOTOpbIX (PYyHKUMOHUpYeT
CK3WM «KpunTtollpo JCP>» Bepcusa 2.0, onpenenstoTcs NponsBoamTensiMmm BUpTyasbHbIX MalunH.

3.3 CK3M npepgHa3HavyeHO A8 UCNONb30BaHUSA Ha  Cnegylowux nNporpaMMHoO-anmnapaTHbIX
nnatdopmax:

Windows
Windows Vista/7/8/8.1/Server 2003/2008 (x86, x64) (ToNbKO COBMECTHO C Java-
MalwmnHow npoussoactea Oracle);
Windows Server 2008 R2/2012/2012 R2 (x64) (TonbKO COBMECTHO C Java-MaluuHOMn
npounssoactea Oracle);

LSB Linux
OC Linux, yoosnetsopsiowme ctaHgapty Linux Standart Base ISO/IEC 23360 (x86, x64) Bepcum LSB
4.x:

CentOS 4/5/6/7 (x86, x64);

Fedora 23/24/25 (x86, x64);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64);

Oracle Linux 5/6/7 (x86, x64);

OpenSUSE 12.2/12.3/13.1/13.2 (x86, x64);

SUSE Linux Enterprise 10/11/12 (x86, x64, POWER);

Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64, POWER);
Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 7/8 (x86, x64, POWER);

Unix
ALT Linux 6/7 (x86, x64);
ALT Linux 6/7 (ARM) (TonbKo COBMECTHO C Java-mawunHon npomssoactea Oracle);
Ubuntu Phone (ARM) (ToN1bKO COBMECTHO C Java-MawunHon npomnssoactea Oracle);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJBbT/HUKESIb (x86, x64);
FreeBSD 8/9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER) (TON1bKO COBMECTHO C Java-MalunHON npomnsBoacTea IBM);
Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
Solaris 10 (sparc, x86, x64) (TonbKO COBMECTHO C Java-malinHon npounssoacTtea Oracle);



Solaris 11 (sparc, x64) (TonbKO COBMECTHO C Java-malwmnHoh npoussoactea Oracle).

3.4 AnroputM 3awmndposaHusg/pacundpoBaHnsa AaHHbIX U BblUMCNEHNWE MMUTOBCTABKM peann3oBaH B
cooTtBeTcTBUM C TOCT 28147-89 «Cuctembl 06paboTku nHdopmaumnn. 3awmTta Kpuntorpaduyeckas.
AnroputM Kpuntorpadumnyeckoro npeobpasoBaHus>».

3.5 AnroputMbl (pOPMMPOBAHUS N MPOBEPKN INEKTPOHHOM MOAMUCKM peanin3oBaHbl B COOTBETCTBUU C
FOCT P 34.10-2012 «WHpopmaunmoHHas TexHonorus. Kpuntorpaduyeckas 3awmta MHGoOpMaumu.
Mpoueccbl OpMUPOBAHNA U MPOBEPKM 3NEKTPOHHOM uudposoin nognucu» n FOCT P 34.10-2001
«MHbopMaunoHHas  TeXHONorus. KpunTtorpadumyeckas  3awmTa nHdbopmaunm. Mpouecchbl
(dopMMpPOBaAHMSA N NPOBEPKU 3EKTPOHHON LNMGPPOBON NOANUCK>.

Ncnonb3oBaHue cxembl noanmcu NOCT P 34.10-2001 ansa ¢dopMmpoBaHusa noanucu nocne 31
nekabpsa 2018 roga He gonyckaeTcs.

3.6 AnroputMbl  BblpaboTKM  3Ha4yeHus  xaw-dyHKUMWM  peanum3oBaHbl B COOTBETCTBUM  C
FOCT P 34.11-2012 <«WHdbopMaumoHHaa TexHonornsa. KpunTtorpaduyeckas 3awmrta MHGOpMaLUu.
OyHKuma xawmpoBaHusa» n FOCT P 34.11-94 «NHdbopMaumoHHas TexHonorms. Kpuntorpaduyeckas
3awmTa nHdopmaummn. OyHKLUMS XIWNPOBAHNNA>».

3.7 CeTteBasi ayTeHTUdMKaumsa peanmsoBaHa Ha 6ase npoTtokona TLS v.1.0 c wmcnonb3oBaHMEM
anropytMoB n.n. 3.4-3.6 B COOTBETCTBMM C [AOKYMEHTOM <«WHpOpMaUMOHHAsA TEexXHONorus.
Kpuntorpadumyeckas 3awmta WHoOpMaumm. PekoMeHaaumm no cTaHgapTusauuu. Mcnonb3oBaHue
HabopoB anropmtmMoB wWudpoBaHmMsa Ha ocHoBe [OCT 28147-89 pnsa npoTokosia 6e30macHOCTU
TpaHcnopTHoro ypoBHs (TLS). TexHuuyeckumit KOMUTET MO CcTaHAapTusauumm «Kpuntorpaduyeckas
3awuTa nHopopmaumn» (TK 26)»;

3.8 KntoueBasa cuctema CK3UN «Kpuntollpo JCP» Bepcus 2.0, obecneuymBaeT BO3MOXHOCTb MapHO-
BblOOpPOYHOM CBA3M aboHEeHTOB ceTn (Mo TUMNY «KaXAblM C KaXAbIM») C UCMOSIb30BAHMEM A1 KaXXO oM
napbl aboOHEHTOB YHMKaNbHbIX K/OYENH, CO34aBaeMblX Ha OCHOBE nMpuMHUMMNA  OTKPbITOro
pacrnpeaenieHns Kto4en.

3.9 XpaHeHue 3aKpbITbIX KOYEN MPON3BOAUTCS Ha CNeayowmx Tunax HocuTenen:

Windows Windows - - Mac
Hocutenn/0C 1A32 X64 Linux | FreeBSD | Solaris | AIX | o'
rMAa 3,5”, USB aucku + + + + + - +
eToken, JaCarta + + + - - - -
CmapTtkapTtbl Ockap € ucnosb3oBaHMeEM
. + + + - - - +
cunTbiBaTENEn, coBMecTuMbix ¢ OpenCard Framework
Rutoken + + + - - - -
Pazgen HDD N3BM + + + + + + +

1. XpaHeHne 3akpbiTbix katoverr Ha HDD M3BM u USB paguckax ponyckaeTcs TOJIbKO MpU YCIOBUM
pacnpocTtpaHeHms Ha HDD, USB puck unu Ha M3BM c¢ HDD TpeboBaHuin no obpaweHuto C KI4YeBbIMU
HocuTensamm (nN.10.7 XXTAM.00091-01 90 01. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoCTy).

2. Bce Bbillenepe4vyncsieHHble HOCUTENN UCNOJSIb3YHTCA TOJIbKO B KayecCcTBe MacCCMBHOIo XpaHunaullia K104YeBoOM
MHCbOpMaLI,MM 6e3 ncnonb3oBaHus KpVIﬂTOFpa(bM‘-IECKMX MEXaHU3MOB, pean30BaHHbIX Ha CMapT-KapTE/TOKEHe.

3. Ucnonb3oBaHue HocuTenen APYIrnX TUNOB - TOJIbKO MO CcorsiacoBaHuio C ®CB Poccumn.

3.10 ®opMupoBaHue cryvyanHor nocnenoBaTesIbHOCTU MNPOM3BOAMTCA C Mcnosb3oBaHuem MACH ¢
MHUUManusaumen ot buoCH.

3.11 CK3WN «KpunTtollpo JCP» Bepcusa 2.0 noctaBnsgeTca B ABYX UCMONHEHUAX ypoBHSA 3awnTbl KC1,
OT/IMYaAOLWMXCS NpeaoCcTaBAseMbIMK yCyraMn no 3awnte nHhopmaumm.



4. KOMIMJIEKTHOCTb

CK3WN «KpunTtollpo JCP» Bepcusa 2.0, NoCTaBnseTCcsa B Cleayowmx KoOMNaeKTaumsax:

KoMmnnekraumsa mcnosiHeHums 1

HaunmeHoBaHue

O603HaueHune

KpunTtolpo JCP. Bazosble Moaynu.

XKTAKN.00091-01 99 01

KpunTtolpo JCP. ®opmynsap.

XTAKN.00091-01 30 01

KpunTtolpo JCP. PykoBoACTBO NporpaMMucTa.

XTAKN.00091-01 33 01

Kpuntolpo JCP. PykoBoAcTBO aaAMUHUCTpaTopa 6e30nacHoOCTy.

XTAKN.00091-01 90 01

Kpuntolpo JCP. MHCTpYKUMS NO MCNOS1b30BaHMUIO.

XKTAKM.00091-01 91 01

Kpuntolpo JCP. MNpasunia nonb30BaHms.

XKTAKN.00091-01 92 01

Kpuntolpo JCP. Ncnonb3oBaHuMe Kiacca-3arpy34ynka HoBoM
NNUeH3Mn

XTAKN.00091-01 93 01

Kpuntolpo JCP. OnucaHue peanusaunm

XTAKN.00091-01 94 01

Ceptundukat CK3U (konus)

KoMmnnekrauusa ncnosjiHeHumsa 2

HanmeHoBaHue

O603HauveHne

Kpuntolpo JCP. ba3osBbie Moaynu.

XTAKN.00091-01 99 01

Kpuntolpo JCP. Moaynu wndgpoBaHus.

XTAKM.00091-01 99 02

KpunTtolpo JCP. ®opmynsap.

XKTAKM.00091-01 30 01

Kpuntolpo JCP. PykoBoACTBO nporpaMMucTa

XKTAKM.00091-01 33 01

KpunTtolpo JCP. PykoBoacTBo nporpamMmucTta. Moaynu wngpoBaHus

XTAK.00091-01 33 02

KpunTtolpo JCP. Pykosoactso nporpammucta (JTLS).

XTAK1.00091-01 33 03

Kpuntolpo JCP. PykoBoACTBO aaAMUHUCTpaTopa 6e30mnacHoOCTy.

XTAKN.00091-01 90 01

Kpuntolpo JCP. MHCTpYKUMS NO MCMNOJS1b30BAHMUIO.

XKTAKM.00091-01 91 01

Kpuntolpo JCP. NHCcTpyKkumsa no ucrnonb3oBaHuio (JTLS).

XKTAKM.00091-01 91 02

KpunTolpo JCP. MNMpaBunnia nonb30BaHms.

XKTAKM.00091-01 92 01

KpunTtolpo JCP. Ncnonb3oBaHme Knacca-3arpy3dmka HOBOM
NNLEH3UN

XKTAKM.00091-01 93 01

Kpuntolpo JCP. OnucaHue peanusaunm

XKTAKN.00091-01 94 01

CepTtudukat CK3U (konus)

MpumeyaHusa:

1. WcnonHeHwne 1 (yposeHb 3awmntbl KC1) DyHKUNMOHMPYET B NpOrpamMMHO-annapartHbixX nnatdpopmax 3.3 u
BbINoONHsAET pyHkumn 1-3 n. 3.1.

2. WcnonHeHwue 2 (ypoBeHb 3awmnTbl KC1) dYHKUMOHMPYET B NpOrpamMMHO- annapaTtHbiX nnatdopmax 3.3 u
BbINONHAET pyHkumn 1-5 n. 3.1.

3. KoMnnekT AOKyMeHTauuu npegHasHayeH agMMHUCTpaTopaM 6e3onacHoCTn 1 pa3paboTyunkam NpuUKIagHoro
nporpaMMHoro obecneueHuns, ncnonbsytuwero CK3U.

4.

MporpamMmMHoe obecneyveHne n gokymeHTtauuns (B ¢dopmate PDF - Adobe Acrobat Reader n HTML)
rnocTaBnseTcs B 3/1eKTPOHHOM Buae Ha CD-ROM, dopmMynsp mn konusa ceptudunkata CK3UN - B neuatHoM Buae.




5. CBUAETEJIbCTBO O MNMPUEMKE

N3penne «Kpuntollpo JCP» Bepcua 2.0, XTAN.00091-01
KOMMJIeKTaLMs BapMaHTa UCNONHEHMS

Y4uéTtHbih N° CK3U
HOCUTENN:

O CD-ROM LUT.

COOTBETCTBYET 3TaNoHY, XpaHswemycs B OO0 "KPUMTO-TMPO", n Nnpu3HaHo rogHbIM ANS 3KCnayatauum.

[ata Bbinycka: " " 20 r.

M.I. naBHbI MHXeHep 000 "KPUMNTO-MPO"




6. CBUAETEJIbCTBO OB YINAKOBKE

Nspenune «Kpuntollpo JCP» Bepcua 2.0, XXKTAN.00091-01
KOMMJeKTauuns BapmaHTa MCNOSTHEHUS

YuéTtHbin N° CK3U
ynakKoBaHoO B

[0 6yMa>kHbIi KOHBEPT

[0 kopobky

0 nnacTUKOBbLIN KOHBEPT

O
JaTa ynakoBku: « » 20 r.
M. .

YnakoBKy npoussen




7. TAPAHTUN N3FOTOBUTEJTIA (MOCTABLLUWKA)

7.1 Nonb3oBaTenb npuobpeTtaeT uM3pnenne WM HeceT OTBETCTBEHHOCTb 3a €ero WCnosib30BaHWe B
COOTBETCTBUM C 3KCMJTyaTaUMOHHON OOKYMEHTaumen.

7.2 MpeanpusaTMe-nU3roToBMTEeNb rapaHTUpyeTr paboTocnoco6HOCTb W34eNnua B COOTBETCTBUMU C
3asB/IEHHbIMU XapaKTEPUCTUKAMU,

7.3 B cnyyae BbiSIBNeHUS B NporpaMMHoM obecrneyeHun aedeKkToB, He CBSA3aHHbIX C HapyLleHWeMm
npaBun 3KCMayaTauuu, TPaHCNOPTUPOBAHMA W XpPaHEHUS, U3AeNne NOANEXUT peKTaMaunu.
MpeanpusaTUe-U3roToBUTENb 06A3yeTca Mo MNOoJIlYYEHUU peKnamauumM B BO3MOXHO KOPOTKWUIA CPOK
YCTpaHuTb aedeKTbl CBOMMU CUMAMW U CPeACTBaMW BMIOTb A0 MOCTaBKWM HOBOrO U3AENVs, a Takxke
NPUHATb MEPbI, UCK/TOYaoWME 3TU AedeKTbl B MNOCTEAYOLWMX K3eMNNApax U3aenms.

7.4 TapaHTUIHbIA CPOK m3genns — 12 MecsiueB C MOMEHTa MOCTaBKM MNpu ycnosum cobnogeHus
nosib3oBaTtenieM TpeboBaHUN 3KCMyaTauMOHHOW AOKYMEHTaUMn Ha usgenme.

7.5 JaHHble 0 nocTtaBke (NpoAaxe) nsaenus:

(HaMMeHOBaHMe opraHMsauum-nocTaslmKa (Npoaasua) nsaenus)

[aTa noctaBku: « » r.

M.1.

(noanwuce)

MNpumeyaHue. Tpu OTCYTCTBUMM JaHHbLIX O AaTe MNOCTaBKU W3AeNUs FapaHTUMHbBIA  CPOK
OTCUYMTbIBAETCS OT AaTbl €ro BbiNycka, YyKa3zaHHOW B pasgene 5 «CBMAETENbCTBO O MPUEMKE»,



8. CBEAEHWA O PEKJTAMALNAX

8.1 Peknamauuu, CBs3aHHble C 3KCrlyaTauuein wusgenusi, AO/HKHbl HanpaBnsATbCA MNpeanpusaTUio-
N3roTOBUTENO B MUCbMEHHOM BUAE MO aApecy:

127018 r. MockBa, yn. Cywesckuin Ban 18, 000 «KPUNTO-MPO».
8.2 Cpok paccMoTpeHus peknamMaumm — 1 (oaMH) Mecsal Co AHS MONYYEeHUs peklamauunu.

8.3 Mpn HECooTBETCTBMWN MOCTAB/IIEMOrO U3AENMUSA, €ro Tapbl, YNakoBKW, KOHCEpPBAUUKN, MAapKUPOBKMU
N KOMIMJIEKTHOCTM TpeboBaHNSAM COMPOBOAUTENbHOW AOKYMEHTaUWUKU, Nosb30BaTeNb 0693aH HanpaBuTb
peknaMaumio NpeanpusaTnio-M3roToBUTEN0 B TeyeHnn 60 AHel co AHA NOCTaBKW u3aenus.

8.4 MpeanpusTMe-nsroToBMTENb NPUHUMAET peKksliaMauuto, eciv He yCTaHOB/IEHA BMHa MosyyaTtens B
BO3HWUKHOBEHUM AedeKTa B U3AETUN.

8.5 CBegeHusa o peknamaumax pukcmpyroTcs B Tabnmue 1.

Ta6bnuua 1 - CBeAeHMa 0 peknaMaumsax.

Mepbl, MPUHATbIE

T >KaHU Knamauum
Aara ConepxaHue peknamay no pexknamMaumm

Moanucb OTBETCTBEHHOIO NMLA




9. CBEAEHNA O XPAHEHNN

[aTa ycTaHOBKM Ha [aTta cHAaTuS ¢ [omKHOCTb, pamMmams 1 NoANUCH
YcnoBua XpaHeHus
XpaHeHne XpaHeHus OTB. Inua




10. CBEAEHUA O 3AKPEIMJIEHNW U3AEJTNA NMPUN SKCIIJTYATALNN

HomKHOCTb
OTBETCTBEHHOIO
nvua

damumnums
OTBETCTBEHHOI0
nvua

Homep 1 gaTta
npukasa o
Ha3HayeHun

Homep 1 paTta
npukasa o6
0cB060OXAEHUM

Moanncb OTBETCTBEHHOIO
nmua




11. CBEAEHUA OB NUBMEHEHUAX

N
n/n

OcHoBaHue (Bx. N2
COMpPOBOAUTENBHOIO
OOKYMeHTa 1 aaTta)

[aTa
npoBeaeHus
NU3MEHEeHUs

CoaepxaHue naMeHeHus

LO/KHOCTD,
dammnma n
noanucb nmua,
OTBETCTBEHHOIO
3a U3MEeHeHus

Moanwuce nuua,
OTBETCTBEHHOro 3a
3KCMnyaTaunio nlgenms




12. OCOBbIE OTMETKW
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