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1. BBegeHune

HacTtosee pyKoOBOACTBO COAEPXUT obliee onucaHue cpeacTBa KpunTtorpaduyeckon
3awmnTbl MHpopmaumm (CK3U) «Kpuntolpo JCP» Bepcus 2.0, ero cocrtas, KOYEBYHD CUCTEMY,
pekoMeHZauun rno pasMelleHno TEXHUYECKUX cpeacTs, ucrnonb3sywwmx CK3U, pekomeHaaumm
Nno NpoBepke LenoCTHOCTU ycTaHosseHHoro MO CK3U, no ucnonb3osanmio CK3U B pasnunyHbIX
aBTOMaTU3NPOBAHHbIX CUCTEMAX M CPeACTBaX BbIUMCINTENIbHOMW TEXHUKMN.

WHCTpyKuMKM  aaMuHUCTpaTopaM  6e30macHOCTM M Nofnb3oBaTensM  pasinyHbIX
aBTOMaTU3UPOBaAHHbLIX cucteM, mcnonbsywwmnx CK3U «Kpuntollpo JCP» Bepcusa 2.0, AOMXKHbI
pa3pabaTbiBaTbCsa C yyeToM TpeboBaHUI HacToswero PykosoacTea.

KpuntonpoBanaep «KpunTollpo JCP» Bepcumsa 2.0 aBnaeTcsa CpeAcTBOM
Kpuntorpaduyeckon 3awmtbl uHdopmauum (CK3W  «Kpuntollpo JCP» Bepcus 2.0),
peanus3yloWmnM poCCUNCKUE KpunTorpaduyeckme anroputMbl M OYHKUMOHUPYIOLWMM  N0O4
ynpaBieHneM BUpTyanbHON MawuHbl Java 2 Runtime Environment Bepcun 1.6 v Bbille.




2. Cnncok coKpalleHni

CRL Crnucok oro3BanHbIX ceprudukaToB (Certificate Revocation List)

IETF Internet Engineering Task Force

ITU-T MesxyHapOoIHBI KOMHUTET 10 TeJeKoMMyHuKanusaM (International
Telecommunication Union)

AC ABTOMAaTHU3UPOBAHHAS CUCTEMaA

APM ABTOMAaTH3UPOBAHHOE paboyee MECTO

I'MJ1 I'nOKMii MarHUTHBIN TUCK

JCY JlaTuuk ciydaiHbIX Yucell

HDD KecTkuif MAarHUTHBIA OUCK

KII KoneuHblil oJjib30BaTelb

HCJI HecankiimoHupoBaHHbBIN TIOCTYI

OC OrnepalimoHHasi CUCTEMaA

ITAK IIporpaMMHO-anmapaTHbIi KOMILIEKC

110 [IporpamMmmMHOe obecrnieueHne

Peructpanus [IpucBoeHue onpeneneHHBIX aTpUOYTOB (aapeca, HOMepa KItoua, MpaB
WCIIOJIb30BaHUS U T.I1.) a0OHEHTY

Pernament CoOBOKYNHOCTh MHCTPYKIMM U JPYTOM perylaMEHTUPYIOLIEH T0KyMEHTa-
1uu, odecrneynBaroleil GyHKIIMOHUPOBAHNE aBTOMATU3UPOBAHHON CH-
CTEMBI BO BCEX PEXKHUMaX.

CBT CpenicTBa BHIYUCIUTEIbHOW TEXHUKU

Cepruduxar DNEeKTPOHHBIA IOKYMEHT, OATBEPKAAIOUTUN TPUHAIIEKHOCTH OTKPbI-
TOTO KJIIOYa WM KITF0Ya MPOBEPKH SIIEKTPOHHOM MOAMKCH U OTIpeieTIeH-
HBIX aTPUOYTOB KOHKPETHOMY aOOHEHTY

Ceptuduxamus [Ipouecc n3roroBnenus cepruukaTa OTKPHITOTO KIIOYA WM KITF0Ya
MTPOBEPKHU IICKTPOHHON NMOIIMUCH a00HEHTA B IIEHTPE CEPTUDHUKAIINH

CK31 CpenctBo kpunrorpaduyeckoi 3amuThl HHGOpMALIUY

COC Crnmcok oto3BaHHBIX ceptrdukaron (Certificate Revocation List)

CC CripaBOYHUK CEPTUPHUKATOB OTKPBITHIX KIIIOYEH U KITIOUEH MPOBEPKU
3JIEKTPOHHOM nonucH. CeTeBOil CIPaBOYHUK.

CoOK Cpena GyHKIIMOHHPOBAHMS KOMILIEKCA

1C Ientp Cepruduxarmu Y1

YII Y nocrosepsiromuii LleHTp

IC Ientp Ceptudukanuu

I[P IenTp Peructpanuu Y1[

)| DNEKTPOHHBINA TOKYMEHT

OI1 DJIEKTPOHHAs MOJIHUCH




3. OCHOBHbIE TEPMUHbI U MOMOXXEHUS

ABTOMaTU3NPOBaHHas MHGOPMaLMOHHas cucTema

KoMnnekc nporpaMMHbIX W TEXHUYECKUX CPeACTB, MpeAHasHaudeHHblX Ans cbopa, XpaHeHus,
noucka v Bblaaum nHpopmaummn no 3anpocam [Cnoeapb].

ABTOMaTM3MpOBaHHasa cMcrema

Cuctema, cocTosilas M3 MepcoHana W KOMMAeKca CpeAacTB aBTOMaTU3aLMW ero AesATeNbHOCTH,
peanusywas WMHOOPMALMOHHYIO TEXHOAOIMIO BbINOSHEHUA YCTAHOBAEHHbIX GyHKumMn [FOCT
34003].

ABTOPCTBO MHbOPMaLMK

OaHO3HayHOe COOTBETCTBME MexXAy COAepXaHueM u/unum GopMon MHdopMaumm u cybbekToM
(obbekToM), chopmmpoBaBwUM 3Ty MHbOpMauuto. [Ana nonb3oBaTens aBTOPCTBO MOSYYEHHON UM
M3 CUCTEMbl WM KaHana CBSA3W MHMOPMaunM O3Ha4yaeT OAHO3HAYHOe YCTAHOBJSIEHME MCTOYHMKA,
cchopmupoBasLuero aty nHdopmaumio (ee astopa).

AKTyanbHOCTb MHdOpMaLUK

CBoliCTBO MHpOPMaLUMN COXpaHsATb CBOWM CBOMCTBA (LEHHOCTb) ANns cybbekTa (nonb3oBaTtens) B
TeueHue onpegenieHHOro NepmMoaa BpeMeHu.

AnMuHUcCTpaTop 6e3omacHoCTU

CybbekT pAocTyna, OCHOBHOW 0653aHHOCTbIO KOTOpPOro sBnsieTcss obecnedyeHne 6e30MacHOCTH
KOH(MAEHUMANBHON CBS3M  Ha TOM Yy4yacTKe CeTWM, KOTOpyl OH KypupyeT. Cucrtema
AAMUHUCTPATUBHOIO ynpaBJiEHUNSA 6e30nacHOCTbO BK/OUYaeT B cebs kKoMnnekc OpraHn3aunoHHO-
TEXHUYECKNUX MepP, HanpaBJIEHHbIX Ha obecneyeHne KOH(DVI,EI,EHLI,VIaJ'IbHOCTI/I CBA3N.

OCHOBHble HanpaBfieHnsa AesaTeNbHOCTU aAMUHUCTpaTopa 6e3onacHocTK:

1. KOHTPONb LLENOCTHOCTM NPOrpaMMHOro obecnedenus;

2. ynpaBJieHWe KJII0YEBOM CUCTEMON: XpaHeHWe, BBOA B AENCTBUE N CMEHa KJoYen
rnosib3oBaTenien, reHepauns Koyen 3NeKTPOHHOM NoAMUCKU U KITIOYEN NPOBEPKU
noANMCK NoNb30BaTesNen;

3. ynpasneHue AOCTYMNOM Mosib30BaTesiell CUCTEMbI K MPOrpaMMHOMY obecneyeHunto u
AAHHbIM, BKJ1I0YAsa YCTAHOBKY M NepPUOANYECKYD CMEeHY naposnei, ynpasneHue
CpeACTBaMU 3alMTbl KOMMYHUKAUMIA, NnepeaaBaeMblX, XpaHUMbIX U
obpabaTtbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3alUUThI

Cy6bbekT [AoCTyna, OTBETCTBEHHbI 33  3alWUTy  aBTOMATM3MpPOBAHHOW  CUCTEMbl  OT
HEeCaHKUMOHMPOBAHHOMO A0CTyNa K uHdopMauumn [[TK TepMuHsl].

AyTeHTUdnKaums

MpoBepka npuvHaANexXHoCcTn cybbekTy AoCTyna npeabsBAEHHOro WM uaeHTudwukaTopa,
noaTBepxaeHue noannHHoctu [I'TK TepMuHbl].

AyTeHTUduKaumsa nHpopmauum

YctaHoBfneHne noAJMHHOCTU WHAPOPMaUMM WUCKIKOYUTENIbHO Ha OCHOBE BHYTPEHHEW CTPYKTYpbI
CaMOM MHQOpMaLMM HE3aBUCUMMO OT WCTOYHWMKA 3TON WHOPMauUMKW, YCTaHOBIEHWE 3aKOHHbIM
rnony4yartenem (BO3MOXHO apbuTpoMm) dakTa, 4YTo MnoslydyeHHass MHpopMaumss Hambosiee BEPOSTHO
6blna nepefaHa 3akoHHbIM oTrnpaBuTeneMm (MCTOYHMKOM) M YTO OHA MPU 3TOM HE 3aMEHEeHa U He
uckaxeHa. Jliobble npegHaMepeHHble U Cny4vadiHble MNOMbITKM  UCKaXeHuh uHdopMaumm
06HapyXnBaKTCA C COOTBETCTBYIOLEN BEPOATHOCTbLIO [Buswes].

Be3onacHocTb

1. CocTosiHMe 3aWMLLEHHOCTM XMU3HEHHO BaXXHbIX MHTEPECOB NMYHOCTU, obwecTBa m
rocyaapcrBa OT BHYTPEHHUX U BHELWHMX yrpo3 [P®.be3sonacHocTb].

2. OTcyTCcTBME HEAOMYCTMMOro pUcCKa, CBA3aHHOIMO C BO3MOXHOCTbIO HAaHECEHUS
ywepba [FOCT 1].

Be3sonacHocTb nHdopmaummn (MHpopMaumoHHas 6e3onacHoCTb)

1. CoctosiHne nHdopmauum, MHHOPMALMOHHbLIX PeCYpPCoB U MHPOPMALIMOHHbIX
CUCTeM, NPy KOTOPOM C TpebyeMoi BeEpOoATHOCTbIO obecneuymBaeTcsa 3awmTa
nHdopMaumn (AaHHbIX) OT YTEYKU, XULEHUS, YyTpaTbl, HECAHKLWMOHUPOBAHHOIO
YHUUYTOXEHUS, UCKAXeHUs, Moandukaumm (noaaenkun), KonmpoBaHus,
6nokupoBaHus u T.n. [JlMueHsmposaHue].




2. CocTosiHMe 3almieHHOCTU nHdopMaumn, obpabaTbiBaeMoil cpeacTBamMm
BbIYMCNINTENBHON TEXHUKU MW @aBTOMATU3MPOBAHHOW CUCTEMbI, OT BHYTPEHHUX
WU BHeWHMX yrpo3 [ TK TepMuHbI].

BnoknpoBaHue nHbopmaunm

MpekpalweHne WM 3aTpyAHEHME [AO0CTyna 3aKOHHbIX nosb3oBaTener kK wuHgopmaumm [ITK
3awmTal.

Bepudukaums

1. YcraHoBneHWe COOTBETCTBUSA NMPUHATOMN U NepeaaHHoOn nHdopMaLmMn C NOMOLLbIO
NormMyecknx MeTofoB [XansHUH].

2. npouecc CpaBHEHUS ABYX YpPOBHeEN cneumdunkaunum cpeacts BblUNCIUTENbHOM
TEXHWKW UM aBTOMaTM3MPOBaHHbIX CUCTEM Ha Haanexallee cootsetrcTeme [TK
TepMuUHBbI].

Bnapeneu nHdopmauum

1. CybbekT, ocywecTBNAWMUA BNageHMe 1 Nosib30BaHne MHpopMaumnen m
peanu3ylLwmnin NOSTHOMOUYMS PacropsXXeHUa B npegenax npas, YCTaHOBNEHHbIX
3aKOHOM W/unn cobcTBeHHMKOM nHdopmMaumm [FTOCT 50922].

2. CybbekT nHhOopMaUMOHHbIX OTHOLEHMI, obnagatowmini NnpaBoM BNageHus,
pacrnopsiXeHuns 1 Nofib3oBaHMeM MHMOPMaLNOHHBIM pecypCcoM Mo AOroBopy C
cobCcTBEHHUKOM MHGpOpMaumn [TepMmmHonorusa].

Bnageneu nHdbopmaunm, MHPOPMALMOHHOW CUCTEMBI

CybbekT, B HenocpeACTBEHHOM BeAEHMW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAasTcs
MHdopMauus, MHpopMaLUuoHHas cTpykTypa [P®.3awuTal.

FocynapcTBeHHasa TaliHa

3awuuiaeMble rocynapcTBOM cBeAeHMss B 06n1acTM  ero  BOEHHOW, BHELIHEeMNOSIMTUYECKON,
3KOHOMMYECKOW, pas3BeabiBaTeNlbHOW, KOHTppa3BeabiBaTeNlIbHOM UM ONepaTUBHO-PO3bICKHOM
OesATeNbHOCTM, pacnpoCTpaHeHMe KOTOpbIX MOXeT HaHecTu yuepb 6e3onacHocTn PoccuMinckon
®epepaumn [PO.MocTanHal.

'pnd KoHbDMAEHUMANBHOCTHU

CneuvanbHas OTMETKa Ha HocuTene WMHGopMauum b0 B COMPOBOAUTENbHbLIX AOKYMEHTax Ha
Hero, CBMAETENbCTBYHOLWAS O TOM, YTO HOCUTEsSb COAEPXUT KOHMbMAeHUManbHYl WHMOpMauuto
[XansgHuH].

pnd cekpeTHoOCTH

PekBM3NTbI, CBMAETENLCTBYKOLWME O CTEMEHU CEKPETHOCTU CBeAEHUN, COoAepXaluxcsa B MX
HOCUTENE, MpOCTaBNsiEMble HAa CaMOM HOCUTENE W/UAN B CONPOBOAUTENbHOM AOKYMEHTaUMW Ha
Hero [P®.locTaiHal.

LJoKyMeHT

1. [JokyMmeHTMpoBaHHas nHdopMauns, cHabxeHHasa onpeaeneHHbIMU peKBU3NTaMM
[P®.3awumTal.

2. MaTepuanbHbiii 06bEKT C MH(pOPMaumMen, 3aKpensieHHOM CO34aHHbIM YeNI0BEKOM
cnocobom ans ee nepegayn BO BpeMeHu 1 npoctpaHctee [TOCT 16487].

JokyMeHTMpoBaHHas MHdpopMaumns (AOKYMEHT)

3adumKcnpoBaHHasa Ha MaTepuanbHOM HocuTene MHdopMauus C peKBU3MTaMu, No3BONAKOWUMUK ee
naeHTndnuUmMpoBaThb.

MpumMmeuyaHume.

[JokyMeHTMpoBaHHas WHQoOpMauMs C OrpaHWYeHHbIM [O0CTYNOM MO YC/OBUSIM €ee MpaBoOBOro
pexuMma noapasfensieTcd Ha WHMOPMaUWIO, OTHECEHHYK K rOCyAapCTBEHHOW TalHe, W
KOHpMaeHUnaneHyto [PO.3awwmTal.

[ OKYMEHT B 3/IEKTPOHHON hopMe (DNEKTPOHHbIN AOKYMEHT)

DNEeKTPOHHbIM 06pa3 AokyMeHTa (MAaTexXHoro uanm WHoro) - gann, AOCTOBEPHOCTb KOTOPOro
obecrneumBaeTcs KOMMIEKCOM MEpPOnpuUaTUA No 3awuTe MHdopmauuu. MNpu aTom dann MoxeT
cojepxaTb HECKOJIbKO AOKYMEHTOB (NakeT A4OKYMEHTOB).

3[4 npeactasnseT cobon 3a40KYMEHTUPOBAHHYK COBOKYMHOCTb AAHHbIX, 3aPUKCUPOBAHHbLIX Ha
MaTepuanbHOM HocuTene (MarHUTHOM uAM  6yMaxHOM) C peKBU3UTaMK, MNO3BOJAOLLUMMU
naeHTudunumposaTb 3Ty  MHGOpMaumMio W aBTOpoB  AoKyMeHTa. WaeHTudukaums S
obecneumBaeTca cpeacTBaMuM 3aliMTbl Ha OCHOBE ajropuTMOB LWNQPOBAHUSA, 3NEKTPOHHOMN
NOAMUCK M 3aLLUTbl OT HECAHKLMOHMPOBAHHOIO AOCTYNa.




5[ co34aeTcA y4YaCTHMKOM CUCTEMbI Ha OCHOBE 6yMaxHOro [oKyMeHTa /Mb6o Ha OCHOBaHUU
OPYroro 3MeKTPOHHOro AOKYMEHTa M MOSIHOCTbIO MOBTOPAET €ero Mo coAaepxaHuo. [
obpabaTbiBatOTCA U XpaHATCS B DBM 1 MOryT nepeaaBaTbCs MO 3/E€KTPOHHbLIM KaHanaM CBS3U.

Joctyn K nHdopmaumm

1. MonyyeHne cy6beKTOM BO3MOXHOCTM O3HAKOMNEHUS C MHOpPMauMeln, B TOM Yucne
C nomoublo TexHM4eckmnx cpeacts [FOCT 50922].

2. O3HakoMmneHue ¢ nHdopmaumen, ee ob6pabotka, B HaCTHOCTM, KOMUPOBaHME,
MoandUKauna nnm yHnUToxeHme nHpopmauum [ MK TepMuHbl].

JocTtynHocTb nHdopmMaunm

CBOICTBO MHGOpPMaLMM, TEXHMYECKUX CPeacTB W TexHosormm obpaboTku, XxapakTepusylouleecs
cnocobHocTblo obecneumBaTb 6ecnpensATCTBEHHbIN AOCTYN K MHAOpMaumm CybbeKkToB, MMERLNX
Ha 3TO Haanexawme nonHomouunsa ['TK 3awmTal.

3aBepeHune (HoTapusaums)

PeFVICTpaLLVIﬂ AaHHbIX Yy AOOBEpPEHHOro TpeTbero Janda And noBbilWeEHNA YBEPEHHOCTU B
NMPpaBUIbHOCTUN TaKNX XapaKTeEPUCTUK, KaK codepXXaHne, UCTOYHUK AaHHbIX, BpeEMA AOCTaBKW.

3awmTa nHdopmaLmm

1. [JeATenbHOCTb MO NPeAOTBPALLEHMIO YTEUKM 3alimLiaemMoln nHdopMaumu,
HECaHKLMOHNPOBAHHbIX U HENpegHaMepeHHbIX BO3AENCTBUI Ha 3allmLaemyto
nHgopmaumto [FOCT 50922].
2. KoMmnnekc MeponpusTUii, NPOBOAUMbIX C LeNblo NpeaoTBpaLLEHNS YTEYUKM,
XULWEHUS, yTpaTbl, HECAHKLUWOHUPOBAHHOIO YHUUYTOXEHUS, N3MEHEHNS,
Moandurkaumm (noaaenkn), HeCaHKLMOHMPOBAHHOMO KONMpoBaHus, 6110KMpoBaHns
nHdopmaumn [JlMueHsnposaHue].
3awmTa nHdopmaumm ot HCA
CocraBHas 4yactb obwern npobnembl obecrneueHns 6esonacHocTn MHpopMaumu. MeponpuaTus no
3awmnTte mMHpopMmaumm ot HCA A0NXKHbI OCYLECTBAATLCA B3aMMOCBSA3aHO C MEpOnpUATUSMU NO
cneunanbHON 3almMTe OCHOBHbBIX M BCMOMOraTesibHbIX CPeACTB BbIYUCIUTENBHOW TEXHUKK, CPEACTB
W CUCTEM CBA3M OT TEXHWUYECKUX CPeACTB pasBeAKM W MPOMbILWIEHHOrO LWMAMOHaxa. B obwem
Ccrlyyae, KOMMJSIEKC MNpOrpaMMHO-TEXHUYECKUX CPEeACTB W  OpraHM3auMoHHbIX (NpoueaypHbIX)
peweHnin no 3awuTte nHpopmaumm ot HC peanmsyeTca B pamMKax CUCTEMbI 3alunTbl MHGOpMaLMn
oT HC[A, ycnoBHO cocTosiWen w3 crneaylowmx 4YeTblpex MOACUCTEM: YNpaBfeHWs AOCTYMNOM;
pernctpauum n yyeta; kpuntorpaduyeckon; obecneveHuns yenoctHoctu ['TK Knaccndukaums].

3almLLeHHOe CPeaCcTBO BbIYNCIUTENBHON TEXHMKM (3aluMLLEeHHas aBTOMaTU3NpoOBaHHasa cucrema)

CpeAncrso BbIYMCNTENBHOW TEXHUKM (aBTOMaTU3MpOBaHHas cuUcTeMa), B KOTOPOM peanu3oBaH
KOMMJIEKC CpeAcTB 3awmnTbl [ TK TepMuHbl].

NaeHTndpunkaums

MpuceBoeHne cybbekTaM U ob6bekTaM fgoctyna uaeHTudukatopa wu  (Mnm) CcpaBHeHWe
npeabaBnsaemMoro naeHTudurkKaTopa Cc nepevyHeM NpuUCBOEHHbIX naeHTudmkatTopos [ TK TepMuHbI].

MMunTo3awmTa
3awmTa cucTembl WNhpPOBaHHOM CBSA3M OT HaBA3bIBaHMSA NOXHbIX AaHHbIX [FOCT 28147].
MMuToBCTaBKa

OTpe3ok uHdbOopMaunmm GUKCUPOBAHHOM AJSINMHbBI, MOJYYEHHbIA MO onpeAeneHHOMY npaBuny U3
OTKPbITbIX AaHHbIX M Kaoda M gobaBreHHbIn K 3awundpoBaHHbIM AaHHbIM Ans obecnedyeHus
mMmntTosawmTtel [FOCT 28147].

Kntou (Kpuntorpauyeckmin Kioy)

KoHKpeTHOe CeKpeTHOe COCTOSsHME HEeKOTOPbIX MNapaMeTpoB aaroputma Kpuntorpaduyeckoro
npeobpasoBaHnsa AaHHbIX, obecrneumBarowee BbIGOp O0AHOrO nNpeobpasoBaHUs M3 COBOKYMHOCTMU
BCEBO3MOXHbIX A4/19 AaHHOro anroputMma npeobpasosanmin [TOCT 28147].

Kntoy anekTpoHHOW noanucu

YHuKanbHas nocsefoBaTeslbHOCTb CUMBOJIOB, MNpeAHa3HayeHHas A7 CO34aHuUS 3N1eKTPOHHOM
noanumcu.

KoMmnpoMeTaumsa knto4va

YTpaTa [40oBepusi K TOMY, YTO UCMOJib3yeMble Koun obecrneunsaloT 6e3onacHocTb MHdopmMaumm. K
CO6bITUAM, CBSA3AHHLIM C KOMMPOMETaLUMen K/oUYeil OTHOCATCS, BK/IOYass, HO He orpaHu4YMBasiChb,
cneaylowme:
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MoTeps KNOYEBLIX HOCUTENEN.

MoTeps KNOYEBLIX HOCUTENEN C UX NOCNEAYIOLNM 0bHapyXeHneM.
YBONbHEHME COTPYAHUKOB, UMEBLUMX AOCTYN K KAOYEBON MHMOPMaLMK.
HapyweHune npaBua XpaHeHUs U YHUUTOXEHUS (Noc/ie OKOHYaHMs cpoka
aencrems) kntoda oI,

5. BO3HWKHOBEHME NOAO3PEHUIA Ha YTEUKY MHDOPMaLUM UNK ee UCKAXEHNE B
cucteme KoHdOUAEHUMANbHOW CBA3MN.

HapyleHne neyaTtn Ha celide C KIYEBbIMW HOCUTENSMU,

7. Cnydyawm, Koraa Henb3s 4OCTOBEPHO YCTAaHOBUTb, YTO NMPOM3OLLIO C KHOYEBbIMU
HocuTenamu (B TOM YMUCe Crlyvamn, Koraa KadeBon HOCUTENb Bbillen U3 CTPos U
[OKa3zaTeNbHO He ONpoBeprHyTa BO3MOXHOCTb TOr0, YTO, AaHHbIN daKT
npomsolen B pe3ysbTaTe HECaHKUMOHUPOBAHHbIX AENCTBUIN 3N0YMbILUNIEHHUKA)

A WNR

o

PaznuualoT ABa BMAa KOMMpoMeTauuu kitoda Il ABHY U HesiBHYto. lNepBble yeTbipe COobbITUS
[O/KHbl TPAKTOBATbCA Kak sIBHas KOMMpoMeTauus Kitodei. Tpu cneaywowmx cobbitns TpebyoT
cneunanbHOro paccMOTPEHMSA B KaX0M KOHKPETHOM Ciydae.

KoHdunaeHuManbHOCTb MHpopMauum

CybbekTMBHO onpepensemas (npunucoiBaemas) wHdOpMaunmM xapakTepuctuka (CBOMCTBO),

yKasblBawoLWwasa Ha Heo6XoANMOCTb BBEAEHWNS OrPaHUYEHUI Ha Kpyr Cy6beKkToB, UMeKLWnX 4OCTYN K

AaHHOWM MHdopMauum, n obecnednsaemas CNOCOBHOCTbIO CUCTEMbI (Cpedbl) COXPaHSATb YKasaHHYHo

MHdOpMaLnIo B TaHe OT CybbeKToB, HE UMEIOLMX MOTHOMOYMIA Ha NpaBo AOCTyNa K HeW.
KoHdunaeHumansHas nHbopmaums

1. JdokyMeHTMpoBaHHas MHdboOpMaunsa, 4OCTYN K KOTOPOM OrpaHN4YMBaeTCs B
COOTBETCTBMU C 3akoHoAgaTenbcTtBoM PO [PO®.3awumTal.
2. WNHdbopmaumsa, Tpebytowasn 3awmTbl [[TK TepMuUHbI].

KoHTponb aoctyna (ynpasneHue AOCTYroM)

Mpouecc orpaHuyeHus AocTyna K pecypcaM CUCTEMbl TOMbKO paspelleHHbIM cy6bekTaM unu
obbeKkTaM.

KpunTorpaduyeckas s3almra

3awmTa AaHHbIX NpY NOMOLWWM KpunTorpaduyeckoro npeobpasosaHus gaHHbix [TOCT 28147].

KpuntonpoBangep
KpuntonpoBangep - 6ubnmoteka KaccoB peanm3oBaHHas no craHgapty JCA. MoxeTt
peanusoBbiBaTb  QYHKUUU wndpoBaHnsl,  BblYUCIIEHUS MMUTOBCTaABKW,  X3LWMPOBaHMSA,

¢opMMpoBaHUA M NpoBepkKM MOAMUCK, TFEeHEPUPOBAHUS MOMb30BATENbCKMX Kovel. MoxeT
obecneuymBaTb paboTy C CECCMOHHbLIMU Kitoyamu wWwudpoBaHns (reHepauus, 3KCNOPT/MMMOPT B
3alMLLEHHOM Buae), kmtodamu Il kioyamMym npoBepkn I, 3aKpbITbIMW M OTKPbLITBIMK KtoYaMu
o6MeHa, BBOA K/HOUEl C KHOUEBbLIX HOCUTENEN, 3aLLMWEHHOE XPaHEHUE U YHUUTOXEHME KITHOUEN.

Kpuntorpaduyeckoe npeobpasoBaHue

lMpeobpa3zoBaHne AaHHbIX Mpu nomowmn wunudpoBaHus M (Uanm) BbipaboTkn mMmutosctaBku [TOCT
28147].

JlnuensnpoBaHne B o6nactu 3awmtbl MHPOpMaLmm

[esTenbHOCTb, 3akK/oyalowasica B Nepegaye MAM MNOAyYeHUUM NpaB Ha npoBeAeHWe paboT B
obnactu 3awmTbl MHDOpMauum [JinueHsnpoBaHume].

MeponpusTusa no 3awmnte nHdopMaumm

CoBOKYMHOCTb AEWCTBMIA NO pa3paboTke u/mam npakTUYEeCcKoMy MPUMEHEeHUt0 cnocoboB u CpeacTs
3aWwmnTbl Hpopmaumn [FOCT 50922].

MeponpusaTnsa No KOHTPoto 3PEKTUBHOCTM 3aLmTbl MHDOPMaLUK

CoBOKYMHOCTb AENCTBMIA NO pa3paboTke u/Mam npakTUYecKoMy MpUMeEHeHUto cnocobosB U CpeacTB
KOHTpOAS 3P PEeKTBHOCTM 3awmTbl MHpopmaumm [TOCT 50922].

MeTka KOHbUAEHLNANTbHOCTH

dnemMeHT  UWHGOpMauMn,  KOTOpPbIA  XapakKTepuayeT  KOHdMAEHUMANbHOCTb  MHGOpMaumm,
cogepxallencs B obbekTe [ TK TepMuHbI].

HapywuTenb 6e3onacHocTM UHbOpMaumm

dusnyeckoe nmuo, CyyamHoO N NnpegHaMepeHHOo CoBepluatolee 4ENCTBUS, CNeaCTBUEM KOTOPbIX
ABNSeTCa HapyweHue 6e3onacHocTn nHbopMaumm npm ee ob6paboTke TEXHUYECKMMU CpeacTBaMm
[FTK 3awwnTal.
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HapylimTenb npaBun pasrpaHMyeHmsa AoCTyna

CybbekT [oCTyna, OCYLEeCTBAAWMA HECAaHKUMOHMPOBAHHbLIA A0CTYn K UWH@opMauun [ITK
TepMuHbI].

HeKOppeKTHbIN 3/1EKTPOHHbIA AOKYMEHT

DNEeKTPOHHbIA [AOKYMEHT, He npoweawunii npoueaypbl paclwngpoBaHUsa AaHHbIX, MPOBEPKU
3N1EKTPOHHOM NoAMMCUM MHGOPMauMs, KOHTpons dopMata AOKYMEHTOB, a TaKXe [OKYMEHT,
MMELWMNIM UCKaXeHUss B TeKkcTe coobueHnss (HanmuvMe CcuMMBOMOB, OykKB wamM uudp B
paclwndpoBaHHOM (OTKPbITOM) TEKCTE AOKYMEHTa, HE NMO3BONAOWMNX NOHATb €ro CMbICA).

HenpenHaMepeHHoOe BO3AeNCTBUE Ha MHbOpMaLMIO

Owwnbka nonb3oBatens uHdopMaumen, cbON TEXHUYECKUX W  MNPOrpaMMHbIX CpPeacTB
WHMOPMALUMOHHBLIX CUCTEM, a TakKXe MNPUpPOAHOE SBfIEHME WKW WHOE HeleneHanpaBieHHOEe Ha
n3MeHeHne nHdbopmMaunm BO34eNCTBNE, CBA3AaHHOE C PYHKLMOHUPOBAHUEM TEXHUYECKMX CPEeACTB,
CUCTEM UNU C AeATEeNbHOCTbIO NAeN, NPUBOASLLME K UCKAXEHUIO, YHUUTOXEHUIO, KOMUPOBAHWUIO,
6nokupoBaHMIO AoCTyna K WHQoOpMauMm, a TakxXe K YyTpaTe, YHUUTOXeHuo wunm cboto
dYHKLUMOHMPOBaHUA HocnTensa nudopmaumm [FOCT 50922].

HecaHKUMOHMpPOBaHHOE BO34€elCTBUE Ha VIHd)OpMaLI,MiO

Bo3pgelicTBue Ha 3awmwaeMyto MHPOPMaLMI0O C HapyLIEHNEM YCTaHOBNEHHbIX NMpas WU/WUan npasun
Ha M3MeHeHue MHOopMauMn, NPMBOASLLEE K MCKAXEHUIO, YHUUTOXEHUID, 61OKMpOBaHMIO AOCTyna
K WMH@OpMauMM, a TakXKe K yTpaTe, YHUUYTOXEHWUO uam cboro (YyHKUMOHMPOBaAHUSA HocuTens
nHdopmauunm [FOCT 50922].

HecaHKLUMOHMpPOBaHHbIN A0CTYN K MHdpopmauun (HCAO)

1. NMonyyeHue 3awmwaemMon nHbopMaLnmM 3anHTEPECOBAHHbLIM CYObEKTOM C
HapyLleHWEeM YCTaHOB/IEHHbIX NPABOBbIMU AOKYMEHTAaMN UK COBCTBEHHUKOM,
BflagenbLueM MHGOpMaLMK Npas Unu npasuna A0CTyna K 3allnLLAaeMoNn
nHdopmauum [FOCT 50922]

2. [JdocTyn K nHdopMaumm, HapyLlaloLWniAi yCTaHOB/IEHHbIE NpaBuia pasrpaHuyeHns
[OCTyna, C UCNONb30BaHMEM LUITATHbIX CPeACTB, npenoctaBnsembix CBT nnun AC.
MoA wWTaTHLIMKW CpeacTBaMM NOHMMAETCS COBOKYMHOCTb MPOrpaMMHOro,
MWKPOMNPOrpaMMHOro u TexHndeckoro obecnevexHmns CBT wnu
aBToMaTuanpoBaHHol cucremol (AC) [I'TK TepmuHbl] [ITK HCA].

Hocutenb nHdopmaumm
dusnyeckoe NMULO WMAN MaTepuanbHbli 06bLEKT, B TOM 4ucne dusnyeckoe nosne, B KOTOPbIX

MH(OpMaUus HaxoauT cBoe oTobpaxkeHMe B BuAe CMMBOJIOB, 06pa3oB, CMrHanoB, TEXHUYECKUX
pPELLUEHUA N MPOLLECCOB, KOJIMYECTBEHHbIX XapaKTepucTmk duandeckmx senmumnH [FOCT 50922].

0O6bekT goctyna

EavHuvua WMHMOpMauUMOHHOro pecypca aBTOMATU3MPOBAHHOM CUCTEMbI, A[OCTYN K KOTOPOM
pernaMeHTMpyeTca npaBuaaMu pasrpaHudeHmns goctyna [[TK TepMuHbl].

O6beKT 3awmnThI
1. WHdbopmauusa nam Hocutenb nHpopMaumm, unm MHbOOPMaUMOHHbIN npoLlecc, B
OTHOLIEHNN KOTOPbIX HEO6X0ANMMO obecrneuymBaTb 3alUNTy B COOTBETCTBUM C
NOCTaBMIEHHOM Uenbio 3awnTbl nHdopmauum [FOCT 50922].
2. WHdopmaumsa, TexHMueckme cpeactea M TexHonorus ee o6paboTku, B OTHOLLEHWMU
KOTOpbIX Heobxoammo obecneunTb 6e3onacHoCcTb MHGopMaumm ['TK 3awuTal.

O6paboTka nHbopmaunm

MNepepaya, npueM, xpaHeHue, npeobpa3oBaHue n otobpaxeHne nHbopMauunm.
OpraHusaums 3awmTbl HGOpMaLUMn

Coaep>xaHue 1 NopsaoK AeNCTBUIA No obecnedyeHunto 3awmnTbl MHDopmaumm [FOCT 50922].
OTKPbITbIN K04

KpunTtorpadunyecknin K4, KOTOPbIA CBA3aH C 3aKpbITbiM C MOMOLLbD 0CO60ro MaTeMaTU4eCcKoro
COOTHOWeEHMSA. OTKPbITbIA K04 U3BECTEH BCEM APYIrMM MOJb30BATENIAM CUCTEMbI M MPeAHa3HaveH
A5 NPOBEPKN 3/IEKTPOHHOM MOAMUCU M 3awmdpoBaHus, No3BossSeT onpeaennTb aBTopa NoANUCH
W [OCTOBEPHOCTb 3JIEKTPOHHOrO AOKYMEHTa, HO He MO3BOJISIET BbIUYMCAUTb 3aKPbITbIA  K/IOM.
OTKpbITBIA K04 CYMTAETCS MNpUHAANeXaluMM MoNb30BaTesto, eCciM OH 6bil 3aperucTpupoBaH
(cepTnduumMpoBaH) yCTaHOBNEHHbIM NOPSAKOM.
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Maponb

1. WpeHTndunkaTop cybbekTa 40CTyna, KOTOPbIA siBnsieTcs ero (cybbekra) cekpeTom
[FTK TepMuHbI].

2. CekpeTHas nHdbopmaumsa ayTeHTUdUKaummn, obblvHO Npeacrasastowas cobom
CTPOKY 3HaKOB, KOTOPOI AosmkeH obnagatb nosb3oBaTesb ANa AOCTyna K
3alUNLLEHHbBIM AA@HHbIM.

[MnaHoBas CMeHa Kaw4ven

CMeHa KJIlo4el C YyCTaHOBJIEHHOM B CUCTEME MEPUOAUYHOCTbIO, HE BbI3BaHHas KOMMpOMeTauunen
KtoYen.

Mo6ouHble SNIEKTPOMArHUTHbIE U3NTYYEHUA U HABOAKU

1. DnekTpOMarHWTHbIE U3NTYHYEHUS TEXHUYECKNX cpeacTs 06paboTkm MHpopMaumm, He
npeAHasHayeHHble Ana nepegaym, npmemMa v npeaHaMepeHHoOro UCKaxXeHus
nHdOpMaLnmM, a TakxKe HaBOAKM OT TEXHUYECKMX CPEeACTB B OKPYXaroLWwmx
npeametax [[TK 3awmTal.

2. HexenaTenbHble U3Ny4YeHUS U HABOAKWU, NPOSBASIOLMNECS B BUAe NOBOUHbIX,
BHEMOJIOCHbIX, WYMOBbIX N HABOAMMbIX CMFHAN0B, NOTeHUManbHO o0bpasyowmx
HEKOHTpPONIMpYEMbIe KaHanbl YTEeYKN KOHDUAEHUMANbHON NHdOopMaunm [ XansHuH].

Mo60YHOE 31EKTPOMArHUTHOE U3MyUYeHne

HexxenatenbHoe MHGMOPMALMOHHOE 3/IEKTPOMArHUTHOE W3MyYeHWe, BO3HMKAalLlee B pesy/bTaTe
HEe/IMHENHbIX MPOLIECCOB B 3/IEKTPUUYECKUX LEnax npu obpaboTke MHDOpMauUUU TEXHUYECKMMMU
CpefcTBaMu M NpuBoAsALLME K yTeuke MHbopMaumm [TepMuHonorusal.

[Nonb3oBaTenu

[paxxaaHe, opraHbl rocyAapCTBEHHOW BAACTWU, OpraHbl MECTHOIO CaMOyMpaBfeHWUs, OpraHn3aumm u
obwecTtBeHHble 06beauHeHuUs o6nagaloT paBHbLIMM MNpaBaMuM Ha AOCTYN K FOCYAAPCTBEHHbLIM
pecypcaM un He o6sa3aHbl 060CHOBbIBATbL Mepes BRajenbLeM 3TUX PecypcoB HeobxoAuMOCTb
nonyyeHns 3anpawmsaemon uMum uHbopmaummn. WcknoyeHne coctasnser uHdopMauus
orpaHuvyeHHbIM gocTtynom [P®.3awwmTal.

Monb3oBatens (NoTpebutens) MHGOpMaLUn

1. Cyb6bekT, obpawanwmincs K uHGOPMaUMOHHOM CUCTEME UIN MNOCPEAHUKY 3a
nonyyeHnem HeobxoauMon emy nMHdopmaumm 1 nonb3yrowmincs et [PO.3awumTal.

2. Cy6bekT, nonb3ylmnncs nHpopmaumen, NnonyyYeHHoM oT ee coO6CTBEHHMKA,
BflagenbLa uam nocpeaHnKa B COOTBETCTBUU C YCTAHOBJSIEHHBLIMWU NMpaBaMun m
npasunamun gocrtyna Kk nHdopmauum nubo ¢ nx HapyweHumem [FOCT 50922].

[MONHOMOYHBbI npeactaBuTeNlb opraHn3auunm

lpeacraBuTens opraHM3aumm M3 4ucna NepBbiX AO/DKHOCTHbLIX /ML, B COOTBETCTBUWU C YCTaBHbIM
AOKYMEHTOM UNu, MMeLWmnin COOTBETCTBYHOLLYK AOBEPEHHOCTD.

MpaBunno gocTyna K 3awuaemon nHbopMaunm

COBOKYMHOCTb MNpaBwl, pernaMeHTUpYLWmnX MNopsAoOK W YCnoBMS A0CTyna K 3aluMLiaeMoi
MHdopMauum n ee Hocutenam [FOCT 50922].

MpaBuna pasrpaHundeHunsa goctyna (MPA)

CoBOKYMHOCTb MNpaBwWa, perfnamMeHTUpYoWMX npaBa AoCTyna cybbekToB Aoctyna K obbektam
poctyna [[TK TepMuHbI].

MpaBo goctyna K 3alnLiaeMon nHpopMaumn; npaso

COBOKYMHOCTb MpaBun  [OCTynMa K 3aWwuwaeMon WHdopMauum, YCTAaHOBMEHHbLIX MPaBOBbIMU
OOKYMeHTaMn unm cobCcTtBeHHMKOM, Bnagensuem nHgopmaumm [FOCT 50922].

MpoBepKa 3NEKTPOHHON NOANUCU AOKYMEHTA

lMpoBepka COOTHOLWIEHMS], CBA3biBalOWeEro Xx3Ww-QyHKUMIO AOKYMEHTa, NOAMWCb MNoA 3TUM
OOKYMEHTOM W  OTKpbITbIA  K/OY  noanucaslwero nosb3oBatens. Ecam  paccmaTpuBaemoe
COOTHOLUEHME OKa3blBAETCS BbIMNOMHEHHbLIM, TO NOAMUCbL NMPU3HAETCS NPaBUIbHON, @ caM AOKYMEHT
- MNOAJ/IMHHbLIM, B MPOTUBHOM C/lydae AOKYMEHT CYMTaeTCs M3MEHEHHbIM, a MOAMUCb MOA4 HUM -
HeneNnCTBUTEbHOMN.

Pasrnawenune nHdopmauunm

HecaHKUMOHMPOBaHHOE AOBefAeHMe 3almaeMon MHdopMmauuum Ao noTpebutenein, He UMeWMX
npasa AOCTyna K 3Ton uHdopmauum [FOCT 50922].
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PaclumMdpoBaHue AaHHbIX

Mpouecc npeobpasoBaHMs 3aWIMPPOBaAHHbLIX AAHHbIX B OTKPbITblE AaHHble Npy NOMOLWM Wndpa
[FOCT 28147].

PernameHTauus

Cnoco6 3awuTbl WHPoOpMaumMm B npouecce GYHKUMOHMPOBAHUSA CUCTEMbl MEpOnpUAaTUN,
co3jarwmx Takue ycnosusi nepepaboTkm 3awmuiaeMbiX AaHHbIX, NPU KOTOPbIX BO3MOXHOCTMU
HECaHKLUMOHMPOBAHHOIO A0CTyna CBOASATCA K MWHMMYMy. CuuTaetcsi, 4To A5 3DPeKTUBHOMN
3alnTbl HEO6X0AMMO CTPOro pernamMeHTUpoBaTh 34aHWUSA, NMOMELLEeHUs, pa3MelleHmMe annapaTypbl,
opraHmsaumto K obecneyeHme paboTbl BCEro mnepcoHana, CcBA3aHHOro ¢ obpaboTkon
KOHMUaEeHUMaNnbHOM MHpopMaumn [XansaHuH].

CaHKUMOHMPOBAHHbIN AOCTYN K MHdopMauum
Joctyn K nHdopmaummn, He HapyLawLwnii npasuna pasrpaHnyenms goctyna [TK TepMuHbi].
CepTtudukar 3awmTbl

[JOKyMEHT, yAOCTOBEpPSAIOLWMIA  COOTBETCTBME  CPEACTBA  BbIYUCAUTENbHON  TEXHUKW UK
aBTOMATM3MPOBAHHOM  cucTteMbl Habopy onpepeneHHblx TpeboBaHMM MO 3awuTte  OT
HECaHKUMOHMPOBAHHOIO AocTyna K uWHdbopMauum u  Jalowui  npaBo  pa3paboTumky Ha
MCMNOJSIb30BaHME W/MAN pacnpocTpaHeHME NX Kak 3alinlleHHbIX [ TK TepMuHbl].

CepTtudukaTt Kar4Ya NpoBEPKU SNEKTPOHHOM NOAMNUCH

DNEKTPOHHbIA AOKYMEHT WAN AOKYMEHT Ha 6yMaxXHOM HOCUTeNle, BblaHHble YAOCTOBEPSIOLINM
LEeHTpOM /M60 [OBEpPEHHbIM JIMLOM  YAOCTOBEPSAIOWIEr0 LEHTpa W MoATBepXAaawlime
NPUHAANEXHOCTb K/lOYa MPOBEPKU 3SNEKTPOHHOM MNoAMUCM BRafensbuy ceptudukata Kioya
NMPpOBEPKWN 3NEKTPOHHOM noanucu.

CepTUdMKaT OTKPLITOro Ktoua

CeptudmkaT  OTKpbITOrO  Kaw4a  nognucy  wnm  wndpoBaHua  npeactasnser  cobomn
CTPYKTYpPUpPOBaHHYIO ABOUYHYIO 3anmck B dopmaTte ASN.1, cocTosawyto ns:

e uMeHu cybbekTa nnm obbekTa CUCTEMbI, OAHO3HAYHO MAEHTUDULMPYIOLLEN ero B
cucrteme;
e  OTKpbITOro Kato4ya cybbekta unm obbekta CUCTEMBI;
e [0MN0NHUTENbHbIX aTpnbyToB, onpeaenseMblx TpeboBaHNUAMM MCNOMb30BaHNUSA
ceptudukarta B cucTeMme;
e DOl U3gaTtensa (YAOCTOBEPSIOWErO LIEHTPA), 3aBEPSAIOLLYI0 COBOKYMHOCTb 3TUX
OaHHbIX.
dopMaT cepTudukata onpegeneH B pekoMmeHgaumax ITU-T 1997 roma X.509 [X.509] wu
pekomeHgaumax IETF 1999 roga RFC 2459 [PKIX]. B HacTosiwee BpeMs OCHOBHbIM MPUHSATbIM

dopmaTom sBnsetca dopmaT Bepcum 3, NMO3BOMAKOWMA ONpeaennTb AonofiHeHus (extensions), c
MOMOLLbIO KOTOPbIX peanu3yeTcs onpeaeneHHas noiutuka 6e3o0nacHoCTM B CUCTEME.

CepTtudukat cooTBeTCTBMUS

[JOoKyMeHT, BblAaHHbIA MO MpaBuiaM CUCTEMbl cepTUdMKauum Ans NOATBEPXKAEHUS COOTBETCTBUS
cepTMdnUMpPOBaHHOM NPOAYKLMWN YCTaHOBNEHHbIM TpeboBaHuaM [PO.CepTudunkaumns].

CekpeTHbIl (3aKpbITbIA) K04

KpunTtorpaduyecknin - Knw4, KOTOPbIA XpaHUTCA NOMb30oBaTesieM cucrtembl B TalhiHe. OH
MCNosnb3yeTcs Ans POpMMPOBaHUNS SNEKTPOHHON LMMPOBOM NOANUCU U WNPPOBAHUS.

Cucrema 3awWwmTbl MHbDOPMaLUK

COBOKYMHOCTb OpraHoB W/WNXU UCRONHUTENEN, UCNONb3yeEMas MMU TEXHUKA 3almMTbl MHdOpMaUuu,
a TakXe 06beKTbl 3alUMTbl, OpraHM30BaHHblE N QYHKUMOHMPYIOLWME MO NpaBuiaM, YCTaHOBJIEHHbIM
COOTBETCTBYKOLWMMM  MPaBOBbIMW, OpPraHM3aLMOHHO-PaCMOPSAUTENbHLBIMA M HOPMaTMBHbLIMU
OOKYMeHTaMu no 3awmte nHdopmaumm [FTOCT 50922].

Cucrema 3awmTtbl MHpopMaumm ot HCA

KoMnnekc opraHnsauMoHHbIX Mep M MPOrpaMMHO-TEXHUYECKUX (B TOM YnCne KpuiTorpaduyeckmx)
CpeacTB 3awMTbl OT HECAHKUMOHWMPOBAHHOIO AOCTyna K MHMOpMauuuM B aBTOMATM3UPOBAHHbIX
cuctemax ['TK TepMuHbl].

CnyxebHas n komMepyeckas TanHa

1. WHdopmMauns cocTaBnsieT cnyxebHyo uam KoMMepUecKkyo TalHy B ciydae, Koraa
NMHbOpMaLMA UMEeET AENCTBUTENbHYIO UM MOTEHLUMANbHYI0 KOMMEPYECKYIO
LIeHHOCTb B CU/Ty HEU3BECTHOCTU €e TPETbUM INLAM, K HEell HET CBOBOAHOMO
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[0CTyna Ha 3aKOHHOM OCHOBaHuW, n obnagatenb MHPOpPMaUMM NPUHUMAET Mepbl K
oxpaHe ee KoHduaeHumanbHocTn. CBeaeHns, KoTopblie He MOryT COCTaBNATb
CNY>XebHYI0 UM KOMMEpYEeCKYyo TalHy, onpeaenstoTcs 3aKOHOM N UHbIMU
npaBoBbiMK akTamu [PO.IK].

2. WHdopmauusa, coctaBnsatowas ciy>XebHyto nam KoMMepyeckyto TanHy,
3awmuaetca cnocobamun, NpesycMoTpeHHbIMU paxaaHCKUM Kogekcom PO um
ApYyrumMu 3akoHaMmu. Jlnua, He3aKoHHbIMW MeToAaMn NonyymBLLMe MHDOpMaLUuto,
KOTOpas coCTaBnseT CnyXebHylo nnm KoMMepyecKkyto TanHy, o6si3aHbl BO3MECTUTb
NpUUYMHeHHble YBbITKN. Takas xe 0653aHHOCTb BO3/1laraeTcsi Ha paboTHUKOB,
pa3rnacuMBLUNX CNYXebHY UM KOMMep4YecKylo TalHy BOMpPeKn TpyaAOBOMY
[OroBOpy, B TOM YMC/I€ KOHTPAKTY, U Ha KOHTpareHToB, CAeNaBLMX 3TO BOMPEKU
rpaaaHcko-npaBoBoMy gorosopy [P®.MK].

Cob6cTBEHHMK MHPOpMaLMn

1. CybbeKkT nHdOpMaUNOHHbIX OTHOLWEHUN, obnagaowmn LPUANYECKMM NPaBoOM
BflafeHns, pacnopsXXeHns 1 NoAb30BaHUSA MHGMOPMaLMOHHBIM PECYpPCOM.
KOpnanyeckoe NpaBo BlaAeHUs, pacrnops>XXeHWs U Nosib30BaHNs
MH(OPMALMOHHBIM PECYPCOM MPUHAANEXMUT NMLAM, NOSYYUBLLUMM STOT
MH(OPMaLMOHHBIN pecypc No HacneacTsy. ABTOpaM OTKPbITUN, N306peTeHUn,
Hay4YHO-TeXHMYeCcKMX pa3paboTok, paunMoHann3aTopCKMX NpeasioxXeHuin m T.4.
NPpUHAANEXUT NPaBo BajeHWUs, pacnopsXXeHns U nosib3oBaHusa nHdopMaumen,
WCTOYHMKOM KOTOPOM OHU siBnstoTCa [TepMnHonorms].

2. CybbekT, B NosIHOM 06beMe peanunsyowmin NoOIHOMOYNSA BRagAeHWs, NOSIb30BaHUA
M pacnopsxeHus MHpopMaumnen B COOTBETCTBMU C 3aKOHOAATEbHbIMU aKTaMu
[FOCT 50922].

3. HOpuaunyeckoe nnm dusmyeckoe nnuo, Brageroulee nHbopmaumen B COOTBETCTBUM
C 3akoHOM o cobcTBeHHocTM [TK 3awmTal.

Cnoco6 3awmnTbl nHbopMaunm

Mopaaok u npaBwia NpUMEHEHMSA onpefesieHHbIX NMPUHLWMNOB U CPeACTB 3aluTbl MHPOpMaLun
[FOCT 50922].

Cnocobbl HeCaHKLMOHNUPOBAHHOIO A0CTyna
1. Tlpuembl U NOPSAOK AEUCTBUI C Lenblo noayvyeHuns (AobbiBaHMSA) OXpaHAEeMbIX
CBeAeHW He3aKOHHbIM nyTeM. K HMM B TOM 4uncsie OTHOCATCS:
O  WHWUMATUBHOE COTPYyAHMYeCcTBO (NpeaaTtenbCTBO, U3MeHA).
O CKJIOHeHMe (NpUHYXAeHMe, NobyXAEHNE) K COTPYAHNYECTBY
(noakyn, waHTax);
noAcnylwunBaHMe neperoBopos;
HEe3aKOHHOE O3HaKOMJIEHUE;
XULWeHne;
noaaenka (moaudukaums);
YHUYTOXEHMEe (nopya, pa3pyLLeHune);
HE3aKOHHOE NOAK/IIYEHNE K CUCTEMAM U IMHUSAM CBSA3U U
nepegavun nHpopmaumm;
rnepexBaT aKyCTUYEeCKUX M 3NEKTPOMArHUTHbIX CUIrHAaNoB;
BW3yanbHoe HabnwoaeHwe;
¢doTorpacdmpoBaHue;
cbop n aHanus OKYMeHTOB, NybaMKaunii U NpoOMbILLIEHHbIX
0TX0A0B [XansaHuH].
2. K ocHoBHbIM cnocobam HC/[] oTHocsTCS:
O HernocpeacTBeHHOe obpalleHne K obbekTaM AoCTyna;
O CO34aHMe NPOrpaMMHbIX U TEXHUYECKUX CPeacTB, BbIMOSHAOWNX
obpalleHune Kk obbekTaM AoCcTyna B 06xo4 CpeacTB 3alumThl;
3. Moaudumkaumsa cpeacTB 3allunTbl, NO3BoNAoWas ocywecrtsntb HCA;
4. BHeppeHue B TexHunueckume cpeactsa CBT mnm AC nporpaMMHbIX UK TEXHUUYECKMNX
MEXaHWU3MOB, HapyLlawoLWwmMx npeanonaraemyto CTpyktypy n dyHkumm CBT nnum AC
1 noseonswmx ocywecrsmte HCA [ITK HCA].

Cpe,U.CTBa BbIYUCINTENBHOMW TEXHUKM

o O O O O O

O O O O

COBOKYMHOCTb MPOrpaMMHbIX U TEXHUYECKMX S/IEMEHTOB cucTeM 06paboTKM AaHHbIX, CNOCOBHbIX
(YHKLMOHMPOBATb CaMOCTOSITENIbHO WM B COCTaBe Apyrux cucrtem ['TK MokasaTtenu].
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CpefcTBO 3almTbl MHpOPMaLK

TexHn4yeckoe, nporpamMMHOe CpeacCTBO, BeLWeCcTBO W/uam Matepuan, npefHasHavyeHHble Wan
ucnonb3lyemble Ans 3awmuTbl MHbdopmauum [FOCT 50922].

CpeAacTBO 3alUUTbl OT HECAHKLMOHMPOBAHHOIO AOCTYyNa

lMporpaMMHOe, TEXHWYECKOEe WM MNpPOrpaMMHO-TEXHMUYECKOE CpeacTBO, MpeAHa3HayeHHoe Aans
npeaoTBpaLLeEHNs WAW  CYLLECTBEHHOrO 3aTpyAHEHUS HeCaHKUMOHMpOBaHHOro paoctyna [[TK
TepMuHsbl].

CpeacTtBo KpunTorpacdmyeckon 3awmTbl nHdpopMaLmm

CpencTBo BbIYMCUTENBHOM TEXHWUKW, OCYLUeCTBAslOWee Kpuntorpaduyeckoe npeobpasoBaHue
nHdopmMauunm anga obecnedenuns ee 6esonacHoctu [[TK TepMuHbl].

CybbekT goctyna

JInuo wnn npouecc, AencTBUS KOTOPOro pernaMeHTUpPYOTCS NpaBuiiaMu pasrpaHuyeHus oocTyna
[FTK TepMuHbI].

Cy6beKkT MH(POPMaLMOHHbIX OTHOLLUEHUN

dusnyeckoe unn puanydeckoe nmuo, obnagairowee onpeaeneHHbIM MpaBOM MO OTHOWEHMIO K
MHMOPMaLNOHHOMY pecypcy. B 3aBMCMMOCTM OT YpPOBHS MOJSIHOMOUMI CYy6beKT MHMOPMaLMOHHbIX
OTHOLWEHNA MOXeT O6blTb WCTOYHMKOM, COBCTBEHHWKOM, BNagenbLeM WM MNofb30BaTenem
MHdopMauun [TepmmHonorus].

TexHn4yeckoe cpeacTBo 06paboTkn MHdopMaLmm

TexHunyeckoe CpeacTBO, MNpeAHasHayeHHoe Ans npuveMa, HaKOMJeHus, XpaHeHusi, MNoucka,
npeobpa3soBaHus, oTobpaxkeHns n nepegaym nHbopmaumm No KaHanam ceasn [JinueHsnposaHue].

Yrpo3a 6e30nacHoCTH

COBOKYMHOCTb YCNOBUIA U (haKTOPOB, CO3A4alOLMX OMACHOCTb J>XM3HEHHO BaXHbIM MHTepecaM
NUYHoCTH, obllecTsa u rocyaapcrea [Pd.besonacHocTs].

Y0CTOBEPAOLNIA LIEHTP

LleHTp ynpaBneHus knwo4amu nposepkn 31 B COOTBETCTBUM C pekoMeHpaumamm X509 B yactum
MCNONb30BaHMSA CepTUDUKATOB Kouen nposepku Ir1.

YHUYTOXEHNE MHDOPMaLMK

JenctBne, B pe3ynbTaTte KOTOporo uHdbopMaumss nepectaet GuU3NYECcKM CylecTBoBaTb B
TEXHNYECKUX cpeacTBax ee obpabotku [TK 3awmTal.

YnpaBneHune kavamm

CozaaHue (reHepaums) KUen, MX XpaHeHne, pacnpocTpaHeHue, yaaneHme (YHUUTOXEHME), yueT
N NPUMEHEHWE B COOTBETCTBUM C MOSIUTUKOMN 6e30MacHOCTH.

YTeuka nHdopmaumm

1. HekoHTponupyemoe pacrnpocTpaHeHue 3aluLiaemon nHbopmaummn B pesynabTaTe
ee pasrnaweHunsi, HeCaHKLWOHNUPOBAHHOIO A0CTYyMNa K MHpOpMauMmM 1 NoaydeHus
3awmiaemon nHdbopmaumm passeakon [FOCT 50922].

2. HenpaBoMepHbIli BbIX04 KOHdDUAEHUMANbHOW MHdOPMaUumM 3a npeaensl
opraHmsaumm uam Kpyra nuu, KoTopbiM 3Ta MHpopMaumsa goBepeHa [XansHuH].

DOYHKUMA X3WNPOBaHUA

3akntoyaeTcs B COMOCTaB/IEHUM MPOM3BOJILHOTO Habopa AaHHbIX B BWAE MNOCNEA0BaTE/bHOCTU
ABOMYHbIX CWUMBOMOB M ero obpasa @uKcnpoBaHHOK He6ONbWON ANWHBI, 4YTO MNO3BONSET
MCNOMb30BaTb 3Ty GYHKUMIO B Npoueaypax 3/eKTPOHHOW MNOANMWCU ANS COKpalLEHUS BPEMEHMU
noANUCK N NpoBepPKM Nnoanucn. dPpdeKkT coKpalleHNs BpeMEHU AOCTUIAETCs 3a CYET BblUMCNEHUS
noanucu Tonbko nog obpasom noanuceiBaeMoro Habopa gaHHbIx [TOCT 341094].

LlenoctHocTb nHbOpMaunm

1. CnocobHOCTb CpeacTBa BblYMCANTENBHOW TEXHUKU MW aBTOMaTU3NpPOBAHHOM
cucTtembl obecnevnBaTb HEU3MEHHOCTb MH(OPMaLMN B YCIOBUSAX Cly4YalHOro
n/vnu NpegHamMmepeHHoro uckaxeHus (paspywenus) [I'TK TepmuHsbl].

2. CBoNncTBO MH(MOpMaLKUM, 3aKOHaKLLEeCs B ee CYLWeCTBOBaHNN B HENCKAXXEHHOM
Bnae (HEM3MeHHOM MO OTHOLLEHUIO K HEKOTOPOMY (PUKCUPOBAHHOMY ee
COCTOSIHMIO).
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Llenb 3awuTbl MHDOPMaLmm

3apaHee HaMeyeHHbIW pe3ynbTaTt 3aWwmTbl MHPOpMaLUuK.

1. LUenbto 3awmTbl MHGOPMaUMM MOXET 6bITb NMpeaoTBpaleHne yuwepba
cobCcTBEHHMKY, BNagenbly, NoMb30BaTeNtO0 MHPOPMauun B pe3ynbTaTe BO3MOXHOMN
yTeukn nHdopMauum n/mnam HecaHKLMOHUPOBAHHOIO N HenpeaHaMepeHHOro
BO34enCcTBMA Ha nHdopmauumto [FOCT 50922].

2. UensMu 3awmTbl ABASAIOTCA: NpeAoTBpalleHMe YTeUYKN, XULLEHUS, yTpaThbl,
WCKaXXeHWs, Nogaenkm nHpopmaumm; npeaoTspalleHme yrpos 6e3onacHoCcTm
nunyHocTK, obwecTBa, rocygapcrea; npeaoTBpalleHne HeCaHKUMOHNUPOBaHHbIX
OENCTBUI MO YHUUTOXEHUIO, MOANDUKALMN, NCKAXEHNIO, KOMUPOBAHUIO,
610knpoBaHmio nHbopMaunun; nNpegoTepalleHne Apyrmx ¢hbopMm He3aKoHHOro
BMellaTenbCTBa B MHGMOPMaLMOHHbIE pPecypcCbl U MHPOPMALMOHHBbIE CUCTEMBI,
obecrneyeHne NpaBoBOro pexuMma A0KYMEHTUPOBAHHOM MHPOPMaLMN Kak 0bbekTa
COBCTBEHHOCTU; 3almTa KOHCTUTYLMOHHbIX NpaB rpa)kaaH Ha CoOXpaHeHue IMYHOMN
TaWHbl U KOHDUAEHUMANBHOCTU MEPCOHaNbHbIX AaHHbIX, MMEIOLWMXCSA B
MHMOPMaLMOHHbBIX CUCTEMAX, COXPAHEHWNE roCyAapCTBEHHON TaWHbI
KOH®UAEHUMANbHOCTM 4OKYMEHTUPOBAHHON MHGMOPMaLMKN B COOTBETCTBUM C
3aKoHoAaTeNnbCTBOM; obecneyeHne npae Cy6bekToB B MHOOPMaLMOHHbIX
npoueccax u npu paspaboTke, NPoOM3BOACTBE N NMPUMEHEHUN MHPOPMALMOHHBIX
CUCTEM, TEXHOJIOTNIA U CpeacTB ux obecrneyvyenums [PO.3awmTal.

Wndp
CoBoOKynHOCTb 06paTuMbIX Mpeobpa3oBaHUi MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX Ha
MHOXECTBO BO3MOXHbIX 3aWNPPOBaHHbLIX AAHHbIX, OCYLLECTBASEMbIX MO ONpeAesieHHbIM Npasuaam
C nNpuMeHeHueM kntoyen [FOCT 28147].

LLndposaHue

Mpouecc 3awndpoBaHms nnm pacwmngposanHus [FOCT 28147].

WndpposaHme wHdopMaumMm - B3aMMHO-OAHO3HA4YHOE MaTeMaTuyeckoe (KpunTorpaduyeckoe)
npeobpasoBaHue, 3aBuUcsaLlee OT Ktoda (CeKpeTHbI NapaMeTp npeobpa3oBaHns), KOTOpPOE CTaBUT
B cooTBeTCcTBMe 610Ky OTKpbITOM WH@OpMauMmM, NpeacTaBfIEHHONW B HEKOTOpoW umdbpoBom
Koamposke, 650K wnbpoBaHHON MHMOPMaUnK, Takxe nNpeacTaBleHHOW B UMbPOBOM KOANPOBKE.
TepMuH wndpoBaHne obbeanHsaeT B cebe aBa npouecca: 3awndpoBaHue M pacwundpoBaHue
MHGOopMaumn.

Ecnu 3awundpoBaHMe n paclundpoBaHUe OCYLLECTBASAIOTCA C UCMO/Ib30BaHMEM OAHOM0 W TOro Xe
K/loua, TO TaKol afropuTM KpunTorpaduyeckoro npeobpasoBaHUs Ha3biBAaeTC CUMMETPUUHbIM, B
MPOTMBHOM C/lyYae - aCUMMETPUYHbBIM.

MpounTtaTtb 3awmndpoBaHHoe coobieHne (MHPOpPMaLMIO) MOXET TONIbKO MOMb30BaTENb, MMEOLWNI
TOT XK€ 3aKPbITbI KJOY WNdpoBaHUs.

LLindposaHne AOKYMEHTOB (TEKCTOB)

MpeobpaszoBaHme GopMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB coobuweHnin TakuMm obpas3oM, 4YTo ux
CMbICNT CT@QHOBWUTCS HEMOHATHbIM Ana nwboro nuua, He Brnagewwero cekpetom obpaTHoro
npeobpa3soBaHus.

LWncdpoBankbHbie cpeacTBa

CpeactBa KpunTorpachuyeckon 3almnTbl MHHOPMaLUK:

1. peanusywowmne kpuntorpaduyeckme anropmtmbl NnpeobpasoBaHns MHbOpMaLnu
annapaTHble, NporpaMMHbIe W annapaTHO-NPOrpaMMHble CpeacTBa, CUCTEMbI U
KOMMJIEKCbl, NpefHa3HayvYeHHble ANns 3aWmTbl MHGopMaumn (B TOM yucne m
BXOASLLME B CUCTEMbI M KOMMJEKChI 3aWmTbl MHPOpMaL MK OT
HeCaHKUMOHMPOBAHHOIO AOCTYNA), LUMPKYMUPYIOLWEN B TEXHUUYECKUX CPEACTBAX,
npu ee o6paboTke, xpaHeHUM U Nnepegade No KaHanaMm CBA3M, BKIOYas
WndpoBanbHYO TEXHUKY;

2. peanusylowme kpuntorpadunyeckne anroputMel npeobpasoBaHna nHdpopmMaumm
annapaTHble, NporpaMMHbIe U annapaTHO-NpoOrpaMMHble CpeAcTBa, CUCTEMbI U
KOMMJ1EeKCbI 3alMTbl OT HaBA3bIBAHWUS NNOXHOM MHPOPMaUMn, BKIOYAs cpeacTBa
UMUTO3aLUNTBI U INEKTPOHHON NOANUCH;

3. annapaTHble, NpOrpaMMHbIE N annapaTHO-NPOrpaMMHbIE CPEACTBA, CUCTEMbI U
KOMMJIEKCbl, NpeAHa3HavYeHHble ANS U3roTOBNEHUS U pacnpeaeneHuns Kito4YeBbiX
OOKYMEHTOB, UCMOo/b3yeMbiX B WKNdPOBaIbHbIX CpeacTBax, He3aBUCMMO OT BUAA
HOCUTENs KA4YeBor MHdopmauuun. [JinueHsnposaHue]

4. py4Hble WKdPbI, JOKYMEHTbl KOAMPOBAHUA U APYrMe HOCUTENU KIHOYEBOW
nHdopmaumu.
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dneKTpoHHasa NoAnuch

[aHHble, nobaBnsiemMble K 670Ky AaHHbIX MOSydYeHHble B pe3ysibTaTe ero Kpuntorpacdmnyeckoro
npeobpa3oBaHus, 3aBUCALWEro OT K/Ya 3/IEKTPOHHOW noAnucuM u 6noka AaHHbIX, KOTopble
MO3BO/IAOT MPUEMHUKY AAHHbIX YAOCTOBEPUTHCS B LIEJIOCTHOCTU 6710Ka AaHHbIX UM MOAMHHOCTU
WCTOYHMKA [aHHbIX, @ Tak xe o6ecrneunTb 3alnTy OT NOASI0ra CO CTOPOHbI MPUEMHUKA AAHHBbIX.

MpoBepka 3NeKTPOHHOW noAnMcK noa 6/10KOM OTKPbITON MHGOPMaLUK NPOU3BOAUTCA C MOMOLLbLIO
KpunTorpacduyeckoro  npeobpasoBaHUss M KAKOYa  MPOBEPKM  3MIEKTPOHHOM  MOAMMUCH,
COOTBETCTBYIOLLErO K/HOUY 3/IEKTPOHHOM MOAMMCK, YY4acTBOBaBLIEro B MpoLecce ycraHoBku Ir1.

DneKTpoHHas noanucb obecrneymBaeT LENOCTHOCTb coobLlleHnin (AOKYMEHTOB), NepeaaBaeMblX Mo
He3alWM LWEHHbIM TENIEKOMMYHUKALUWOHHbLIM KaHanaMm obuwero nonb3oBaHus B cucrtemax ob6paboTku
MHdOpMauMn pasIMYHOro HasHavyeHWs, C rapaHTMpoOBaHHOW uaeHTUdMKaumnen ee agtopa (numua,
noANuCaBLlLIEro JAOKYMEHT). 3DfeKTpOHHas noANUCb MNO3BOMSET 3aMeHuUTb npu  6e36ymakHoM
AOKYMeHTo060poTe TpaAMUMOHHbIE MNevaTb M NoAnuUcb. Mpu MOCTPOEHUM 3NEeKTPOHHOW MoANUCH
BMECTO O6bIYHONM CBSA3WN MeXAy MeyaTbio UM PYKOMWUCHOM MOAMUCLI0 M NUCTOM 6ymaru BbiCTynaeTt
CNOXHasa MaTeMaTuyeckasl 3aBUCUMOCTb MEXAY 3NEKTPOHHbLIM AOKYMEHTOM, Kto4yoM 3l 1 KIoyYoM
nposepku Jr1.

lMpakTnyeckas HEBO3MOXHOCTb NOAAESKU 3J'IeKTpOHHOI7I noanmcn onmpaeTcsad Ha O4Y€EHb 6onbLuom
obbem onpeaeneHHbIX MaTeMaTU4eCKnX BbIYMNC/IEHUN.

MpocTaBneHne NOAMUCK NOL AOKYMEHTOM He MeHsieT CaMoro [OKYMEeHTa, OHa TOJIbko JaeT
BO3MOXHOCTb MPOBEPUTb MOAJIMHHOCTb M aBTOPCTBO MOJIyYEHHOW MHGpOpMaunu.
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4. OCHOBHble TeXHUYeCcKne AaHHble U XapaKTepnCTtmkKun
CK31

CK31N «Kpuntollpo JCP» Bepcusa 2.0 saBnsietca KpuntonposanmgepoMm Java u
npegHasHa4yeHo ANS 3aWunTbl KOHPUAEHUNANBbHOW MHbOpMaumun.

CK3N «KpunTtollpo JCP» Bepcus 2.0 coBMectumo Kpuntollpo CSP no BbINOAHAEMbIM
KpunTorpadumyecknm yHKUmMaM n knodam (cM. «CoBMeCcTMMOCTb C npoayktammn Kpuntollpo»).

CpeactBammn CK3U <«Kpuntollpo IJCP» Bepcus 2.0 He ponyckaeTcs 3awmulaTth
NHMOPMaLNIO, COCTaBSAIOLLY FOCYAapCTBEHHYIO TalHY.

CK3N «Kpuntollpo JCP» Bepcua 2.0 npu ycrnoBuM BbIMOSHEHUSA HacTosAwux [NpasBun
obecneumBaeT Kpuntorpaduyeckyro 3awnTy KoHduaeHumanbHOM MHAOPMAUMK OT BHELLUHEro
HapyLwwuTens, CaMOCTOSATESIbHO OCYLUECTBASIOWero co3jaHve MeToAoB W CpeAcTB peanusauuu
aTak, a TakXXe CaMOCTOATENIbHO peanusylolero aTtaku.

CK3M npegHasHayeHo ANsA 3aluTbl UMHdOpMauuK, nepedaBaeMoli MO KaHanaMm CBSA3WU, W
obecneumnBaerT:

] aBTOPU3aUUIO SNEKTPOHHbIX AOKYMEHTOB Ha 6aze 3HEKTp0HHOVI noanuncu,

e ayTeHTMdMKaALUIO CTOPOH Npu nepefaye 3NeKTPOHHbIX JOKYMEHTOB Ha H6ase NpoTOKO/I0B
TLS;

e  3aLUMLLIEHHYIO NAPHO-BbIGOPOYHYIO CBA3b ANns 06MeHa KOHPWUAeHUnanbHOM nHdopMauu-
en.

4.1.OyHKUMM 3aWwmTbl MHPopMaumnm CK3U

CK3M XTAN.00091-01 obecneumBaeT BbIMONHEHME cneayowmx QyHKUMN 3awmTbl MHpoOpMaLuun:

e aBTOpM3aumsa M obecrneyeHne HPUANYECKON 3HAUYMMOCTU 3SNEKTPOHHbLIX AOKYMEHTOB
npu obMeHe UMM Mexay nosb3oBaTensaMm NOCPeACTBOM MCMOAb30BaHUsS npoueayp GopMmpoBaHus
M npoBepku (C mcnonb3oBaHuMeM cepTudukaToB cTaHgapta X.509 YpocroBepsiowero ueHTpa)
3/1EKTPOHHOM NOAMNUCK B COOTBETCTBUM C OTEYECTBEHHbIMK cTaHgapTamu (RFC 4357):

FOCT P 34.10-2001. "WH@opmaumoHHass TexHosorusa. Kpunrtorpagpuyeckass 3awymta
uHpopmayun. lNpoyeccbl popMuUpPoBaHUS MU NMPOBEPKU 3/IEKTPOHHON LmngpoBort nognmcu”.

FOCT P 34.10-2012. "MHpopmaumoHHass TexHosorns. Kpuntorpagpuyeckass 3awymta
uHpopmayuu. lNpoyeccbl popMupoBaHUs U MPOBEPKU 3/IEKTPOHHOU LmngdpoBor nognmcu”.

FOCT P 34.11-94. "MIHgopmaymnoHHas TEXHOJ/IOrUS. Kpuntorpagpunyeckas 3awmTa
nH@opmaLnu. QyHKUMS X3WnpoBaHus".

FOCT P 34.11-2012. "IHbopMauMoHHass  TEXHOJIOrmsl. Kpuntorpagpuueckas  3awmta
uHpopmauun. OyHKLMS X3LWMpoBaHns".

. obecneyeHune KOHd)M,CI,eHLI,MaI'IbHOCTM M KOHTpONA LENOCTHOCTU MHd)OpMaLI,VII/I nocpea-
CTBOM ee LIJVICprBaHI/Iﬂ N UMUTO3aLLNTbl, B COOTBETCTBMN C OTEYECTBEHHbLIM CTAaHAAPTOM!:

FOCT 28147-89 "Cucrembl 06pabotku nHgopmaunn. 3awmra Kkpuntorpagpunyeckas";

J KOHTPOJIb UENOCTHOCTN CUCTEMHOINO U NpUKNagHoOro nporpaMMHOro obecneyenuns gns
€ro 3awunTtbl OT HECaHKUMOHUPOBAHHOIO U3MEHEHNA UJIN OT HapylleHnda npaBuibHOCTU ¢YHKHMO-
HUpOBaHu4,

J ynpaBneHna Knrn4YeBbIMU 31EMEHTAMU CUCTEMbI B COOTBETCTBUN C PErNIaMEHTOM,

e obecneueHne ayTeHTUDUKALNN CBA3bIBAIOLLMXCSA CTOPOH, KOHMUAEHLNANBHOCTU U Le-
JIOCTHOCTM nepecbiiaeMoit MHGOopMaLnKn C UCMONb30BaHUEM CepTUhMKATOB cTaHaapTa X.509;

e yCTaHOB/iEHME ayTEeHTUYHOIro 3aMLLEHHOI0 COeAMHEHNS C UCMOb30BaHWMEM MPOTOKO-
na TLS;

e obecneyeHne KOHOUAEHLUMANBHOCTM U KOHTPOSS LLeNIOCTHOCTU U aBTopusauus ganios
M MHDOPMALMOHHbBIX COOBLLEHUN;

e obecneueHne ayTeHTUDUKALUN, ayTEHTUdMKALMA NoNb3oBaTens B AoMeHe Windows.
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JononHuTenbHble anropuTMbl NOAAEPXKKM KIOYEBbLIX CUCTEM, NapameTpbl anropuTMoB, ¢opMaThbl
ceptudukatos, nogaepxusaemole B CK3U, onpeaneneHsl B sgokyMeHTax RFC 4357, RFC 4490, RFC 4491.

4.2.MexaHu3Mbl 3aWmTbl MHPOPMaLUNM

J KoHduraeHuManbHOCTb MHbOPMaLMn Npu xpaHeHun (Ha amckax, B 6ase AaHHbIX)
N nepegave B CeTU CBA3M obecneunBaeTcsi UCNoNb3oBaHNeEM DYHKUNA WNPOBAHUS.

o NaoeHTudmnkaums wm asToOpcTBO. [lpyM CceTeBOM B3aMMOAENCTBUU (YCTaHOBIEHUM
ceaHca cBa3u) obecneumBaetcs QyHKumMaMm S nNpu  UCNONb30BaHMM WUX B Mpouecce
ayTeHTMdumkaumm (Hanpumep, B COOTBETCTBMWU C pekoMeHaaumsammu X.509). [Mpu 31eKTPOHHOM
AOKyMeHToob6opoTe obecrneumBaeTcss UCMoib30BaHMeEM YHKUMA DI 3/1eKTPOHHOr0 AOKYMEHTa.
JononHutenbHo Aos/mkHa ObITb  nNpeaycMOTpeHa 3awmTa  OT  HaBsA3biBaHWs, MNOBTOpa
3/1IEKTPOHHOIo AOKYMEHTA M LIeNIOCTHOCTb CNPaBOYHUKOB K/itoueln nposepku I,

J LenoctHocTb wuHdopmauun. ObecneumBaeTcsa ucnonb3oBaHveMm dyHkumMn 2l
3NEKTPOHHOro AOKyMeHTa. Mpu ucnonb3oBaHun GyHKUMA WwndpoBaHusa (6e3 ncnosib3oBaHus
3MN) obecneumnBaeTcsa nMmnTolawmTon. na obecnevyeHns LENOCTHOCTU XPaHMMbIX AaHHbIX MOXET
6bITb  ncCnofnb3oBaHa GYHKUMA X3WWMPOBAHUA WAWM  UMUTO3ALWLUTBLI, HO MNpU  3TOM He
obecneunBaeTcs aBTOPCTBO MHMOPMaLunK.

. HeoTkasyeMocTb OT nepedaun 3NEeKTPOHHOro AoKyMeHTa. O6ecnedynBaeTcs
ncnonb3oBaHneM GyHkumnii M (NoANMCb AOKYMEHTa OTNpaBuUTENEM) U XpaHEHMEM [LOKYMEHTa C
3IN B TeyeHWe YyCTaHOBMIEHHOIO CPOKa MPUEMHOIN CTOPOHOW.

J HeoTka3yeMoCTb OT nMpuMeMa 3NEeKTPOHHOro AokyMeHTa. ObecneumBaeTtcs
ncnonb3oBaHneMm dyHkuMn DM N KBUTUpPOBAHMEM MNpuMeMa AokyMeHTa (NoAnMCb KBUTAHLMUMU
nosiyyaTesieM), XpaHEeHWEM AOKYMEHTa M KBUTaHUmM C IOl B TeyeHWe yCTaHOBJIEHHOro Cpoka
OTNpaBsAOLWEN CTOPOHOMN.

. 3awwuTa oT nepenoBTOPOB. Ob6ecneunBaeTcs MCMoJIb30BaHMEM
Kpuntorpapunyecknx GyHkumii 2O, wudpoBaHMS WAM  UMUTO3aWMUTbl C AobaBneHuem
YHUKaNbHOro naeHTudmkaTopa ceteBoln ceccum (3/1eKTPOHHOIO AOKYMEHTa) C nocneayowen nx
NMpOBEPKON MPUEMHON CTOPOHOW uAM pa3paboTKor cneunanm3mMpoBaHHOro MNpoOTOKOSaA
ayTeHTudumkaumm (obMeHa 31eKTPOHHbIMN AOKYMEHTaMM).

. 3awuTta OT HaBsA3biBaHMA MWHGOpMauMn. 3awmTa OT HapywuTens C uUesblo
HaBs3blBaHUS UM MPUEMHOIN CTOpPOHEe cobcTBeHHOM MHMOpMaumu, nepegaHHoOM Akobbl OT nmua
CaHKLUMOHMPOBAHHOIO nosib3oBaTtens (HapyweHue aBTopcTBa MHdopmauun). ObecneumBaeTtcs
ncnonb3oBaHneMm ¢yHKUun DI ¢ npoBepKkoi aTpubyTOB 3/1EKTPOHHOrO AOKYMEHTa M Kikuda
nposepkun I3l oTnpasBuTens.

. 3aluTa oT 3aK/afoK, BUPYCOB, MOAUMDUKALMM CUCTEMHOrO M npukiagHoro MO
obecneumMBaeTcs COBMECTHbIM WCMOJIb30BAHMEM KpunTorpaduyecknx cpeacrts, Cpeacts
QHTMBUPYCHOM 3aLMUTbl U OPraHM3aLUMOHHbLIX MEPOMPUSATUNA.
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5. TpeboBaHus K akcnnyataumm CK3U

CK3U1 XTAN.00091-01 npepHasHayeHO ANS 3aWMTbl OTKPbITOM WHMOPpMaunMnM B WHHOOPMaLMNOHHbLIX
cuctemax  obwero  nonb3oBaHUs  (BblYMCNEHME/NpOBEpPKA  3NEKTPOHHOM  noAmnuMcu) U 3aluThl
KOHdMAEeHUManbHON MHDOpMaUnmM, He coaepxallen cBefeHnid, COCTaBASAILWMX roCyAapCTBEHHYO TalHy, B
KOPNOpaTUBHbIX MHMOPMaLMOHHbIX cucremMax (wmndposaHune/pacndposaHme nHdopMaLuum,
BblUMCNeHne/NpoBepKa WMMWTOBCTaBKW, BbIYUCIEHME 3HAYEHMs X3W-(PYHKUMWN, BblYMCAEHUE/NpoBepKa
3NEKTPOHHOW NoANUCHK).

CpeactBamm CK3UM  XTAM.00091-01 HE AOONYCKAETCA of6pabatbiBaTb MHMOpMaLmMio,
cofepXallyto CBeAEHUs, COCTaBAAOLWMNE FOCYAaPCTBEHHYIO TalHy.

CK3M >KTAM.00091-01 MOXKET MWCHNOJIb3OBATbCA ana kpuntorpadnyeckon  3aluuThbl
NnepcoHasibHbIX AAaHHbIX.

CK31M HEJIb3AA WCMNOJIb3OBATb ans 3awuTbl pedeBonn wuHdbopmaumn 6e3 nposeaeHus
COOTBETCTBYOLWNX AOMOSTHUTENbHbIX UCCNef0BaHNM.

YctaHoBo4YHble Moaynu CK3W «Kpuntolpo JCP» Bepcma 2.0 M KOMMIEKT 3KCMlyaTauMOHHOM
OOKYMEHTaUuMM K HEMY MOryT MOCTaBATbCA MOJSIb30BATENO YMNOJIHOMOYEHHON oOpraHusauuen! aByms
cnocobamu:

1. Ha HocuTene (CD, DVD - guckun);
2. NocpeacTsoM 3arpy3kn yepes NHTepHeT.

[na nonyyeHMs BO3MOXHOCTM 3arpy3ku yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo JCP» Bepcus
2.0 1 KoMMneKkTa 3KCrjyaTauuoHHOM AOKYMeHTauuum Mnonb3oBaTeslb HarnpasfseT CBOW Y4YeTHble AaHHble
YNONMHOMOYEHHON OpraHusauun. YYeTHble AaHHble MOryT 6biTb HamnpasfieHbl NOCPEeACTBOM 3anosIHEHUS
cneunann3npoBaHHOW perncTpaumoHHon hopMbl Ha canTe YNONHOMOYEHHOM opraHu3aumu.

Mocne nonyyeHnss  YNOMHOMOYEHHOW  OpraHM3auMen  y4deTHbIX  AaHHbIX  MO0Ab30BaTeNto
npenocTaBfsieTcss AOCTYN Ha CTpaHULY 3arpy3km ycTtaHoBo4YHbIX Moaynein CK3U «Kpuntollpo JCP» Bepcus
2.0 n KoMnnekTa 3KCrnayaTaunmoHHOW AoKyMeHTauuw. [pu 3arpy3ke nofb3oBaTefleM YCTaHOBOYHbIX
moaynen CK3M «Kpuntollpo JCP» Bepcua 2.0 ©n KOMMJAEKTa 3KCAayaTauMoOHHOW [AOKyMeHTauum
YNONHOMOYEHHOW OpraHuM3aunen nNpucBanmBaeTcs yYeTHbIW HOMeEp, uaeHTudunumpyowmii aksemnnap CK3U
«Kpuntolpo JCP» Bepcua 2.0, npeaocTaBfieHHbIN NOsb30BaTesto.

BMecTe € yKasaHHbIMM [aHHBIMW Ha CTpaHWLUE 3arpy3kuM pasMeLlarTcs KOHTPOJibHblE CYMMbI
YCT@HOBOYHbIX MoAyfleh W [AOoKyMeHTauuu. [lonb3oBaTenb, 3arpy3vB YCTaHOBOYHble Moaynu CK3U
«Kpuntolpo JCP» Bepcua 2.0 n sKCnayaTauMOHHYI, AOKYMEHTaUMIO AO/KeH ybeamnTbCs B LE/OCTHOCTHU
NONYYEHHbIX AaHHbIX. DTO MNONb30BaTeNb AO/MKEH cAenaTb C MCMNOAb30BaHUEM YTUAUTbI cpverify.exe,
Bxoasiwen B coctaB CK3M «Kpuntolpo JCP» Bepcus 2.0, nMbo uHbIM ApyruM ceptudunumnmpoBaHHbim ®Cb
Poccumn wngposanbHbIM (KpunTorpaduyeckuM) cpeacTsoM.

YcraHoBka CK3W «Kpuntollpo JCP» Bepcus 2.0 Ha pabodee MecTo nonb3oBaTens MoxeT 6biTb
OCyLLEeCTB/IEHA TONbKO B C/lyvyae NoATBEPXAEHUS LEeNOCTHOCTM MONyYeHHbIX YCTaHOBOYHbIX Moaynen CK3U
«Kpuntolpo CSP» n skcniyaTaunoHHOM AOKYMEeHTauuu.

1. CpeacrtBo KoOHTpons uenoctHocTu (cpverify.exe) nepBoHadanbHO AO/MHKHO ObITb
nosy4eHo nosb3oBaTeneM Ha dusnmdyeckom HocuTene B oduce komnaHum OO0
«KPUNTO-MPO», nubo y oduumanbHoro awunepa. Takass yTunauMTa CUYMTaETCS
NONy4YeHHOW [AoBepeHHbIM obpa3oM. [anee nonAyyYeHHOW [JOBepeHHbIM ob6pasom
NpuU3HaeTCs o4yepenHas Bepcus YTUAUTbI, nofsyvyeHHas nwobbiM obpasom, Hanpumep,

M CKayaHHaa C caWTa www.cryptopro.ru, npu yc/ioBuMWM, 4TO OHa Oblna npoBepeHa
APYIMM 3K3eMMNsSpOM YTUAWUTbI, TMOJIyYEHHbIM paHee [OBEepeHHbIM o06pa3oM, u
npoBepka 6bia yCrnewHon.

2. Kntou npoBepku 31, a Takxke nHdbopMaumsa o HeMm (AaTa CO34aHMSA, aropuTM XaL-
dYyHKUMKN, naeHTUdUKaTop anroputMa NOAMUCK) 3anuUCbiBAlOTCS B WUCXOLHbIA KOA
YTUANTbI Ha 3Tane cbopKwu.

! YnonHoMoueHHas opraHusaums — npoussoautesb CK3U «Kpuntolpo CSP», nMbo opraHusauusa-nvueHsvnat
®CB Poccuum B YacTu pacnpocTpaHeHns WwndpoBabHbIX (KpunTorpaduyeckmnx) cpeacts
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6. TpeboBaHMSA K NporpaMMHON cpeae

CK3N «Kpuntollpo JCP» Bepcusa 2.0 dyHKUMOHWPYET noj ynpasleHWeM creayoumx
Java-MalwuH:

o Java-mawmHa J9VM npoussoactea IBM «Java(TM) 2 Runtime Environment,
Standard Edition» Bepcuun 1.6 u Bbiwe Ha 32-6UTHOMN N 64-6uTHOW NnaTdopme.

o Java-mawunHa npoussoactBa Oracle «Java(TM) 2 Runtime Environment, Standard
Edition Bepcumn 1.6 n Bblwe Ha 32-6uTHOM 1 64-6uTHON Nnatdopme.

6.1. CK3M npeagHasHayeHO Ans1 MCNONb30BaHMS Ha C1eaylowwmx MnporpaMMHOo-annapaTHbIX
nnargopmMax:

Windows

Windows Vista/7/8/8.1/Server 2003/2008 (x86, x64) (To/IbKO COBMECTHO C Java-maluu-
HoWn npousBoacTea Oracle);

Windows Server 2008 R2/2012/2012 R2 (x64) (TONbKO COBMECTHO C Java-MallnHOW
npounssoactea Oracle);

LSB Linux

OC Linux, yoosnetsopstowme ctaHgapTty Linux Standart Base ISO/IEC 23360 (x86, x64)
Bepcun LSB 4.x:

CentOS 4/5/6/7 (x86, x64);

Fedora 23/24/25 (x86, x64);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64);
Oracle Linux 5/6/7 (x86, x64);

OpenSUSE 12.2/12.3/13.1/13.2 (x86, x64);

SUSE Linux Enterprise 10/11/12 (x86, x64, POWER);

Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,
x64, POWER);

Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER);

Uni

X

ALT Linux 6/7 (x86, x64);

ALT Linux 6/7 (ARM) (Tonbko COBMeCTHO C Java-mMalmnHon npoussoacTea Oracle);
Ubuntu Phone (ARM) (TOoNbKO COBMECTHO C Java-mawunHon npomssoacTtea Oracle);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKEJIb (x86, x64);

FreeBSD 8/9/10, pfSense 2.x (x86, x64);
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AIX 5/6/7 (POWER) (TonbkKO COBMECTHO C Java-MallnHon npoussoacTea IBM);
Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
Solaris 10 (sparc, x86, x64) (To/IbKO COBMECTHO C Java-MawunHoli npomssoacTea Oracle);

Solaris 11 (sparc, x64) (TobKO COBMECTHO C Java-mawmnHoih npoussoactea Oracle).
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7. NcnonHeHnsa CK3U

UcnonHeHue 1 knacca 3awmntbl KC1 BbINONHEHO B COCTaBe:
KpunTonpoBanaep (Mo4ysb Ha NPUKIAaLAHOM YPOBHE);
Moaynb obpaboTku ceptudmkatos 1 CMS npoTtokona;

6ubnuoteka, obecneumBarowas noaknyeHne N GYHKUMOHMPOBAHUE KIIHOUYEBLIX
HocuTenen (RDK);

MOAy/Ib NOAAEPXKKN MHTepdenca noa ynpaBieHMeM BUpPTyanbHON Java-MalluHbl,

Habop Moaynen un Java-knaccoB ans noaaepxkun Java JCA nHTepdeliica.
N PYHKUMOHMPYET B rpynnax nporpaMMHO-anmnapaTHbIX Cpea B COOTBETCTBUM C M.3.
UcnonHeHmne 2 knacca 3awmntbl KC1 BbINOSHEHO B COCTaBe:

KpunTonpoBanaep (Mo4ysb Ha NPUKIAaLAHOM YPOBHE);

Moaynb wudpoBaHus;

MoAy/b ceTeBOM ayTeHTudukaumm (Kpuntollpo JTLS);

Moaynb 06paboTku ceptudmkaToB u CMS npoTokona;

6ubnuoteka, obecneumBarowas nogknyeHne N GOYHKUMOHMPOBAHUE KIIHOUYEBBIX
HocuTenen (RDK);

MoAy/Nb NOAAEPXKKM MHTepdenca noa ynpassieHNeM BUPTYanbHOM Java-MmaluunHebl,
Habop Moaynen n Java-knaccoB ana nogaepxku Java JCA nHTepdenca.

N PYHKUMOHMpPYET B rpynmnax nporpaMMHo-annapaTHbIX Cpes B COOTBETCTBUM C N.3.
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8. PeannsyeMblie anropuTMbl

AnroputM 3awndpoBaHusa/pacundpoBaHNa  AaHHbIX WM BbIYUC/IEHNE WMUTOBCTABKMU
peann3oBaH B cooTBeTcTBMM C TpeboBaHmamm T[OCT 28147 89 "Cucrtembl o06paboTku
nHdopmaumnmn. 3awmTta Kpuntorpadmyeckasn".

AnroputM npoBepkn Il peanusosaH B cootBetctBum ¢ TOCT P 34.10 2001
"MIHdopMauuroHHasa TexHosnorusa. Kpuntorpaduueckas 3awmTta  wHdopmaumn. [poueccsl
dhopMMpoBaHNS M NPOBEPKU INTIEKTPOHHOM nognucu”.

Anroput™ npoBepku 3l peannsoBaH B cootBeTtctBMM Cc [TOCT P 34.10 2012
"MHdpopMmaunoHHasa TexHonormna. Kpuntorpaduuyeckas 3awmta  umHbopmaumn. Tpouecchl
¢dopMmnpoBaHMSA N NPOBEPKU SNEKTPOHHOW noanucn'.

Anroput™ ¢QopmumpoBaHusa DI peanmsoBaH B cooTteBeTctBMM ¢ FOCT P 34.10 2001
"MIHdopMmauroHHasa TexHosornsa. Kpuntorpaduueckas 3awmTta  wHdopmaumn. [poueccsl
¢dopMmnpoBaHMA N NPOBEPKU SNEKTPOHHOM noanucn”.

AnroputM dopmMmupoBaHmua I peanmzoBaH B cootBeTctBuM ¢ FTOCT P 34.10 2012
"MIHdopMaunoHHasa TexHosornsa. Kpuntorpaduueckas 3awmTta  wHdopmaumn. [poueccsl
¢dopMMpoBaHMA N NPOBEPKM INEKTPOHHOM nognucn".

ANroputT™ BbIpaboTKM 3HaYeHus X3W-YHKUMW peann3oBaH B COOTBETCTBUM C
TpeboBaHnamMn FOCT P 34.11 94 "MiHdopMaumoHHas TexHonorus. Kpmntorpadudeckasa sawimta
nHdopmMaunmn. OYHKLUMSA X3WNPoBaHUA".

Anroput BbIpaboTKM 3HAYeHUs X3W-PyHKUMW peanu3oBaH B COOTBETCTBMU C
TpeboBaHnamm TOCT P 34.11 2012 "WHdopMauuoHHas TexHonorus. Kpuntorpadudeckas
3awmTa nHdopMmaumn. OyHKUMS X3WNPOBaHMS".

KnioueBasa cuctema CK3UN «Kpuntollpo JCP» Bepcus 2.0 obecneumBaeT BO3MOXHOCTb
NapHO-BbIBOPOYHOM CBSA3M abOHEHTOB CETM C MCMOSIb30BaHMEM AJ1 Ka)kAoh napbl abOHEHTOB
YHUKaNbHbIX K/lOYel, co3aaBaeMblX Ha OCHOBE MPUHLMNA OTKPbITOro pacnpeaeneHns Kaoden.
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9. ApxutekTypa MO n obwme NpUHUUNGI
dYHKUMOHMPOBAHMSA

OcHoBHOM apxuTekTypHoin ocobeHHocTbto O CK3U «Kpuntollpo JCP» Bepcus 2.0
agngercas TO, 4t0o COK He wMeeT HenocpeaCTBEHHOro AOCTynma K  K/K4YEBOM W
Kpuntorpapuyeckn 3Haummom uHpopMauun. Bce onepaunMm C  3aKkpbITbIMM  KJOYaMy,
He3aBepLeEeHHbIMNU  3HAYEHUSMU  X3W-PYHKUMA WM T. M. OCYLWECTBASAETCS HeAoCTynHble
NoAb30BaTeN0 06BHEKTOB; onepauMn 3KCnopTa OTCYTCTBYHOT.

9.1.CoctaB nporpaMMHoro obecneyeHus

B coctaB nporpammHoro obecrnedveHus ans Bcex nnatgopm Bxoaat CK3U «Kpuntollpo
JCP» Bepcusa 2.0 u COK.

O6was ctpyktypa CK3UN «KpunTtollpo JCP» Bepcus 2.0 npeacrasneHa Ha PucyHok 1.

St
Java AR
JCA [
MpoEaiaep MpUNoeH e
LHuppoeaHKe
acy ——— EMD "3 HacKuTenu
KOHTRONE LENOCHOCTH "3 ASNI1P
CHETEMS KK ASMNTH
CEZ KpunTolpo JCF 2.0 ME31A

PucyHok 1. CoctaB nporpammHoro obecneveHums

9.2.CK3WN «KpunTtollpo JCP» Bepcua 2.0
B coctaB CK3U «KpunTtollpo JCP» Bepcusa 2.0 BXoaAT:

e Bubnnortekun kpunTonposangepa Ana UCNONHEHUI NO ypoBHIO KC1;
e bBubnunortekn wndposanbLHOro nposangepa A4ns UCrosHeHUn No ypoBHio KC1;
e [loagcucrteMa KOHTPOSS LEeNoCTHOCTH;
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Oatunk cnyyanHbix ymucen (ACH);
Brvonornyeckmn gaTtunk cny4varHblX Yncen Ans uHMuuanmsaumm ocHosHoro ACH.

9.3.CoK

B coctaB COK BXoaaT cneayrowme KOMMNOHEHTDI:

ASN.1 moayns;

Moayne nogaepxkun ASN.1;

Mopaynb 3anpoca cepTudukaTos;

Moacmncrema HacTporiku nposanaepa;

Moaynun noanep>XKn cumTbiBaTeNen n HocuTenen;
Java-malwuHa.
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10.Knw4yeBas cucrema

10.1.06wme nonoxxeHus

CK3U «KpunTtollpo JCP» Bepcusa 2.0 aBNAeTCS CUCTEMOM C OTKPbITbIM pacrnpenesieHUneM
knwoyen. Knwoum npoBepkn noanvcu obblMHO NMPeAcTaBNSAOTCS B BuAe CepTUPUKATOB KIOUeENn
NpoBepKM NoAMNUCH.

B CK3W «Kpuntolpo JCP» Bepcua 2.0 KIOY 31EKTPOHHOW NOAMUCK MOXeT ObITb
NCMosib30BaH Tosbko Ansd dopmmpoBaHusa 2Dl1. 3akpbiTbii KAOY WKNHPOBaAHUSA MOXKET 6bITb
MCNoNb3oBaH Kak A1 (OpMMPOBAHMS K/4Ya CBA3M C APYrUMM Mofib3oBaTeneMm, Tak U ans
dopmmpoBanms Ir1.

Mpu pabote ¢ CK3U kaxabll monb3oBaTenb, obnagalwowuin mMpaBoOM noanucu wu/wmnam
wndpoBaHusa, BblpabaTbiBaeT Ha cBOeM paboyeM MecTe WM nony4vaet y aaMUHUCTpaTopa
6e3onacHocTM (B 3aBMCMMOCTM OT NMPUHATON MOANUTUKM 6€30MacHOCTM) SINYHble 3aKPbITbiA (KoY
3M) n oTKpbITbIN (KNo4 NpoBepku D) kUK. Ha OCHOBE KaXAoro OTKPbITOro kato4va obmeHa
TpeTben cTopoHol (LleHTpom CepTtudukaummn) dopmmpyeTca cepTUduUKaT OTKPLITOro K/4a, Ha
OCHOBE  KaXAoro KJ4ya MpOBEPKW 3NEKTPOHHOM NOAMUCK TpeTben cTopoHon (LleHTpom
Ceptudukaumn) dopmupyetca ceptudukat NnpoBepKU MOAMUCH.

JomxHbl 6bITb MPUHATbI Mepbl, obecneymBalrolme COXpaHeHWe B TalHe Kio4den
3/IEKTPOHHON MOAMMUCU U 3aKpbITbIX KJ/OYEN OBMEHa M COOTBETCTBYHOLWMA NopsaAnok paboTbl C
K/II0YEBOM AOKYMEHTauuen n ceptudukaTamMmmn knoden nposepku 1.

10.2.lLUndposaHne aaHHbIX

B CK3U «Kpuntollpo JCP» Bepcus 2.0 kiod 3awmndpoBaHus coobueHmns coBnagaeT C
KMIOYOM pacwmndpoBaHmsa (06WMin 3aKkpbITbii K4 €BA3M). pu 3awmndpoBaHum coobLieHus
nonb3oBatens A Ang nonb3oBaTens b o6wmin 3akpbiTbli KKOY CBSA3W BblipabaTbiBaeTcsd Ha
OCHOBE 3aKpbITOro Kjtua WwndpoBaHus nosb3oBaTenss A M OTKPbLITOro K4va WudpoBaHMS
nonb3oBatens b. CooTBeTCTBEHHO, ANa pacwmndpoBaHMsa 3TOro coobuieHnst nonb3oBaTtenem b
dopmumpyeTcs 06Wmii 3aKpbITbI K/HOU CBSI3M Ha OCHOBE CBOEro CO6CTBEHHOrO 3aKpbITOroO KJto4a
WnNdpoBaHUS M OTKPLITOrO Ko4va WwnudpoBaHMsa nosb3osaTens A.

Takum obpasom, ans obecneyeHns CBA3M C APYrMMU abOHEHTaMW KaxaoMy aboHeHTy
Heob6x0aMMOo UMETh:
e COOBCTBEHHbIN 3aKpbITbI K04 WKdPOBAHUS;

e  OTKpbITble KAOUM WNdpoBaHUa (cepTudUKaTbl OTKPbITbIX KNKOYEN) Apyrux
nonb3oBaTenen.

10.3.PopMurpoBaHue 1 nposepka Il

Kntou aneKTpOHHON NOANMCUM MCNOMb3YyeTCs ANs BblpaboTKM 3/1eKTPOHHOM noanucu. Mpu
npoBepKe NMoAnucyn NpoBepsIOLWMA AOSHKEH pacnonaratb Kao4oM nposepku 3l (cepTudmkaTomM)
nonb3oBaTens, MNocTtaBMBLIEro noanuce. lMposepsawWwniA AonkeH 6biTb NONHOCTLIO YBEPEH B
NOASIMHHOCTM KJltoua npoBepku 3I1, a UMEHHO B TOM, YTO MMEIOLWMINCSA Yy HEro K4 NpoBepku
Ol COOTBETCTBYET K/IOUY MPOBEPKM KOHKPETHOrO rnoJsib3oBaTtens. [na 3Toh uenm ncnosb3yeTcs
ceptudmkaT KaYa MPOBEPKM NOAMUCK, NOAMUCAHHbIN TpeTbel [OBEpPEeHHOW CTOPOHOMN.
KaxpaoMy nonb3oBaTtento, obnagatowemMy npasoM noanmcm, Heob6xoanmMo UMeTb:

L4 KoY 3J'IeKTpOHHOl7I noanumcu,;

e  KJIOYM NPOBEpKM noanucu (cepTudukaTbl KAoYen NpoBEPKU INEKTPOHHON NoANMUCH)
Apyrux nonb3osBaTenen.

10.4.KnroueBon KOHTENHep

Mpn dopMmupoBaHnum 3akpbiTble kaoum CK3W  «Kpuntollpo JCP» Bepcusa 2.0
3anncbiBalOTCA Ha KIOYEBOM HOCUTENb (K/TIOUEBON KOHTENHEp).

KntoueBol KOHTEMHEP MOXET CoAepXaThb:

. TOJIbKO KoY 3}'IEKTpOHHOI7I noanumcu,
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. TOJIbKO KoY LLIMd)pOBaHMFl;

e  KJIIOY 3/IEKTPOHHOM MNOAMNMCK U KJTtoY WNdpoBaHUS 04HOBPEMEHHO.

«Kpuntolpo JCP» Bepcus 2.0 MoOxeT co3gaBaTb KJKOYEBOM KOHTeNHep, COCTOSIWMUMN
TONIbKO M3 K/K4Ya noaAnunuCum UM TONbKO U3 KJlKO4a IJJI/IdeOBaHVIH. |-|pVI CO30aHUN KJKoYa, ecnun
CYLLLECTBYET KOHTENHEpP C TeM Xe nMeHeM (alias), To oH byaeT YHMUTOXEH N Ha ero Mecto byaeTr
CO34aH HOBbI KOHTEWHep.

Ecnn knouyeBo KoHTenHep 6bln co3aaH, He ¢ nomouwbtio «Kpuntollpo JCP» Bepcus 2.0
(HanpumMep, npu nomowm Kpuntollpo CSP), To B kKayecTBe knto4da ans Bbipabotku 3N b6yager
NCNoNb30BaTbCs

o K04 3/1eKTPOHHOM NOAMUCK, €CNnN KOHTEMHEP COAEPXKMUT KoY NoANMcK

o KoY LIJVICprBaHVIﬂ, ecnm KOHTeVIHep He COAEPXUT KJ1to4a noanuncum

JONONHUTENbHO  KJ/IKIOYEBOW  KOHTEMHEpP  COOAEpPXUT  CnyXebHyi  mHdopmaumio,
Heobxoammyto ansa obecneyeHus KpmnTorpamMyeckon 3aLlunTbl KNOUYEN, NX LLEeSTOCTHOCTM U T. M.

Kaxabih  KIlo4eBOW  KOHTelHep (He3aBMcMMO OT Tuna HocuTens), sBAasieTcs
CaMOAO0CTaTOYHbIM M COAEPXMUT BCHO Heobxoammyk uHdbopMmaumio anasa paboTbl Kak C caMmm
KOHTENHEPOM, TaK MU C 3aKpbITbiIMX (M COOTBETCTBYHOLWIMMN UM OTKPbITbIMUK) KKOYaMMU.

10.5.CTpyKTypa K104eBoro KOHTenHepa

KnoueBoli KOHTEMHEpP COAEPXUT CAeayrulyr WHGOPMauUWUK: TaBHbIA K04, Macku
rNaBHOrO  KJ/OYA, KOHTPOJIbHYI  MHGOPMaUMIO [TaBHOrO  KJlo4a, BTOPWUYHBIM  KJHOY
(onuMoHanbHbIN), pe3epBHYO KOMUIO K/THOUYEBOI0 KOHTENHEpA.

Kaxkablh 3akpbiTbili KAOY mam  kawd 3Ol xpaHutca B dopmaTte, [ONOJHUTENLHO
coAepalleM BCe KOHCTaHTbl, HeobxoamMble ans GOpMUPOBaAHUSA OTKPbLITOrO K/to4a UM Kikoda
nposepkun JI1.

CTpyKTypa KO4YeBOro KoHTelHepa obecneymBaeT YTeHME KOUEN U COOTBETCTBYHOLMX
MacoOK OTAe/lbHbIMX OonepauusaMn B pasgesibHble 061acTn namMaTn, ons Yyero oH pasbuT Ha wecTb
30H (peanunsauns 30H 3aBUCUT OT TUMa KOUEBOro HocuTens).

KntoyeBoli KOHTEHEpP COAEPXWUT TakXe AOMOJHUTENbHY MHbOpMauuo, HeobxoanMmyio
Ans obecneyeHns BOCCTAHOB/IEHUSI KOHTeMHepa, Npyu BO3HUKHOBEHWM pas/iNyHbIX NPOrpaMMHO-
annapaTHbix cb6oeB (fonosHUTeNbHas MHbOPMaUKUs BKAKOYAETCS B Tex ciydasix, korga pasmep
K/I0YEBOr0 KOHTEMHepa He OrpaHMYeH pasMepaMu naMaTn hUsnMyeckoro HocuTens).

10.6.DopMupoBaHMe KIo4en

1. Kntoumn 3N u wndposaHus GopMUPYOTCS C MCNOMb30BaHMeM nporpaMmmHoro [CH c
MHUUManmsaumnen ot buonornyeckoro ACH (knaBmaTypa-mblwb), obecneymBatownx 3awmnTy no
ypoBHio KC1;

2. Tpu ncnonb3oBaHMM CUMTbIBATENEN CMapT-KapT HeE0bxoaMMO Npon3BecTn HacTponku OpenCard
Framework;

3. Tepea ncnonb3oBaHMEM NPOLECCOPHbIE KapTbl A4O/MKHbI 6biTh "BbiNyLeHbl" C NCMOb30BaHMEM
TPaHCNOPTHOrO NMnH-koAda u MO BbiNnycKa KapT (MOCTaBNAOTCA ANCTPpMOYTOPOM KapT);

4. Tlpu ncnonb3oBaHmn HIM/[ B KayecTBe KOUEBOro HOCUTENSA BO nsbexaHne notepu Kir4eBomn
MH(OpMaLMnN peKOMeHAYeTCAa XPaHUTb ee KOMuio.

10.7.XpaHeHune KYeBbiX HOCUTENEN

JINyHblEe KJIOYEBbIE HOCUTENM T[ONIb30BAaTENIEN pPEKOMEHAYETCA XpaHuTb B cende.
Monb3oBaTesNlb HeECET MNepCoHasIbHYD OTBETCTBEHHOCTb 3a XpPaHEHME JIMYHbIX KJIHOYEBbIX
HocuTenen.

Mpu  Hannuum B  oOpraHmsaumu, 3skcnayatupywowen CK3UM, agMmumHucTpaTopa
6e3onacHOCTM, W UEHTPasiiM30BAaHHOM XpPaHEHUW KIKYEBbIX HOCUTENEen, aaMUHUCTPATOp
6e30MacHOCTM oOpraHuM3aunmm HeceT NepCoHaslbHY OTBETCTBEHHOCTb 3@ XpaHeHWe JNYHbIX
KlOUEeBbIX HOCuUTeNnen nonb3oBaTenen. JIndyHble KA4YeBble HOCUTENW aAMWHUCTPaTopa
6e30MacHOCTM A0/IKHbI XPAaHUTLCS B €ro JIM4YHOM cende.
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TpeboBaHMA N0 XPAHEHUIO NIMYHbBIX KIHOYEBLIX HOCUTESNEN pacnpocTpaHsaTca Ha MN3BM
(B TOM ymncne v Nocne yaaneHus Kaw4yen ¢ aucka).

HacTtoaTenbHO peKOMeHAYyeTCHA UCMNO0J1b30BaTh MaposibHYHO 3alUMUTy NpU XpaHeHUU Kto4en
Ha XXM/.

MpM HEo6XOAMMOCTU MNepefayn KUYeBOro HOCUTENS MOCTOPOHHEMY, WHGOPMaLUIO C
Hero Heo6xoAMMO rapaHTUPOBAHHO YAANUTb.

10.8.Cpokun oencTema Kno4en
I'Ile MCMNoJ1b30BaHUN KtoYen obs3aTeNibHbIM ABNSETCS BbIMOJIHEHNE YCHOBMVI!

e  MaKCMMalbHbIN CPOK AENCTBUSA 3aKpbITbIX KAOUen wudposaHnsa n kawoden II - 1 rog 3 mecaua;
®  MaKCMMasbHbIN CPOK AENCTBUSA OTKPbITbIX Ktoven wudposaHus - 1 rog 3 Mecsua;
e CpOK AeNCTBMSA cepTudurkaTa kntoya nposepku 3l nonb3osaTens - He 6onblue 5 neT;

e  MaKCMMasibHbIM CPOK AENCTBUS Kitouyen npoBepku Il npu ncnonb3oBaHum anroputma NOCT P
34.10-2001 - 15 ner;

e  MaKCuMMalbHbI CPOK AeiCTBMA K/ouei npoBepku I npu ncnonb3oBaHuu anroputma FOCT P
34.10-2012 (256) - 15 ner.

10.9.YHNYTOXXEHME KIHYEN Ha KJTHOYEBbIX HOCUTENSAX

Knioun Ha KawuyeBblX HOCUTenax (BKOYas cCMapT-KapTbl), CPOK AENCTBUA KOTOpPbIX
NCTEK, YHMUUYTOXAKTCA NyTeM yAasieHUs KYEeBbIX KOHTeliHepoB cpeactBamu MO CK3U wnu ¢
nomoubio KoHTponbHON MaHenu, nocne 4yero KAKYEBblE HOCUTENM MOrFYT MCMNONbL30BaATbCA AN
3anmMcm Ha HUX HOBOMW KIKOYEBON MHQOpMaLUN.

06 YHMUYTOXEHMM KIKYen p[enaeTcs COOTBeTCTBywwas 3anucb B "XypHane
nonb3oatensa cetn" (cM. «BegeHune xxypHanos»).

10.10.NHTepdenc ynpasneHus knodamm CK3U

YnpaBneHue KA4YaMM MOXKET OCYLLeCTBAATbCA npu  nomown nporpammbl  keytool
BXoAsiwen B coctaB Java 2 Runtime win npu noMowmM npukIagHOro nporpaMMHOro
obecneyveHuns (cM. «Mcnonb3oBaHmne yTunntbl keytool»).
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11.YCrneHHbIN KOHTPO/Ib UCMOSIb30BaHMS KITHOYEN.

PeXXuM yCUNEeHHOro KOHTPOSS WCMOJSIb30BaHMUA Knto4den obecneymBaeT ocyuwlecrBneHume
KOHTpPOJIA CpOKa OencTBms AONTrTOBpPEMEHHDbIX Kto4en 3ﬂeKTpOHHO[/J1 noanmMcnm m KK4YEBOIo

obmMeHa,
KOPPEKTHOIro wuMcnoJsib3oBaHmM4a nNporpaMMHOro Aatyunka CJ'Iy‘-I&VIHbIX yucen.

KOHTPOI AOBEPEHHOCTU KJIIOYUEN MPOBEPKWU 3S/EKTPOHHOM MOAMNUCUM U  KOHTPOS
[JaHHbIN  pexum

JomkeH 6biTb B 06s13aTeNnbHOM nopsigke BKJKWYEH npu uHctannsumm CK3U, nubo uepes
KOHTpONbHYt0 mnaHenb <«Kpuntollpo JCP» Bepcusa 2.0 (Bknagka <«JoMnoNHUTENbHO») nocne

mHctannauumn CK3U.

BHnMmaHune! Pa6ota CK3U npu OTKNIOYEHHOM pEeXMME YCWJIEHHOro KOHTPOJIs
MCNONIb30BaHUA KJIlOUEe A0NYCKAaeTCA UCKIIUYUTENIbHO B TECTOBLIX LlensX.

| £ Hactpoiikn Kpunrollpo JCP — O x
¥PaHUMLLE KIHYEl 1M CEpTMRHKET OB Cepsen JTLS HacTpoiku TLS
Obwme ANropHUTME ORopyaosaHue fonanHuTensHo OKpyeHre
MyTe Unix Mutex anAa nonb3osaTens
Sdjava.io. tmpdir}\s{user.name}
MpOEEPATE CPOK AEMCTEMA 3aKPEITOrD KIHYa
|:| He oTobpa#aTe NpeaynpesaeHia of MoNoneIoBEHMM Knkodel MOCT P 34, 10-2001
BrHOYMTE YOMNEHHEIM KOHTPOME MONONb30BSHUA KIHIYER
CKPWAT ANA CMEHEI NPEE Ha Nanky KNKIYEA NoNb30EaTENA
BpemMa cMOaHWA BE0AA, CEK 10 =
HrmA Bepoun Chopka MyTb
C:'Program Files\Java'jre... (0.0 0.0.0 asnirt.jar A
C:'Program Files\Java'jre... |2.0 nikolaey ASMIP jar
C:'Program Files\Java'jre... (0.0 0.0.0 forms_rt.jar
C:'Program Files\Java'jre... |2.0 nikolaey ICP.jar
C:'Program Files\Java'jre... |2.0 nikolaey JCPinst.jar
C:'Program Files\Java'jre... |2.0 nikolaey JCPRequest.jar
C:'Program Files\Java'jre... |2.0 nikolaey JCPxml.jar
C:'Program Files\Java'jre... |2.0 nikolaey ICryptoP.jar
C:'Program Files\Java'jre... |2.0 nikolaey cpSSL.jar
C:'Program Files\Java'jre... |2.0 nikolaey ¥MLDSigRI.jar
C:'Program Files\Java'jre... |2.0 nikolaey AdES-core.jar
C:'Program Files\Java'jre... |2.0 nikolaey CAdES.jar
C:'Program Files\Java'jre... |2.0 nikolaey ¥AdES.jar
C:'Program Files\Java'jre... |2.0 nikolaey JCPRevChedk.jar o
)4 OTMeHa MNPUMEHKTE

PucyHok 2. BkNtoyeHne pexmnma yCMNEHHOro KOHTPOIA MCMNOJIb30BaHUSA KITHOYEN.
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12.KnwueBble HOCUTENU

dopMmMpoBaHME 3aKpbITbIX Kn4yen un knwden I MoxeTt npomn3BoanTbCA Ha cneayruime
KTIOYEBbIE HOCUTENN .

. ancketa 3,5";

J poccunckmne WHTesIeKTYyasbHble KapThbl (Ockap) C NCrMoJsib30BaHMEM
CuyMTbIBaATENEN CMapT-KapT, nogaepXxunsawwmnx nHrepdenc OpenCard Framework (B TomM uucne
npotokon PS/SC ansa Windows);

. CMeHHbIN HocuTenb ¢ nHtepdgericom USB (eToken, JaCarta, Rutoken);

. OnpexkTopuio XECTKOro amcka.

MpuMeyaHms.

1. MNepeueHb Kn4YeBbIX HocUTenen ytouHsaetcsa (cm. Gopmynsap XTHAKM.00091-01 30
01).

2. MNMepeyeHb KAYEBbLIX HOCUTENEN MOXET pacLLMPATLCS.

1.2. Pa3Mepbl Kao4en

Pasmepbl KtOUEN 31EKTPOHHOW NOAMNMUCH:

. KJ1H0Y 3N1EeKTPOHHOM noanucu - 256 6uT;

. KJ104 MPOBEPKU INEKTPOHHOM NOAMUCK -

o} 512 6uTt Ha 6a3e anroputma OCT P 34.10 2001

o} 512 6uT Ha 6a3e anroputma NOCT P 34.10 2012 (256)
o] 1024 6uT Ha 6a3e anroputma NOCT P 34.10 2012 (512)

PasMepsbl K1OYEN, NCNOMb3YEMbIX NPU WNQPOBAHUN:

o 3aKpbITbIA K04 - 256 6uT;

OTKPbITbIA KJIHOY -

o] 512 6uT Ha 6a3e anroputma NOCT P 34.10 2001

o] 512 6uT Ha 6a3e anroputma FOCT P 34.10 2012 (256)
o} 1024 6uT Ha 6a3ze anroputma FOCT P 34.10 2012 (512)
o CUMMETPUYHBIN KoY - 256 6uT;

Bo3MoOXxHa cuTyaumsa, korga ycrtaHosneHHass JRE nMeeT 3KCnopTHble orpaHmnyeHund. CLUA
3anpewaeT 3kcnopT "cunbHon" kpuntorpadmm mn «Kpuntollpo JCP» Bepcusa 2.0 ¢ AnMHOM
knwoya 256 wnu 512 6ut nonagaeTr nog 3TO orpaHmyeHue. OrpaHuyeHuMs ycTaHaB/IMBAKOTCS
danmnammn local_policy.jar n US_export_policy.jar B katanore <JRE>/jre/lib/security. Ons
CHATMS 3KCMOPTHbIX OrpaHn4YeHun Heobxoammo ckadaTb (ann jce_policy.zip ¢ nonuTnkamm co
cTpaHuubl http://www.oracle.com/technetwork/java/javase/downloads/index.html, Bbi6upas
"Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files" Bepcun 6 nnam
7. Ons oTnagku e MOXHO npocTto ckonmpoBatTb US_export_policy.jar B local_policy.jar (oba

danna Ao/MKHbI NPUCYTCTBOBATDL).
1.3. CosMecTuMOCTb € npoayktamum Kpuntollpo
«Kpuntollpo JCP» Bepcua 2.0 Nno3BONSET:

. yTeHme kpuntonposangepoMm «Kpuntollpo JCP» Bepcusa 2.0 kawo4en, Co3aaHHbIX
npn noMmowm kpuntonposangepa Kpuntolpo CSP 3.0 u Bblwe, C KAKYEBbIX HOCUTENen, u
HaobopoT;

J KOMMpOBaHMe C KJIOYEBbIX HOCUTenen kpuntonposanaepoM «Kpuntollpo JCP»
Bepcusa 2.0 kaK4Yeln, co3aaHHbIX Npu nomMowm kpuntonposanaepa Kpuntollpo CSP 3.0 u Bbiwe,
Ha Apyrme Kf4veBble HOCUTENN, N HAaobopoT;
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o yTeHne cepTudurKaToB yaocTtosepstowero ueHtpa Kpuntolpo YU;

. yTeHNEe cepTUdmKaToB yaocToBepstowero ueHTpa Microsoft CA ¢ ycTaHOBMEHHbIM
Ha HeM CK3WM Kpuntollpo CSP 2.0 u Bbiwwe;

. co3gaHue npu  nomowm knacca  GostCertificateRequest 3anpoca ans
yaocTtoBepstowero ueHtpa Microsoft CA ¢ yctaHoBneHHbiM Ha HeM CK3W KpunTtollpo CSP 2.0 n
Bbllle, a Takxe An14a yaocToBepstouwero ueHtpa KpunTtollpo YU 1.3 v Bblwe;

J co3jaHue npu nomowmn ytunutbl keytool 3anpoca aons yaoCToBepSIOWEro LueHTpa
Microsoft CA c ycTtaHoBneHHbIM Ha HeM CK3U Kpuntollpo CSP 2.0 u Bblle, a Takxke Ans
yaocToBepstowero ueHtpa Kpuntollpo YL 1.4.

CK3WM «Kpuntollpo JCP» Bepcusa 2.0 comectumo ¢ Kpuntollpo CSP 3.6, 3.6.1, 3.8, 3.9
n 4.0 nNo BbiNOAHSAEMbIM KpunaTorpaduyeckum dyHKUMAM, dopMaTaM AaHHbIX WU KKYaM CO
crneaylowmMm orpaHnyYeHnsaMm:

J He nopaepxusaetca atpmbyt CRYPT_USER_PROTECTED;

. He NoaAepXMBAKTCA ABYXK/KOUYEBble KOHTENHepbl N KOHTEeNHePbl C pa3aenéHHbIM
XPaHEHWEM 3aKpbITOro K/o4a Ha pasHbIX KUYEBbIX HOCUTENAX;

J He MoAAepXuBaeTCs yrnpaBieHMe KOHTEMHEPOM "MOo yMOn4YaHMio" Ha KIHYEBOM
HOoCcuTene;

. HegonycTuMa ogHoBpeMeHHasa pabota Kpuntollpo CSP un «Kpuntollpo JCP»

Bepcusa 2.0 ¢ 0o4HMM 1 TeM Xe KoHTeliHepoM B OC Windows.

CK3MN «Kpuntollpo JCP» Bepcua 2.0 coemectumo ¢ Kpuntollpo CSP 3.0 no
BbIMOSIHAEMbIM KpunTorpadumuyeckmm pyHKumaM, dopmatam aHHbIX M KAK4YaM CO CNeayrowmmu,
OOMOSTHUTENbHBIMU K 3.6 OrpaHNYEHUSAMN:

. He NoaAep>XMBAKTCA onepaunm C 3akpbiTbiMu Ktovamm FOCT P 34.10-94.

CK3N «Kpuntollpo JCP» Bepcua 2.0 cosmectumo ¢ Kpuntollpo CSP 2.0 TOnbKO NO
BbIMONHAEMbIM KpunTorpaduyeckum dyHKUMAM ©n  dopmaTaM [AaHHbIX CO Cneaylowmmu,
AonofHuTeNbHbIMM K 3.0 orpaHnYeHnsMu:

. He NoAAepXXMBAlOTCS K/OYEBble KOHTENHepbl, co3aaHHble Kpuntolpo CSP 2.0.

CK3U «Kpuntolpo JCP» Bepcusa 2.0 coemectnmo ¢ Kpuntolpo YU 1.3/1.4/1.5/2.0 no
CbOpMaTaM AaHHbIX CO cneayruwnMn orpaHnMyYeHnsamMun:

. TpebyeTca ncnonb3oBaTb AononHutTenbHbln CertPathValidator (cm. «PykoBoacTeo
nporpaMmmcra») B ciydae wucrnonb3oBaHms COC (CRL) u 6e3 pernamMeHTHOro M3MeHeHus
pas3nMYUTENbHONO MMEHW MpPWU NSaHOBON cMeHe kitoda YL (X.500 DN) (pacwwupeHne Microsoft
szOID_CERTSRV_CA_VERSION "1.3.6.1.4.1.311.21.1" He noaaepXuBaeTcsad CTaHAApPTHbIMU
CertPathValidator n CertPathBuilder)

B CK3W Kpuntollpo CSP Bepcum 3.0 Ha Unix-cuctemMax KAl4YM XpaHUNUCbL B Katanore
/var/cCPROcsp/keys/${user.name}. B CK3UN Kpuntollpo CSP Bepcunm 3.6 KNOYM XpaHATCS
/var/opt/cprocsp/keys/${user.name}. Nyt Kk 6N1O0KMPOBKAM COOTBETCTBEHHO MOMEHSANUCL C
/var/CPROcsp/tmp Ha /var/opt/cprocsp/tmp.

Ecnn Bbl ucnonb3yete Ha ogHoM komnbtoTepe U «Kpuntollpo JCP» Bepcusa 2.0, n CSP
Heob6xoAMMO HacTpoUTb MYTU K Kto4aM B cooTBeTcTBMK B Bepcuelrr CK3U Kpuntolpo CSP. 310
MOXHO caenaTb CpeACTBaMM KOHTPONbLHOW NaHenu, n3 KOMaHAHON CTPOKU UAW NPOrpaMMHO.

CK3UN «Kpuntollpo JCP» Bepcusa 2.0 coemectmmo ¢ Kpuntollpo PDF npu ycnosuu
ncnonb3oBaHmsa PDF ¢ pacwmpeHHbiMM npaBamMu. Takon PDF MOXHO caenaTb, Hanpumep, B
Adobe LiveCycle n Adobe Acrobat Pro. Ons co3maHus nognucu B danne dopmata PDF ¢
pacwmpeHHbiMK npasamu ¢ nomowbio CK3UN «Kpuntolpo JCP» Bepcmsa 2.0 MOXHO, HanpuMmep,
ncnonb3oBaTb cBO6oAHYO 6ubnuoteky iText. Takasa noanucb 6yaet BuaHa B PDF-canne npu
npocmoTpe yepe3 Adobe Reader, a ecnu ycraHosneHbl CK3UN «Kpuntollpo JCP» Bepcus 2.0 u
KpunTtollpo PDF, To oHa CMOXeT nNpoBepuUTbHCH.
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13.YnpaeneHnune kntovamu CK3U

YnpasneHue knodamu CK3W 6asumpyetcs Ha apxutekType PKI pekomeHpaumin X 509 B
YacTu ynpasneHus cepTudukaTamMum KIKOYERn NPOBEPKM W AOMXKHa obecneymBaTbCs
YpoctoBepsitowmMm ueHTpoM (YL). B kauecTtBe YL, MoXeT BbiICTynaTb YAOCTOBEPSIOWNNA LEHTP
Kpuntollpo YL, Ho gonyckaeTcs ncnosnb3oBaHune LleHTpa CepTtudunkaumm kopnopaumm Microsoft
(Microsoft Certification Authority), wnu gpyrue peanusauumn, obecneumsaiowime BbINOSHEHWE
ueneBbiX QyHKLUNA.

PekoMeHpaunn no ynpasneHuio kaodamu npuseaersl ana Kpuntollpo YU, ocHOBaHHble

Ha MCNOJIb30BaHUN CEPTUMUKATOB KJIKOYENH MPOBEPKU U, UCXOASA U3 HaANM4us, onpeneneHHble
OpraHn3aunMOHHON CTPYKTYPOW yrpaBieHUs K4YaMn, a1eMeHTaMn KOTOpoWr SBASTCA:

e LleHTp ceptudmkaumm uentp (LC)

e LleHTp pernctpauuu (LUP)

e APM agMuHUCTpaTopa

e [lonb3oBaTenbckue cpeacTsa B3ammogencTens ¢ YU

e [lporpaMMHbIf MHTEpdENC B3anmoaencrTemns ¢ YL

MpuMmeyaHume.

CK3WN «Kpuntollpo JCP» Bepcmsa 2.0 MOXeET MUCNOb30BaTbCA B KayecTBe Kpuntosapa B
COCTaBe pas3/INYHbIX MPUKIAAHbIX CUCTEM, OpPraHM3auUWOHHblE CXEMbl YMpaBfieEHUS KJHOYEBOWM
CUCTEMOI KOTOPbIX MOTYT OT/IM4ATbCA OT pacCMaTpPMBAEMON.

CepTudukart kawya NpPoOBEPKM MNOAMNUCK TMpeacTtaBnsaeTr cobol CTPYKTYpPUPOBaAHHYO
ABOMYHYIO 3anuck B popmaTte ASN.1, cogepxaluyto:

1. wuMma cybbekTa nnm obbekTa cMcTeMbl, OAHO3HAYHO MAeHTUdULMpYIOLLEe ero B CUCTEME;
2. kod npoBepku 2l cybbekTa nnm obbekTa CUCTEMDI;

3. pononHuTenbHble aTpubyThl, onpegenseMble TpeboBaHNAMU UCNONb30BaHWA cepTudmKaTa
B CUCTEME;

4. 32l N3patens (YAOCTOBEPSAOLWErO LEHTPA), 3aBEPSAIOLWYI0 COBOKYMHOCTb 3TUX AAHHbIX.

dopMaT cepTudukata onpegeneH B COOTBETCTBMM C TexHMYyeckon cneundukauunen
ncnonb3oBaHus anroputmMos FOCT P 34.10, TOCT P 34.11 B npodwune ceptudmnkata n cnmcke
oT3biBa ceptudmkaTtos (CRL) nHdbpacTpyKTypbl OTKPbITbIX Kato4ven X.509.

Huxe npuBeaeHbl pekoMeHAauMn rno ynpaB/ieHMIO KJIlOUEBOW CMCTEMOWM Ha BCex 3Tanax
€e XM3HEHHOro UuuKfaa, HaumHas ¢ dopMupoBaHmsa kntoden LleHTpa CepTtudukaumm.
PeKOMEH,CI,aLl,VIVI NMpuUBEAEHDI C y4yeToM Hananyug Ll,eHTpa PeFVICTpaLWIVI, ABnaOLWerocsd
dYHKUMOHaNbLHOW eanHMLen cuctembl. B cnyyae ero otcyTcTemsa pyHKumu LleHTpa Perncrpaumm
BbinosiHaeT LeHnTp Ceptndukaumm, dyHKUMM agMUHUCTpatopa LIP BbiNnoAHSEeT agMuHUCTpaTop

ucC.

13.1.YpocToBepstowmnn LeHTP

YAOCTOBEPSAIOWNIA LEHTP SIBASETCS CTPYKTYPHbIM MNoApa3aesieHMeM, obecrneynBatowmm
BbIMOJSIHEHME ClieayoWwmx QyHKUMNA:

e peructpaums (popmuposaHue) auctpnbytmeos MO CK3U u Bblgaya Ux Nonb3oBaTensmM;
e (opMupoBaHWE, XpaHeHue U ucnonb3oBaHue kaw4a (knoden) 3IN LeHTpa CepTtudurkauumm;
e perucrtpauus nonb3oBaTesien B COOTBETCTBUM C TpeboBaHuAMK PernameHTta ([orosopa) cuCTeMsl;

e ro/sly4YeHME OT MOJb30BaTeNA 3arnpoca Ha CEPTUPMKAT, Kak B SNEKTPOHHOM, Tak U B 6YMaKHOM
BUaE;

e BepudmKauus 3anpoca Ha cepTudmkar;

e (dopmMupoBaHue cepTudurKaToB Ktoven npoepkn I nonb3oBaTeNe Ha OCHOBE MOJTYYEHHbIX
3anpoCcoB M 3apernMcTpnupoBaHHoON MHGopMaumm;
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AocTaBka ceptTudunkaTos katodeln nposepkun Il nonb3oBaTensM;

nonyyeHune n obpabotka coobLueHnn 0 KOMMPOMETALMN KIKOYelr Monb3oBaTensamMu;

OopraHuMsauma cxXxembl onepaTuBHONO onoBeLWeHNA nosnb3oBaTenen o060 Bcex M3MeHeHUAX,
NpoONCXOAsLMX B ceTU (KOMMpoMeTaums Kntoven, BOCCTAaHOBNEHNE KOHMMAEHUNANbHOW CBSA3M
nocsie KOMMpoMeTauum Kr4yein, BKIOYEHNE HOBbIX MOsib30BaTe e, NiaHoBas CMeHa KaYen u T.
n.);

nJiaHoBOe M3roToBJIEHME CMUCKa 0TO3BaHHbIX CEpTUPUKATOB;

paspaboTka n nogaepxka GyHKUMOHUPOBAHMNSA NAPOJSIbHOWM CUCTEMbI OMOBELLEHUS B CETH;

yrpaBiieHne K/Il0UeBOW CUCTEMOIA;

pa36op KOHMANKTHbBIX CUTyaLMit U [0Ka3aTeNbCTBO aBTOPCTBA 3IEKTPOHHOMO AOKYMEHTA,
CHaBXXEHHOI0 3/1EKTPOHHOI NOAMNUCHIO.

B coctas nporpammHo-anmnapaTHbIX cpeacTts YL BxoadaT:
nporpaMMHo-annapartHble cpeactea LeHTpa Ceptudukaumm;

nporpamMMHo-annapaTHble cpeacTBa LleHTpa Perncrpaumm (Npu ycnoBmMmn ero akcryataummn Ha
otaensHon M2BM);

nporpaMMHoO-annapaTHble CpeacTBa And pa360pa KOHC')J'IVIKTHI:IX CMTyaLLMﬁ;

AONONHNUTENbHbIE CPEACTBA, obecneumBatowmne ceTeBoe B3aMMoAeNCTBME Nonb3oBaTenen n YL.

13.2.®opMupoBaHme kntoven LieHtpa Ceptudmkaumm
®opmupoBaHue kntoden LeHTpa Ceptudukaumm npoussBoamTcs agMmumHucTpatopom LIC

cneaywowmm obpasom:

1.

AamunHuctpaTop LC peructpupyetcs B YU B ")XXypHane perncrpaumMm aadMMHUCTPaTOpPOB
6e3onacHocTu 1 nonb3oBartenen” (cM. «BeaeHne xXypHanos»). Perncrpaumio npoBOAUT HavanbHUK
YL (o yem fenaeTcsa COOTBETCTBYIOWAA OTMETKa B XYypHane).

AamuHuctpaTop LIC npoussoanTt popmmpoBaHue knatova 3 UC n ceptudmkaTta o koya nNpoBepKu
2N UC. C kntoua 20N LC dopMupyeTtcs pesepBHas Komnus, KOTopasi XpaHUTCS Y HavasbHuKa YLI.
®aKT n3rotosneHuns knw4da n ceptudukata LC 3aHocuTca B "XKypHane nonb3osaTtens cetu" m
3aBepseTcs HavyanbHUKoOM YLI.

BnaHk ceptudukaTta LUC BbIBOAUTCHA Ha NPUHTEP B ABYX 3K3eMMAspax 1 3aBepseTcs HayaibHUKOM
YU n agMmHucTtpatopom LIC. OgHa konus 6naHka ceptudukaTa LIC xpaHnTcsa n HayanbHuka YL,
BTOpas Konus nepegaetcs agmmHucTpatopy UP (UC).

AamuHuctpaTtop LIC nponzsoant popmmpoBaHme COC LIC, KOTOpbI HE COAEPXUT HU OAHOro
0oTO3BaHHOro ceptudukaTa. bnaHk COC BbIBOANTCA Ha NPUHTEP B ABYX 3K3eMNaspax u
3aBepseTcs aaMuHuctpatopom LIC. OgHa konms 6naHka COC LIC xpaHuTcs 1 HadanbHuKa YL,
BTOpas Konus nepegaertcsa agMmuHuctpartopy LUP (LC).

MpuMmeyaHme.

Mpu dopmuposaHnm COC LUC n Hanmumm ceTeBbiX CpeacTts pacrnpocTpaHeHmsa COC B

cucteMe, pekoMmeHayetcst yctaHoBuTb B COC pgononHeHme Touka pacnpoctpaHeHns COC
(issuingDistributionPoint) ¢ 3agaHneM B HeM MeToda AOCTyMa, KOTOpbIM MoXeT 6biTb
NCNONb30BaH Nonb3oBaTensiMmn ans perynsapHoro obHoeneHmns COC (cM. [PKIX], [X.509]).

13.2.1.Knou4 20N n ceptndukat LUC

Mpu dopmmpoBaHum kntoua M un ceptndukata LC pekomMeHAyeTcs WCNoJsib30BaTb

cneaytowme 3HayeHns. Cpoku AeicTBuA:

e Cpok gencrteua knwda 2l UC, npegHasHadyeHHbI ansa dopmuposaHus 3l cepTndukaTos
knoyen nposepkun II - oo 5 net;

e cpok gencreus ceptudmkaTta LC - He 6onbwe 10 net.
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13.3.XpaHeHune n ncnonb3osaHue kioda 201 LUC

Kntou 2N LUC 1 ero pesepBHas KoONusa XpaHATCSa Yy HadanbHuka YLU. Mpu HeobxoammocTu
€ro MUCroJsib30BaHMs UM B Hadane pabodero gHs (CMeHbl, MpU CMeHHOW paboTte), kntoy 3N LUC
BblgaeTcs aammHuctpatopy LC, o yuem penaetca nometka B "XXypHane nonb3oBaTens cetn'.
PekomMeHayeTcs He 3arpyxaTb nporpaMMHoe obecnedeHue LIC 6e3 HeobxoauMocTn, a npwu
3arpyxeHHom [0, He octaBnatb knawod I LIC 6e3 koHTponsa agMmmHucTpatopa LC.

13.4.®opMupoBaHue kntoden LieHTpa Perncrtpaumm

PekomeHpaumn, OMWCaHHble B [AaHHOM pasfene, OTHOCATCS TONMbKO K CUCTeMaM,
ncrnone3yrwwum LeHTp Pervctpaunn.

13.4.1.Peructpauusa LeHTpa Perncrpaumu

AamuHuctpatop UC npousBoaut peructpaumio LUP B LleHTpe CepTudukaumu, 0 yeMm
penaetca 3anucb B "XXypHane peructpauuu  agMMHUCTpaTopoB  6e3onacHocTM  wn
nonb3osaTtenen".

13.4.2.Knou n ceptndukat LUP
Mpu dopmmpoBaHum kntoda Il u ceptudukaTta LUP cneayet ncnonb3oBaTbh creayoume
3Ha4YeHus.

Cpokun pencreus:

e Cpok gencrteusa kntoda M LP - 1 roa 3 mecsua;

e cpok gencreua ceptudurkata LUP - He 6onbwe 5 ner.

13.4.3.N3roToBneHne knoyen LleHTpa Perncrpaunmn

1. AamuHuctpaTop UP ycraHaBnueaeT ceptudumkat UC Ha MNIBM LP. PekomeHayeTcs
obecneunTb 3alMLLEHHYIO AOCTaBKY M XpaHeHue ceptudmkaTa LIC Ha M2OBM.

2. AamuHuctpatop LP npoussoauTt dopMupoBaHue nuyHoro katoda 3 UP n 3anpoca Ha
ceptudukaT, cogepxauwero knod nposepku I LP. C kntoua 30 LIP dopMupyeTcs pesepBHas
KOMWUs, KoTopas XpaHUTCH y HavanbHuka YLl. NMoMeTka 0 popMmMpoBaHMM Kto4a 1 3anpoca Ha
ceptudukaTt 3aHocuTca B "XKypHane nonb3osaTens cetn".

3. bBnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCA Ha NPUHTEP B ABYX 3K3eMMNsSpax U 3aBepseTcs
aAMUHUCTpaTopoM LIP.

4. 3anpoc Ha cepTUdUKaT 3anncbiBAaeTCs Ha MarHUTHbIA HOCUTENb (ANCKETY).

5. AamuHuctpatop LUP npubbiBaet B YU, rae agmmnHuctpatop LIC nponssoamt dopMnpoBaHme
ceptudumkarta UC, ncnonbsysa Ansg 3Toro Nnony4deHHbIN 3anpoc Ha cepTudukaT n byMaxHbln 6naHk
3anpoca. bnaHk 3anpoca Ha cepTudukaT 3aBepsieTca aammHmucrpatopom LIC. OgHa konus 6naHka
3anpoca xpaHuTcs y agmMmHuctpaTtopa LUC, apyras - y agammHunctpaTtopa LiP.

6. AamuHuctpaTtop LIC BbiBOAMT Ha nNpuHTep 6naHk ceptudukaTta LIP B ABYX 3K3eMnispax.
BnaHk ceptndukata LIP ceepsieTcs ¢ 6n1aHKOM 3anpoca u 3aBepsieTca agMmmHmuctpatopamu LIC, LIP
M HayanbHMKOM YLI.

7. AamuHuctpaTtop LIP nonydaeT nnyHbi ceptudmkat LIP Ha MarHMTHOM HocuTene un
3aBepeHHbIlt 6naHk ceptudukarta LP.

8. AamuHuctpaTop UP, ncnonbsysa MO UP, yctaHaBnueaeT ceptudukat Ha NM3BM LIP.

Mocne 3asepweHus atux aencremn UeHTp Ceptudmkaumm n LleHTp Perncrpaunm rotossbl
K perucrpaumun nosb3oBaTesie CUCTEMbI U BbiNYCKY CepTUDUKATOB.

13.5.®bopMupoBaHMe Ko4ven nosib3oBaTtens

Obwasa cxema, ucnonblyeMass ANs BKAKYEHWS NONb30BATeENsd B CUCTEMY, COCTOUT U3
cnepyowmx 3Tanos:
1. perucTtpaumsa nonb3osaTens;
2. dopmMmpoBaHMe Nonb3oBaTeNeM IMYHBIX K/toYeln (3anpoca Ha cepTudukar);
3. nepepaya 3anpoca B LleHTp Perncrpauuu;
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4. Bepudunkaumus 3anpoca LleHTpom Perncrpauum;
5. dopmMupoBaHme ceptudukarta nosb3oBaTens;
6. nony4yeHue ceptudurkaTa Nosb3oBaTeNSAM.

PykoBoACTBO oOpraHusaumu-nonb3oBaTens ANS perucrpaumMm nosb3oBaTens B CeTu
AONXKHO NpeactasuTh B YL Ha nMA ero HavanbHUKa C CONpPOBOAUTENbHBLIM NMUCLMOM Clieaylolme
OOKYMeHTbl (KOHKpETHbIN CcoCTaB [AOKYMeHTOB onpefensetca PernameHtoMm ([oroBopoMm)
CUCTEMBI:

1. nuct c obpasuamm neyaTn n NMYHOM NOANUCU PYKOBOAMTENS OpraHM3auuu;

2. konuto forosopa (BpemeHHOro cornaweHus) ¢ agMUHUCTpaunen CUCTEMDI;

3. BbINWUCKY U3 NpUKasa 0 Ha3HaYeHUM agMUHUCTpaTopa MHGOpMaLMOHHON 6e3onacHoOCTU
opraHusaumn (3amMecTuTens), 3aBepeHHY0 NOANMCHI0 PYKOBOACTBA U MeYvaTbio OpraHM3auuu;

4. 3anojIHEHHbIE N 3aBepeHHble IMCTKN MO yYeTy KagpoB Ha agMuHucTpatopa 6esonacHocTum
opraHusauumn (3amectmTens).

dopMMpOBaHUE KHOUEN MOMb30BaTENS MPOUCXOAMUT B CieAytoLlel nocneaoBaTeslbHOCTH.

13.5.1.Pernctpauusa nonb3oBaTens

1. Monb3oBaTens cucreMbl MAN agMuHUCTpaTop 6esonacHocTu, NnpmbbiBatoT B
YpoctoBepsiowmi LleHtp (LleHTp Perncrpaumm) ¢ AOKYMeHTaMu, HeobxoaMMbIMK ANS perncrpauum
nonb3oBaTens B cCUCTEME.

2. AamuHuctpatop LUeHTpa Perucrtpaumu Ha OCHOBaHMUU MOSHOTbLI U AOCTAaTOYHOCTH
rnpenocTaB/iEHHbIX JOKYMEHTOB NPOU3BOAUT perncTpauunio nosib3oBaTesns B CUCTEME.

3. [aHHble permcrpaunmn nonb3oBaTens BbIBOAUTCSH Ha NPUHTEP B ABYX 3K3eMnaspax u
3aBepseTcs agMuHUCTpaTopoMm LP n nonb3oBatenem. OauH ak3emnnsp 6naHka permcrpauum
XpaHuTCs y agMuHuctpatopa LIP, BTopoli ak3eMnasp - y nosb3oBaTens.

4. ApMmuHucTtpaTop LP BblgaeT nonb3oBaTento KapToyKy OMNOBELEHUS O KOMMpOMeTauumu, B
KOTOpOM oTpaxatTcs TenedoHbl n naponu YU n nonb3osatens. B KapTouke onoseleHns
yKasaHbl: TenedoHbl YL, naponb (KogoBoe cnoBo) aaMuHucTpaTopa YL, yHuKanbHbIA Naponb
(kopooBOEe CNoBO), NPUCBOEHHBIN nonb3osaTtento YL,

5. TMpwn Hanuumn cucTembl 31EKTPOHHON NOYTbI U 3aperncTpMpoBaHHOIO NOYTOBOrO agpeca
nonb3oBartens, agMmuHuctpatop LIP nobaBnseT ero B CMMCOK pacCblIkKW Nosib30BaTesIe CUCTEMBI,
KOTOPbI MCNOMb3YeTCs 415 LeHTpasn30BaHHOro ONoBeLleHMs Nnosib3oBaTenen cucTeMsl.

6. AamuHuctpartop LIP aenaet 3anucb B "XXypHane permcrpaumn agMMHUCTPaATOPOB
6e3onacHoCTM 1 nonb3oBaTenen”.

MpuMmeyaHme.

Mpwn perncTpaunm Kaxaoro nonb3oBatens cucrembl agmmHuctpatop LUC (LP) nepepaet
nonb3oBaTento Konuto bnaHka ceptudmkata UC, ceptudpukar n COC LC (LP).

KapTouka onoBeLweHusa 0 KOMNpoMeTayuum
Maponb YL OcHoBHO naponb Pe3epBHbIVi naponb
TenedoHbl agMmHucTpaTopa LP (YU)
Maponb nonb3oBaTtens OcHoBHoOI naponb Pe3epBHbIV Naposb
MpuMmeyaHume.

KapToyka oOMoBeleHNs WCMNOJSb3yeTCcss YYacTHMKaMM CUCTEMbl AN COOBLEHUA o
KOMMpOMEeTauMmM Kiaw4va no TenedoHHbIM KaHanaMm obllero nosb3oBaHus. KapTouka
OMOBELLEHUNS AOHKHA XPAHUTbLCS Y MOMIb30BATENA HapaBHE C K/lo4YaMu.

13.5.2.Knto4 n ceptndukaT nosb3oBaTens

Mpu bopMUPOBaAHNM KIOUA SNEKTPOHHOM NoAnMUCcK U cepTudukata kodva nposepku Ol
nonb30oBaTeNsa cfiefyeT UCMob30BaTh CeayoLlne 3HaueHns,

Cpokun pencreus:

e Cpok gencrBus koya I nonb3oBaTens- Ao 1 roga 3 mecsiues;

e  CpOK AeicTBUS cepTuduKaTa Katoua nposepku I nosb3osatens - He 6onblie 5 neT.
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13.5.3.0opMumnpoBaHme INYHbIX KOYen nonb3oBaTens

Mpn Hanuunu B opraHMsauMnm agMMHUCTpaTopa 6e30MacHOCTU, BCE OMUCAHHbIE HUXE
OENCTBUSA MOMyT NpoM3BOAMTLCSA NMbo agMmnHucTpatopom 6esonacHoctu, nnbo nonb3oBaTenem B
NPUCYTCTBMM aAMUHUCTpaTOpa 6€30MacHOCTH.

1. TMonb3oBaTenb ycraHasnmeaeT ceptudmkat u COC LIC (UP) B cnpaBoyYHUK CEpTUPUKATOB.
PekomeHayeTcs obecneumnTb 3alULLEHHYIO AOCTaBKy U XpaHeHue ceptudukarta LIC Ha MDBM
rnosib3oBarens.

2. TMMonb3oBaTesb NPOM3BOAUT GOPMUPOBaAHUE NNYHOIO Ktouva DI 1 3anpoca Ha
cepTuduKaT, coaepkallero Koy nposepku Ol nonb3oBaTtens.

3. bBnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCS Ha NPUHTEP B ABYX 3K3eMMsipax U 3aBepsieTcs
nonb3osartenem, (aAMUHUCTPATOPOM 6e30MacHOCTM NPU ero HaJnyYum) U OTBETCTBEHHbIMU NNLLAMU
(Hanpumep, AMPEKTOPOM U FNaBHbIM Byxrantepom).

4. Tlpu OTCYTCTBMW CETEBOIrO B3auMMOAENCTBUA opraHusauum ¢ LIP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIA HOCcUTenb (AMCKETY) Ans nepegadn B LP.

5. TMpwn Hanuunn ceTeBOro B3aMMOAENCTBUSA opraHu3sauunm ¢ LIP, 3anpoc Ha cepTudukaTr
MOXeT 6bITb NepeaaH no cetu. MNpun 3ToM HeobxoanMMO obecneunTb NOATBEPXAEHNE BladeHUs
knto4oM 3 nonb3osBaTtenem. [Ans 3TOro 3anpoc Ha cepTudukaT MOXET 6bITb NOCNaH B BUAE
Ccoob6LeHNs, NOANMNCAHHOIO NpeabIAYLLMM KHOYOM MOosb30BaTens.

6. Ecnu 3anpoc 6bia 3anncaH Ha MarHUTHbIM HOCUTENb, Nofb3oBaTtesnb (aAMUHUCTPaTOp
6e3onacHocTn) npubbiatoT B LleHTp CepTudukaummn (YL) BMecTe € 3anncaHHbIM 3anpocoM 1
3aBepeHHbIMK 61aHkamMu 3anpoca.

7. [Ecnu 3anpoc Ha cepTudukaT 6bin1 nepegaH no cetu, Nonb3oBaTenb (aAMUHUCTPATOP
6e3onacHoCTK) A0MKHBbI NepeaaTtb 06e konun 6naHka 3anpoca B LleHTp Ceptudukaumm,
MCNob3ysa AN 3TOro AOCTYMNHble cnocobbl AocTaBku (HanpuMmep, 3aka3Hoe MUCbMO).

8. MMpw nonyyeHun 3anpoca Ha cepTudukaTt agmmHuctpaTop LIC nponssoanT dopMmupoBaHue
cepTudukaTta nonb3osartens. CeptudukaT nonb3oBaTens XpaHutcsa B 6ase L|C B TeueHue
YCTAHOBJ/IEHHOIO CPOKa XpaHeHus (paBHOro Cpoky AencrTeBus ceptudmkaTta).

9. AamuHucTtpaTtop LIC BbIBOAUT Ha NpuHTep ABe Konuu 6naHka ceptTudurkaTa nonb3oBaTtens
M genaet 3anucb o popmmpoBaHum ceptudukarta B "XXypHane nonb3osartens cetn".

13.5.4.MNony4yeHne nnuyHoro ceptudukaTta noab3oBaTenem
JInuHbIn cepTudmkaT MOXeET 6bITb NOSYYEH cleayrwmMm cnocobamm:

e PV IMYHOM NPUCYTCTBMM MNoSib30BaTens (aaMuMHUCTpaTopa 6esonacHocTn) B YL;
e [0 CETU C UCMONb30BAHNEM 3apErnCTPUPOBAHHOIO aapeca 3NEKTPOHHOM NOYTbl UK B
NpoLecce HeNoCpPeACTBEHHOro COEAMHEHNS C LEHTPOM.
B nto60M 13 nepeyvncrieHHbIX ciydyaeB cepTudmrKaT He NepeaaeTcs nosib30BaTesNo [0 TEX
nop, noka LleHTp Perncrpaumm He NonyuuT 3aBEpPEHHbI 6aHK 3anpoca Ha cepTudukar.

Mpn nepepaye nMYHOro cepTudukKata nMoNb3oBaTeNld €My TakK Xe MepejaeTcs
3aBepeHHbI agMUHUCTPaTopoM HnaHK 3anpoca u cepTudurkaTta nonb3oBaTens. Bropele konum
3Tux 6naHkoB xpaHatca B LC (LP).

13.6.lloBTOpHasa perncrpaumsa nosab3oBaTens

MoBTOpHasa peruvcrtpauusa nosb3osaTtensa B LleHTpe Perucrpaunmn npoussBoauTca B clyyae
N3MEHEHUs 3aperncTpupoBaHHbIX aTpubyToOB NOMb30BaTeNS MO MHULKATMBE nonb3oBatens nambo
aAMUHUCTPaLINN CUCTEMBI.

13.7.naHoBas CMeHa KJo4en

13.7.1.CmeHa kntoven LleHTtpa Ceptudmnkaumm

3abnaroBpeMeHHO (40 OKOHYaHWMsA cpoka aercteusa knawuda 3N LC) aamuHucTpaTtop LC
npomssoamt dopmmpoBaHue HoBoro kntoya I u ceptudpukata LC (cm. «DopmumpoBaHume
kntoven LleHTpa CepTudukaumm»).
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CdhopMmumpoBaHHbIi HOBbIN cepTudukat LIC 3anucbiBaeTcad Ha MarHUTHbIA HOCUTENb
(auckeTty) n nepepaetcsa B LIP BMecTe c 6naHkoM cepTudmkaTa.

Mpn okoH4YaHWM aencTeBus kawuda 31, kaoyeBble HoCUTENM C KatodoMm DI, a Takxke
konum kntoda 21 UC yHnuToXKaKTCs No AKTY KOMUCCUEN.

Bce nonb3oBaTenu cucTteMbl BO BpEMSl, OCTaBLUeecs A0 OKOHYaHWUS CPpoKa AeNCTBUS
kntoda 3N LUC, obs3aHbl noayumtb HOBbIM cepTudukat LUC n nobaButb ero B CripaBOYHWKMU
ceptudukaTtoB, 6e3 yganenums gencreytowero ceptudpumkara LC.

13.7.2.CMmeHa knto4ven LleHTtpa Perncrtpaunm

3abnaroBpeMeHHO (A0 OKOHYaHusA cpoka genctems knwda 3N LUC) aamuHucTpaTtop LP
npomssoauT popMmpoBaHme HOBoro ktoda Il n ceptudunkarta LP.

CMmeHa knwodenn LeHTpa Peructpaumm npousBOAMTCS aHaSIOMTMYHO CMEHEe KJIH4en
nonb3oBatens (cM. «CMeHa K/toueln nonb3oBaTens»).

Bce nonb3oBaTtenu cuUCTeEMbl BO BpEeEMS, OCTaBLUeecs A0 OKOHYaHWSA CpoKa AenCTBuS
kntoda 2N LUP, 065a3aHbl Nony4nTb HOBbIV cepTudukat LiP.

13.7.3.CMeHa Knwyen nonb3oBatens

Monb3oBaTeNb, UMEKLWWA AENCTBYOWMIK cepTUdmKaT M COOTBETCTBYIOLWMI eMy Koy 3,
B ntobon MOMeHT BpeMeHW (HO He no3gHee Heaenn) A0 OKOHYaHUSA CpokKa AencTBus
aencreytowero koda 2I1, MoXeT npomnsBecTn GopMrUpoBaHMeE HOBOIMo Kawoda II.

dopmMupoBaHMe HoBoro knt4a OI1, 3anpoca Ha ceptudukaT, nepegada 3anpoca B LUP u
nonydyeHune ceptmdunkaTa NponsBoaAMTCS COMNacHO NocCneaoBaTesIbHOCTU, ONMUCAHHOM B pasaene
«DopMMpoOBaHME KIKYen»,

KnioueBble HocuTenu c kaw4yoM 31, CpoK AENCTBUS KOTOPOro WCTEK, YHUYTOXatTCH
nytem nepedopMaTtnpoBaHmMs (OYUCTKK), O 4yeM genaetcs 3anucb B "XXypHane nonb3oBaTens
cetn".

13.8.KoMnpoMeTauus Knouen

Onpep,eneHme TepMmnHa KoMmnpomeTauus, BuAbl KOMMPOMETALUUM N OCHOBHbIE CO6bITMFI,
npumBoAsLme K KoMmnpometTaumm, npueeaeHsl B pasaene OCHOBHbIE TEPMUHbBI U MOJIOXKEHMUS.

Mo cakTy KOMMpoMeTauum Kaw4ern [J0/MKHO 6biITb npoBedeHo  cnyxebHoe
paccnenoBaHue.

BbiBeaeHHble U3 AENCTBUSI CKOMMPOMETUMPOBAHHbLIE  K/HOUYEBbLIE HOCUTENM MOC/e
npoBeneHus cnyxebHoro paccnenoBaHMsl YHUUTOXAOTCSA, O YeM genaeTcs 3anucb B "XypHane
rnosb3oBaTensa cetn".

13.8.1.KoMmnpoMeTauusa knoden LeHTpa CepTnudmkaymm

B cnyuyae koMmnpomeTauum kntoda LleHTpa CepTMCbMKaLI,MM BCS CMCTEMa A[os/kHa 6biTb
OCTaHOBJIEHA.

Mpn HanMuuM pesepBHbIX K/OYEN, CUCTEMA AO/HKHA MOSIHOCTbIO MepenTn Ha KOMMIEeKT
pe3epBHbIX K/O4YEN.

Ecnn pesepBHbie KkAKO4YM He O6bUIM MpeayCcMOTpEHbl, A1 BOCCTAHOBIEHUS CUCTEMBbI
HeobxoaMMo:

1. MoBTopHO NpomusBecTn hopMmnpoBaHMe K4a n ceptndukarta LUC;

2. CdopmmposaTtb COC UC, c ykazaHneM B HEM OT3biBaeMoro ceptudgukarta LC;

3. 0O6ecneunTtb nonyyeHue ceptudmkata n COC LC BceMn nonb3oBaTensiMm CUCTEMbI;

4. T[lpou3BecTu BbINYCK HOBbIX cepTUdUKATOB BCEX MOJSIb30BaTENEN, NCMOb3YS AEUCTBYOWME
ceptudukaTol;

5. ObecneunTb Nony4yeHne HOBbIX JIMYHbIX CEPTUMOMKATOB MOIb30BaTENSIMN CUCTEMbI.

13.8.2.KoMnpoMeTauusa knoden LleHTpa Perncrpaumm

KoMmnpomeTaumsa knatoda LP He npmBoAUT K OCTaHOBY cucTeMbl. B ciydae komnpomeTauum
CTAaHOBUTCS HEBO3MOXHbIM CETeBOEe B3aMMOLEMNCTBME MeXAy MNoSb3oBaTeneM cuctembl u LP B
4acTu ynpasfieHNs KIK4YEeBOW CUCTEMON.
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B cnyyae komnpomeTauum knwda LeHTpa Perucrtpauum p[oaxHbl 6biTb BbIMOJSTHEHBI
cnepywowme MeponpuaTud.
1. UC dopmupyet COC, c yka3aHMeM B HEM OT3bIBaeMoro ceptmdukara LP;
2. [pwn Hannumn pesepBHbIX kntodven LIP, LIP nepexoanT Ha pe3epBHbIA KoY.

Ecnn pesepBHble KIOUYM He ObIM NpeaycMOTPeHbl, A4S BOCCTAHOBMIEHUS CUCTEMbI
HeobxoaMMo:
1. noBTOpHO Npom3BecTn OopMMpPOBaHME KJtoYa N cepTudukara LIP;

2. obecneunTb NonyyeHue ceptudukaTa LIP Bcemn nonb3osaTensmMm cuctembl (B Ciyyae
CeTeBOro B3anMOAENCTBUSA).

13.8.3.KoMnpoMeTaums kno4ern nonb3osartens

Mpn KOMNpOMETaUMM KJitoda Y Nonb30BaTeNs OH AOJ/KEH HeMeASIeHHO MpeKpaTUTb CBA3b
Nno CEeTU C APYrMMU NMOJSIb30BaTENSMU.

Monb3oBaTtens (MNM agMMHUCTpaTop 6e30MacHOCTU OpraHM3auumn) AO/HKEH HeMedsIeHHO
nspectutb LUP (YL) o koMmnpomeTaumm Karden nosb3oBaTtens.

NHdopMaumnsa o KoMNpoMeTauum MoxeT nepenaBaTtbcs B YL no TenedoHy ¢ coobuieHnem
3apaHee YCNOBNEHHOro Maponsa, 3apeructpupoBaHHoro B "KapTouke onoBelweHuss o
KoMnpomeTaumm".

MNocne KoMNpoOMEeTauMu Ka4Yeln nonb3oBaTenb (POPMUPYET HOBbIA KKOY 3NEKTPOHHOM
NoAMUCK M 3anpoc Ha cepTUdUKaT Ktova NpoBepKu NoanucKu. Tak Kak nosib3oBaTeslb HE MOXET
NCNO/b30BaTb CKOMMPOMETMPOBaHHbIA K4 Ans dopmmpoBaHusa I 1 nepegadu 3anpoca B
3alMLEeHHOM BMAe MO CeTu, 3anpoc Ha cepTudukaT BMecTe ¢ 6naHKaMn AOCTaBMASETCH IMYHO
nonb3osartenem (aaMUHUCTPaAToOpoM 6e3omnacHocTn) B LleHTp Perncrpaumu.

13.8.4.Jencrtena YL, npn KomMnpoMeTaumm Kno4yen nonb3oBaTens

Mpn nony4yeHun coobuieHna o KOMNpOMeTaumu Knw4a oA4HOro M3 Mnosib3oBaTesnien ceTw,
agMmHuctpatop UP onoBewaer UC o Heobxogmmoctn pgobaeneHuns  cepTtudukara,
COOTBETCTBYIOLWEr0 CKOMMPOMETUPOBAHHOMY  K/OUY 3/EKTPOHHOW noaAnuMcu B CMMUCOK
0TO3BaHHbIX cepTudumkaTos. LC, npu dopmmposaHun ouvepeaHoro COC, BKI4YaeT B Hero
OT3blBaEMbIN cepTUdUKarT.

[Jata, <Cc kKoTopoh cepTuduKat CYUTAETCA  HeaeWCTBUTENbHbIM B CUCTEME,
yCTaHaBNMBaEeTCca paBHOM parte usrotoBneHmss COC, B KOTOpbIA 6bil BK/AKOYEH OT3bIBAEMbIN
cepTudmkar.

Mpu Hanuumu ceTeBbIX CpeacTB pacnpocTtpaHeHnsa COC, aaMuHuctpaTop UP npounssoanT
ny6bnmnkauuio COC.

Ona paccbuiku BHOBb M3AaHHOrO COC BceM nonb3oBaTensm, 3apernctpnpoeaHHbIM B
CMNCKE  pacCblsiKn (CM. «Perncrpauuns I'IOJ'Ib3OBaTEJ'I$|>>), MOXeT OblTb MCNonb30BaHa
3JIEKTPOHHAagA no4yra.

Ceptudumkart knaoda nposepkm DI nonb3oBatens He yaanserca m3 6a3bl LUC (LP) un
XPaHUTCA B Te4yeHue YCTaHOB/IEHHOr0 CpoKa XpaHeHus Ansa nposeaeHusa (B ciydae
HeobxoammocTn) pasbopa KOHMAMKTHbIX CUTYaLmMi, CBA3aHHbIX C NpuMeHeHuem I,

13.9.UcknouyeHne nonb3oBaTens u3 cetn

NckntodyeHne nonb3oBaTenss M3 CETU MOXET ObiTb OCYLIECTBIEHO Ha OCHOBaHWUMU
NMUCbMEHHOIO 3asiBNEHUS MONb30BaTENS B aAgpec HadasnbHuKa YL, 3aBepeHHOro pykoBOACTBOM
opraHusauumn. McknrodeHne nosib3oBaTens M3 CeTu NpoM3BOAMTCA aHaNOMMYHO AENCTBUAM MpwU
KOMMpoOMeTauunm Knwdva nonb3osatens. [llonyynB Takoe 3asiBfieHne, aamMuHucTpatop LUP
npousBoAMT AENCTBUS OMNUCaHHble B pasgene "[Oencrteua YL npu KOMMpoMeTauum Kikodemn
rnosb3oBaTtens".

13.10.MepuroanyHoctb nspgaHna COC

MepuoanyHocTb naganma COC UeHTpoM CepTudukaunu onpenenseTcsd agMMHUCTpaumen
CUCTEMBI.

LlenTtp Ceptudunkaumm Moxet exegHeBHo magasaTb COC u nybnnkoBaTb e€ro B CETEBOM
cnpaBo4vHMKe (NpU ero Hanan4mm).

40



Ona pacnpocTpaHeHus BHOBb u3gaHHoro COC, MoxeT 6biTb WUCMOSib30BaHa CUCTEMA
3N1EKTPOHHOM MOYTbl U CMMUCOK PacCbIsIKM NOJSb30BaTeNIENn CUCTEMbI, KOTOPbLIM (opMUpyeTcsa npu
perncrpauuu nonb3osartens (cM. «Perncrpaumnsa nonb3oBaTens»).

Monb3oBaTenn [O/MKHbI perynsapHo obHoBnate COC, XpaHAWMNACS B JIOKaJbHOM
CnpaBO4YHUKE CepTI/ICbVIKaTOB C ncnonb3oBaHMeEM AOCTYMHbIX CpeacTB.

13.11.BeneHune xxypHanos
AoMuHucTpaTop YU BegeT cnepytowme xypHanbl:

e "XypHan perncrpauum agMmMHUCTpaTOpoB 6e30MacHOCTN M Nonb3oBaTenen"”,
e "XypHan nonb3oBatens cetn",

AAMUHUCTpaTOpbl 6€30MacHOCTM opraHM3aumu BedyT XypHan "XXypHan nosnb3oBaTens
cetn".

B '"XypHane peructpaumm agMuHucTpatopoB 6e3omacHOCTM W nonb3oBaTenen”
dukcupytotca  dakTbl  pernctpaumm  agmuHuctpatopos  LC  (UP), aaMumHucTpaTtopoB
6e3o0nacHOCTK opraHmsaunm, Noab3oBaTeNeN CUCTEMBI.

B " >XXypHan nonb3oBatens cetu" 3anucbiBaloTCs (akTbl WU3roTOBMEHUS W MIAHOBOM
CMeHbl k/toYen, ¢daKkTbl KOMMApOMeTauMu K/YeBbiX [AOKYMEHTOB, HeWTaTHble CUTyauum,
npoucxoaswme B CETWU, TMPOBEAEHME pEerjlaMeHTHbIX paboT, [AaHHble O TMOJNIYYEHHbIX Y
aAMUHUCTpaTopa 6e30MacHOCTM OpraHM3auun KAKYEBbIX HOCUTENSX, HEeWTaTHbIX CUTyauusx,
npousoweawmnx Ha APM c yctaHoBneHHbIM MO CK3N.

B "XXypHane nonb3oBaTtens ceTn" MoOXeT oTpaxaTbCs crnegytowas nHdpopMauns:
e [aTa, BpeMm4H;
o 3anncb O KOMMNpPOMETAaUnUn Kn4a,

. 3anncb 06 N3roToBAEHUN IMYHOIO K/HOYEBOr0 HOCUTENS nonb3oBaTend, VI,D,eHTMCbVIKaTOp
HOCUTENA;

e  3anucb 06 U3roTOBIEHUWN KOMWUI JIMYHOIO KJIHOYEBOr0 HOCUTENS MoJSib30BaTens,
naeHTUbUKaTOp HOCUTENS;

e  3anucb 06 M3roTOBJIEHMWN PE3EPBHOIO K/IKOYEBOrO HOCUTENSI MOJIb30BaTeNs,
NAEHTUDUNKATOP HOCUTENS;

e  3aMnucb O MOJIyYEHUM cepTUdMKaTa KtoUa nposepkun 3N, NOMHbIA HOMEP KIHOYEBOro
HOCWUTENS, COOTBETCTBYIOWNIA cepTUdUKaTy;

L4 3anncu, oTpaxarwuwmne Bblaavyy Ha PyKU NoJsib30BaTesiaM (OTBETCTBEHHbIM MCI'IOJ'IHVITEJ'IFIM) n
caavyy MMM Ha XpaHeHUe JIMYHbIX KN4YeBbIX HOcuTenen, Bka4yas pe3epBHblE KJTIOYEBbIE
HOCUTENMN;

e cobbiTusa, nponcxoamseme Ha APM nonb3oBaTtens ¢ yctaHoBseHHbIM MO CK3U, ¢
yKasaHWeM NpUYnH U NpeanpuHaTbIX AeNCTBUN;

NMpumMmeyvaHue.

OpuWeHTMpOBOYHbIE Fpadbl XYpHaNoB NpuBeaeHbl B MPUNoXeHuax (cM. «MpunoxeHue 2»
n «MpunoxeHue 3»).
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14. TpeboBaHus NO BCTpaMBaHUIO 1 ncnonb3oBaHuto MO
CK3Uu

Onsa  obecneyeHna 3awuThl JIEKTPOHHbLIX AOOKYMEHTOB W CO34aHUA 3alMLLEHHOM
aBTOMaTMBMpOBaHHOVI CUCTEMbI B MNEPBYHO o4epeOb MCNOJIb3YHOT KlenTorpachquKme METOodbl
3alunThl, KOTOpble Nno3BONAKT obecneunTtb 3aunTy LLeNTIOCTHOCTU, aBTOpPCTBa n
KOHCI)VI,CI,eHLI,Ma}'IbHOCTM 3J'IeKTpOHHOl71 l/IHCbOpMaLI,Ml/I 1N peann3oBatb UX B BUAE NMPOrpaMMHbIX U
annapaTHbIX CpeacTB, BCTPpaMBa€EMbIX B aBTOMAaTU3NPOBAHHYIO CUCTEMY.

Ncnonb3oBaHue kKpuntorpaduyeckmx cpeacts TpebyeT, Kak npaswuio, MNpUMEHEHUS
TaKXe opraHu3auMoHHO-TEXHUYECKNX Mep 3alunThl.

Cnegyer OTMEeTUTb, 4TO BHOBb pa3pabartbiBaemble COK u npuknagHoe 10O,
ncnonbsywwmne ceptmduumposaHHbie CK3UW gomxHbl ygosneTBopsTb TpeboBaHusMm k CK3U B
4acTn KOpPPEKTHOCTU mncnonbloBaHusa CK3U wn nposepku BamaHua Ha CK3U co ctopoHbl MMO.
MoaToMy, B COOTBETCTBUM C POCCUMCKUMU 3akoHamu, BcTpamBaHme CK3UM MoryT npom3BoauTb
OpraHumsaumm, uMellWmne JULEH3UID Ha npaBo MpoBeAeHMS Takux paboT, a paboTbl no
BCTpanBaHWIO AOSHKHbI MPOBOANTLCS B COOTBETCTBMM C MonoxeHnem MK3 2005 [MK3-2005].

Mpu co3gaHumM 3alUULLEHHON aBTOMATM3MPOBAHHOM CUCTEMbl HeobxoaAMMO onpeaennTb
MoAenb Yyrpo3 W nonuTuky 6esonacHocTM. B 3aBMCMMOCTM OT MOAUTUKM 6He3onacHoCTH
onpepensietca HeobxoauMmbll Habop Kpuntorpaduyeckux QYHKUMIA U OpraHM3auMoHHO-
TEXHUYECKNX Mep, peannlyeMblX B CO34aBaeMoli CUCTeMe.

CK3N «Kpuntollpo JCP» Bepcua 2.0 B nepByl o4depenb MpegHasHavyeHO An4
BCTpaMBaHus B npukiagHoe rnporpammHoe obecneuveHmne. OyHkumm CK3UN «Kpuntolpo JCP»
Bepcusa 2.0, MoryT 6bITb MCNOMb30BaHbI:

e yepes nHtepdenc pyHkuun JCA, 4To NO3BOMSIET NPUMEHSATb BECb MHCTPYMEHTapui Java. [ns atux
uenen paspaboTumMkm MOryT BOCMOJIb30BaTbCS MPOrpaMMHON AOKYMEHTaunen, cogepxallencs B
Java 2 SDK, a Takxe noctaBnsemMmbiM TecToBbIiM 0. [Ana 3TUX Uesieln B KOMMIEKT NOCTaBKU
BKJ/IlOUYAETCS AOKYMeHT XXTAN.00091-01 33 01 "Kpuntollpo JCP. PykoBoAcTBO NporpamMmucra’.

e B CTaHaapTHOM npuknagHom MO Java.

Hwxe npuBeaeH OCHOBHOW nepedeHb TpeboBaHWM, peannsyeMblX MOpuv  MNOMOLM
KpunTorpaduyecknx MeToaoB.

KoHdunaeHUnanbHOCTb MHMOpMaumu

KoHdunaeHumanbHOCTL MHpOpPMaUMM npu nepegadvye AaHHbIX B ceTn obecnedmBaeTcs
ncnonb3oBaHneM yHKUUN wndposaHug. Ona obecneyeHus 3awntbl oT HCO K nHdopMaunm
npu xpaHeHmn (Ha Auckax, B 6aze AaHHbIX) AOMyCKaeTCcs WUCNOJib30BaHME WN@dpPOBaHUSA Ha
npomM3BogHOM (HampuMmep, OT Napos) Kitouye.

NaeHTndurkaums n aBTopcTBo

Mpn ceTeBOM B3auMoAenCcTBMM (YCTAHOBNEHUM CeaHCa CBA3W) uaeHTudbuKaums
aBTopcTBa obecneumBaetcsd dyHkumamm DM npu  MUCNONb30BaHMM UX B MNpouecce
ayteHTudumkaumm (HanpuMep, B COOTBETCTBMM C pekomeHgaumsmum X.509 [X.509]).
OfHOBpEeMEHHO Npu ayTeHTUdUKALNM A0MXKHA MCNOMb30BaTbCs 3almMTa OT NepenoBTOpoB. Ans
3TMX LeNnen MoXeT UCMNOoNb30BaTbCA PYHKUMA MMUTO3ALUNTLI C BbIYMC/IEHUEM MMUTOBCTABKU Ha
CECCMOHHOM KJto4Ye (CUMMETPUYHbIN KU LWN(POBaHUS).

Mpu aneKTpoHHOM AOKyMeHToobopoTe obecrneumBaeTcsa mcnonb3oBaHuem GyHkumn 2l
9/IEKTPOHHOI0 AOKyMeHTa. [onosHuTeNnbHo Ao/mMkHa ObiTb npeaycMoTpeHa 3awuta  oT
HaBs3blBaHWSA, NEpPenoBTOpPa 3/IEKTPOHHOIN0 AOKYMEHTa U LeSIOCTHOCTb CMPaBOYHUKOB KJltouel
nposepkun Jl1.

LlenocTtHOCTb

LlenocTtHocTb obecneumBaeTcs ncnonb3oBaHmeMm yHKUMA DI 31eKTPOHHOro AOKYMEHTa.
Mpu wucnonb3oBaHuM GyHKUMA wndpoBaHna (6e3 wucnonb3oBaHmsa 3I1) obecneumBaeTcs
MMUTO3ALLUTON.
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Anga obecneyeHns LENOCTHOCTH XPaHUMbIX AAdHHbIX MOXET ObITb MCMNO/Ib30BaHa (bYHKLI,VIﬂ
XawnposaHua nan MMNMTO3alnTbl, HO NMpWU 3TOM HE obecneunBaeTcs aBTOPCTBO VIHdJOpMaLLVIVI.

HeoTkasyeMoCTb OT nepefaun 3/1eKTPOHHOIo JOKYMEHTa

ObecneunBaeTtca nucnonb3oBaHneMm dyHkunn M (NoaAnNMCb AOKYMeHTa oTrnpaBuTenem) m
XpaHeHneM aoKyMeHTa ¢ 3l B Te4YeHMe yCTaHOBNEHHOMO Cpoka NPUEMHOM CTOPOHOA.

HeoTka3yeMocTb OT NpuUeMa 3/1EKTPOHHOIO JOKYMEHTa

ObecneunBaeTca UCNOAb30BaHUEM (YHKUMIA DI U KBUTUPOBAHMEM MpUEMA AOKYMEHTa
(noanucb KBUTaHUMKW nonydyaTtenem), XpaHeHWeM AOKYMeHTa M KBuTaHumu c Ol B TedeHue
YCTaHOBNIEHHOIO CpOKa OTNpPaB/SAOLWEN CTOPOHOMN.

3awmTa OT NepenoBTOpoB

ObecneunBaeTcs nMcnonb3oBaHMEM Kpuntorpadpunyecknx dyHkumn M, wudpoBaHusa nnm
MMUTO3aLWNTbl C fobaBneHneM yHUKANbHOrO maeHTudmnkaTopa ceteBon ceccmmn (3NEeKTPOHHOro
AOKyMeHTa) C nocneaywowen UuxX MNpoBEepKON MNPUEMHOM CTOPOHOM wAn  paspaboTkomn
cneumann3npoBaHHOro NpoTokoaa ayTeHTudurkaunm (obMeHa 3N1eKTPOHHBIMN JOKYMEHTAMMN).

3alnTa oT HaBsa3bIBaHUSA MHMOPMaLIMK

3awmta OT HapywwuTens C uUenbio HaBsA3bIBAHWMSA MM MPUEMHON CTOPOHE COOCTBEHHOM
MHpOpMaunmn, nepeaaHHom sKobbl OT NMuUa CaHKLUMOHWMPOBAHHOIO nosib3oBaTtens (HapyweHue
aBTopcTBa UWHdOpMauum). ObecneumBaeTcs WUCNONb3oBaHWeM ¢yHKUMn DI C npoBepKoM
aTpMbyTOB 3N1EKTPOHHOrO AOKYMEHTa W KJl4a NpoBepku noanucu oTnpasutens. B cnydae
HaBA3bIBaHWS MHQOpPMauuM Mpo KOMMpoOMeTauuu Ka4va obecnedynmBaeTcss OpraHuM3auMOHHO-
TEXHWYECKUMU  MeponpusaTusaMn. Hanpumep, cO34aHMEM  CUCTEMbl  LEHTPanM30BaHHOMo
ynpas/fieHns Kaw4eBon MHdopmauumen (onoselieHneM aboOHEHTOB) MM Cneunanm3mpoBaHHbIX
NMPOTOKOJIOB 3/1EKTPOHHOIO AOKYMeHToobopoTa.

3almTa oT 3aK1a[0K, BUpYCcoB, MoagndmKaLumm CUCTEMHOMO U
npuknagHoro MO

ObecneunBaeTcss COBMECTHbIM MWCMOJSb30BaHWEM KpunTorpauyeckmx Cpeacts W
OpraHM3aumnmoHHbIX MeponpuaTni (cM. «TpebosaHua no 3awmTte ot HCO»).

MpaBuna BcTpamBaHmsa 1 ncrnonbsosaHmsa CK3UN «Kpuntollpo JCP»
Bepcusa 2.0

Mpn BcTtpamBaHmm CK3UWN «Kpuntollpo JCP» Bepcuma 2.0 B NpukIagHoOe nporpamMmMHoe
obecneyeHne mMNM UCNONb30BaHWM €ro B COCTaBe CTaHAapTHOro npwuknagHoro MO AOMKHbI
BbINOMHATLCA cneayowme TpeboBaHnS:

1. Mpwu ncnonb3oBaHun kno4der nposepkun 3 aomxkHa 6biTb obecrneyeHa
LLe/IOCTHOCTb M MAEHTUYHOCTb KJtoYa npoBepku 3. ITo MOXKeET 6biTb peasn3oBaHo:

o nyTeMm 3aBepeHus Ka4a nposepkun Il goBepeHHOW CTOPOHOWN (Harmpumep,
B C/lly4Yae MCMonb30BaHMsa CepTUdUKATOB KIoUel NpoBEpPKU NMoanncn);

o TMyTeM JOBEPEHHOro pacnpoCTPaHEHUS U XpaHEHUs Kn4den nposepku 31
B BMAE CNPaBOYHUKOB.

2. [pu ncnonb3oBaHMn cepTUdMKATOB KJItOUEN MPOBEPKN NMOAMMUCU, 3aBEPEHHbIX
noaNnCbIO AOBEPEHHOM CTOPOHbI, A0/MKHA bbITb 0becneyeHa 6e3onacHas goCTaBKa w
XpaHeHue cepTudmrkaTa kao4da 3 fOBEPEHHOI CTOPOHbI, C MCMO/Ib30BaHMEM KOTOPOro
NpoBepsIOTCS OCTaNbHble CepTUdMKATbI KNOUel NPoOBEPKN NoJib30oBaTesNeln.

3. Kpuntorpaduyeckoe cpeacTBo, C MOMOLLbIO KOTOPOro NpOM3BOAUTCS 3aBepeHune
Ktouen nposepkn DI nam cnpaBoOYHMKOB KJtoden nposepkun II1, 4ONKHO BbITb
cepTndurumMpoBaHO MO Kaccy, COOTBETCTBYOLWEMY NPUHSATON NMonmTmke 6e30nacHoCTy.

4. [ns ot3biBa (BblBOAA U3 AENCTBUSA) KIKOYEN NPOBEPKN NOAMMUCU OOSIXKHBbI
NCNONb30BaTbCsA CPeACTBa, NO3BOMISOWME NPOM3BECTM aBTOPM3aLMIO OT3bIBAOLLErO

43



nvua (B 3TUX Lensax MoXeT H6biTb MCNOMIb30BaH CNMCOK OTO3BaHHbIX cepTuduUKaTos,
3aBepeHHbIn DI 4OBEPEHHON CTOPOHbI).

5. TMpwu BbizoBe dyHKkumin CK3N «Kpuntollpo JCP» Bepcus 2.0 B npuKiagHoOM
nporpaMMHoM obecneyeHnn HeobxoaMMo, NP BO3SHUKHOBEHMN KPUTUYECKUX
NCKJIIOYEeHMI 610KkMpoBaTb KpunTorpaduyeckme Bbi30Bbl, @ MPU BO3HUKHOBEHUU APYTUX
NCK/TIOYEHNI, KOPpeKTHO ux obpabaTbiBaTb. (CM. pyKOBOACTBO MPOrpaMMmncTa)

CoBMecTHOe ncnosnb3oBaHme SunldM n «Kpuntollpo JCP» Bepcusa 2.0

Sun Java System Identity Manager obecneunBaeT NpuUMeHEHME PasNYHbLIX aifOPUTMOB
3N ans ynpaBneHUsMKU npasamMmm A4oCTyna K MHGOPMaLMOHHbIM pecypcaM.

Cneuuanuctamm KoMnaHui Sun Microsystems wn  KPUTMO-MPO 6biM  COBMECTHO
BbIMOJIHEHblI MHTErpauus W TeCcTUpoBaHWE COBMECTHOM paboTbl Sun Java System Identity
Manager co cpeactBoM kKpuntorpadunyeckon 3awmntbl «Kpmuntolpo JCP» Bepcusa 2.0.

MponsBeneHHass MHTerpaumsi NO3BOJISIET UCMNOMb30BaTb peann3oBaHHble B «Kpuntollpo
JCP» Bepcua 2.0 poccuiickme kpuntorpaduyeckne anroputmel FTOCT P 34.10-2001, TOCT P
34.10-2012 n FOCT P 34.11-94, TOCT P 34.11-2012 ansa 3aBepeHns poCCUINCKON 3/1EKTPOHHOMN
NOAMNUCBHIO 3a8BOK Ha Nony4yeHue AoCTyna K pecypcaM, UCMoNb3ys CTaHAapTHblE MHTepdenchbl B
paMkax aBTOMaTM3MpPOBaHHOIo bmusHec-npouecca cuctembl Sun Java System Identity Manager.
MpuMmeHeHne poccuinckoro cpeactea 3l n ceptudumkKaToB Kaw4er nposepkn Il rapaHTUpYET,
YTO 3asiBKa MCXOAMT MMEHHO OT TOr0 Nuua, KOTOpOe YMNOJIHOMOYEHO Ha Takue AenCTBus
(pykoBoanTenu, coTpyaHuKW cnyx6bl 6e3onacHoctv u T.4.). dopMupoBaHue 3asBOK U Il
NpoM3BOAUTCA HEMNOCpeaCTBEHHO C MOMOLWbl pa3paboTaHHbIX web-dopm gna cornacytowmx
nvu. NHdopmaumsa o6 opobpeHun 3asaBkm, BMecTe ¢ 3l1, XpaHuTca B peno3utopuun Identity
Manager n moxeT 6bITb MNpeaocTtaBneHa B Buae oT4yeTa, HeobxoauMMOro Ana npoBeneHus
ayauToB No MHpopMaunoHHOM 6e3o0nacHOCTw.

Ons nHterpaummn Sun IdM n «Kpuntollpo JCP» Bepcua 2.0:
1. CHavana Hago ycrtaHoBuTb IdM.

Mpu yctaHoBKke W HacTpokke IdM no pokymeHTauumm http://docs.sun.com/source/819-
6124/Ch8 java8.html. nyHkT 3.11 ("Log in to Identity Manager on the port you
specified when you installed your applications server.") B npouecce yCTaHOBKM
npexaeBpeMeHHbIli. Cpa3y BXOAUTb He HaAo0, CHayana HaZo HacTPOUTb MpaBa Mo MYHKTY
5.

2. TloToM Ha cepsep cneayet noctasutb «Kpuntollpo JCP» Bepcua 2.0 B
COOTBETCTBUMU C «PekoMeHaaumsamm no ycraHoske MO CK3U».
3. HacTtpoutb KoOHpuUrypauuto cepepa rno aokymeHtaumm Configuring Digitally
Signed Approvals
o [Nng yCTaHOBKM security.nonrepudiation.signedApprovals=true

Bongnte Ha oTnagoudHyto ctpaHuuy Identity Manager http://PathToIDM/debug.
3arpy3uTcs CTpaHuua C CMCTEMHbIMM HacTponkaMu. Y nyHkTa "List Objects" Hago
BbibpaTb M3 Bbinagakuwero MeHt "Configuration" mn HaxaTtb "List Objects”,
nosiButcsa crpaHuua "List Objects of type: Configuration”. ¥ nyHkTa "System
Configuration" Hapgo BbibpaTb "Edit", nosBuTCa daiin coaepxawumn CUCTEMHYIO
KoHdurypaumio. Ero Hago oTpegakTupoBaTb, ycTaHOBUB signedApprovals=true.

<Attribute name='nonrepudiation'>
<Object>
<Attribute name='signedApprovals'>
<Boolean>true</Boolean>
</Attribute>
</Object>
</Attribute>
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o YcTaHoBKa cepTudukaToB U3 MHTepdeNca agMMHUCTpaTopa.

B pokymeHTauum ckasaHo: "From the Administrator interface, select Configure,
and then select Certificates". B ceabMon Bepcuu nNyHKT MeHo Sertificates
peasibHO HaxoAuTCs B MeHIo Security.

o Mopnuck applets/tsl.jar ¢ ncnonb3oBaHueM jarsigner.

MMeHHo tsl.jar npocTaBngeT noanncb Ha knmeHTe. MNMoanucb He Ha TOCT-0BCKKUX
anropuTtMax, HyXHa Aansg Toro, 4Tobbl pa3spewnTb BbINOJHEHME KoAda Ha
KJIMEHTCKOM MalunHe.

4. [obaButb anroputMbl «Kpuntollpo JCP» Bepcusa 2.0 B IdM.

B daine samples src.jar B KaTanore SunldM Haxoasatcs ABe MoAUMULMPOBaHHbIE
dopmbl IdM: "Approval Form.xml" n "Work Item Configuration.xml". B Hux gob6asneHsbl
napameTpbl supportedKeyStoreTypes M keytypeSignatureMapping ANA nonenm Tuna
TransactionSigner.

<Property name='keytypeSignatureMapping'

value='DSA=SHAlwithDSA, RSA=SHAlwithRSA, RSA=MD5withRSA, RSA=MD2withRSA, GOST3
410=GOST3411withGOST3410EL"'/>

<Property name='supportedKeyStoreTypes' value='JKS,PKCS12,HDImageStore'/>

Hago YCTaHOBUTb B NOJI€ supportedKeyStoreTypes TUMbl XpPaHUIULL Knmqeﬁ, KOTOpble
6yayT Mcnonb30oBaHbl Ha K/JMEHTCKOW MalluHe Anas noanucu. HDImageStore AobasreH
ONs npuMepa, yCTaHOBUTE TUMbl XpaHWUAuULW, KoTopble 6yayT peanbHO WUCNONb30BaTbCS.
3™ ¢dopMbl HeOH6XO0AMMO MO o4yepeauM MMMNOPTUPOBATb B KOHdUrypaumto yepes web-
nutepderic, Configure -> Import Exchange File. MNepe3arpy3ute IdM.

5. YcraHoButb «Kpuntollpo JCP» Bepcus 2.0 Ha KNMeHTe.

MoaroToBbTE XpaHUAWULWLA W KAOYM, KOTopble 6yAyT WCMNOAb30BaATbCA ANS MNOAMUCH.
Yka3aHusa "Obtain a certificate and private key, and then export them to a PKCS#12
keystore." Heobxoaumo wurHopuposatb. «Kpuntollpo JCP» Bepcma 2.0 n PKCS#12
HECOBMECTUMbI.
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15.Mopsaok paszbopa KOHMAUKTHbIX CUTYaUU, CBA3AHHbIX
C npuMeHeHunem Il

MNpUMeHeHMe 3MEeKTPOHHON MOAMUCKU B aBTOMATU3MPOBAHHOW CUCTEME MOXET MPUBOAUTb
K KOH(MIMKTHbIM CUTyauumsM, 3aK/l4yaloWwmMcs B OCMapyMBaHUM CTOpOHaMu (y4aCTHUMKAMWU
CUCTeMbl) aBTOPCTBA W/WUIN COAEPXKMMOTO AOKYMEHTA, NOANMUCAHHOIO 3/1EKTPOHHOM MOAMUCHIO.

Pasbop noao6HbIX KOHMAWKTHBLIX CcuUTyauunh TpebyeT npuMeHeHns crneumanbHoOro
nporpamMmHoro obecrnevyeHus Ans BbINOAHEHUS MPOBEPOK W  AOKYMEHTUPOBAHUS AaHHbIX,
NCMNONIb3yeMbIX TMPW  BbIMOJIHEHUM MNpoLeaypbl MNPOBEPKM COOTBETCTBMSA DIl coaepXuMomy
3NEKTPOHHOI0 AOKYMEHTa.

Pazbop KOHMAMKTHOM CUTyauun 3ak/4yaeTcs B AOKa3aTenbCTBE aBTOPCTBA MNOAMUCHU
KOHKPETHOIr0 3/IEKTPOHHOI0 AOKYMEHTa KOHKPETHbLIM UCMOJIHUTENEM.

[aHHbIn pa3bop OCHOBbIBAeTCAd Ha MaTeMaTu4yeckuMX CBOWCTBax anroputma 2fl,
peanmM30BaHHOro B COOTBETCTBUM CO cTaHAapTamm Poccuinckoinn ®egepaunnm NOCT P 34.10-2001,
OCT P 34.11-94 wn TOCT P 34.10-2012 wn TOCT P 34.11-2012, rapaHTupylOWNUMHN
HEBO3MOXHOCTb noAAenkn 3HadeHus I nwbbiM  nuuoMm, He obnagalowum KJ1IO4OM
3/IeKTPOHHON MoAMNuncCK.

Mpu npoBepke 3HaueHus DIl UCMoONb3yeTcs K4 MPOBEPKU, 3HAYeHMe KOTOpOoro
BbIUMCSIETCA MO 3HAYeHUo katova MM npu nx GopMUpPOBaHUM.

B cucteme [0MXKHbI 6bITb MPeaycMOTpPEHbl CpeAcTBa BeAeHUS apXMBOB 3MEKTPOHHbIX
[OKyMeHTOoB ¢ I n cepTudurkaToB Ktoden nposepku .

Pazbop KOHMOAMKTHOM  CUTyauuum  BbIMOJIHAETCS  KOMUCCUEN,  COCTOosILENn  um3
npeacrtaBuTenen CTopoH, cnyxbbl 6e3onacHocTn m akcrnepToB. CoCTaB KOMUCCUK, MOPSAOK ee
dopmMmnpoBaHus, pernaMeHT paboTbl, paCCMOTPeHMNE pe3ysibTaToB OMnpeaenseTcs B NpUIoXeHUN
K PernameHTy cuctembl (JJoroBopy), 3akjto4aeMoOMy Mexay y4acTHMKaMM aBTOMaTM3MPOBAHHOWN
CUCTEMBI.

OcnapuBaHune pe3ynbTaToB paboTbl KOMUCCUM M BO3MELLEHME MOCTpadaBLUEN CTOPOHE
NpUHECeHHOoro yulepba BbINOMHSAETCS B YCTAHOB/IEHHOM AEWCTBYIOWMWM 3aKOHOAATENbCTBOM
Poccuinckon ®enepaunm nopsiake.

15.1.Mopsiaok pazbopa KOHMOAMKTHON CUTyaLnm
Pazbop KOHMIMKTHOM CUTyauunM BbIMOMHSAETCA N0 WHUUMaTMBE N0boro y4yacTHuka
aBTOMATU3MPOBAHHOM CUCTEMbI U COCTOUT U3:

1. npepbsiBAEHUS NPETEH3UM O4HON CTOPOHbI APYrou;

2. dopMMpoBaHNA KOMUCCUN;

3. pa3bopa KOHMONAMKTHON CUTyaunuu;

4. B3bICKaHUS C BUHOBHOM CTOPOHbI NPUHECEHHOrO Yyliepba.

Pazbop KOHMIMKTHOM CUTyauum NpoOBOAUTCS C  WUCMOJSIb30BAHMEM MNpPOrpamMMHOro
obecneueHnsa CK3U «Kpuntollpo JCP» Bepcus 2.0 Ans 31eKTPOHHOrO AOKYMEHTa, aBTOPCTBO
WIn cofepxaHue KOTOporo ocrapvBaeTcs.

I'IpOBepKa noaAnMCaHHOro 3J1IEKTPOHHOIo AOKYMEHTa BKJ/IIOYAET B cebs BbINOSIHEHME
cnepyowmnx 4encTBUiA:

1. onpeneneHune ceptTudmnKaTa UMM HECKOSIbKUX CEPTUDUKATOB, HEOBXOANMbIX ANS MPOBEPKMU
o0,

2. nposepka 31 3/1eKTPOHHOro AOKYMEHTa C UCMOSIb30BaHNEM KaXxxaoro ceptudukaTta;
3. onpegeneHune gatbl GOPMUPOBAHUA Kaxaon 31 B 3NEKTPOHHOM AOKYMEHTE;

4. nposepka Ol Kaxxaoro ceptudukaTta, nyTemM NOCTPOEHUS LENOYKM CepTUdmKaTos 40
ceptudukarta nasHoro UC;

5. npoBepka AeCTBUTENIbHOCTU CEPTUMUKATOB Ha TEKYLLMA MOMEHT BPEMEHN;
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6. npoBepka AeNCTBUTENBHOCTM cepTUdMKaTOB HAa MOMeHT dhopMumpoBaHmsa IM;
7. npoBepka oTcyTcTBus ceptudmnkatos B COC.

Mpu npoBepke 3 AOKYyMeHTa, BepuduKauumnm LEnodYkn cepTudukaToB, OTCYTCTBUM
ceptudukata B COC, aBTOPCTBO MOAMUCK MOA AOKYMEHTOM CYUTAETCS YCTAHOB/IEHHbIM.

NMpumeuaHue. HecoBnageHwe AaTbl OPMUPOBAHUS AOKYMEHTA W CPOKOB AENCTBUS
cepTudukata U/MNM CpPoKOoB AeNcTBMS Kntoda Ol He BAMAIOT Ha onpeaeneHMe aBTOPCTBa
[OKyMeHTa. Ha nx OCHOBE MOXHO caenaTb NMpeanosioXXeHue 0 HecobnAeHUW MoNb30BaTeNEM
PernamenTa ([loroBopa) B 4acTW CPOKOB AEWCTBUA Kto4yel, cepTUdUKaTOB MU HEKOPPEKTHOIO
ncnonb3oBaHUs cepTudukata B npuknagHom MO.

15.2.Cny4yan HEBO3MOXXHOCTM NpoBepPKM 3HaveHua Il

Mpn He o6HapyXeHMM B apxuBe cepTuduKaTa KJ4va MNpoOBEPKM MoJsib3oBaTens,
BbIMosiHMBLWEro J[1, AoKa3aTb aBTOPCTBO AOKYMEHTA HEBO3MOXHO. B CBA3W C 3TUM, apxuB C
ceptudmkatamMn knawden nposepkn 3l Heobxoammo nogBepratb perysasipHoOMy pe3epBHOMY
KOMUPOBAHUIO N XPaHUTb B TeYEHME BCEro yCTaHOBNEHHOIO CpoKa XpaHeHUs.
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16.HewTaTHble cnTyauun npu akcnnyataumm CK3U

Huwxe npuBeneH OCHOBHOM nepeyvyeHb HeEWTAaTHbIX CMTyaLI,Mﬁ M COOTBETCTBYOLLNE
aencrems nepcoHana npm nx BO3BHMKHOBEHUN.

HewTaTtHaa cutyaums

[leiicTBUA nepcoHana

dBakyauusl, yrposa HanaaeHus,
B3pbiBa W T.M., CTUXUIAHbIE
6encteusa, aBapumn obuiero
xXapakTtepa B LleHTpe ynpaBneHus
K/1t0UEBOMN CUCTEMOW.

OcTaHoBUTL BCe DBM.

[MepcoHan, nMewLWMIn 4OCTYyN K Kato4YaM, 0653aH caaTbh BCe MMeloLwmecs
y Hero B  HanuuMm  KJKOYEeBble  HOCUTENW  aAMUHUCTPATOpy
6e3onacHocTw.

AAMUHUCTpaTOp 6€30MacHOCTN YNaKoBbIBAET BCE K/IOUEBbLIE HOCUTENN,
perncTpaunoHHble KapToyku cepTUdUKATOB Kitouer nposepkn I
nonb3oBaTesien B oneyaTbiBAaEMbIN KOHTENHEP, KOTOPbIA BbIHOCUT B
6e3onacHoe nomelleHe unu 3gaHne. OnevataHHbI KOHTENHEpP
[0/DKEH HAXOAUTLCS NMOA OXPaHOW A0 OKOHYaHUS AEeNCTBMSA HelTaTHON
cuTyauMm n BOCCTAHOB/IEHUS HOpManbHON paboTbl annapaTHbIX U
nporpaMMmHbIX cpeacts CK3U.

AammnHucTpaTop 6e3onacHocT onosewaeT Mo TenedoHHbIM KaHanam
oblero nonb3oBaHMsA BCeX MNoJib3oBaTenen o NnpnocCcTtaHoBKeE paGOTbI
CUCTEMBbI.

B cnyyae HactynneHusa  cobbiTus, noBnekwero 3a  cobon
ONITOBPEMEHHbIA  BbIXOA4 M3 CTpos annapatHbix cpeacts CK3U,
agMuHucTpatop  6e3onacHoCTU YHUUTOXaeT  BCKO KO4EBYO
nHdOpMaLUnIO C HOCUTENEN, HaXoAALWNXCS B KOHTeNnHepe.

KoMnpomeTauusa ogHOro n3 JindHbIX
KJIIOYEBbIX HOCUTENEN.

MopsaoK AeNCTBMIA NpU KOMNpPOMETaunmn Ktoven onncaH B pasgene
«KomnpomeTaums kntoyen nonb3osaTens».

BbIxoa 13 CTpos NepBoro JIMYHOro
KKO4YEBOIro HocuUTen4.

AHaNOrMYyHoO Aas CMapT-KapT.

Heobxoanmo coobwmTb No TenedoHy B YL o dakTe BbixoAa m3 CTpos
NIMYHOTO KJIKOYEBOIO HOoCUTENs M obecneunTb ero AocTaBky B YL ans
BbISICHEHWSA NPUYNH BbIXoAa U3 cTpos. Ana paboTbl ncnonbsyertcs
BTOPOM JINYHbIN KHOYEBOW HOCUTESb.

BbIxoA 13 CTpOS BTOPOro JIMYHOMO
KI04eBOro Hocutens (npu
YCNOBUWU, YTO MNePBbI TOXE Bbilwen
N3 CTpos).

Monb3oBaTtenb, y KOTOPOro BbILWIM M3 CTPOS 06a JIMYHbIX KJTHOYEBbIX
HocuTens, sensietcs B YU, ans nosTopHoW perncrpaunmn (6e3
M3MeHEeHUS AaHHbIX perucrpaumn).

OTkasbl n cbon B pabote
annapaTHol yactu APM co
BCTpoeHHon CK3U.

Mpu oTkasax n cb6osix B paboTte annapaTtHon 4Yactm APM co BCTpoeHHOM
CK3U HeobxoanMo ocTaHOBUTL paboTy, N0 BO3MOXHOCTHU
NloKanM30BaTb HEMCNPABHOCTb M B AaNlbHENLLEM NPOM3BECTM PEMOHT B
YCTaHOB/IEHHOM MopsAKe U, Npu HeobxoAMMOCTU, NepeyCcTaHOBKY
CK3Mu.

OTkasbl n cboun B paboTe cpeacts
3awnTbl ot HCA.

Mpwn oTkasax u cbosix B pabote cpeacTs 3awmnTbl oT HCA,
aaMuHucTpaTop 6e30nacHOCTH, AO/MKEH BOCCTAHOBUTb
paboTtocnocobHocTb cpeacts HCA. Mpu HeobxoamMMocTm
rnepeycrtaHoBuUTb NporpaMmMmHo-anmnapaTHbele cpeacrtsa HCA.

YTepst IMYHOro KAKYEBOro
HOcUTEnA.

YTeps IMYHOro KJIKOYEBOro HOCUTENS NPUBOANT K KOMMpPOMETaALUN
Ko4Yen.

MopsaoK AeNCTBMIA NpU KOMNPOMETaunmn Koven onncaH B pasgene
«KomMnpomeTaums kntoyen nonb3osaTens».

OTkasbl n cboun B paboTte
NporpaMMHbIX CpeACcTB BCneacTesmue
He BblABJIEHHbIX paHee owmnbok B
NnporpamMMHOM obecrneyeHunn.

Mpu oTkazax n cbosax B paboTte NporpaMMHbIX CPeACTB, BCEACTBME HE
BbISIBIEHHbIX paHee owmnboK B NporpaMMHOM obecneveHnn,
Heo6xoaAMMO OCTaHOBUTbL paboTy, OKaNM30BaTb NO BO3MOXHOCTU
NpUYnHY OTKa30B U cboeB U Bbi3BaTb paspabotunka gaHHoro MO nnm
ero npeacraBuTens Ans yCTpaHeHus NMpuUnH, Bbi3bIBAKOLWMX OTKa3bl U
cbou. MNepepn npopnomxkeHnemM paboThl cneayeT B 0693aTenbHOM
nopsiAke Npou3BeCcTW nepesanyck KoMnbloTepa.

OTkasbl B paboTe NporpamMMHbIX
CpeACTB BCNeACTBME CyYalHOro

Mpu oTkasax B paboTe NporpamMMHbIX CPeACTB, BCNeACTBUE ClTyYaliHOro

NN YMbIWIEHHOIO X NoBpeXaeHnsd, nnMuo, OTBETCTBEHHOE 3a
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WU YMBILWIEHHOIO UX
NoBpeXAEHUS.

6e30MacHOCTb PYHKUMOHUPOBAHMSA MPOrpaMMHbIX U annapaTHbIX
cpeacTs, 06s13aHO NPOM3BECTU CNyxebHoe paccnefoBaHue rno AaHHOMY
akTy C uenbio yCTaHOBMIEHMSA MPUYMHBI OTKa3a U BOCCTaHOBMIEHUS
NpaBWIbHON PaboTbl MPOrpaMMHbIX CPEACTB B YCTaHOBIEHHOM
nopsake.

OTkasbl B paboTe NporpaMMHbIx
CpefcTB BCeACTBME ownboK
oneparopa.

Mpu oTkasax B paboTe nporpamMMHbIX CpeacTB, BCAeACTBME OLNOOK
onepaTopa, onepaTop coobliaeT o JaHHOM daKTe nuuy,
OTBETCTBEHHOMY 33 6e30MacHOCTb PYHKLMOHMPOBAHUSA MPOrPaMMHbIX
W annapaTtHbIx cpeacTts. OTBETCTBEHHbIN 3a 6e30nacHOCTb
(PYHKUMOHMPOBAHMS NPOrpaMMHbIX U annapaTHbIX CPeACcTB AaeT
COOTBETCTBYOLME yKa3aHMs 06Cny>XmnBatoLeMy nepcoHany no
BOCCTaHOBJIEHUIO NPaBUIbHON paboTbl MPOrpaMMHbIX CPEACTB B
YCTaHOBMIEHHOM nopsakKe.

Bce HewTaTHble CcUTyaumu AOMXKHbI OTpaxaTbcsa B "XXypHane nonb3oBaTtens cetn" (cM.

«BefeHune xxypHanos»).
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17.YcraHoBka N0 CK3U Ha M2BM

K akcnnyatauum nporpamMMHoro obecneveHusi, umerowero B cBoeMm coctaBe CK3WU,
ponyckakwTca  nuua,  npowejuive  COOTBETCTBYIOWYH — MOArOTOBKY M MU3yduBLUME
3KCNNyaTaunoHHY AOKYMEHTaUMIoO Ha COOTBETCTBYOLWME NPOrpaMMHble CpeacTBa.

YctaHoBka CK3W Ha pabodee mecTo nonb3oBaTtenss MoxeT ObITb OCyllecTBNeHa TONbKO B
cnyyae nMOATBEPXAEHUS LESIOCTHOCTM TOJIYYEHHbIX YCTaHOBOYHbLIX Moaynen CK3U wu
3KCMayaTauMOHHOM AoKyMeHTauum (n.m. 20,21).

Mpu ycTaHoBKe nporpaMmHoro obecneyenns CK3U, Heobxoammo:

1. Ha TexHu4yeckmx cpeacrteax, ocHaweHHbiXx CK3U, ncnonb3oBaTb TOMbKO SINLEH3NOHHOE
nporpamMmHoe obecneyeHne GUPM-U3roTOBUTENEN.

2. YcTaHoBfeHHOe nporpaMMHoe obecneyeHmne He LOMKHO coaepXaTb CPeacTB pa3paboTku m
OT/TaAKM NPUNIOXEHUI, @ TaKXKe CPeACTB, NO3BOSIOWMNX OCYLLECTBAATb HECAHKLUNOHUPOBAHHbIN
[OCTYN K CUCTEMHBIM pecypcam.

3. AnnapaTtypy, Ha kKoTopol yctaHaesnmaetca CK3U, cnegyeT nonyyaTtb y 406p0OCOBECTHOrO
Nnpoun3BoAUTENS, MPOBEPSS HannumMe noaTeepxaatowmx paboTocnocobHOCTb AOKYMEHTOB.

4. PekoMeHAyeTCs yCTaHoOBKa cpeacTB 3awmTbl oT HCA 1 npu ncnonb3osaHum CK3U B
COOTBETCTBUM C knaccom KC1.

5. Tpwn yctaHoBke Java NoNyyuTb Y NPOU3BOANTENS MOCEAHION OdULMANbHYIO BEPCUIO,
cofepiallyto BCce NporpaMmMmHble 06HOBIEHNS, CBSI3aHHble ¢ 6e30MacHOCTbIO.

6. Mepepn ycraHoekown CK3U npoBepuTb nporpamMmmHoe obecneveHune NM3BM Ha oTcyTCcTBUE
BWUPYCOB M MPOrpamMMHbIX 3aKnagok.

7. [pepycMoTpeTb Mepbl, UCKITHOYaOLWMe BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO N3MEHEHUS
annapaTHOM 4acTu pabouyel cTaHuMm c yctaHoBneHHon CK3W (nyTeM onevaTbiBaHUA CUCTEMHOIO
6n1oka 1 paszbemoB [MOBM n KoHTpoNa neyaTer agMMHUCTpaTopoM 6e3onacHocTu).

8. Tocne yctaHoBku «Kpuntollpo JCP» Bepcusa 2.0, HO A0 Ha4vana ero Mcnosib30BaHUSA
Heobx0anMo, BOCMOb30BABLUNCDE YTUAUTON KOMaHaHOW cTpokun CPVerify.Prompt, co3paTtb
XpaHunuuwa KoHTponnpyeMmbix dainos, kak onmcaHo B CPVerify.

17.1.Cnocobbl yCTaHOBKM

OcHoBHOM cnocob6 yctaHoBku «Kpuntolpo IJCP» Bepcusi 2.0 coCTOUT B 3anycke
KoMaHaHoro daiina, sxogswero B coctas ancrpmbytmsa «Kpuntolpo JCP» Bepcusa 2.0, nms
KOMaHAHOro ¢aina 3aBUCUT OT OnepaumMoHHOM CUCTEMbI, HA KOTOPYO MPOU3BOANTCS YCTaHOBKA.
Opyrvue BapuwaHTbl YCTAaHOBKW: WCMNONb30BaHWe YyCTaHoOBLKMKA setup.exe u setup_console.bat
(Windows) nnu setup_gui.sh u setup_console.sh (*nix nnm Mac 0OS).

Mepen yctaHoskon <«Kpuntollpo IJCP» Bepcus 2.0 HeobxoauMo npenBapuTesibHO
yAanuTb NpeablayLlyo BEpPCUIo MpoaykKTa.

Onsa  yctaHoBku «Kpuntollpo JCP» Bepcns 2.0 Bbl  [0/MKHbI  MMETb  Mpasa
aAMMHUCTpaTopa Ha AaHHOW paboyen cTaHUMU.

17.2.KogmpoBku B Java

Mpu 3anycke knaccoB «Kpuntollpo JCP» Bepcusa 2.0 6yper BbiIBOAUTb COOOLUEHUS B
KOOMPOBKE MNpPUHATON B Bawel java no ymondaHutio. B cnyyae HecoBnaaeHusl KOAMPOBKMW,
YCTaHOBNEHHOM B java npu 3anycke, N KOAMPOBKM OKHA, Npo4YnTaTb TeKCT 6yaeT HEBO3MOXHO.
N3MeHNTb KOAMPOBKY MpU 3anycke java MOXHO yKa3aB 3HadeHueM nepemeHHoln file.encoding
HY>XXHYI0 KOAUPOBKY, Hanpmumep

java -Dfile.encoding=Cp866 -version
M3 kopga nporpaMMbl CMEHUTb KOAMPOBKY MOXHO METOAOM
System.setProperty("file.encoding", "UTF-8");

Ecnn Bbl xotute, 4ut06 «Kpuntollpo JCP» Bepcua 2.0 BbiBOAWA cooblleHuns B Apyrom
KOOWPOBKE, W3MEHUTE 3HayeHue nepeMeHHor. Takoe BO3MOXHO, HanpuMmep, ecan Bebl
cobupaertecb nepeHanpaBuTb BbiBOA4 B dain

setup_console.bat \java >log.txt 2>&1

M aHaIn3npoBaTb €ro NoToM UCNonb3ysa APYryro KOaonpoBKy.
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B Unix-cuctemax java-mallvHbl WUCMNONbL3YIOT ANA OnpefeneHus KOAMPOBKU 3HadeHue
nepemeHHon LANG. Cneaute 3a TeM, 4TOb6bl 3HayeHWe 3TON MepeMeHHOW coBnajano c
KOAWPOBKOM Baluero okHa.

17.2.1.YcTtaHoBKka Ha Windows

YcraHoska «Kpuntollpo JCP» Bepcma 2.0 gonkHa npoBOAMTCA aAMWHUCTPATOPOM U3
KOMaHAHOW CTPOKW, HaxoAscCb B Nanke C MHCTaNAATOPOM:

setup console.bat <nyTs k JRE>,

Hanpumep,
setup console.bat "C:\Program Files\Java\jdkl.6\jre"

Mpn aTtoMm 6yneT mcnonb3oBaTbCa ucnonHsaemblt dann <JRE>\bin\java.exe, a Takxe
6yaeT npousseneHo nonHoe yganenue gannos «Kpuntolpo JCP» Bepcusa 2.0, 4To MOXeT 6bITb
HeobxoaMMO Mpu pas3peleHnn ownbouHbiX cuTyauuin. B nwbom cnydyae, nepen yCTaHOBKOWM
aBTOMaTU4YECKM OCYLLEeCTBASETCA nonbiTka geuHctannsumn «Kpuntollpo JCP» Bepcus 2.0 Ha
c/lyyan, ecnum oHo 6bino paHee ycTaHoBneHO. Ecnn umsa koMmnaHuu coaepXXunt npobenbl, TO OHO
AOJIXKHO 6bITb 3aK/IOUEHO B KaBblYkU. Ecnn mma KkoMnaHum YKa3bIBaeTCd Ha PYCCKOM A3blKe, TO
KOAMPOBKa AOJIXXHa coBnaaaTbh C ykasaHHon B <JRE>\lib\font.properties

Mo OKOHYaHMM Mpouecca yCTaHOBKM He06XoaMMO y6eanTbCs B KOPPEKTHOCTM YCTaHOBKM
n BBecTn nuueHsnto (cM. «lMpoBepka U BBOA JIMLEH3UN»), eC/n OHa He 6blna yKasaHa cpasy,
A5 3TOro 3anycrTurte dainn:

ControlPane.bat <nyTs_ x JRE>

Ecnn yctaHoBKa 3aBepwuiacb ycnewHo, To 6yaeT 3anyweHa KOHTpoJsibHash naHenb
«Kpuntolpo JCP» Bepcus 2.0. MNMpu Heob6xoAMMOCTM BBEAUTE JIMLEH3UK, KaK 3TO OMNMCaHO
AokymeHTe «XTHAM.00091-01 91 02. NIHCTpYKUMSA MO UCMOAb30BaHUO», pasgen "KoHTponbHas
naHenb".

Ypoanenne «Kpuntollpo JCP» Bepcua 2.0 npoBOAUTCS agAMUHUCTPATOPOM M3 KOMaHAHOWM
CTPOKMU:

setup console.bat <nyTs k JRE>

Mpn aTtoMm 6yneT mcnonb3oBaTbCca ucnonHaembit dann <JRE>\bin\java.exe, a Takxe
6yneT npomnsBeneHo nonHoe yaanerHue darnos «Kpuntolpo JCP» Bepcusa 2.0.

B cBSiI3M C BO3BMOXHOCTbO OAHOBPEMEHHOIO COCYLECTBOBaHUA Heckosibkmnx JRE Ha oaHom
MalwnHe HeobxoaMMO cneauTb 3a TeMm, 4ToObl yCTaHOBKA, YyAaneHWe W UCNosb30BaHue
«Kpuntollpo JCP» Bepcma 2.0 nposBoaunocb oAHMM M TeM xe JRE, TO eCTb nporpamMMHble
MOAYN 3anycKaancb OAHUM U TeM Xe dannom <JRE>\bin\java.exe.

YcraHoBka «Kpuntollpo JCP» Bepcus 2.0 gonmkHa OCyLWEeCTBAATbLCA aAMUHUCTPATOPOM.
Ha Windows Vista/2008/7/2008R2/8/2012/8.1/2012R2 3anyck KomaHaHoro darna cneayer
BbINONHATL Kak "Run as administrator".

[pyron BapuaHT YCTaHOBKM — WCMNOMb30BaHME nNpuioxeHus setup.exe <JRE>,
oCyLlecTBAsOWero 3anyck rpadmyeckoro MHcTannsaTopa.
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VR
> KPATTTOIPO MHcTannaTop JCP
N

BribepuTe Asbik/choose language:

Pycoaai v

Crypto-Pro Installer, 2005-2016

Aanee COTMeHa

PucyHok 3. Bbl6op si3blka MHCTanAsTopa.

7~ N\
’ KPATTTOITPO MHcTannsaTop JCP
A

YcranoBka
BreibepuTe OelcTBne:
(®) YcTaHoBMTL
() YaanuTe
Crypto-Pro Installer, 2005-2016
Hazan Hanee OTMEHa

PucyHok 4. Boibop aencreus.

Mocne Bbibopa s3blka U AencTeus (yCTaHOBKa/yaaneHue) 6yaet npeasoXeHo ykasaTb, B
KaKowm JRE 6yayT NMpoM3BOAUTbLCSA HacTpoWnKa, Kakune MoAayn cnepyet
YCTaHOBUTb/yAannTb/06HOBUTD.
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7~ N\
> KPIATTTOIPO MHcTannsTop JCP
N

YCcTaHOBKa

Nonbz0BaTEeNbCKOS NHULEHIH0OHHOE CoOrnaleHne

KpunTollpo JCP -~
NMUUEHZMOHHDE COMMALLEHIME
Cpok MCNoNb30BaHWA AEMOHCTPALUMOHHON Bepod KpunTallpa JCP orpaHiyed 90 AHAMK C MOMEHTE YCTaHOBKH,

Mepenaqa Npas Ha MCNoNb30BaHWE NPOrpEMMHOrD obecneYeHA NnporseodcTea 000 "HPMITO-NPO"
OCYLWECTENASTCA HE OCHOBSHMM JIMUEHZWOHHOMD COMNALWEHIMA.,

MWLEHZMA Ha MCNONEZ0BaHWE NpoAYKTa HeobxogrMo NpuobpeTate B OO0 HPHUMTOMIPO" MM v obuUMansHoro
aunepa.

MUUEH3MM HE NMPAB0 MCMONE30EaHMA MPOrPAMMHOMD oBECNeEYeHMA OfOPMNAKDTCA Ha BYMaKHOM HOCUTENE hopMaTa W

(® A mpuHMMato

(") A oTkasbiEaO

Crypto-Pro Installer, 2005-2016

Hazan Hanee OTmeHa

PucyHok 5. JInueH3noHHOe cornaweHume.

&

/7~ N\
> KPATTTOIPO MucrannaTtop JCP
N

YcraHOoBKa
Beibepute JRE

(@) YcraHosneHHoie JRE
C:\Program Files\lavaljre7 e
() BoibpaTe JRE

OTKpBITE. ..

Onucanme JRE:
Version: 1.7.0_79, 64-hits

Crypto-Pro Installer, 2005-2016

Hazaa Hanee OTMeHa

PucyHok 6. Bei6op JRE.
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IE‘

7~ N\
’ KPUTTTOIPO NHcTannaTop JCP
N

YcTaHOBKa

BribepuTe NnpoaykTel:

KpunTonposaiaep JCP

BHAKOYMTE YOUNEHHBIA KOHTPOMb WCMONE30BaHWA KoYeH
Moayne wkdpoBaHua
[ Moayne nogaemsim kapT 1 Tokerdos, TpefyeT OCF (ycTapen)
Moayne NoA0ENHKH KSPT M TOKEHOB
Mposalinep TLS
Moayn CADES, XAdES, TpefiyioT bouncycaste: bc*-jdk150n-1. 50

[] HaTueHei kpunTonposaiinep Java CSP, TpebyeT KpunTolpo CSP

Crypto-Pro Installer, 2005-2016

Hazan Hanee OTMeEHS

PucyHok 7. Bbibop npoayKToOB.

BHumaHune! Tlpu ycTaHoBke kpunTtonpoBanaepa <«Kpuntollpo IJCP» Bepcumsa 2.0
HeobxoaMMO B o06s13aT€NIbHOM MOPSIAKE BKJ/IIOUYUTb PEXUM YCUIIEHHOro KOHTpons
MCNOJZIb3OBaHUA KkJouYen. [loc/rie yCTaHOBKM nMpu MNepBOM ucnonb3oBaHun CK3W ansa
nHUumManusauum BCTpoeHHbix B CK3UM MNACH 6yaet npoussenéH 3anyck buoACH.

B cny4yae, ecnn pexuM YCUNEHHOrO KOHTPOAS MCMNOSb30BaHUA KAKOYen He 6bin BKIYEH
npu nHctannaunm CK3U, paHHbIn pexuM cneayeT B o6si3aTesibHOM NOPSAAKE BKIOUYUTbL Yepes
KOHTpoNnbHYyt0 naHenbs CK3U. MWMcnonb3zoBaHMe CK3UN ¢ BbIKJIIOYEHHbIM pPEeXUMOM
YCUJIEHHOIO0 KOHTPOJIA MCMOJIb30BaHMUA KJ/IlOMEeA [ONYyCKAaeTCs MCKIYUTENIbHO B
TecToBbiX Lenax!

C noMmowbl MyHKTa «YCTaHOBUTb» MOXeT 6biTb Mpou3BeAeHa KakK yCTaHOBKa, TaK U
obHoBNneHne moaynen. Ecnu B ykasaHHon JRE yxe nMmeeTca yctaHoBneHHbln «Kpuntollpo JCP»
Bepcus 2.0 u agpyrne Moaynm, TO MoxXeT 6biTb NpeasioXXeHOo MX OBHOBUTb, eCcniv UX Bepcus
ycTapena. 3ateM 6yaeT NpeasioXeHO yKasaTb CepuiiHble HoMmepa. Ecim oHM He yKasaHbl, TO
6yayT Mcnonb30BaHbl CEPUMNHbIE HOMEpa MO YMOJIYaHMIO CPOKOM AencTteBusa 3 Mecsaua. TyT xe
BO3MOXHa NpOBEpKa NULEH3NNA.

BaxHo! [Mpu ycTaHoBKe MOAYNS MOAAEPXKUM KapT M TokeHoB, Tpebywuwero OCF,
HeobxoaomMMo npeaBapuTenbHO ycTtaHoBuTb Open Card Framework. lMpu yctaHoBke ™Moayns
CadES Heobxoammo ckonmnpoBaTh B nanky <JRE>/lib/ext daiinbl 6ubnnoTtek bouncycastle.
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7~ N\
> KPATTTOTPO WMHcTrannsTop JCP
N

YcTaHOBKa
BEeaWTe CEpMiiHEIE HOMEPE ANA NPOAYKTOE:
ICP:
JTLS:
JCsP:

Crypto-Pro Installer, 2005-2016

Hasan Lanee OTmeHa

PucyHok 8. BBog 1 npoBepKa CepuUiHbIX HOMEPOB.

[Janee 6yaeTr npeanoxeHo MpoOBEPUTb KOPPEKTHOCTb BBeAEHHOW paHee uHdbopmaumu,
yAaneHue HacTpoek (B cny4dae yganeHus moaynemn).

1=

7~ N\
’ KPATTTOIPO WNHcTannarop JICP
N

YcraHoBKa

MpoBepLTE, BCE MM HACTPOMKKM YKA3aHE! BEPHO. 2

JeicTere: YCcTaHOBKA

BeibpanHaa JRE: C:\Program Files'\Java\jres

CrMCoK MOgyNei:
*= KpunTonpoBaigep JCP
CEPHUIAHBIA HOME:
YCUMEHHBIA PEXMM KOHTDONA KNHOYEH: BKIHIYEH
#% Moayns wwhposaHua
*= Mogyne NOAOEPHKKW KapT W TOKEHOB
=% Mogynw CAJES, XAdES, TpebyoT bouncycastle: bc*-jdk15on-1.50

#¥ Mrnnoatinan TLC 4

YAENWTE COXPaEHEHHLIE HACTPOMAKM
Crypto-Pro Installer, 2005-2016

Hasan Nanee CTmeHa

PucyHok 9. MNpoBepka BBEEHHbIX AAHHbIX.
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3atem npom30171,u,eT YCTaHOBKa/y,CI.aJ'IeHI/Ie C BbINOJIHEHMEM NOrMpoBaHnNda B OKHeE

yCTaHOBLIMKa.

| £ JCP Installer — >

7~ N\
’ KPUTTTOITPO UHcTannatop JCP
N

YcraHoBKa

Mpouece MOMKET 38HATE HECKONBKO CEKYHA.
MoskanyicTa, NoaoHKAMTE. ..

JCP ~
JCPAsNn

Start list installed packages:
Action packages list:
JCPRequest

JCPxml

JCryptoP

Installer

JCPRevCheck

JCP

JCPAsNn

Executing commands:

W

Crypto-Pro Installer, 2005-2016

Aanee OTHeHa

PucyHok 10. BbinonHeHMe onepaumu.

B cnyyae ycnewHoro BbiNonHeHUsa 6yaeT 0TO6paeHO OKHO:

&| JCP Installer — pod

VR
’ KPATTTOIPO WMHcTannaTop JCP
N

YcraHoBKa
MNpouecc zaeeplleH.
JCP ~
CAdES
JCPAsN

CnMcoK NakeTos ANA BbINOAHEHWA ONEpaLMiA:
CpS5L

BeINONHEHWE ONEPALMIA:
27.09,2016 12: 1431 ru. CryptoPro.ssl, JTLSInstall checkInstalllicense
INFO: JTLSInstall chedkInstalllicense isServer: true
MpoBeprka noanuod mogyna: file:D:Yjava_build\signedicpSsL. jar
Komuposanme daiina D:java_build\signedcpSsL.jar e C:\Program FilesJavaljresibiexticpssL. jar
272 635 DalT CHoMMpoBaHD.
YcTaHoBKa NakeTa ¢pSS5l sasepluMnach yoiewHo.
YCTAHOBKE NEKETOE SABEPIUEHA YCMELIHO.
"

Crypto-Pro Installer, 2005-2014

HNanee CrmeHa

PucyHok 11. 3aBepLueHune onepauum.
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MNocne nepexona panee B Cryvyae YCTaHOBKM MOXeET OblTb MNpensioXeHo 3anyCTuTb
naHenb ynpasneHuna «Kpuntollpo JCP» Bepcuga 2.0.

1=

N\

’ KPATTTOITPO MHcTannstop JCP
N/

YcranoBKa

MozgpaenaeM! BoinonHeHWe aBeplueHo.

3aMYCTMTE NaHEeNs YNPEBNeHA

Crypto-Pro Installer, 2005-2016

2aKpEITE

PucyHok 12. YcrnewHoe 3aBeplleHne 1 3anycKk naHenu.

YpaneHue OT/IMYaeTCsd OT YCTAaHOBKM TOJSIbKO OTCYTCTBMEM HEKOTOpPbIX LWaros:
NNUEH3NOHHOE cornaweHne, BBoa CepMVIHbIX HOMEPOB.

B cnyyae ownbkm COOTBETCTBYHOLEE COOBLIEHME NOSBUTCS B X04€ WKW NPW 3aBepLIEeHUN
onepauuu.

Ecnn no kakuM-To npuynHaMm yaanutb npeabiaywyto sepcmio «Kpuntollpo JCP» Bepcus

2.0 He ypaerca (Hanpumep, ddannbl 3aHATbl APYrMM npoueccom), 6yaeT npeanoxeHo
nepesanycTuTb UHCTaNIATOP.
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7~ N\
> KPATTTOIPO WMHcTannsaTop JCP
N\

YcraHoBKa

Heobxoaumo NEPE3ENYCTHUTE MHCTaNNATOR.

Jarpyska naketa ru.CryptoPro, ssl, JTLSInstall. A
CnMCoK M3BECTHBIX MaKETOE:
pS5L

nDJ'I'y"-IEHI-fIE CNKCKE YCTaHOBNEHHBIX NAKETOE.
CnNWCoK, NaKeTos OnA BEeINONHEHWA DI'IEDEILIMﬁ:
pSsL

BeinonHeHWE onepaLi;

MakeT cpS5L He yCTaHoBNeH, ¥ AaneHWe NaKkeTa MrHOPHMPYETCA,

CNMCoK YCTEHOBNEHHEX NAKETOE BEIN DUMLLEH,

Cnucok TECToB Bbin 0YMLWLEH,

HacTpoiki B java.security Being oukLLeHsl,

YAaneHWe NEKETOE 33BEPLEHD YIMELWHD.

Cwmbia npw yaaneHd C:\Program Files\JavaljresVib\ext\cpSsL.jar daiina.

W

Crypto-Pro Installer, 2005-2016

Lanee OTMeHa

PucyHok 13. lNMepe3anyck nHctanaatopa.

Mocne HaxaTus Ha KHoMKy «[anee» uHcTannatop 6yaeT nepesanylleH U nepenger K
CcTagmMn NpoBepku BBeAeHHOW MHdopMaumn (puc. 9), Nocne 4Yyero paHee npepBaHHas ornepaums
yCTaHOBKW/yAaneHns Moxet 6biTb BO306HOB/IEHA 1 3aBepLUeHa.

KoHconbHast Bepcus MHCTannatopa setup_console.bat npu 3anycke TpebyeT ykasaTb
JRE. OHa mMano otnm4yaeTrcs oT rpadmyeckon Bepcun. Bo3MOXHbI 2 BapnaHTa UCMOSb30BaHUSA
KOHCOJ/IbHOIr0 MHCTannaTopa:

a) rnoLwaroBo yKasbiBaTb A3blK MHCTannATopa, JRE n BBOAUTL AaHHbIE aHaNOrM4YHO TOMYy,
KaK 3TO AeNaeTca B Fpad)VIl-IeCKOM MHCTannaTope,; npm 3TOM MOXHO WUCMNO/b30BaTb KJiaBULIYy
Enter ona coxpaHeHUda 3HAYeHUS MO YMOSTYAHMIO Ha KaXAoM Lare.

6) BbINOAHWUTL YCTaHOBKY/yAaneHne 6e3 B3auMMOAENCTBMS C  NOJSIb30BaTEesIEM.
Ob6sa3aTenibHO HeobXxoAMMO YyKasbiBaTb apryMeHT -force! DTO BO3MOXHO MpWM MCMOJSIb30BaHUMU
AOMNONHUTENbHbIX NapaMeTpoB KOMaHAHOM CTPOKK, Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>] [-jcp |
-jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] [-strict_mode] [-serial_jcp <value>
-serial_cpssl| <value> -serial_jcsp <value>] [-rmsetting]

roe
*[-ru | -en] — 43bIK MHCTaNIATOPA,
[-install | -uninstall] - BbibpaHHOe AelicTBMe (YCTAaHOBKA UAWN yaaneHue),

°[-jre <value>] - nytb Kk JRE (no ymonyaHuio, ecnu napaMeTp He 3adaH, byaer
NCNONb30BaTbCA Tekylwasa ncnonHsaemas JRE),

*[-jcp | -jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] — OCHOBHble AOCTYMHbIe
moaynn (jcp v mMoaynb wudpoBaHus jcryptop obpasytoT “NcnonHeHne 2”, TONbKO OAWH jcp —
“UcnonHeHune 17),
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[-serial_jcp <value> -serial_cpssl <value> -serial_jcsp <value>] - cepuitHble HOMepa
AN BbIOpaHHbIX MPOAYKTOB,

o [-strict_mode] - Bkno4YeHME pexmMa YCUIEHHOrO KOHTPOSISt MCMOJSIb30BaHUS KIltlouYen
(obs13aTENbLHO NpU MHCTaNaUuMK, notpebyet paboThl ¢ BnoCH),

*[-rmsetting] - yaaneHue cywecTByOLWMNX HACTPOEK (TONbLKO NpU yaaneHun Mmoaynen).

BonbWWMHCTBO apryMeHToB MoOXeT O6biTb onyweHo. Tak, OTCyTCTBME -jre npuBemdetr K
NCMosIb30BaHMIO Tekywen ncrnonHsemon JRE, 3agaHHon B <JRE>.

MpuMepbl KOMaHA:

1) ycraHoBka «Kpuntollpo JCP» Bepcusa 2.0 (BapumaHT MCMonHeHuMa 2 — C MoAyfneMm
wudpoBanms), cpSSL n CAdES B "C:\Program Files\Java\jre7" c ykazaHnem cepumHoro Homepa
ans «Kpuntollpo JCP» Bepcuga 2.0.

setup_console.bat "C:\Program Files\Java\jre6" -force -ru -install -jre "C:\Program
Files\Java\jre7" -jcp -jcryptop -cpssl -cades -serial_jcp XXXXX=XXXXX-XXXXX-XXXXX-XXXXX

2) vypaneHue <«Kpuntollpo IJCP» Bepcus 2.0 B JRE no ymonuaHuio (Tekywas
ncnonHaemas JRE) "C:\Program Files\Java\jre6".
setup_console.bat "C:\Program Files\Java\jre6" -force -en -uninstall -jcp

3) AOYCTaHOBK K yXe ycTaHoBneHHoMy «Kpuntollpo JCP» Bepcusa 2.0 moayns Java CSP
B JRE no ymonuaHuio (Tekywas ucnosHsemas JRE) c ykaszaHMeM cepuiHOro HoMmepa Ans Java
CSP.

setup_console.bat "C:\Program Files\Java\jre6" -force -ru -install -jcsp -serial_jcsp
XXXXX = XXXXX = XXXXX = XXXXX - XXXXX

17.2.2.YctaHoBka Ha Unix n Mac OS

YcrtaHoBka <«Kpuntollpo JCP» Bepcusa 2.0 Ha Unix ocywecTtBnsgercs aHanornyHo
yctaHoBke «Kpuntollpo JCP» Bepcusa 2.0 Ha Windows, C pas3HUUEN NuWb B WUCMOSIHAEMbIX
dannax ana yctaHoBkn «Kpuntollpo JCP» Bepcua 2.0, yaanenusa «Kpuntollpo JCP» Bepcusa 2.0
M 3anycka KOHTponbHOW naHenu «Kpuntollpo JCP» Bepcus 2.0:

ansa yctaHoskn «Kpuntollpo JCP» Bepcus 2.0:

./setup_console .sh <myre x JRE> ,

Hanpumep,

setup console.sh /usr/java/jdkl.6/jre

ansa ynaneHuns «Kpuntollpo JCP» Bepcusa 2.0:

setup console.sh <nyTe_x JRE>

Ansa 3anyckKa KOHTpOﬂbHOﬁ naHenn:

ControlPane.sh <nyre x JRE>
Mpwn 3TOM ByAeT ncnonb3oBaTbCa ucnonHaemol dann <JRE>/bin/java.

YctaHoBka «Kpuntollpo JCP» Bepcua 2.0 fokKHa OCyLWEeCTBAATbCA agMUHUCTPATOpPOM.
Mpaea, HeobxoauMble ansa ycraHosku «Kpuntollpo JCP» Bepcua 2.0, MOXHO NOAYYUTb:
1. BoWTu Kak nosb3oBaTesb root;
2. BbinonHMB kKoOMaHay "su";
3. BbinonHuB koMaHAay "sudo -s" (eAMHCTBEHHbIM WTaTHbIM cnocob ansg Mac OS).

[pyron BapmaHT yCTaHOBKM C MoMmoLblo rpadumueckoro setup_gui.sh B cucremax Unix u
Mac OS aHanormuyHbl Windows, 3a WCK/OYEHUEM ogHoro otnnuusa: JRE ansa
yCTaHOBKW/yaaneHmns B rpaduyeckoMm MHcTannstope Heob6xoaAnmMo ykasaTb C MOMOLLbIO KHOMKMK
«OTKpbITb...» (pUC. 6) UK BNMCaB B Nosne.

Mpadmuyecknn MHCTaNNATOP 3anyckaeTcs € noMouwlbio ckpunTta setup_gui.sh <JRE> noa
yrnpaB/eHNEM YUYETHOWN 3annucu agMMHUCTpaTopa.
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17.2.3.JlokanbHas ycTtaHOBKa BbI30BOM Java

Mpu yctaHoeke «Kpuntollpo JCP» Bepcus 2.0 Ha onepaunmoOHHbIE CUCTEMbl OT/IMYHbIE OT
Windows mn Unix Heob6xoanMMo BOCMOJIb30BaTbCS YCTAHOBKOW 4epe3 BbI30B MpoOrpamMmbl java.
ITOT cnocob yCTaHOBKM TakXe MOXET MCMoJSib30BaTbCsA NpU YacTUYHOM ycTaHoBke «Kpuntollpo
JCP» Bepcusa 2.0, a TakxKe Npu yCTaHOBKE M3 APYrUX NporpamMm.

Mepen 3anyckoM yCTaHOBKM Heobxoammo yb6eamTbcs B TOM, YTO:

e BCe (palnbl AN YCTaHOBKM Haxo4AaTCs B OAHOM KaTasiore;

e B nepeMeHHoON okpyxeHus PATH nepBbiM BCTpeyaeTcs kaTanor <JRE>/bin/ nMeHHO TOM
java-MawmnHbl, B KOTOPYIO MJIaHUPYETCHA NPOBOAUTLCS YCTaHOBKa, IM60 Npu Ka)KaAOM BbIMOSIHEHUN
KOMaHZA yKasblBaeTCs MOJHbIA NyTb K UcnonHsemomy danny java;

e yCTaHOBKa Mpou3BOAUTCS aAMUHUCTPATOPOM.

[Onsa 3anycka nporpammbl YCTaHOBKM Heo6XxoauMMo Bbi3BaTb java C uMmeHeM jar danna,
Hanpumep:

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantTwo
Ansa yctaHosku BapuaHTta 2 («Kpuntollpo JCP» Bepcusa 2.0 ¢ pyHKUMSaMK windposaHns)
java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne
Ansa ycraHosku BapuaHta 1 («Kpuntollpo JCP» Bepcusa 2.0 6e3 dpyHKuMA wndposaHns)
lMporpamMmMa yCTaHOBKMW NMoAAepXUBAET criefylowme KOMaHabl:

-install

YcTaHOBKa NakeTa UM HEeCKOJIbKUX NMaKeTOoB.
-uninstall

YaaneHne ogHOro UM HECKONbKUX MNaKeTOB.
-installed

[Mony4yeHne cnncka yCTaHOBJIEHHbIX MaKeToB.
-help

[MonyyeHue cnpasBku.

Mpy BbINOMHEHNUM KOMaHAbl MOTryT ObITb YKa3aHbl AOMNO/IHUTENbHbIE OMUMWN:
-skipFiles
3anpeTuTb KonNuposaTb WM yaansatb JAR-daninbl.

-rmsetting

Ypanute BCce HacTpoliku. MNpu 3agaHum 31oM onumm 6yayT yaaneHbl BCe MOJib30BaTeNbCKUE W
aAMUMHUCTPATUBHbIE HACTPOMKW. PekoMeHAyeTCs WCMO/b30BaTb 3Ty OMUMIO TOSIbLKO MpPU MOJSTHOM
yaaneHun «Kpuntollpo JCP» Bepcua 2.0 ¢ koMmnbtoTepa. Mpu nepeycraHoBke «Kpuntollpo JCP»
Bepcms 2.0 Ha HOBYIO BEPCUIO, 3TY OMNLUMIO NCMOb30BaTb HE PEKOMeHAyeTCs.

-verbose [<file>]
JleTanu3anpoBaHHbI BbIBOA NMPOTOKONAA Ha 3KpaH unun B dann <file>.
-dest [ <folder>]
YctaHoBuTb B KaTanor <folder>.
-force
OTKNOYNTb NPOBEPKY HaNNMuMsA paHee yCTaHOBSIEHHOr0/yAaNieHHOro nakeTa.

Ona nonHonm ycraHoBkn «Kpuntollpo JCP» Bepcus 2.0 B OAHOM U3 CTaHAAPTHbIX
NCNONHEHNI HeobX0ANMO 3anyCTUTb

java -classpath JCPinst.jar ru.CryptoPro.Install.VariantTwo -install

Ans yctaHoBkM UcnonHeHusa 2
java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne -install
Ansa yctraHosBku UcnonHeHus 1.

[Ons BbI6OpOYHOM NepBOHa4YasbHOWM YCTAaHOBKU HECKOJIbKMX MaKeToB HeobxoamMo 3aaaTb
CMNCOK YCTaHaBMBAEMbIX NakeToB AnsA onuuu install, HanpumMep:
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java -classpath JCPinst.jar ru.CryptoPro.Install.VariantOne -install Installer,JCP
Cnncok BO3MOXHbIX MNAaKETOB:

JCPinst

[MakeT ycTaHOBKM BCcex nakeToB Bxoaswmnx B «Kpuntollpo JCP» Bepcusa 2.0 n «Kpuntollpo JTLS»
Bepcusa 2.0, gomkeH 6bITb yCTaHOBMEH.

JCP
MpoBaiiaep Ana NoAnNUCcK, Ao/KeH BbiTb YCTAaHOBSEH.

JCPControlPane

MaHenb Ana ynpaBfieHUss HaCTPOWMKaMM, AOSIXKEH 6bITb YCTAHOBEH.

ASN1P
PacwunpeHHbin ASN, fonxeH 6biTb YCTaHOBJIEH.

OCF
Store ans XpaHeHusi KO4Yen Ha CcMapT-KapTax, HeobsizaTesibHbIi MakeT, TpebyeT yCTaHOBKM
OpenCard Framework.

Oscar
BnbnunoTteka noaaepxkm cmapT-kapTbl Ockap, Heobsi3aTesbHbIN NakeT, He06Xo0ANM ANs XpaHeHUSs
CeKpeTHbIX Ktoven. TpebyeT yctaHoBkM naketa OCF.

J6CF

Store Ansa xpaHeHus KO4Yel Ha cMapT-kKapTax, Heobs3aTenbHbli nakeT, Tpebyer SUN java 1.6
(paboTta uepes naket javax.smartcardio).

J60Oscar
BubnunoTteka noaaepxkun cMmapT-kapTbl Ockap, Heobs3aTeNbHbIN NakeT, Heob6XoAnM ANa XpaHeHUs
CeKpeTHbIX Kntoven. TpebyeTt ycTtaHoBku naketa J6CF.

JCPRequest
MakeT dopmupoBaHma 3anpoca Ha ceptudwukar, HeobsasaTenbHbI NakeT, TpebyeT yCTaHOBKU
naketa ASN1P.

JCPxml
MakeT nogaepxkn noanncu xml B dopmate xmldsig, Heobs3aTeNbHbIN NaKkeT.

JCryptoP
KpuntonpoBanaep ¢ dyHKUMAMU wWndpoBaHUsa, Heobs3aTesNbHbI MNakeT, BXOAUT TONbKO B
McrnonHeHune 2.

JCPRevCheck
MakeT nogaepxku cosBMmectumocTn ¢ Kpuntollpo YL npu npoBepke uUenoyku cepTudukaTos,
Heobs3aTenbHbIN NakeT, TpebyeT ycTaHoBkM nakeTa ASN1P.

JCPRevCheck
MakeT co cnyxebHbiMn knaccamun ana nogaepxkn JCPRevCheck n JCPRequest, TpebyeT ycTaHOBKM
JCPRevCheck n JCPRequest.

cpSSL

MakeT peanunaytowmin npoTokonbl SSL 1 TLS B COOTBETCTBMM C POCCUNCKUMU KPUNTOrparuyecKkmmm
anropuTMaMm, HeobsasaTesNbHbIA NaKeT, He BXOAUT HWU B OAHO U3 WUCMOAHEeHMn (ycTaHaBiMBaeTCs
oTaenbHO, cM. «PykoBoacTeo nporpammucta» Kpunrtollpo JTLS), TpebyeT ycTtaHoBku naketos JCP,
ASN1P, JCryptoP.

Mpu yctaHoBke naketa JCP MoryT 6bITb YKa3aHbl 0NO/HUTENbHbIE ONUNK:

=serial XXXXX=XXXXX-XXXXX-XXXXX-XXXXX
YctaHoBKa cepminHoro Homepa XXXXX-=-XXXXX=XXXXX-XXXXX-XXXXX

-company "Your Company"
YcTaHOBKa KOMMaHuW Bnajenbla CEPUMHOro HOMEepa, MUCMNOJb3yeTCs TOJIbKO COBMECTHO C -serial.
Ecnu nmsa koMnaHum coaepxuT npobesnbl, TO OHO AOMXKHO BbiTb 3aK/OYEHO B KaBblUKW.

Ons yonanenuns «Kpuntollpo JCP» Bepcus 2.0 Heob6xoanmMO 3amyCTuTb KlacC BapuaHT
yCTaHOBKM C onuuen -uninstall, Hanpumep cneayowmm obpasom:
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java ru.CryptoPro.Install.VariantTwo -uninstall -skipfiles delfiles.lst

Mocne 3aBepweHunsa npouecca yganenmnsa «Kpuntollpo JCP» Bepcus 2.0, Heobxoanmo yaanutb BCe
darinbl MeHa KoTopbiX HaxoasaTcsa B crnncke delfiles.|st.

Ons yactmuyHoro ypanenuss «Kpuntollpo JCP» Bepcua 2.0 (yaaneHus HECKONbKUX
naketoB) onuum -uninstall MOXHO 3ajaBaTb MMeHa yAansieMblX MAKETOB aHasIorM4yHO onuumn
-install. Tak ke Npu yaaneHnn MOXHO 3a4aBaTb U Apyrve onumu, ornncaHHble Bbille.

,D,J'IFI nonyyvyeHnsa Cnncka YCTaHOBJIEHHbLIX MAaKETOB MOXXHO BOCMOJ1Ib30BAaTbCA KOMaH,U,HOVI
CTPOKOMW:

java ru.CryptoPro.Install.VariantTwo —-installed

17.2.4.YcTaHOBKA AOMNOJIHUTE/IbHbIX NMAaKEeTOB

YCTaHOBKa AOMOSIHUTENbHbLIX MaKeToB OCYyLWecTBNAseTcs ApyruM crnocobom. [ns
YCTaHOBKW AOMOJIHUTENbHbIX NMAaKETOB, @ TaK Xe MakeToB BXoAsWwmMX B coctaB «Kpuntolpo JCP»
Bepcusst 2.0, HO He YCTaHOBJ/IEHHbIX MPW Ha4daslbHOW YCTAHOBKEe, Heo6XoAMMO MCMOJIb30BaTb
YCT@HOBLUMK BXOASALIMIA B COCTaB AOMOJIHUTENbHOMO MakeTa MAM BOCMOJIb30BaTbCS YCTaHOBKOM
nakeTa no yMos4YaHuio.

YcTaHOBKa AOMOMAHUTENbHOrO MakeTa C HacTpOMKaMu MO YMOJSIYaHWUIO, OCYLLECTBASETCS
BbI30BOM java:

java -jar <mumsa jar>

Ecnn nakeTr coCTOUT M3 Heckonbkux jar daiinos, To Bce dannbl naketa AO/HKHbI HAaXOAUTCSA B
OAHOW AMpPEKTOpUU. YaaneHne naketa MOXHO NpoBOAUTbL N06bIM 13 cNocob0B ONMCaHHbLIX Bbille.

YcTaHoBKa [AOMOSIHUTENBbHOrO MakeTa C 3adaHueM onuui, npomn3BoanNTCAd BbI3OBOM
nporpamMMmbl YCTAHOBKU M3 3TOro Naketa. Hanpumep:

java -classpath JCPxml.jar ru.CryptoPro.JCPxml.XMLInstall -install

Cnuncok onuun Knacca ycCTaHOBKM COBMAagaeT Co CAMCKOM OnuMii Npu yCTaHOBKE U3
nporpammbl yctaHoBku «Kpuntollpo JCP» Bepcusa 2.0. Huxke npuBeaeH NoJsiHbIN CMMCOK KNaccoB
YCTaHOBKU ANg Bcex naketoB Bxoaswmnx B «Kpuntollpo JCP» Bepcusa 2.0 n «Kpuntollpo JTLS»
Bepcus 2.0.

jce

ru.CryptoPro.JCP.Install.JCPInstaller; ycTtaHoBLWMK nakeTa HaxoauTcsa B danne JCP.jar
ASN1P

ru.CryptoPro.JCP.Install.JCPAsnInstaller; ycTaHoBWMK nakeTa HaxoauTcsa B danne JCP.jar
OCF

ru.CryptoPro.JCP.KeyStore.OCF.Install; yctaHoBLWMWK nakeTa HaxoauTcs B darine OCF.jar

Oscar
ru.CryptoPro.JCP.KeyStore.Oscar.Installer; ycTtaHoBLMK nakeTa HaxoanTcsa B danne Oscar.jar

J6CF

ru.CryptoPro.JCP.KeyStore.J6CF.Install; ycTaHoBLWMK nakeTa Haxoantcs B danne J6CF.jar
J60scar

ru.CryptoPro.JCP.KeyStore.J60scar.Install; ycraHoBLWWK nakeTa HaxoauTcs B darine J60scar.jar
JCPxml

ru.CryptoPro.JCPxml.XMLInstall; yctaHOBLWWK nakeTa HaxoauTcs B darne JCPxml.jar
JCPRequest

ru.CryptoPro.JCPRequest.RequestiInstall; yctaHOoBLMK nakeTa HaxoanTca B panne JCPRequest.jar
JCryptoP

ru.CryptoPro.Crypto.]JCryptoPInstaller; ycTaHOBLMK NakeTa HaxoauTca B ¢anne JCryptoP.jar
JCPRevCheck

ru.CryptoPro.reprov.Install; yctaHoBwMK nakeTa Haxoautca B danne JCPRevCheck.jar (Takxke
Heobxoanm JCPRevTools.jar)
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cpSSL

ru.CryptoPro.ssl.JTLSInstall; ycTtaHOBLWMK nakeTa HaxoauTcsa B daiine cpSSL.jar

AdES-core

ru.CryptoPro.AdES.installer.Install; yctaHoBWMK nakeTa HaxoamnTca B danne adES-core.jar
CAdES

ru.CryptoPro.CAdES.installer.Install; yctaHoBlWKNK nakeTa HaxoanTcs B ¢ane CadES.jar
XadES

ru.CryptoPro.XAdES.installer.XAdESInstall; ycTtaHoBLMK nakeTa HaxoauTcs B darine XadES.jar
Jcsp

ru.CryptoPro.JCSP.JCSPInstaller; ycTtaHoBLMK nakeTa HaxoamTtcsa B davne JCSP.jar

17.2.5.TpoBepKa 1 BBOA NINLEH3UN
Kpuntonposanaep «Kpuntollpo IJCP» Bepcua 2.0 wnMmeeT pgBa Tuna NUUEH3UNR:

KJIMEHTCKNE MU CepBepHble. TUM NMLEH3UN 3aBUCUT OT NaaTdOopMbl, ONepaunuoHHOM CUCTEMbI U
JanbHeNnwero NnpuMeHeHnsa nposanaepa.

Knmnentckune OC:

e Windows 2000 Proffesional;

e Windows XP;

e Windows Vista;

e Windows 7;

e Red Hat Enterprise Linux X.X Desktop;
e Red Hat Enterprise Linux X.X Workstation; (WS)
e Fedora X;

e SUSE Linux Enterprise Desktop XX;

e OpenSUSE Linux XX.X;

e Debian GNU/Linux X.X;

e Mandriva Corporate Desktop X;

e Ubuntu X.XX Desktop Edition;

e Linux XP Enterprise Desktop 2008;

e ALT Linux X.X Desktop;

e ALT Linux X.X Lite.

CepsepHble OC:

e Windows 2000 Server;
e Windows 2003;
e Windows 2008;

e Solaris;

e FreeBSD;
o AIX;

e HP-UX;

e ntobble OC Ha apxuTeKType OT/IMYHOM OT ia32/amd64;

Ecnn B panbHenweMm npeanonaraeTca ucnonb3oBaTb JTLS cepBep, To HeobxoauMma
cepBepHas nuueH3na «Kpuntolpo JCP» Bepcusa 2.0 (Aaxe ecnun no BbileyKa3aHHOMY CrUCKY
noaxoAuT KNMeHTcKas).

[ns paboTbl C NUUEH3MER MOXHO MCMOMb30BaTb KOHTPObHYIO NaHesb WAM KOMaHAHYIO
CTPOKY (KNnacc ru.CryptoPro.JCP.tools.License).

MUHUMarnbHble TPE60BAHMNS K NIMLUEH3NN ANS AAHHOW CUCTEMbl YKa3aHbl HAQ KOHTPOJIbHOW NaHenm
(3aknagka "Obwme"), TakxKe UX MOXKHO Y3HaTb M3 KOMaHAHOM CTPOKMU:

ru.CryptoPro.JCP.tools.License -required

BBoa NuuUEH3MM OCYWeCcTBNAEeTCs 4Jepe3 KOHTPOJIbHYK nMaHesnb WiIKM  BbI30OBOM  Kjacca
ru.CryptoPro.JCP.tools.License C MapaMeTpamu:
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ru.CryptoPro.JCP.tools.License -serial "serial number" -company "company name" -store
nnn

ru.CryptoPro.JCP.tools.License -serial "serial number" -combase "company name in base64"
-store

Tak>xe MOXHO NMpPOBEPUTb 3aAaHHYIO NIULEH3UI0 6€3 ee YCTaHOBKMN:

ru.CryptoPro.JCP.tools.License -serial "serial number" -company "company name"
nnn
ru.CryptoPro.JCP.tools.License -serial "serial number" -combase "company name in base64"

Mpn ncnonb3oBaHMM NapameTpa "-combase" nMsa komnaHum BBOAMTCS B base64 koaupoBke.

BbI30B Knacca ru.CryptoPro.JCP.tools.License 6e3 napaMeTpoB MNMpoBepUT YCTaHOB/IEHHYHO
NNLUEH3UIO.
[aTy nepBOM yCTaHOBKM MOXHO Y3HaTb C MOMOLLbO KOMaHAbl:

ru.CryptoPro.JCP.tools.License -first

[nsa BbiBOAA CripaBKu:

ru.CryptoPro.JCP.tools.License ?

17.3.YcTaHoBKa Moayns noaaep>xkun eToken

Ons Toro utobbl ncnonb3oBaTh eToken Kak HocuTeNb K4yeBon nHpopmaumn ans CK3U
«Kpuntolpo JCP» Bepcusa 2.0 (tun xpaHunmuwa "OCFStore" cM. «PykoBoACTBO NporpaMMmucTa»)
B MCnonHuTenoHom cpepe Java Runtime Environment, Heob6xogmMMO BbINOMHUTH cneaytouwme
NOAroToBUTENbHbIE AENCTBUSA:

e YcraHoButb eToken RTE;
Mpoueaypa yctaHoBKM NoapobHO onncaHa B pykoBoACTBe nosib3oBatens eToken RTE

e YCTaHOBMTb UCNoOJIHUTENbHYIO cpeay JRE;
e YcrtaHoBuTb OpenCard Framework ;

OpenCard Framework (OCF) - 3TO OTKpbITbIli CTaHAapT, KOTOpbIM obecneymBaeT NOAAEPXKKY
cMapT-kapT Ha Java-nnatdopme. eToken ans «Kpuntollpo JCP» Bepcus 2.0 mucnonb3yet OCF,
noaToMy C/leayrLwmM Wwarom byaet yctaHoBka 6ubnmnotekun OCF.

3arpy3nte OCFbase u ckonupyite Bce *.jar dannbl B nanky ${java.home}/jre/lib/ext, dannbi
*.properties B nanky ${java.home}/jre/lib.

e YcraHoBuTb «Kpuntolpo JCP» Bepcusa 2.0 (cM. «Cnocobbl YCTaHOBKN»);
Ecnun JCP yxe 6bin1 yCTaHOBNEH, €ro cfieayeT nepeycTaHOBUTD.
e YcrTraHOBUTb Mmoaynb noaaep kkm eToken gna «Kpuntollpo JCP>» Bepcusa 2.0.

Moaynb nogaepxku eToken ana «Kpuntollpo JCP» Bepcus 2.0 (Takxe Kak WU CaM 311eKTPOHHbIN
KJTH0Y eToken) aBnseTcs MpoAYyKTOM KOMMaHun Aladdin.
Mo Bcem Bonpocam MCnosib30BaHMA obpallaTbCs K KOMOaHnn-pa3paboTumky.

[ns yctaHoBKKM nporpaMmHoro obecrnedeHns Bbl 4OIXXKHbI MMETb NpaBa agMUHUCTpaTopa
Ha AaHHOW pabouyen cTaHuUN.

17.4.YcTaHoBKa Moaynsa nogaepxku Rutoken

Onsa Toro uytobbl ucnonb3oBaTb Rutoken kak HocuTenb KKYEBOW MHGOpMauum Ans
CK3M «Kpuntollpo JCP» Bepcusa 2.0 B ucnonHutenoHo cpege Java Runtime Environment,
Heob6Xx04MMO BbINOAHUTL Cneaytowme NoAroTOBUTENbHbIE AEACTBUS:

e YcTaHOBUTb ApariBepbl Rutoken;

e YCTaHOBUTb UcnonHuUTenbHyto cpeny JRE;

e YctaHoBuTb «Kpuntollpo JCP» Bepcua 2.0 (cM. «Cnocobbl YCTaHOBKN>»);

Ecnu «Kpuntollpo JCP» Bepcus 2.0 yxe 6bi1 yCTaHOB/IEH, €ro cnegyeT nepeycraHoBUTb.

e YCTaHOBUTb MoAy/b nogaepxxku Rutoken gns «Kpuntolpo JCP» Bepcusa 2.0.
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Moaynb noaaepxku Rutoken pgns «Kpuntollpo JCP» Bepcmsa 2.0 (Takxke Kak u cam
3NEKTPOHHbLIN KoY Rutoken) asnaeTca NnpoayKToM KOMMaHun PyToKeH.

Mo BCeM BOMpocam MCNosib30BaHUA O6anEﬂBCHI(KOMHaHMM-pa3p660THMKy.

17.5.MNonntnkmn 6e3onacHoCTH
${java.home}/lib/security/java.policy

17.5.1.MNMpaBa goctyna gns JCP.jar

«Kpuntolpo JCP» Bepcuma 2.0 ycTaHaBnuBaeTcs B KaTanor S${java.home}\lib\ext.
O6bI4HO 3TOT KaTanor MMeeT NpasBa AOCTyna paspellalmne BCeM jar dannam, coaepxalimmcs B
3TOM KaTaJsiore, Noay4YmTb BCE NpaBa AOCTyna

grant codeBase "file:${java.home}/lib/ext/*" {
permission java.security.AllPermission;
bi

Ecnv 3TOT KaTasnor MMeeT npasa AOCTyNa OT/IMYHbIE OT NpUBEAEHHbIX Bbille HE0bXoAMMO
HacTpouTb Npasa goctyna ans JCP.jar. MpuMepHbIn BUA 3TOoro darna npmeBeaeH HUxXe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", "read";
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";
permission java.io.FilePermission "<pathToLocalMutex>/*" "read, write";
}i
rae

o <usedProperty> - Property ncnonbsyemsbie rnpu HacTponke, Kakux-nmbo nyTtemn.

e <pathTolLocalMutex> NyTb Kk UnixMutex anga nonb3osatensa (noapobHee cMm.
«HacTpoMKM KOHTPOJIbHOW NaHenm»)

17.5.2.MpaBa pocryna ana agmmHucrtpartopa JCP

AOMUHUCTpATOpy 6€30MacHOCTM [AO/KHbl 6biTb MNPEeAOCTaB/IEHbl Cheaylowme npasa
AocTyna:

grant {

permission java.lang.RuntimePermission "preferences", "read";
}

Kpome Toro, agMmHuUcTpaTop 6e30nacHOCTU A0/IXKEH UMETh:

e paBa AO0CTyna 3aBucsLMe OT onepaLmMoHHON CUCTeMbl AN A4OCTyna K HacTporikam
Preferences. Hanpumep, ana Windows agMuHucTpaTtop 6€30nacHOCTM AOMXKEH MMETb Nnpasa

AOCTyna An4d yTEeHMSA/3anNncn B KoY peecTpa
HKEY LOCAL MACHINE\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/P

17.5.3.MpaBa goctyna ANns npuaoXxeHunmn
YcTaHoB/ieHHble Ha JAVA MawuHy NpUNOXEHUA He AO0JIKHbl OCYLEeCTBAATb AOCTYyn K
KnoyaMm. [ns 3Toro BCE MNPUIIOXKEHMS YCTAHOBJIEHHbIE Ha Java MalWHy AO0KHbI 6bITb MK
nosy4yeHbl OT Mpoum3BoAauTENen L[OBEpeHHbIM cnocoboM wAM  MMETb NpaBa AOCTyna
3anpeuwarowme 4oCTyn K Ka4daMm.

O6blYHO KaTanor ${java.home}\lib\ext paspellaeT BCEM MPUIOXKEHUSM AN BCeEX
nonb3oBaTenssM BCe MpaBa AocTyna. Heob6xoAMMO WAM OrpaHUYMTb 3TW MpaBa AoCTyna,
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3anpeTuB AOCTYM B KaTaslorn coaepxalwme kKnwuym (a Tak Xe K CMapT-KapTe U AUCKETE) uUnu
yCTaHaB}'IVIBaTb B 3TOT KATasol TO/NNbKO I'IpI/IJ'IO)KeHVIFI npowssop,meneﬁ I'IOJ'Iyl-IEHHbIe LI,OBepeHHbIM
CrnocoboM.

17.5.4.TpaBa Aoctyna nosb3oBaTens

Monb3oBatens «Kpuntollpo JCP» Bepcua 2.0 gomxeH obnagaTte cneaylowmmm npasaMu
jocrtyna:

e [lpaBa AocTyna, 3aBuUCALLME OT ONEPaLMOHHON CUCTEMbI, ANA A0CTYNa K
HacTpovikam Preferences. Hanpumep, ana Windows nonb3oBaTesib A0/KEH UMETbL NpaBa
AOCTyna Ana YTEHUS M3 KJloYa peecTpa
HKEY LOCAL MACHINE\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/P;

e [lpaBa goctyna, 3aBucswme oT onepaumoHHOM CUCTEMbI, Ha YTEeHUs/3anncb
¢dannoB BO BpeMeHHbIN KaTanor (CM. HACTPOMKN KOHTPOIbHOM NaHenn);

e [lpaBa gocryna, 3aBucdullMe OT ONepaLmMOHHONW CUCTEMbI, Ha
yTeHmne/3anmcm/cosgaHme Kkatanoros B dansabl knyem (CM. HACTPOMKU KOHTPOSIbHOWN
naHenu)

e [lpaBa gocrtyna, 3aBucauime ot OHeQaI:I,MOHHOVI CUCTEMDI, Ha
yTeHune/3anmncb/co34aHne KaTaJaoroB Ha AUCKETY (Mpu UCNOJb30BaHUU HOCUTENS
anckerta)

MpuMmeuaHue: ans Unix nnatdhopM nankum keys W tmp, 3afaHHbie MO YMOJIYAHUIO
(/var/cprocsp/keys U /var/cprocsp/tmp), MOryT 6bITb CO34aHbl TONbKO M3 nog root. Ans ux

aBTOMaTU4YeCcKOro co3faHus C npaBuUiIbHbIMW NMpaBaMu AOCTyNa AOCTAaTOYHO CO34aTb KOHTEMHep
n3 nop root.
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18.YnpaBneHne npoTokosiamm

XypHanuposaHune «Kpuntollpo IJCP» Bepcus 2.0 ocCyllecTBASeTcsa CTaHAApPTHbIMU
cpeacteamu Java MawuHbl. ®opMaT MpoTOKO/sa, MNOAS BbiBOAA, YPOBHU MMPOTOKOMPOBAHUA
HacTpamBaeTca B danne <jre>/lib/logging.properties. Mg knacca npotokona gnsa JCP:
ru.CryptoPro.JCP.tools.JCPLogger.

YpoBHM npoTokonuposaHua <«Kpuntollpo JCP» Bepcus 2.0 coBnagarT C YpPOBHSAMMU
NPOTOKO/IMPOBAHMSA Java, HUXKe OHM NpUBEAEHbl B MOpsSAKe MO BO3pacTaHMio MHGMOPMaTUBHOCTHU
coobLeHnin, ypoBeHb Bbille BKAOYaeT BCe cOobLeHns npuBedeHHbIe Mo TEKCTY HUXe. YpPOBEHb
ALL BkntoyaeT Bce coobuieHuns, yposeHb OFF BbikntovaeT Bce coobLieHms.

Mpwn HacTponkax Java MalnHbl N0 yMONYaHuio, BKIOYeH yposeHb INFO.

e OFF B npoToKon He BbIBOASTCA HMKaKME COObLLEHUS.

e SEVERE - Kputnuyeckue ownbkun B «Kpuntollpo JCP» Bepcusa 2.0, dyHKUMOHMPOBaHME
«KpunTtollpo JCP» Bepcus 2.0 nocsie NosiBIEHUS 3TUX OWMBOK HEBO3MOXHO. K HUM OTHOCATCS
ownbKM 3arpyskm, owMbKM KOHTPONS LEeNOCTHOCTM U Ap.

e WARNING - Owmnbkun «Kpuntolpo JCP» Bepcusa 2.0. Ownbkn He npuBoasiLiME K OTKasy
dyHKUMoHMpoBaHusa «Kpuntollpo JCP» Bepcus 2.0. K HUM OTHOCATCSl, HanpuMep owwnbKkun
HacTponku «Kpuntollpo JCP» Bepcusa 2.0, HenpaBuabHbIN BbI30B yHKUMA «KpunTollpo JCP»
Bepcus 2.0.

e INFO - MlHdopMaumoHHble coobuleHnsa o 3arpyske «Kpuntollpo JCP» Bepcusa 2.0.

e CONFIG - lHdhOopMaLnOHHble COObLIEeHMS MpU NONYYEHUN TEKYLLMX HAacTpoeK
ncnonb3dyembix «Kpuntollpo JCP» Bepcus 2.0.

e FINE - lHdopMauunoHHble cooblieHns o 3aBeplieHnn dyHKLUMK npoBalrigepa ¢ owmnbkon.

e FINER - lHdbopMauUMOHHbIE COObLLEHNS CBSAA3aHHbIE C BXOAOM/BbIXOAOM B/M3 DyHKUNMU
nposanaepa.

e FINEST - YpoBeHb, He UCMob3yeTcs

e ALL - CaM ypoBeHb He UCNO/b3yeTCs, NPUBOAUT K Bblaaye BceX COObLEHNN BblAaBaeMbIX
«KpunTtolpo JCP» Bepcusa 2.0.

Mpn BKAKOYEHUM YPOBHA OTAIMYHOIO OT 3agaHHoro no ymonudaHumiwo (INFO) cneapyet
NOMHUTb, 4YTO YpoBHM Bbilwe CONFIG MOryT 3HauynTenbHO 3aMeanuTb CKOPOCTb MpoBaiaepa, a
ypoBHM Hmxe INFO npuBectM K HeCBOeBpPEMEHHOMY O6HapyXeHW MpUYMH OTKasa
«Kpuntolpo JCP» Bepcusa 2.0. MMpu ob6bivHOM pabote <«Kpuntollpo JCP» Bepcus 2.0
PEKOMEHAYETCHA OCTaBNSATb HACTPOMKY YPOBHS BbIBOAMMbIX coobuweHui no ymonyanuio (INFO).

Mpumep HacTpoiku darna logging.properties ¢ yposHeM FINE (ncnpasneHus BblaeneHsbl
XXUPHbIM):

# Default global logging level.

# This specifies which kinds of events are logged across

# all loggers For any given facility this global level
# can be overriden by a facility specific level

# Note that the ConsoleHandler also has a separate level
# setting to limit messages printed to the console.
.level= INFO

T e e T
iR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE:

# Handler specific properties.

# Describes cific configuration info for Handlers.

T T T T T T T T T T T T I T T T I T T T T AT TR T AT TR TR TR TR TR RTINS
B i R R R R R

# default file output is in user's home directory.

java.util.logging.FileHandler.pattern = $h/java%u.log
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java.util.logging.FileHandler.limit = 50000
java.util.logging.FileHandler.count = 1

java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter

# Limit the message that are printed on the console to INFO and above.

#java.util.logging.ConsoleHandler.level = INFO
java.util.logging.ConsoleHandler.level = FINE

java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

FHE A R R R R A
# Facility specific properties.
# Provides extra control for each logger.

B R R R R R R R R R R R R R R R A

# For example, set the com.xyz.foo logger to only log SEVERE

# messages:

com.xyz.foo.level = SEVERE

ru.CryptoPro.JCP. tools.JCPLogger.level = FINE
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19.TpeboBaHusa no 3awmte ot HCA

19.1.MpuHUMNbI 3aWmTbl MHMOopMaunm ot HC/]

3awmta umHdopmaumm ot HC/[l B aBTOMATM3MpOBaHHOM cucTeMe obecneymBaeTCs KOMIMJIEKCOM
NporpaMMHO-TEXHUYECKMX CPeACTB M NOAAEPXKMBAKOLMX UX OPraHM3auMOoHHbIX Mep. B nx umcne:
e NpUMEHEHMe creumanbHbiX NporpamMMHO-annapaTHbIX CPEACTB 3alnThbl;
e OpraHmsaums cucTeMbl KOHTpons 6e3onacHoCcTn nHdopMaunm;
e (usmyeckas oxpaHa NIBM un ee cpeacTs;
®  aAAMMHUCTPUpPOBaHME MHMOPMALMOHHON 6e3onacHOCTH;
e y4yeT HOCuTenewn nHdpopMaumu;
e CUrHanMsauus O MonbITKaxX HapyLleHUS 3alnThbl;
* repuoamyeckoe TeCTMpoBaHWEe TEXHUYECKMX U MPOrpaMMHbIX CPeACTB 3alUnThl;
®  1CNO/Sb30BaHue cepTudULNpPOBaHHbIX MPOrPaMMHbIX U TEXHUYECKNX U CPeACTB.
3awuTta wuHdbopmaumm ot HCO pomkHa obecneumBaTbCAa Ha BCEX TEXHOMOMMYECKMX 3Tanax

06paboTkn MHGpOpPMaLMM M BO BCEX pexmMax (PYHKLUMOHMPOBaHUsS, B TOM u4ucre, Mpu NpoOBEAEHUU
PEMOHTHbIX U pernaMeHTHbIX paboT.

3awmta wuHbopmaummn ot HCA ponkHa npegycMaTpumBaTb KOHTPONb 3(PGdEKTUBHOCTU CpPeacTB
3awmnTtbl oT HCA. DTOT KOHTPOAb MOXeT 6biTb nnbo nepuoamMyeckum, nMbo MHULMMPOBATLCA MO Mepe
Heo6XxoANMMOCTHN NoSib30BaTeNIeM UM KOHTPOUPYIOWMMIN OpraHamu.

B opraHmsauumn, skcnnyatupyowen MO CK3U «Kpuntollpo JCP» Bepcus 2.0, pomxkHa 6biTb
BbiNyLWEeHa UHCTPyKumMa no 3awmte oT HCA Kk cucteMe, pa3paboTaHHas Ha 6a3e HacTosWero AOKYMEHTa,
pYKOBOAALWMX [OKYMEHTOB [0CyAapCTBEHHON TEeXHUYECKON KOMUCCUM, [AEUCTBYIOWMX HOPMATUBHbIX
OOKYMEHTOB CaMOW 3KCNyaTUpYoLen opraHmM3aunu.

B opraHusauuu - Mnosib3oBaTesie CUCTEMbl AOSXKHO ObiTb BblAENEHO creunanbHoe [AOSKHOCTHOE
JIMUO - aAMUHUCTpaTop 6€30MacHOCTM, (PYHKLMU KOTOPOro AO/XKHbI 3aK/H04aTbCA B BbIMOSHEHMM NpoLeayp
ycTaHoBkM O, HaCTpPOMKM CUCTEMHOIO OKPYXEHWSl, YCTaHOBKW, HACTPOWKM, OBCAY>XMBAHUSA U
obecneyeHns GyHKLMOHNUPOBAHMSA CPEACTB 3allMThbl.

AaMuHucTpaTtop 6€30MacHOCTM [O/MKEH MMEeTb BO3MOXHOCTb AOCTyrna KO BCeW MHdopMauuu,
obpabaTtbiBaeMon Ha pabouem MecTe.

Kaxabln ncnonHutens paboT Kak nosb30BaTeNb CETU KOHMUAEHUMANBHOW CBA3W A0MXKEH 6biTb
3aperncTpmpoBaH y aaMmHMUCTpaTopa cny»xbbl 6e30nacHoCTU.

Mpwn ocywecTeneHnn gocryna B rnobanbHble ceTn nepefadn AaHHbIX HEMOCPEACTBEHHO C paboumnx
MecCT, ocHaweHHbix CK3U «Kpuntollpo JCP» Bepcusa 2.0, AOMKHbI 6bITb MNPUHSATHI Mepbl, UCKIYawme
BO3MOXHOCTb BO34eNCTBMSA Hapywutens Ha CK3WM no kaHanam cBA3M, BbIXOASAWMM 3a npeaensl
KOHTPO/IMPYEMOW 30HbI.

19.2.Mepbl No obecneveHnto 3awnTbl MHPopMmaumm ot HCA

e [pu ucnonb3zosaHum CK3N «Kpuntolpo JCP» Bepcusa 2.0 Heo6xoaMMO Hanuuune
MeXxaHu3Ma SIoKasibHOW ayTeHTudukaumm nonb3osatenen OC;

¢ Heobxognmo paspaboTtaTb M NPUMEHUTb NONTUKY HA3HAYEHUS U CMEHbI Naponen B
COOTBETCTBUM CO CrIeAyoWnMmM NpaBuiamm:

] OnvHa naponsa fomkHa 6bITb He MeHee 8 CMMBOJI0B,

e Konn4yecTBo Noapsa creayowmnx nonbiToK ayTeHTUdnKaumm ogHoro cybbeekta goctyna
OO0/KHO 6bITb He 60onee 10. MNMpw NpeBbIWEHWM Yncna NOAPSA MAYLWNX NOMbITOK ayTeHTUdUKaumm
oAHoro cybbekta AOCTyna yCTaHOBJ/IEHHOIO NpeaesibHOro 3Ha4YeHns AOCTyn 3TOro cybbekTa K
CK3W 6nokupyeTcs Ha CyTKu;

e Heponyctumo npu BbiBOpe KaxAoro CUMBOJ1A NMapons orpaHMYMBaTbCcsl MeHee, YyeM 10
BapuaHTamu;

J [MeprMoaMYHOCTb CMEeHbl Napoasa He AOJ/HKHa npesbiwaTbh 6 Mecsaues.

Ons obecneveHuns Tpe6OBaHVIl7I K YCTAaHOBJNIEHUIO Naponda AOJIXKHbl BbINONMHATLCA cneaywuime
HaCTpOVIKVI onepaunoHHbIX CUCTEM!

Linux:
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B danne /etc/login.defs napametp LOGIN_RETRIES He posxeH npesbiwatb 10
PASS_MAX_DAYS=180

B daine Hebxoammo fobasuTb onumio min /etc/pam.d/common-password:
password [success=1 default=ignore] pam_unix.so obscure sha512 min=10

AIX:

B danne /etc/security/user

B cekummn default Heo6x0aMMO yCTaHOBUTL Creaylolme 3Ha4YeHus:
minlen = 6

maxrepeats = 10

maxage=24

Solaris:

B daine /etc/default/passwd Heo6x0aAMMO yCTaHOBUTb ClieAyHOLWNE 3HAYEHUS
PASSLENGTH=6

MAXREPEATS=10

MAXWEEKS=24

Windows:

B rpynnoBbiX NOANTMKAxX NepenTn B
Local Computer Policy->Computer Configuretion->Windows Settings->SecuritySettings->Account Policies
B Account Policies yctaHOBWUTbL cneayolwue napaMmeTphbl:

Minimum password length = 6
Maximum password age = 24

MepenTtn B

Local Computer Policy->Computer Configuretion->Windows Settings->SecuritySettings->Account
Lockout Policies

YcTaHOBUTbL NapameTp

Account Lockout threshold = 10

Mpn ncnonb3oBaHum CK3U «Kpuntollpo JCP» Bepcusa 2.0 Takxe cnefyeTt NpPUHATb cregylowimne
opraHm3aunoHHble Mepbl:

1. Mpoeangep «Kpuntollpo JCP» Bepcusa 2.0 4ONXXEH NCNOMb30BaTbCS B Cpeae, 3alluLLEHHOM
OT AEeNCTBUIM BHELUHEro HapyLwmuTens, 1 B KOPNopaTUBHLIX CeTAX, 3alMLEHHbIX OT BHYTPEHHEro
HapywuTens.

2. HeobxoanMO orpaHu4mMTb BO3MOXHOCTb BblBOAA MHMOPMaUMK C ncnonbsyemon N3BM
yepes noptbl COM, LPT, USB, IEEE 1394, a Takxe cpeactBsamm Bluetooth, Wi-Fi n aHanormuHbix.

3. MpaBo goctyna Kk paboumm mectam c yctaHoBsieHHbIM MO CK3U «Kpuntollpo JCP» Bepcus
2.0 npegocTaBnsaeTcs ToNbKO /iMLAaM, O3HAKOMIEHHbBIM C NMpaBuiaMm NOAb30BAHUS U U3YUMBLLNM
3KCMAyaTauMoHHYO AOKYMEHTauUuto Ha nporpaMMHoe obecneyeHne, MMelollee B CBOEM COCTaBe
CK3U «KpunTollpo JCP» Bepcusa 2.0.

4. 3anpeTuTb OCyllecTBNeHNe HECAaHKLUMOHNPOBAHHOINO aAMMHUCTPATOPOM 6e30nacHOCTH
KOMMpOBaHME KOYEBbIX HOCUTENEN.

5. 3anpetuTb pasrnalleHne CoAepXMMOro KJKUEBbIX HOCUTENENn K nepegavy cammx
HOCUTEeNnern nNMuam, K HUM He AOMNYLEHHbIM, @ TaKXe BbIBOAUTb K/OYEBYO MHPOPMALMIO Ha
Avcnnen u npuHTep.

6. 3anpeTuTb UCMOAb30BaHUE K/IHOYEBbLIX HOCUTENIEN B peXuMax, He NpefyCMOTPEHHbIX
npasuiamm nonb3oBaHnsa CK3U «Kpuntollpo JCP» Bepcusa 2.0, nnbo ncnonb3oBaTb KKOYEBbIE
HOCUTENN Ha NOCTOPOHHMX MIBM.

7. 3anpetuTb 3aMncCb Ha KAKOYEBbIE HOCUTENN NMOCTOPOHHEN MHpOpMaLunN.

8. TpeboBaHWs NO XpPaHEHUIO NIMYHbBIX KIHOYEBbIX HOCUTENEN pacnpocTpaHstoTcs Ha MN2BM (B
TOM 4YMCne 1 Nocse yaaneHus Kia4den c gucka).

9. Ha TexHu4yeckunx cpeacrtBax, ocHaweHHbix CK3WN «Kpuntollpo JCP» Bepcusa 2.0, AO/MKHO
MCMNOMb30BaTbCs TOIbKO SIMLEH3NOHHOE NporpaMMHoe obecneveHne GUpM-nponsBoanTenei.

10. Ha N3BM, ocHaweHHbIXx CK3WN «KpunTollpo JCP» Bepcus 2.0, He AOoNyCKaeTCcsa yCTaHOBKA
cpeacTts paspaboTku n otnaakm MO. Ecnn cpeacTtsa oTnaAKy NPUIOXKEHUA HEO6X0AMMbI A4S
TeXHoNorM4yecknx noTpebHocTen nonb3oBaTesisi, TO UX UCNONb30BaHME AOJIKHO 6bITh
CaHKLUMOHMPOBAHO aAMUHUCTPaToOpoM 6e30nacHOCTH.

B nwbom cnyvae 3anpewaeTcs WCNOAb30BaTb 3TM CpeacTBa As19 MPOCMOTpa M
peaakTUpoBaHMS Koga M NamaTu npuaoxeHuni, ncnonbaytowmx CK3N «Kpuntollpo JCP»
Bepcma 2.0. HeobxoaAnMMO UCKAKOYUTL NonagaHne B CUCTEMY MPoOrpaMM, MO3BOASAOWMX,
nonb3ysice owmnbkamm OC, nony4vaTb NpMBUAErnum agMmMHUCTpaTopa.
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11. JonxHbl 6bITb MPUHATBI MEPbI MO UCKOYEHUI0 HECAHKLIMOHMPOBAHHOMO AOCTyNa
NOCTOPOHHUX UL, B NMOMELLEHUS, B KOTOPbIX YCTAHOBJ/IEHbI TeXHMYeckue cpeactsa CK3U
«Kpuntollpo JCP» Bepcusa 2.0, No poay CBOel AeATeNbHOCTU HE SBNAIOWMNXCA NepCoHanoM,
AonyuweHHbIM K paboTe B yKa3aHHbIX MOMELWEHUsX.

12. JonxHo 6bITb 3anpelleHo ocTaBNAaTb 6e3 KOHTPONSA BblYNC/IUTESNbHbIE CPeACTBa, Ha
KoTOpbIX akcnayaTupyetcs CK3U «Kpuntollpo JCP» Bepcus 2.0 nocne BBoaa K/KYEBOM
nHdbopmauumn. MNMpn yxone nonbsoartens ¢ paboyero Mecta A0/IKHO UCMONb30BATLCSA
aBTOMaTMUYeCKOoe BKJ/IIOUYEHME MaposibHOW 3acTaBKMu.

13. AaMunHUcTpaTopoM 6e30MacHOCTM A0KHO 6bITb MPOBEAEHO OnevyaTbiBaHME CUCTEMHOIO
6noka c yctaHoBneHHbIM CK3U «KpunTtollpo JCP» Bepcus 2.0, ncknwyarolee BO3MOXHOCTb
HECaHKLUMOHMPOBAHHOIO U3MEHEeHMs annapaTHOM YyacTn pabouen ctaHuuu.

14. U3 cocTtaBa cMCcTEMbI AOMKHO 6bITb MCK/IIOYEHO BCE 060pYyaOBaHMeE, KOTOPOE MOXET
cosgasaTb yrpo3y 6esonacHoctn OC. Takxke nsberatoT Mcnosb3oBaHUs NbbIX HECTAaHAAPTHbIX
annapaTHbIX CPeACTB, MMEKLWNX BO3MOXHOCTb BANATbL Ha HOPMasbHbIN Xo4 paboTbl KOMAbIOTEPA
mnn OC.

15. Mpwu ncnonbzosaHuun CK3U «Kpuntollpo JCP» Bepcusa 2.0 Ha NM3BM, noaKNOYEHHbIX K
06LeA0CTYNHbIM CETAM CBSA3U, A0MXKHbI ObiTb NPeANnpPUHATBI AONONHUTESNbHbIE MEpPbI,
UCKTOYatloLWne BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO A0OCTYNa K CUCTEMHbBIM pecypcaM
MCMNOb3yEMbIX OMNepaLMOHHbIX CUCTEM, K MPOrpaMMHOMY obecrneyeHunto, B OKPY>XEHUM KOTOPOro
dyHKUMoHMpytoT CK3U, 1 k koMnoHeHTaM CK3W co CTOpOHbl YKa3aHHbIX CETEN.

16. B BIOS M3BM onpenenstoTcs yCTaHOBKWU, NCKOYAOLWNE BO3MOXHOCTb 3arpy3ku
ornepaumMoHHOM CUCTEMbI, OT/IMYHOW OT YCTAHOB/IEHHOM Ha XXECTKOM AMCKe: OTK/IIoYaeTcs
BO3MOXHOCTb 3arpy3ku ¢ rmbkoro ancka, npmsoga CD-ROM 1 npoune HecTaHAapTHbIE BUAbI
3arpy3km OC, BK/to4as ceTeBylo 3arpysky. He npumeHstotcsa NMN2BM ¢ BIOS, mnckntovatowmm
BO3MOXHOCTb OTK/IOUEHUs ceTeBon 3arpy3ku OC.

17. Cpeacteamu BIOS gomkHa 6biTb UCKAOUYEHA BO3MOXHOCTb OTK/IHOYEHUS MOSb30BaTENSAMMN
ISA n PCI ycTpoincTts npu ncnonbzosaHuu MNAK 3awmntel or HCA, yctaHaBnmBaeMbix B ISA n PCI
pasbeM.

18. Bxog B BIOS MN3BM pgosmkeH 6biTb 3alMLLEH NMaposieM, K KOTOPOMY NPeabsBASIOTCS Te Xe
TpeboBaHuWs, 4TO M K Napoao agMuHUCTpaTopa. Naponb Ansa sxoaa B BIOS gonxeH 6biTb M3BECTeH
TOJIbKO aAMUHUCTPATOPY U BbITb OTAIMYHBIM OT NAponsa aaAMMHUCTPaTopa Ansa Bxoaa B OC.

19. CpeactBamm BIOS pomkHa 6bITb UCKOYEHA BO3MOXHOCTb paboTbl Ha NM3BM, ecnun Bo
BpPEMS ero HayasibHOW 3arpy3kn He NPOXOAAT BCTPOEHHbIE TeCThl.

20. Mpwn 3arpy3ske OC gonxeH 6bITb peanmsoBaH KOHTPOb LENOCTHOCTU NPOrpaMMHOIro
obecneueHuns, Bxoasuero B coctaB CK3U «Kpuntollpo JCP» Bepcus 2.0, camoin OC n Bcex
MCNosHAeMbIX Gannos, GyHKUMOHUPYOLWNX coBMecTHO ¢ CK3U.

21. JomkHO 6bITb peann3oBaHo dur3nyeckoe 3aTupaHue COAEPXKMMOro yaansembix dalniaos, B
ToM uncne SWAP dainna.

22. fJomxkHo 6bITb 06ecrnevyeHo TecTuposaHne annapaTtypbl B 06beMe caMoTeCcTMpOBaHUSA MpU
rnepesarpy3ke He pexe 4yem 1 pa3 B 15 cyTok.

23. MNepectaBnaTb peanmsaumnio knacca Preferences ¢ nomowbto property
java.util.prefs.PreferencesFactory 3anpeliaeTcs.

24. Heobxoanmo obecneyntb agMUHUCTPATUBHBIMU MEPaMM KOHTPOJb AOCTYNa K CUCTEMHBIM U
Nnosb30BaTeNbCKNUM HacTpoMKkaMm Java-MaluunHbl.

Mpwn ncnonb3osaHum «Kpuntollpo JCP» Bepcusa 2.0 Ha nnatdopme Windows Java-malwimHa
CUCTEMHbIE W MOJIb30BaTebCKME HAaCTPOMKU XPaHUT B peecTpe B pasgenax
HKEY_CURRENT_USER\Software\JavaSoft\Prefs n
HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs cooTBeTCBEHHO.

Ha nnatdopmax Solaris u Linux Java-MalimHa CUCTEMHbIE U MNOJIb30BaTE/IbCKME HACTPOMKN XPaHUT
B darinoson cucrteme. CUCTEMHblE HacTPOMKM HaxoaaTcs B Katanore .systemPrefs, nonoxeHue
KOTOPOro onpegensiercs nepemeHHon java.util.prefs.systemRoot (no ymonuyanutio /etc/.java). Ecnm
OH HepocTyneH To .systemPrefs HaxoauTcs B KaTasiore onpegeneHHOM nepemMeHHoM java.home

Monb3oBaTenbCKkMe HACTPOMKM HaxoasaATca B KaTanore .java/.userPrefs, nonoxeHume KOTOpPOro
onpegensieTcss nepeMeHHon java.util.prefs.userRoot. Ecnn nepemeHHas He 3agjaHa TO KaTasor
.java/.userPrefs HaxoguTCca B KaTanore onpefeneHHOM nepeMeHHon user.home.
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20.06ecnevyerHmne 6e3onacHOCTN MYHKLUMOHMPOBAHMUS
pabounx MecT Co BCTPOEHHbIMU CpeaCTBaMM
KpunTorpamyeckon 3allnThbl

B pnaHHOM paszene npencTaBiieHbl OCHOBHblE peKOMeHAauMy Mo OpraHM3auMOHHO-TEXHUYECKUM
MepaM 3awmuTbl Ana obecneveHns 6e3onacHocTM HyHKLUNOHMPOBaHUSA pabounx MecT co BCTpoeHHol CK3U.

1. Wcnonb3oBaHue WnNdpoBanbHbIX CPEeACTB ANs Kpuntorpaduryeckon 3awmnTbl MHGOpMaLmm
NOANEXWUT NNLIEH3MPOBAHMNIO B COOTBETCTBMN C AENCTBYIOLWMM 3aKOHOAATENbLCTBOM PO,

2. Pabouune mecta, Ha kKoTOpble yYcTaHOBNeHbl CK3W, ao/mkHbl 6biTb @aTTeCTOBaHbl KOMUCCUENR.
PesynbTaTbl paboTbl KOMMCCUK OTpaXkatoTca B AKTe rOTOBHOCTU K paboTe.

3. [paBoM poctyna K paboymm mectam C yctaHoBneHHbIM CK3W gomkHbl o6nagatb TObKO
nvua, npowejlime COOTBETCTBYHOLWYO NOArOTOBKY. AAMUHUCTPaATOp 6€30NacHOCTM AOSKEH
03HaKOMWUTb KaXaoro nonb3oaTend, ucnonbsytowero CK3U, ¢ npasmnamm nosib3oBaHUA UK C
APYTMMU HOPMAaTUBHbIMU AOKYMEHTaMK, CO34aHHbIMM HA UX OCHOBE.

4. [OMXKHOCTHblE MHCTPYKUMM aaMUHUCTpaTopa 6e3onacHoCTu (ero 3amMectutens) u
OTBETCTBEHHOIO UCMOJTHUTENS AO/KHbI YUYMTbIBaTh TpeboBaHMs HacToswmx MNpasun.

5. TMpwn kaxxaoM BktoveHnn paboyein cTaHUuMKM € ycTaHoBNeHHbIM CK3U Heobxoanmo
MpoOBEpPSATb COXPAaHHOCTb NeyaTen cmcteMHoro 6s10ka n pasbemoB pabouel ctaHUuMu.

6. AamuHucTpaTtop 6e30nacHOCTM AoKeH nepuoanyecku (He pexe 1 pasa B 2 mecsua)
NpOBOAUTb KOHTPOJIb LIeSIOCTHOCTU U NlerasbHOCTM yCTaHOBAEHHbIX kKonuint MO Ha Bcex APM co
BCcTpoeHHoM CK3W ¢ nomoulblo NporpamMm KOHTPOJISt LLeNOCTHOCTMU.

7. B cnydae obHapyXeHus "MocTOpoHHUX" (HE 3aperncTpupoBaHHbIX) MPOrpaMM, HapyLeHus
LLeSIOCTHOCTU NMporpaMMHoro obecrnedenms nmbo BbisBNEHUS dakTa NOBPEXAEHMSA NeyaTen Ha
cucteMHbix 6nokax paboTta Ha APM gomkHa 6bITe npekpalieHa. Mo gaHHoMy dakTy AO0/MHKHO 6bIThb
npoBeaeHo cnyxebHoe paccnenoBaHMe KOMUCCMEN B COCTaBe npeacraButenen cnyx6
nHdOopMaunoHHoM 6e3o0nacHOCTM opraHunsauum - Bnagenbua ceTu n opraHusaumm - aboHeHTa
ceTn, rae Npou3oLLIo HapyLleHne, n opraHnsoBaHbl paboTbl MO aHaNM3y M NIMKBUAALUMK
HeraTMBHbIX NOCNEACTBMA AAHHOMO HapyLlEeHUs.

8. He pgonyckaeTtcsa octaBnaTb 6€3 KOHTPOS BbluMCAUTENbHbIE CPEACTBA, BXOASLME B COCTaB
CK3W, npn BKIOYEHHOM MUTAHUM N 3arpy>XeHHOM nNporpaMMHoM obecnedyeHun CK3U. Mpu
KpaTKOBpPEMEHHOM MnepepbiBe B paboTe peKoMeHAyeTCsl NMPOM3BOAUTL ralleHne aKkpaHa,
BO306HOB/IEHNE aKTUBHOCTM 3KPaHa NpOM3BOANTCS C UCMOJSIb30BaHMEM Napos AOCTyna.

9. Tonb3oBaTenb AO/MKEH 3aMyCcKaTb TOIbKO T€ MNPUIOXKEHUS, KOTOPbIe pa3peLleHbl
aAMMHUCTPATOpPOM 6e30MacHOCT!.

10. Cpeactsamu BIOS posmkHa 6biTb MCK/IOYEHA BO3MOXHOCTb OTK/IHOYEHMNS NOSb30BaTENSAMU
ISA-ycTpoiicTs.

11. MO, ycTtaHoBNeHHOe Ha MN3BM, He A0/KHO UMETb BCTPOEHHbIX CPeACTB pa3paboTku u
OoTNagKn Nporpamm.

12. N3BM, obecneuunBatolme yaaneHHbIn BXo4 nonb3oBaTtenen ns rnobanbHom cetu, He
DOJKHbI ncnonb3osaTb MO CK3U.

13. Naponun, Ha3Ha4yaeMmble Nosb30BaTENSAM, AO/DKHbI OTBeYaTb TpeboBaHUSaM
COOTBETCTBYHOLUNX UHCTPYKLUNU U HOPMATUBHbIX JOKYMEHTOB.

He ponyckaetcs:

1. OcywecTBasATb HECAHKLMOHMPOBAHHOE KOMMPOBaHME K/OUEBbIX HOCUTENEN.

2. Pasrnawartb cogepxumoe HocuTenen KYeBon MHpopMauum v nepesasaTb camu
HOCUTENM NnuaMm, K HAM He AOMNYLEHHbIM, BbIBOAUTb KKOUEBYHO MHGMOPMaLMIO Ha AUcnnen mn
npuHTep (3a UCKAKOYEHUEM CNyYaeB, NPeayCMOTPEHHbIX AaHHbIMK NpaBuiaMmn).

3. BcTaBnaTb KAOYEBON HOCUTESNb B YCTPOMCTBO CYUTbIBAHMS B pexumax, He
npegyCMOTPEHHbIX LUTATHLIM PEXMMOM UCMOIb30BaHMUSA KIKOYEBOI0 HOCUTENS.

4. TopgkntoyaTb K N3BM gononHuTesnbHbIE YCTPOWCTBA U COEAUHUTENN, HE NMpenyCMOTpPEHHbIE
LWTAaTHOW KOMMEKTaLNEeNn.

5. PaboTtaTb Ha KOMMbIOTEpPE, €CNM BO BPeEMS €ro HadanbHOM 3arpy3Ku He npoxoauT
BCTPOEHHbIN TecT O3Y, npeaycMoTpeHHbIN B [19BM.

6. BHocuTb kKakue-nnbo nameHeHms B NporpammHoe obecneueHne CK3N.

7. WN3MeHATb HAaCTpPOMKUM, YCTAaHOBJIEHHbIE NporpaMMoin yctaHoBku CK3U vnn
aAMNUHUCTPATOPOM.

8. lcnonb3oBaTb CMHXPOMOCHIIKKU, BbipabaTbiBaeMble He cpeacteamMm CK3U.

9. O6pabaTbiBaTh Ha M3BM, ocHaweHHo CK3W, nHdopmaumio, coaepxallyto
rocynapCTBEHHYHO TaliHy.
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10. Ucnonb3oBaTb 6biBLUME B paboTe KAtoYeBble HOCUTENN ANS 3anMcu HOBOM UHpOpMaumn
6e3 npeaBapuTEIbHOIO YHUUTOXEHUA Ha HUX KtoYeBon UHdopMaumn cpeactsamm CK3U
«Kpuntollpo JCP» Bepcusa 2.0.

11. OcywecTBnsaTb HECAHKLMOHUPOBAHHOE BCKPbITUE CUCTEMHLIX 610KkoB MIBM.

12. MpuHOCKTL N NCNoNb30BaTb B NOMELLEHUN, rAe pa3MelleHbl cpeactea CK3MU,
paavoTenedoHbl U APYrylo paavonepeaatowyo annapatypy (tpebosaHue HoCuT
pekoMeHAaTesNbHbI XapakTep).
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21.KoHTponb uenoctHoctn JAR cannios

KoHTponb uenoctHoctn JAR-canna npoBangepa oOCYyLWeCcTBAsSeTCa npu  3arpyske
nposarjepa nocpeaCTBOM MNpOBEPKM noanucen Tpex @annos JCP.jar, ASN1P.jar M
asnlrt.jar. Co3gaHue U npoeepka noanucenn JAR-cdannoB peannsoBaHbl B Kjacce
JarChecker.

21.1.Co3naHue noanucu JAR-danna

[Ons co3ganusa noanucu Hekotoporo JAR-cdalina cnegyet Bbi3BaTbh PYyHKUMIO main Knacca
JarChecker CO cnegylowuMmM napaMeTpamm:

-sign [-alias keyAlias] [-storetype storeType] [-keypass keyPassword]
[-in jar_file] [-out signed jar file] [-delsign]

OnuncaHue nepeaaBaeMbiX NapaMeTpoB:

napameTp 3Ha4yeHue o6s3aTesibHbIN/ Heo6s3aTeIbHbIN
-sign KOMaHga co34aHus HOBOM noanucu obs3aTenbHbI NapaMeTp
. MMS KJII04a 3/IEKTPOHHOM MOoAMNMCKU, Ha o
-alias 06s13aTenbHbI NapaMeTp
KOTOPOM OCYLLEeCTBASETCS NoANUCh
_storetype MMS KJIIOYEBOr0o HOCUTENS, Ha KOTOpoM|No yMonyaHuto - HDImageStore, obasatenbHbin ecnu
YPE |nexut knou K04 NIEXUT HE Ha >XXECTKOM AUCKe
-keypass |maponb Ha KoY noanucu ob6sa3aTenbHbI, €CM Naposib Ha K1Y YCTaHOBMEH
. NOJIHBIN NyTb K noanucbiBaemomy JAR- .
-in o obsi3aTtenbHbI NapameTp
danny
MosIHbIN NyTb K dalny, B KOTOpPbIN
-out 6ynetr 3anucaH noanucaHHbii  JAR-[o6a3aTenbHbI NnapameTp
dann
. nar onpeaensaowmmn aneHune
-delsign dnar, pea ot YA €CN1 yKasaH, TO HeBepHble noanucu 6yayT yaaneHsol
HeBepHbIX NoAnucemn

OnuncaHue npouecca co3gaHus noanncu:

e B MepBYl oYepeab OCYLLECTBASAETCA NpoBepKa BCEX CYLLECTBYIOWNX NOANMUCEN;

e  eC/IN CYLEeCTBYIOT HEBEPHble MOANNCU N yKasaH napameTp -delsign, To 3TK noanucu
yAoanawTcs;

e ec/v nocsie NpPoBEPKU U, BO3MOXHO, YAANIEHUS HEBEPHbIX NoANuUcell, obLee KOIMYecTBo
noAnucei paBHO M MpeBbIWaeT 16, To HOBas NOAMNWCbL CO34aBaTbCA He ByaeT;

. ecnun cpegn ocrtaBLlnxca nognucemn YXXe CylwecTByeT noanncb Ha 3agaHHOM Kiko4ye
3)'IEKTpOHHOl71 noanncn n oHa BepHa, ToO HOBad NoAnNMCb HE CO34a€eTCA,

e  eCcnv cpeau OCTaBLUMXCS MOAMUCEN YXe CYyLLeCTBYET NOAMNUCh Ha 3a4aHHOM  KJto4e
3N1EKTPOHHOM NOAMUCU U OHa HE BepHa, TO HEBepHas Nnoanucb yaansetcsa (B He3aBUCMMOCTU OT
¢dnara -delsign) n cozpaetca HoBas NOAMUCb Ha 3TOM KJlto4e;

e B MPOTUBHOM Cflyyae NpocTo HopMUpyeTCst HoBas MOAMMUCH:

B npouecce dopmupoBaHmsa noanmcm JAR-danna oCywecTBsSIETCS KOMMpPOBaHUE BCEX
KNlaccoB, BXOAsIWMX B ucxogHbin JAR-cdann, B HoBbii JAR-(ain, onpeaeneHHbin nytemM -out.
Mocne yvero B gmpektopun META-INF HoBoro JAR-dalina cosgatotcs gsa danna: Digest.CP u
Sign.CP (ecnu noanucb NpoM3BOAMTCS He B MepBbld pas, T.e. eCcnuM Takue dannbl yxe
cylwiectBytoT B ncxogHom JAR-danne, 1o dann Digest.CP He n3MeHseTcs, a K COAEPXKUMOMY
Sign.CP nobasnsietca nHdopmaumst 0 HOBOM NoAMUCH).
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Mepsbit hann npeacrtaensgercs cobon Habop nap: nmsa knacca, exoasuero B JAR-danin,
HO He Bxoasuwero B ampektoputo META-INF, n 3HauyeHne x3wwa Ha CoAepXmMoe 3TOro Knacca.
BTtopown cdann coaepxut B cebe cneaywowyo nHbopMaumio:

e KOMM4yecTBO Noanucen (yxe CyLecTBYWMX + TONbKO YTO co34aHHas);
e Habop noanucen (yxe cyLlecTBytoLWMe + HOBas MoAMUCh);
e Habop COOTBETCTBYHOLWMX NOANUCAM CEPTUPUKATOB (yXKe CyLecTBYyoWwme + HOBbIN).

HoBasa noanuch (kak M Bce npeablaylimMe) nNpouv3BOAMTCA Ha coaepxumoe darina
Digest.CP.

21.2.MMpoeepka noanucu JAR-danna

Ons nposepkn noanucu Hekotoporo JAR-danna cnepyeT Bbi3BaTb (QYHKUMIO main
KfnacCa JarChecker CO CneayrwwWMMUN NapaMeTpaMn:

-verify [-in signed_jar_file] [-cert cert_file]

OnucaHue nepenaBaeMbiX NapaMeTpoB:

napameTp 3HaueHue ob6a3aTenbHbI/Heob6aA3aTeNIbHbIN

-verify KOMaHAa rnpoBepKu rnoarnmcum obsi3aTtenbHbI NapameTp

. MOJIHbIN NyTb K nognucaHHomy JAR- o
-in obsi3aTenbHbIN NapamMeTp

dariny
o €C/IM  yKasaH, TO OCYLeCTBASeT npoBepka Mnoanucu
MOJIHbIN MyTb K cepTudukaTty, Ha y o il P p A 4
COOTBETCTBYOLLEN 3ajaHHOMY ceptudukary. B
-cert KOTOPOM OCYLLEeCTBASETCS npoBepkKa
noanMcH MPOTUBHOM CJlydae OCYLECTBNSETCA TMpoBeEpKa BcCex

nmetowmxcs noanucen JAR-darna

OnuncaHue npouecca NpoBepKn NOAMMUCHU:

e ecnu B JAR-alinie, noanucb KOTOPOro nNposepseTcs, He cyuwecTteyeT ¢annos Digest.CP un
Sign.CP, 10 hainn He coaepXuUT noanucen M HUKAKOW NpoBepKku He TpebyeTcs;

e ecnn Takue dannbl MMEKTCS, TO B NEPBYIO0 oUepeab OCYLECTBASETCA NOACUET X3LWen BCcex
Knaccos nognucaHHoro JAR-darna, He Bxoaawmx B anpektoputo META-INF, n nposepka
COOTBETCTBUS pe3ynbTaTa 3HAYEHUSM X3LWen, coaepxalumxcs B darne Digest.CP. Ecnn
pe3ynbTaTbl pasnuyHbl, To BblaaeTca Exception (cumtaetcs, uto JAR-dan noBpexaeH);

e  eCc/u X3WW COWNCh, TO OCYLecTBAseTcs cCO6CTBEHHO NpoBepKa NoAMUCHU:

O eCnn 3ajaH KOHKpEeTHbIM cepTudukat (KOMaHAOM —cert), TO MPOU3BOANTCA NMOUCK
cooTBeTCTBYtOWero ceptudgukarta B darne Sign.CP n, ecnu Takoi ceptudukaTt HangeH,
OCYLLECTB/SIeTCS NPOBEpPKA COOTBETCTBYOLEN MOANUCH;

O B NPOTUBHOM CJly4yae OCYLUECTB/SIETCS NPOBepKa BCEX MOAMMUCEN, COAEPXALLUXCS B

daitne Sign.CP. Mpu 3TOM nocne NpoBepKM Ha 3KpaH BbIBOAUTCS MHGOPMaLUSA O BCEX
HEBEpPHbIX MOAMNCAX.

21.3.KoHTponb uenoctHoctn JAR-danna nposanaepa

Mpu 3arpy3ke nposangepa «Kpuntollpo JCP» Bepcma 2.0 ocywecTBasieTcsa npoBepka
noanucen tTpex $amnoB jcp.jar, ASN1P.jar M asnlrt.jar Ha 3agaHHoMm [OCT ceptudukate

(ceptndumkat "npownt" B knacce JarChecker), a Takxe BbinonHsAeTcs nposepka DSA-noanucu
Ha SUN'oBCKOM cepTudukaTe.

KoHTponb UENOCTHOCTM ocyuwecTtBnserca npu nomowm dyHkumm check() knacca
JarChecker, koTopas 3anyckaeTcs B knacce Starter 3arpyxaemoro nposargepa, cobpaHHoOro c
OTK/tOUYeHHbIM narom DEBUG. na KOppeKkTHOM paboTbl AaHHOM DYHKLUMK cepTUdmMKaT NpoLwwnT

B camoM knacce JarChecker, n ykasaHue nytu K danny c ceptudmnkaTtoM npu oCyLeCcTBeHNU
KOHTPOS LLeNIOCTHOCTU He TpebyeTcs.
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22 .KomaHgHas ctpoka CPVerify

KomaHgHasa ctpoka CPVerify BBegeHa ans 6onee ynobHOro KOHTPOSS LENOCTHOCTU a
TakKXe BO3MOXHOCTU aAMUHUCTPUPOBAHMS CUCTEM, B KOTOPbIX OTCYTCTBYET rpadudeckoe
pacwupeHne nnn naketol Java AWT mn Swing.

C nomoLLblo KOMaHAHOW CTPOKWM MOXHO CO34aBaTb XpaHunuuwa xawen, obasnatb B HUX
dannbl, ypanatb dannbl U3 XpaHuUMWA, MNepecymTbiBaTb UM NpoBepsATb Xawu ¢ainos B
XpaHunuile, a Takxe paboTtaTb C OCHOBHbIM CUCTEMHbIM XpPaHUAULLEM.

22.1.06Wwmin CMHTaKCUC Bbl30Ba
KomaHaHoM cTpoke Prompt Bceraa nepepaercs cneayowmin Habop napamMeTpoB:

doing repository [params]

MapameTp doing onpepensiet pencreme, Tpebyemoe OT KOMaHAHOM CTpoku. OH
0653aTeNbHO AO/MKEH CTOSATb MepBbIM. 3Ha4YeHMs NapaMeTpa npueeaeHbl B Tabnuue:

napameTp Aeucremne

MpoBepuTb aitnbl B XpaHuauue. KoMaHaa npoBepsieT X3WuW O4HOM0 UM HECKOJbKMX halinos

-verif
Y M3 YKa3aHHOro XpaHunuwia.

I'IepechTaTb Xouwun (1)al7IJ'IOB B XpaHunuuie. Mo komaHae nepecynTbiBaeTCa XaWw OAHOro unu

-make "
HECKOJIbKMX halifioB B XpaHUINLLE.

—add No6aButb dahnbl B xpaHunuuwe. KomaHaa pobaBnsetr OAWMH WM HECKOSbkKo dannos B
XpaHWuLe, U NepecynTbiBaeT 4SS HUX X3LU.

_delete Ypanutb dannbl 1“3 XpaHunuwa. KomaHpaa yaanser oAMH WM HEeCKosIbko dannos u3
XpaHunmuia.

_create Co3paTtb xpaHunuue. KoMmaHaa co3gaeT HOBOe xpaHunuue. Ecnu xpaHunuue yxe cyLecTBYET,
TO OHO bByaeT nepesanuncaHo.

—check MpoBepuTb CcTaTyC XpaHunuuwa. KomaHaa npoBepsieT CTaTyC XpPaHWULWLA: HEe MOBPEXAEHO WUn

HE yaAaneHo Jin OHO.

Caenatb XpaHuUAULLE OCHOBHbLIM CUCTEMHbIM. OCHOBHOE CUCTEMHOE XpaHWWLE - TO, B KOTOPOM
-setdefault xpaHaTcs xawm Hanbonee BaXKHbIX CUCTEMHbIX (alifioB, U KOTOPOE NMEPUOANYECKU MPOBEPSIOT
BHYTPEHHMe cnyx6bl KpunTonpoBaliaepa.

-getdefault Y3HaTb, Kakoe XpaHWUIULLE SIBASIETCA OCHOBHbIM CUCTEMHbIM.

BbiBECTU COCTOSAAHME BCEX cbaﬁnos B XpaHunuue. KomaHaa BbIBOAUT COCTOSIHUE BCEX cbanos B

-print
P XPaHUNULLE: HE NOBPEXAEHbI I OHWU, HE yAalNeHbl Nu.
-help BbiBecTn cnpasky. Obwas cnpaBka no BCEM KOMaHAaM.

MapameTp repository senserca HeobxoauMMbiM BO BCeX KoMaHaaX, kpome -help wu
-getdefault. OH 3agaetT xpaHunuwe, ¢ kKoTopbiM b6yaeTr npoBoaAnTbCa onepaumsi. OH MOXeT
6bITb ONpeaeneH O4AHMM U3 TPeX CrieayrLwWwmnx cnocobos:

napamerp XpaHunuuie
-repfile filename XpaHunuuwe - dann, c umeHem filename

-reppref XpaHunuie pacnonioXeHo B KaTaslore CUCTEMHbIX HacTpoek (peectp ans Windows).
-repdefault OCHOBHOE CMCTEMHOE XpaHuauLie

MapameTp repository mMoxer 6bITb Nto6bIM MO cyeTy, HO He nepsbiM. Ecnn oH paseH
-repfile, cneayoulee cnoBo B KOMaHAHOM CTPOKe cumMTaeTcs numeHem darina.

MapameTpbl [params] 3aBUCAT OT KOMaHAbl. [Nns BCex KOMaHA AeNCTByeT napaMeTp
-help - nogpobHasa cnpaska no komaHge. Komanabl -help, -print, -getdefault, -setdefault,
-check, -create He npepnonaratloT AOMOAHUTENbHbIX MNapaMeTpoB. B komaHgax -verify,
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-make, -add, -delete Hapgo onpegensatb cnucok dalknos, Hag KOTOPbIMM MPOU3BOAMTCSA
OeincTBme, cneunanbHbIMU NapaMeTpaMum, yKasaHHbIMU HUXe B Tabnuue:

KomaHga nagamerp, onpenennwmuuneﬁcm“e
cdhannbi
-verify -all MpoBepuTb BCe (aisibl, Nexalune B XpaHWInLE.
file filename1 [-file filename2 [...]] MpoBeputb dannel filenamel, filename2,..., ecnn oHU ecTb
B JAHHOM XpaHWUULLE.
-make -all MepecunTtaTb X3WK BCeX Gannos, nexawmx B XpaHuauie
file filename1 [-file filename2 [...]] Mepecuntatb x3wun dannos filenamel, filename2,...,
nexawmnx B XxpaHumnuiie
-add -file filename1l [-file filename2 [...]]}do6aBuTb B xpaHunuuie dannsl filenamel, filename2,...
-delete -all YnanuTtb Bce dannbl N3 XpaHunuuwa
-file filenamel [-file filename2 [...]]|Yaanutb dannsl filenamel, filename2,... n3 xpanmnuwa.

Jllobas KoMaHAa M3 TeX, KOTOpble MW3MEHSIT XpaHuUAuWe, rnepes COXpaHEeHMEM
XpaHunuLla Bbi3biBaeT NPOBEpPKY Bcex (annoB, B HEM coaepXawmxcs. [osToMy ecnm Kakume-To
dannbl B XpaHunuwe NOBpeXAeHbl, ero COCTOSHME MOXHO nepesanuncaTb TONbKO yAanmB X
BCEX U3 Hero ogHom komaHaon -delete, nnn nepecunTaB Ans BCEX X3LU.

MpunoxeHne 3aBepluaeTcs C OWKMOKON (BbIXO4 MO WCKJIKOYEHMIO), €CNM BO3HWUKIA
HenpeaBnaeHHasa cutyaumsa (0TKasaHo B AocTyne K ¢anny, owmnbka BBOAA-BbIBOAA U T.4.), UK
€Cnn BO3HMKa owmnbka npu paboTte € XxpaHUAULLEM, KOr4a OHO CYUMTAETCS CywecTByoWwmM. Tak,
€CN1 NpoBepSIETCSA CTAaTyC NOBPEXAEHHOrO XpaHWUNMLA, NPUIOXKEHME 3aBEPLUNTCA HOPMabHO,
Bbl4aB AuarHoctunyeckoe coobuwleHne, OAHAKO eciIMm npoBOAMTCS npoBepka ¢alnoB B
NOBpPEXAEHHOM XpaHWAuLLE, NPUNOoXeHMe 3aBeplumnTcs € owmnbkon. MNpunoxeHue 3asepluaeTcs
HOpMasnbHO, ecnn NpoBepsieMblt Gans U3 XpaHununwa NoBpeXAeH, BblAaBas COOTBETCTBYIOLLYIO
ONArHoCTUuKy.

22.2.Cnuncok ¢annos, AobaBnisieMblX B XpaHUIULE AN1s1 KOHTPOS
LLeSTOCTHOCTMU.

Mepea HayanoMm paboTbl C NpoBangepoM HeobxoamMoO co3gaTb OCHOBHOE XPaHUMLWE B
CUCTEMHbIX HACTpoMKax, NpaBa Ha M3MEHEHNS KOTOPOro AaHbl TOSIbKO aAMUHUCTPATOpy. B Hero
cnegyet pnobaBuTb ucnonHsemble dannbl Java, dannbl cogepxawne nakeTbl java.lang,
java.security, java.io, javax, cuctemHble 6MbnMoTEKM, KOHPUrypaunoHHble dannbl Java-
MawwuHbl, Moaynn «Kpuntollpo JCP» Bepcuma 2.0, KOTOpble HaxoAAaTCcAa B Katanore [NyTb K
JRE]/lib/ext.

DTOT CMUCOK crepyeT NpPoBepATb CPeACTBaMU KOMAHAHOM CTPOKM B OTAENbHOM Mnpouecce
[0 3arpy3ku pabouyen Java-mallnHbl HE pexe OAHOro pasa B CYTKM.

B cnyuae, ecnn CPVerify 3adukcupyetr mamMeHeHme xoTa 6bl OAHOro snemMeHTa Java-
MallMHbI, MWCMNOSb30BaHWE KpunTonpoBanaepa cCneayeT MpekpaTuTb A0 BbISICHEHUS W
yCTpaHeHNs NPpUYNH BO3HUKHOBEHUS OLLIMOKMU.
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23.06ecnevyerHmne 6e3onacHOCTN MYHKLUMOHMPOBAHMUS
pabounx MecT Co BCTPOEHHbIMU CpeaCTBaMM
KpunTorpamyeckon 3allnThbl

B AJaHHOM pa3aene npeacrtaBsieHbl OCHOBHblE peKoMeHAauun no OpraHM3aunMOHHO-
TEXHUYECKUM MepaM 3awuTbl ans obecnedyeHuss 6e3onacHOCTM (YHKUMOHMPOBaHMSA paboumx
MeCT CO BCTpoeHHon CK3W.

1. Wcnonb3oBaHue wWndpoBanbHbIX CPEACTB ANS Kpuntorpaduyeckon sawmtel MHbDoOpMaunm
NOANEXUT IMLEH3MPOBAHUIO B COOTBETCTBUUN C AEMCTBYIOLWUM 3aKOHOAATENLCTBOM PO.

2. Paboume mecTa, Ha koTopble ycTaHoBseHbl CK3W, A0MKHbI 6biTb aTTeCTOBaHbl KOMUCCUEN.
PesynbTaTbl paboTbl KOMMUCCUN OTpaxkaoTca B AKTe rOTOBHOCTU K paboTe

3. [MMpaBoM poctyna Kk paboumm Mectam C yctaHoBneHHbiM CK3W gomxHbl obnagaTb TONbKO
nvua, npowegwme COOTBETCTBYIOWY MNOAroTOBKY. AAMUHUCTpaTop 6e3o0nacHOCTM  AOSKeH
O03HAKOMUTb KaxAoro nosb3oBaTens, ucnonb3ywuwero CK3W, c npasBunamm nonb3oBaHWA Uan C
APYrMMU HOPMaTUBHbLIMU AOKYMEHTaMU, CO34aHHbIMMU Ha UX OCHOBE.

4. [ONXHOCTHble MHCTPYKUMM aaMuHuUcTpaTtopa 6e3onacHocTn (ero 3amecTuTtens) u
OTBETCTBEHHOMO UCMOMHUTENS AO0SDKHbI YUnTbIBaTh TpeboBaHnsa HacTosawmux MNpaswun.

5. Mpun kaxgom BkAYeHnn pabovein craHuuMmM C ycTaHoBAeHHbIM CK3U Heobxoammo
MpoBEpPSATb COXPaHHOCTb NeyaTen cmcteMHoro 6s10ka n pasbemoB pabouel ctaHUuMu.

6. AamuHucTpaTop 6e30macHOCTM AO/MKeH nepuoandeckm (He pexe 1 pasa B 2 Mecsua)
NpOBOAUTL KOHTPO/Ib LENIOCTHOCTM W NerasnbHOCTUM YCTaHOBAEHHbIX konuit MO Ha Bcex APM co
BCTpoeHHoM CK3UM ¢ noMoLbio NpOrpaMM KOHTPOAS LLEeNIOCTHOCTH.

7. B cnyyae obHapyxeHus "MNOCTOPOHHUX" (He 3aperncTpmMpoBaHHbIX) MPOrpaMM, HapyLleHus
LLeNoCTHOCTM nporpaMMHoro obecrneyeHuns nubo BbIIBNEHUS (akTa MOBPeXAEHWUS nedyaTen Ha
cucTeMHbIX 6nokax pabota Ha APM gomkHa 6bITb npekpalieHa. Mo gaHHOMY daKkTy AO0MKHO 6bITb
nposeaeHo cnyxebHoe paccnefoBaHME KOMWUCCUMENW B COCTaBe npeacTaBuTenen  cnyx6
MHdOpMauUMOHHOM 6e30nacHOCTM OpraHusaumn - BRajenbla CeTU W opraHusaumm - aboHeHTa
ceTn, rae npou3oWo HapylweHue, U opraHuMsoBaHbl paboTbl MO aHanuMsy W AnKBUAaUUK
HeraTUBHbIX NOCNeACTBMA AAHHOMO HapyLeHus.

8. He ponyckaetcs octaBnsATb 6€3 KOHTPONSA BblYMCAUTENbHbIE CPEACTBA, BXOAsLWME B COCTaB
CK3W, npun BKIOYEHHOM MUTAHUM W 3arpy>XeHHOM nporpaMMHoM obecneyeHun CK3WU. [pu
KpaTKOBPEMEHHOM nMepepbiBe B paboTe pekoMeHAyeTCs Mpou3BOAUTbL ralleHuMe 3SKpaHa,
BO306HOB/IEHNE aKTUBHOCTM 3KPaHa NpoOM3BOANTCS C UCMOJSIb30BaHMEM Napos AOCTyna.

9. Monb3oBaTenb [AO/MKEH 3anyckaTb TOAbKO Te TMPWIOXKEHUS, KOTOpble pa3peLleHbl
aAMUHUCTPATOpPOM 6e30MacHOCTHU.

10. Cpeacteamn BIOS pomxHa 6biTb UCKAKOYEHA BO3MOXXHOCTb OTK/IHOUYEHUS MOSb30OBaTeNsAMuU
ISA-ycTponcTs.

11. NO, yctaHoBneHHoe Ha [19BM, He A0NXHO WMMeTb BCTPOEHHbIX CPeAcTB pa3paboTku u
OTNagKn Nporpamm.

12. M2BM, obecneumBawlme yaaneHHbld BXOA Mosb3oBaTene u3 rnobanbHOW ceTu, He
AOMKHbI ncnonb3oBaTb M0 CK3U.

13. Naponun, Ha3Ha4yaeMmsble nosib30BaTensmM, OOSKHbI oTBeyaTb TpeboBaHuaM
COOTBETCTBYOLWMX MHCTPYKLMUU U HOPMATUBHbIX AOKYMEHTOB.

He ponyckaeTcs:

1. OcywecTBasATb HECAHKLMOHMPOBAHHOE KOMMPOBAHME KOUEBbIX HOCUTENEN.

2. Pasrnawatb coaepXwumoe HocuTenem knw4deson wuHdoOpMaumm wnum nepepasaTb CaMu
HOCUTENM NMUAM, K HUMM He AOMYyLWEeHHbIM, BbIBOAWTb KOUYEBYH WMHMOPMaUMIO Ha AUCNNEN U
npuHTEp (3a UCKAKOYEHNEM CNyyaes, NPeayCMOTPEHHbIX AaHHbIMU NMpaBuiammn).

3. BcTtaBnaTb KAKOYEBOW HOCUTESlb B  YCTPOMCTBO CUYMTbIBAHUA B pexuMmax, He
npeayCMOTPEHHbIX LUTATHLIM PEXMUMOM MUCMONb30BaHMUSA KIKOYEBOI0 HOCUTENS.

4. TogkntoyaTb K N3BM goNoMHUTENbHbIE YCTPONCTBA U COEAUHUTENN, HE NPeayCMOTPEHHbIe
WTAaTHOW KOMMNAEKTaunewn.

5. PaboTtaTb Ha KOMMblOTEpe, €CiM BO BpeMs ero HauvajbHOW 3arpy3kuM He MpoxoauT
BCTPOEHHbIN TecT O3Y, npeaycMoTpeHHblin B [TOBM.

6. BHoOCUTb Kakme-nnbo naMeHeHns B nporpamMmmHoe obecneyeHne CK3N.

7. WN3MeHATb HaCTpOMKK,  YCTaHOBJIEHHblE nporpaMmom YCTaHOBKM CK3un nnm
aAMUHUCTPaTOpPOM.

8. Wcnonb3oBaTb CMHXPOMOCLISIKKN, BbipabaTbiBaeMbie He cpeactBamm CK3U.

9. O6pabatbiBaTb Ha [19BM, ocHaweHHor CK3W, wuHdopMauuto, coaepallyro
rocyaapCTBEHHYHO TalHy.
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10. Ucnonb3oBaTb 6biBlWIME B paboTe KO4YeBble HOCUTENW ANS 3anucu HOBOW MHdbopMauumn
6e3 npenBapuTENIbHONO YHWUTOXEHWS Ha HWUX KwYesBo wuHdbopMmaumn cpeacrtesamm CK3U
«Kpuntollpo JCP» Bepcusa 2.0.

11. OcywecTBnsaTb HECAHKLMOHUPOBAHHOE BCKPbITUE CUCTEMHLIX 610KkoB MIBM.

12. MpuHOCMTL UM uKCNoOMb30BaTb B MOMELWEeHUN, rae pasmeweHbl cpeacrtea CK3HU,
paavoTenedoHbl " Apyryto paavonepeaaroLLyo annapaTtypy (TpeboBaHune HOCUT
pekoMeHAaTesNbHbI XapakTep).
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25.MpunoxeHue 1. AKT roTOBHOCTM K paboTe

YTBEPXAAIO

(AO/MKHOCTD)

(HanmMeHOBaHMe y4ypexxaeHus)

(nognuce) (®.1.0.)

AKT
rOTOBHOCTHU K paboTe /HanMeHoBaHune
yupexaeHnusi/ ¢ /HauMeHoBaHne wuspgenunin/ " "
20 r.

KomMuccnas B cocTtaBe npeancepartens /DONKHOCTbL/
/®.U.0/ n uneHoB Ha3Ha4yeHHas cocTasuna

HacToAWMIMN aKT O TOM, YTO MOMELUEHME 3KCMJyaTUpYHoLWero opraHa
/Ha3BaHue/, /pa3smelleHne/, XpaHwaumwa  KIYEBbIX
HOCuUTenen, OXpaHa MNOMEeLWEeHUA U NOArOTOBNEHHOCTb COTPYAHUKOB K 06CiyXuBaHUo

/obopynoBaHue/

COOTBETCTBYIOT: JTOCT,

MHCTPYKLMS, PYKOBOASILLME JOKYMEHTbI, MpaBuia rnosb30BaHusa v T.m./

KoMuncema otmedaeT, 4To MHCcTannsaumsa MO BblWeynoMSAHYTbIX nsgenni npoeegeHbl B
COOTBETCTBUMU C

NHCTPYKLMU

BbiBOoA: KOMUCCUSA cuuTaeT, 06bEKT /Ha3BaHue obbekTa/
oTBevaeTt TpeboBaHMAM

/Ha3BaHMe MHCTpyKUuMKM Mo obecrneyeHuto 6e30nacHoCTM CBA3W/ Mo

YPOBHIO u MOXeET 6bITb BBeAeH B aencrseue.
Mpencepaten: YneHbl KOMUCcUmn
(noanwuceb) (©.1N.0)
(noanuchk) (9.1.0)
(noanwucsb) (®.1.0)
(noanuceb) (©.1.0)
M.M.
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26.punoxeHue 2. XXypHan perncrpaumnm
aAMUHUCTPaToOpOoB 6€30MacHOCTM 1 Nosib30BaTeNen

®.1.0.
aAMUHUCTpaTopa MpumeyvaHne
aTa [aTta
n/n |OpraHnsauyuns |6e3onacHoCcTn [aHHble perncrpaunm (nonb3oBaTtens,
perncrtpauum |BbibbITUSA
nonb3oBaTtens aAMWHUCTpaTOp)
CUCTEMDI
i Cuaopos A. A HeT 21.04.2000 AAMUHMCTPATOP
6e3onacHoCTH
MouToBbLIN agpec: OnepaTop
P MBaHoB U. U. a.sidorov@acme.ru 01.05.2000 pacyeTHOMN
JJO/IKHOCTb: CUCTEMDI
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27.T1punoxeHue 3. XKypHasn rnosib3oBaTens cetu

[lOMONHUTENbHbIE

n/n |0ata Bpems |®.1.0.nonb3osatens cuctembl  |CobbiTue naHHble MpuMeyaHme
1 02.05.2000 |09:00 |MBaHOB U.U. Monomka
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